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[bookmark: _Toc55849588][bookmark: _Toc71295004]Introduction
The focal point of this essay is to explore the term “Cloud Computing”. This is to research and discuss the advantages and disadvantages of deploying applications into the cloud. Specifically, it will discuss the cost implications and then critically analyse these scenarios to support arguments drawn as to why or why not cloud computing should be implemented. The next section of the assignment will explore the adoption of Docker and then evaluate an application built using Docker. 


1. [bookmark: _Toc71295005]Overview of Cloud Computing
Cloud computing is a vast and consistently growing field of IT. Cloud computing is a computing infrastructure model which enables an instant network access to a group of configured devices [1]. The National Institute of Standards of Technology defined standards in response to cloud computing growing rapidly in popularity [2]. They defined cloud computing as needing to be an on-demand self-service, this is defined because services shouldn’t require any support staff to manually authorise any request made through the cloud [3]. The second characteristic was broad network access [2], which means that users should be able to access what they want from anywhere [4]. The third characteristic is resource pooling [2], shared resources can be “allocated and deallocated to the users on demand” [5]. The fourth is, rapid elasticity [2], this allows the service to have scalability based on user’s demand [6]. The final defined characteristic is measured service [2]. This allows the user to monitor the usage of the cloud, on a “meter”, typically on pay-per-use plans [7]. The NIST also defined services for cloud computing, these is Software as a Service (SaaS), Platform as a Service PaaS), and Infrastructure as a Service (IaaS) [2]. SaaS is a form of cloud infrastructure in which the licensed software is accessible via the cloud [8]. In which users can download and pay for the software depending on usage. A popular example of SaaS is Microsoft 365. This gives users the ease of accessing and downloading the applications and using them to the full extent. SaaS also has the fast implementation [8] which is a good feature to help meet strict deadlines. PaaS is accessed through a web browser usually; this service provides applications over the internet. This provides developers with a framework to build upon rather than having to develop the idea with the idea in mind of how to manage the infrastructure. These can also provide services which will help the deployment of the application. An example of a PaaS is Amazon’s Elastic Beanstalk, this is a service in which a user uploads the code, and the service handles the things such as auto- scaling, so Elastic Beanstalk scales the application automatically depending on what the application needs. [8] [9]. IaaS is the last architecture. It provides a company with accessible infrastructure from the cloud, these can be servers or connections. This is great because it means it’s got potential for scalability. As this means they can grow on demand. IaaS providers can also offer services such as high-performance computing over the cloud [8] An example of IAAS, is Google’s Compute Engine, these allow a company to “create and run virtual machines” [10] and they also offer $300 of free credits to use on their cloud services [10] is great for new companies needing to minimise their costs. These services in some cases, can be paid for by the hour, day, or year and they work with one another for full integration of cloud [11] . There are deployment models defined by NIST. There are four models, these are private, community, public and hybrid [2]. These are named based on where the infrastructure has been deployed. The private cloud infrastructure is for a business to use. This could be self- managed by a third party. Private clouds are built with a higher level of security, but they are expensive to deploy [12]. Community clouds are deployed within multiple organisations. They may include multiple large-scale departments using this infrastructure. This infrastructure is cost-effective as there is a share of resources rather than paying individually for private infrastructure. There is also less chance of security vulnerability as it’s unique to the assigned groups [12] [13]. Public cloud is open to any user that wants to utilise a service through the cloud [12]. This model is common for file sharing through the cloud. This is a more effective model, and it also allows more elasticity [14]. Hybrid is an infrastructure model that combines aspects of the private and public model. As there are advantages and disadvantages to both, using the hybrid model allows users to capitalise on these efficiently. When a company needs to host several applications, they may use the public cloud to host an application which proposed less of a need for security and then they’d use the private where no security vulnerability is essential [14].



1.1.1. [bookmark: _Toc71295006]Benefits of Deploying Applications to the Cloud
Due to the endless possibilities that the cloud provides. There are many advantages to this. Scalability is one of the huge attractions of cloud computing, there’s different factors which allow the business to have good scalability, this means that the business can be increased and decreased in size to what meets their demand, this can also be referred to as cloud elasticity. This can also be known as auto-scaling [15]. This also means that there won’t be downtime when there is an increase in demand as the cloud can adapt the resources used based on what the user needs. Furthermore, it allows the user to utilise the precise volume of hardware resources that it needs [6]. For example, is an E-Commerce site may have a season where they are seeing a higher volume of traffic, typically during holidays (Mother’s day, Christmas, Valentine’s), they can increase the usage over these times to meet the demand of their customers and when that increase in business decreases, the business can reduce the usage. Another benefit of the cloud, is the centralisation of data, which means all data is stored in one place, this is advantageous as there’s always a starting point of investigation when there’s a data related issue. Also allows remote devices to access that cloud from any location [16]. The cloud is also highly cost-effective as the devices haven’t got to be powerful due to being able to buy the extra resources through the cloud [16] and as these can be purchase on a per-use basis this allows the users to purchase exactly what they are using and no more [17]. By using the cloud, companies haven’t got to have in-house servers [16]. Moreover, this is important to small tech start-ups who require a built infrastructure but are unable to necessarily afford the price, as to assemble a server room can cost thousands of pounds, when the operating costs are taken into account (fire suppression, sufficient power, air conditioning, server racks, servers and a server room), it can become increasingly expensive. Whereas, implementing the cloud, a company can instead deploy a IaaS cloud model and pay far less in expenses. Data recovery within the cloud occurs less expenses than in-house data recovery, as some businesses would need a secondary data centre/room or, separate server, for the backup of their data which, as previously mentioned, is expensive which makes storing the backup on the cloud more advantageous. A company should also consider the flexibility that the cloud enables, a start-up wouldn’t need to focus on the maintenance and cost effects that the infrastructure can have on a company. As they would need to hire and pay technicians to pay people to be in charge of the infrastructure whereas using the cloud it minimises the management needed over these things so they can focus on the potential product that they would be building [18]. The flexibility also means that the company can work from home, or they could have employees all around the globe due to the ease of access to the company’s infrastructure and access them at any given point, collectively [19]. This will also reduce costs, which is a common reason for adoption into the cloud, a company could run their infrastructure within the cloud, and through investigation, if they discover that they are over-using a component within the infrastructure, they could then adjust with a cheaper alternative. 

1.1.2. [bookmark: _Toc71295007]Drawbacks of Deploying Applications to the Cloud
Although the cloud has many advantages that are worth utilising, there are also many disadvantages within cloud computing. The first being that without a stable and strong connection then the cloud wouldn’t be able to be utilised [16]. Companies would need to have a good connection and a backup connection should the original stop working, they never lose the connection [15]. Although data/disaster recovery will overall be vastly cheaper to implement through the use of the cloud, however, some cloud service providers don’t offer a recovery plan when a disaster occurs that threatens or potentially destroys a company’s data which leads to companies having to design one themselves. This could be disasters as climate, deliberate attack, equipment failure or service failure [20]. An example of this is when Sony were the victims of a hack, revealing a vast amount of personal company emails while also deleting a lot of data, which lead to Sony having to pay eight million in fees towards employees that had their personal data revealed [21]. However, to note, the chances of a climate disaster is slimmer as cloud computing would mean the data wouldn’t be stored on site. For companies to avoid these situations, they can implement a form of recovery plan within the cloud, assuming their data is backed up within a separate site, as the likelihood of both sites having downtime is low, they could implement a “Warm site” [20], by doing this when the data has been damaged, the DNS can be redirected to the data in the backup site and once it configures, the services would then have to be started from the company’s site. The downside to a warm site recovery plan is the cost is cheaper than a “Hot site” [20] but isn’t the cheapest option. The next critical disadvantage is the concern of security [16], as not all cloud providers offer full security so a company will often have a third party to manage this which imposes a cost. The issue is that with the growth that the cloud has experienced, the attacks from cyber-terrorists has also grown due to them seeing the cloud as a new platform to exploit [22]. As a result of this, companies would need to understand firstly, the full detail of any security that is included with the cloud provider and what isn’t can then be implemented, as sometimes, due to the cloud provider not providing full information, the attacks can happen without the business knowing. There are measures that can be implemented which will create a greater protection, these include data encryption, this would mean that before virtually storing the company’s data, it is then encrypted to be only unlocked using the encryption key. They should also have a ticket [endnoteRef:1]system in place to report any security incidents or possible vulnerabilities [23]. Another solution to improve security is to implement a load-balancer, these can hide sections of a network and prevent unwanted access from to the back-end servers [24]. This is scalable as it is implemented within a system to assist with controlling traffic within the application, which can assist whether the traffic is busy, or not [24]. [1: ] 




















2. [bookmark: _Toc71295008]Virtualisation and Containerisation
To begin, virtualisation is one of the common technologies that is used to implement cloud computing. This is done through the use of virtual machines, with groups of virtual machines (VMs), which functions as a physical computer with its associated hardware, connected to hypervisors, which are then responsible for the overall control of that group of virtual machines [25]. Virtualization is a standard technology that can be enabled on machines. The issue with utilising virtual machines is that due to their functionality, they require high-spec hardware resources to function efficiently. They require a host machine and a form of hypervisor to assist with enabling virtualization, this is similar but also differs to containerization, containers store, built deployable applications [26]. Containerization is another form of cloud technology that is being adopted amongst companies, Containers are products which encapsulate the built application [27]. These can be deployed in VMs if required [28].  Below diagrams display what a typical architecture would look like using containerization, and a diagram using virtualization. Within virtualization, there are many OS’s and processes consuming power and cloud resources. Whereas Containers, using Docker, would have one OS with multiple containers with applications in those containers
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In production environments, containers allow applications to be deployed with ease in comparison to without them, which is a difference between containers and virtual machines, when using VMs, transferring code to them is challenging whereas containerization creates a safe environment to transfer, which is a factor as to why Docker is adopted in development as it allows the application portability, where transferring the code from OS to OS is far easier. [27]. For example, for virtualization, if a company wanted to deploy an application into the cloud, if the resources were being used it would be more difficult to deploy another VM without buying more resources, with the assumption that measures were in place to take full advantage of the resources, the company would then have to free up resources if they didn’t have any left or budget to buy more, whereas using Docker and containerization, the resources wouldn’t be fully utilised as the containers require less power to run so deploying this in a containerization architecture would be far easier and increasingly efficient. Docker would be popular amongst businesses when efficiency is important as they don’t require a full operating system per container as they share a host OS with the assistance of the Docker engine, this is important when there is multiple containers functioning on one machine [28], whereas VMS require a separate OS but also the hardware required [29], this decreases efficiency. Several VMs can be configured onto a singular server where each VM is packaged with the virtual system and hardware, this saves energy costs but overall will be slower so Docker would be preferrable for speed. There is scope for scalability with Docker as it always operates on the system dependent of the OS (Linux or Windows) as all of the associated running requirements are stored within the container [28]. This also allows more efficient development which is why docker would be chosen over other possibilities as multiple containers can be deployed over a singular VM while starting faster due to the lack of need of the OS, as previously mentioned [27] [28]. 
The predominant drawback to be considered is the level of security threat that containers propose. A group of containers can be hosted on one OS, in theory if the OS is exploited then the system is at greater risk [27]. 



2.1. [bookmark: _Toc71295009]Evaluating the Development Process
As previously mentioned, Docker is built on a strong foundation that will allow developers to contain their applications for a number of factors, such as portability. Containers can then be deployed through the hosting OS [26]. It’s a “client and server based application” [30]. There are four important components, the client and server, the image, the registries and the containers [30], these will be explored in this section. 
There is a process between the client and server. It’s a small process, the server, or is referred to as the docker daemon, would be sent a request from the client [30]. Then Docker responds and shares the requested information to the client. The client and server can be on the same machine if that is what the developer has chosen, or it can be from a different machine and location [30]. 
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Figure 1 - Docker Compose

As part of the development process, an image was created, the image is created through a number of steps in the Dockerfile. By completing the steps, it creates the next part of the image. The image will include all of the necessary dependencies which are required to allow the code to be executable. More importantly, during development, when these are re-built, the Dockerfile only compiles the sections which have been edited so it requires an attention to the detail when doing this [29]. Essentially, the image has the necessary components to allow the application to build. Data is stored in one of the layers of the images [29].
There are different ways to build an image. The first being in the format of a read-only file which is then used to deploy the containers and the functioning application encapsulated in that container [29]. The second is to create a Dockerfile, which would contain the necessary code to execute and then this would be executed in the terminal, using a command such as “Docker build”. This method is shown in the figure below and adds a dimension of auton [31]omy to Docker. The image is the link to enable the containerization. Moreover, these are important as they can be deployed from a new host. 
[image: Text

Description automatically generated]
Figure 2 - Dockerfile/Image
Docker also has registries. These are where the images containing the application would be sent to. It functions as a code repository. These have two registries, one being a private registry, for private development work. The other is a public registry. The Docker hub will then allow the functionality of sending Docker images to public or private registries [30].  
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Figure 3

The Docker container would then be created through the image being pushed to the registry. As stated, this then includes everything that is needed for the application to run in the container. This container will then be scalable as it can be deployed from many servers and cloud platforms. Figure 4 represents a service within the container as sometimes a container can be deployed for one individual service. By using, in the terminal, “docker-compose” it creates a container instance, and for scalability, the command would be “docker-compose scale” which would build several instances of the same container. Which is a simple command to scale the business should the resources be there to do this.
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Figure 4




[bookmark: _Toc71295010]Conclusion
Overall, this assignment has explored different aspects of cloud computing, displaying that there are many advantages and disadvantages to consider when migrating to the cloud. It has increasing popularity as the advantages outweigh the disadvantages as there are counter measures which can be implemented to minimise the probability of the disadvantages happening. Containerization and virtualization, was researched and discussed to understand why a business would adopt the use of them, this is due to a number of factors, such as portability and efficiency. An application built using Docker was then evaluated and it was concluded that the application is developed with more ease when using containerization.
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# Copy the typescript config file

COPY ./configs/tscompileoptions.json ./../configs/

#### THE WEB SERVER ##HHEHHHHIHHE

FROM nodeenv as webserver

# Expose our webservers port number
EXPOSE 80

# Change to the working directory
WORKDIR /var/www/node

# Execute the application
ENTRYPOINT ["npm", "run", "start"]

#### THE WEB SERVICE ##HHHHHHHHEHHIN

FROM nodeenv as webservice

# Expose our webservices port number
EXPOSE 1339

# Change to the working directory
WORKDIR /var/www/node

# Execute the application
ENTRYPOINT ["npm", "run", "start"]
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