        [image: A close-up of a person's face

Description automatically generated]      

STUDENT NUMBER: 2313492 
PROGRAMME: BA Leadership and Management Skills for the Workplace  
MODULE NAME: Research Methods for Business   
MODULE CODE: LCLM6004 
ASSIGNMENT: Component 1 (Business Research Proposal)
LECTURER: Dr Olu Adegbite

TABLE OF CONTENTS

RESEARCH TOPIC	3
INTRODUCTION	3
BACKGROUND	3
RESEARCH AIM AND OBJECTIVE	4
RESEARCH AIM	4
RESEARCH OBJECTIVES	4
RESEARCH QUESTIONS	4
LITERATURE REVIEW	5
RESEARCH PROPOSAL MIND-MAP	6
RESEARCH GAP	6
JUSTIFICATION:	7
RESEARCH APPROACH	7
RESEARCH METHODOLOGY	7
RESEARCH DESIGN	8
METHOD OF DATA COLLECTION	8
RELIABILITY AND VALIDITY	8
ETHICAL CONSIDERATIONS	8
LIMITATIONS	9
RESEARCH TIMELINE	9
BUSINESS RELEVANCE AND PRACTICAL IMPLICATIONS	10
CONCLUSION	11
REFERENCES LIST	11


[bookmark: _Toc224034106]RESEARCH TOPIC
Identifying The Effective Strategies In Addressing The Impact Of Cyber-Attack On Employee Performance: A Case Study Of Jaguar Land Rover Uk Cyber-Attack In 2025

[bookmark: _Toc224034107]INTRODUCTION
Cyber-attacks are a growing trend that can impact organisational performance negatively (Al Hyasat and Falahat, 2025). The cyber-attack that hit Jaguar Land Rover UK in 2025 offers unique insights into understanding the impact on staff productivity, morale, and behavioural compliance following a cyber-attack crisis. This research will evaluate potential actions that can help avoid a reduction in performance and improve organisational resilience (Avrahami and Zwilling, 2025).
[bookmark: _Toc224034108]BACKGROUND
Cyber-attacks are a growing strategic threat to organisations as businesses continue to implement digital systems into every aspect of their operations, including manufacturing processes, supply chain management and digital solutions like driverless technology. As businesses are becoming more reliant on Industry 4.0 technologies, there is an increased risk of cybersecurity threats causing disruptions to operations and employee productivity. Jaguar Land Rover (JLR) is one of the UK’s leading automobile manufacturers that utilise digital processes to facilitate production and distribution as well as customer care. In 2025, it was reported that JLR UK was hit with a cyber-attack that led to problems with IT services and access to certain platforms and prevented employees from communicating internally (Alqudhaibi et al, 2025).
In addition to creating IT barriers, cyber-attacks can impact employee productivity and performance due to stress, decreased job satisfaction, uncertainty in job roles, and new levels of compliance. Studies have shown that aspects like company culture, leadership actions, internal messaging, and training significantly influence employee reactions during a crisis recovery. To date, little research has examined the effects of cyberattacks on employees’ behavioural responses, particularly in manufacturing companies. The JLR case study offers valuable insight to assess what strategic responses can help reduce negative impacts on employee performance and improve overall organisational resilience (Covarrubias, 2025)
[bookmark: _Toc224034109]RESEARCH AIM AND OBJECTIVE
[bookmark: _Toc224034110]RESEARCH AIM: 
This study aims to identify and evaluate effective organisational strategies for mitigating the impact of the 2025 cyber-attack on employee performance at Jaguar Land Rover UK that enhance workforce resilience, productivity recovery, and sustainable employee performance (Collins, 2025).
[bookmark: _Toc224034111]RESEARCH OBJECTIVES:
The research objectives identify what needs to be achieved.    
1. To identify the impact of a cyber-attack on employee performance  
2. To review the literature on effective strategies for addressing the impact of cyber attacks 
3. To evaluate existing challenges and strategies within the JLR contest 
4. To provide recommendations for effective strategies for addressing the challenges in cyber-attacks in JLR UK
[bookmark: _Toc224034112]RESEARCH QUESTIONS
The research questions focus on key areas of inquiry include understanding threats, enhancing communication, strengthening defence mechanisms, and prioritising training to sustain employee performance during cybercrimes.
1. How did the 2025 cyber-attack affect employee performance and productivity at Jaguar Land Rover UK? 
2. What leadership and organisational strategies were implemented to mitigate the impact of the cyber-attack on employee performance?
3. To what extent did change management intervention influence employee adaptation and compliance during the recovery phase?
4. Which strategic interventions were most effective in restoring performance and strengthening long-term workforce resilience following the incident?
[bookmark: _Toc224034113]LITERATURE REVIEW
Cyber threats are becoming increasingly common and advanced in today’s digital world, impacting operations and employees within organisations (ISACA, 2025). 
Research has found that even with technical controls in place, people will always be the weakest link when it comes to cybersecurity – and recovery from attacks – due to user behaviour being integral to how susceptible and responsive they are to cybersecurity incidents (Toth et al., 2025). 
Reports demonstrate that workers are less likely to report suspicious behaviour if they are concerned about being held responsible, exacerbating the impact of security incidents and recovery time (Cohesity, 2025). 
The behaviour of employees, communication pathways, and workplace culture are therefore major factors in the team’s post-attack response.
Incidents such as the cyber-attack on JLR in 2025 provide real-world examples of how cyber-attacks cause employees working in the manufacturing industry to stop working across their UK plants. The attacks impacted JLR’s operational resilience for weeks, and thousands of employees were sent home to protect their personal data, proving that cybersecurity breaches can have detrimental effects on performance and employee morale (Reuters, 2025; BBC, 2025).
Leaders within these organisations need to consider human factors such as job insecurity and loss of productivity when strategising on how to recover from cyber-attacks. Whilst there is a growing amount of research around technological resilience strategies, there is limited research considering the impact of these strategies on employee performance. The current body of research looking into employee performance focuses on tactics to improve cyber awareness, such as anti-phishing training, which shows the long-term benefits of recurrent training but fails to draw a direct correlation between these strategies and overall organisational performance (Toth et al., 2025).
[bookmark: _Toc224034114]RESEARCH PROPOSAL MIND-MAP:[image: ]
Figure 1: Mind-Mapping
[bookmark: _Toc224034115]RESEARCH GAP 
The above review identified other issues in the existing research that need to be addressed: “What organisational strategies can be implemented to reduce the negative impact on employee performance following a major cybersecurity attack?”
[bookmark: _Toc224034116]JUSTIFICATION: 
A lack of current research exists regarding the impact of organisational strategies on employee performance following a cybersecurity breach. Although recent years have seen an increase in research into technical controls and defensive architecture (Zero Trust deployments) and responding to attacks, little research has been done to assess what can be done strategically within an organisation to improve employee productivity, morale, and behavioural responses following a cybersecurity incident (Khadka and Ullah, 2025). The 2025 cyberattack on Jaguar Land Rover will be used as a case study to answer this research question.
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This research will focus on identifying organisational actions that can minimise the impact of a catastrophic cybersecurity attack and negative effects on employee performance. 
Quantitative measures “how much” of an impact the strategies had on employee performance on a quantitative scale. Statistics like productivity rates, attendance, performance evaluations, engagement levels, and stress should be taken before and after a cyberattack via surveys to allow for Hypothesis Testing.
Qualitative measures provide “why/how” insight into how strategies affected employee performance. This can be done through interviews or focus groups with management and employees about leadership, communication, company culture and employee conduct during recovery.
Therefore, the research method that will be used is Mixed methods, quantitative and qualitative data. Mixed methods will be used because this study aims to quantify the extent of performance disruption and to understand how employees felt, their behaviours after a cybersecurity attack, and the organisational strategies put in place (Whelan et al., 2021).
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This study will use a Case Study research design. The cyber-attack on Jaguar Land Rover UK in 2025 will be the focus. Using a case study design allows the researcher to study organisational reactions in a real-life setting and provides an in-depth understanding of how management actions impact employee performance after a cybersecurity attack occurs (Tang, 2025)
[bookmark: _Toc224034120]METHOD OF DATA COLLECTION 
Primary and secondary data collection methods will be used. Questionnaires and Semi-structured interviews will be conducted to collect primary data from participants. Structured questionnaires will be distributed to employees who experienced the cyber-attack to measure job performance, stress level, morale, and how supported they felt by the organisation after the cybersecurity attack occurred. Semi-structured interviews will be conducted with managers and IT experts and selected employees to gain more in-depth information on leadership response during this period, communication, training provided during this period and how the organisational culture played a role during this period. Secondary data, such as organisational reports, cybersecurity magazines, published articles, and journals about cybersecurity breaches and employee performance, will also be used (Wood, 2024).
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Reliability will be achieved by administering standardised questionnaires and following the same procedure when collecting data from all participants. The researcher may also conduct a pilot test on the questionnaire to check its reliability. Validity will be supported through triangulation by cross-verifying the quantitative data obtained from the survey with information obtained from interviews and information found in the literature. This will help to eliminate falsifications and ensure that results from the study truly reflect what occurred during organisational experiences with cybersecurity breaches (Polas, 2025).
[bookmark: _Toc224034122]ETHICAL CONSIDERATIONS 
This research will uphold ethical standards by allowing all participants to volunteer to take part in the study. All respondents will be briefed about the study before data collection occurs. Anonymity and confidentiality of all participants will be maintained, and no private information about the organisation will be reported. All participants will have the freedom to withdraw from the study at any point (Macnamara, 2025).
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Limitations to this research may include: using a case study design only focuses on one particular organisation and may not be able to be generalised to other industries or organisations. Access to organisations and employees may be difficult to obtain due to confidentiality issues regarding a cybersecurity breach. Response bias may occur if participants are afraid of their organisation or have limited recall of what occurred during the cybersecurity breach (Alshaikh et al, 2025).
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Figure 2: Gantt Chart (Peren, 2025).
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[bookmark: _Toc224034125]BUSINESS RELEVANCE AND PRACTICAL IMPLICATIONS
The research has significance and is relevant to any organisation facing disruption during operations from cybersecurity breaches. For Jaguar Land Rover UK, a deeper understanding of the organisational factors that ease the impact of cyber-attacks on employee performance can boost decision-making and improve overall resilience.
This research could allow the company to understand how cybercrime adversely affects technology-dependent employees psychologically and socially. Aspects such as productivity, employee confidence, communication, morale and trust can be affected by cyber-attacks. The results from this study could aid Jaguar Land Rover UK in developing a systematic response strategy to cyber-attacks that prioritises employee productivity (Stentoft et al, 2025).
Possible implications that can arise from this study include updated crisis communication channels, cybersecurity educational training, leadership supportive initiatives, recovery strategies for employees post cyber breach, and more. Management can benefit from developing plans to improve response times to cybersecurity events that can assist in restoring confidence and reassurance to employees post-incident. If this is the case, the company may see an improvement in employee resilience, organisational culture and recovery time from productivity lost during cyber-attacks.
These recommendations may be difficult to initiate due to several factors such as budget limits, staff resistance to change and the ability to mesh policies into the organisation’s structure. Cybersecurity strategies are often designed around technology and technology-focused solutions, which may leave little room for human and environmental aspects.
Initiating these changes can be done by taking baby steps and having upper-level management support the change. Employee resistance can be diminished by training courses, change management, and open communication. Ensuring that these people-focused strategies align with the company’s current cybersecurity strategies will allow for behavioural and technical deficiencies to be addressed (Mohamed, Hamdan and Sawaya, 2025).
Therefore, this study can provide Jaguar Land Rover UK with insights into how to better prepare the organisation for cybersecurity events. They can use the information to help improve employee performance during these trying times and manage cybersecurity long-term.
[bookmark: _Toc224034126]CONCLUSION
By examining the 2025 Jaguar Land Rover UK cyberattack, this research contributes to both academic understanding and practical business applications. Large-scale cyber-attacks can harm how employees perform their duties, how they feel about their work, and an organisation's productivity. An organisation can reduce these detriments by implementing various strategies to improve the situation. These include leadership that communicates effectively, supporting employee programmes, cybersecurity training that focuses on awareness, and implementing a recovery plan. The onus is on the organisation to also promote an organisational culture that can weather the storm by working together and being adaptable to change when under duress. Combining people-first strategies with cybersecurity technology can benefit the stability of a workforce when faced with large-scale cyber-attacks. Businesses like Jaguar Land Rover UK will benefit from using these strategies to be more prepared, allow employees to feel more secure, and recover from attacks in a quicker manner (Al-Hawamleh, 2023).
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