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Section 1. [bookmark: _Toc27502909]Overview
1.1 [bookmark: _Toc27502910]General
The CoffeeCapulus company wish to implement a Bring Your Own Device (BYOD) strategy for their organisation. This means that their staff will use their own devices to access the corporate network with the aim of providing benefits for the company and the individual staff. 
1.2 [bookmark: _Toc27502911]Purpose
This report discusses the merits and drawbacks of such a strategy, the differing types of implementation that are available and aspects of creating a BYOD policy. Research showing the benefits will be detailed within this document as well as the inherent risks that are associated with this type of implementation. Different methods of implementing a BYOD environment are also discussed.
An appendix is included that provides the CoffeeCapulus corporation with a policy that describes the responsibilities for the corporation and its staff to adhere to, with the aim of keeping the corporate network safe.
An example diagram of the network with necessary security features is also included as a second file.
· 

1.3 [bookmark: _Toc27502912]Definitions

	BYOD
	Bring Your Own Device

	MDM
	Mobile Device Management

	MAM
	Mobile Application Management

	VPN
	Virtual Private Network

	CYOD
	Choose Your Own Device

	COPE
	Company Owned Personally Enabled

	POCE
	Personally Owned Company Enabled

	UEM
	Unified Endpoint Management





Section 2. [bookmark: _Toc27502913]BYOD  
2.1 [bookmark: _Toc27502914]BYOD implementations
2.1.1 [bookmark: _Toc27502915]What is BYOD
As already mentioned BYOD stands for Bring Your Own Device, which can also be termed BYOT which is Bring Your Own Tech. It is a hardware implementation that is gaining popularity as demonstrated by the release of a trend report titled ‘Bring Your Own Device to Work Trend Report’ in 2013 [1].  The definition of BYOD is given as
‘… the practice of employees bringing personally owned mobile devices (eg. Smartphones,  tablets and laptops) to their place of work, and using those devices to access company resources such as email, file servers and databases.’ [1, p. vii].
The shift towards cloud computing and the mobility of today’s workforce, coupled with the proliferation of mobile technology has driven this trend [2, p. 1] .
2.1.2 [bookmark: _Toc27502916]What methods of implementing BYOD are available.
Hardware-wise there are two basic models; 
 POCE - where the device is Personally Owned Company Enabled. Here, an individual owns the device and uses it to access an organisation’s network and data. [3]
COPE – where the device is Corporate Owned Personally Enabled. Here, the device is owned by the Company and control is maintained of that device, however, the functionality of the device is enabled to allow personal usage. [3] 
There is an important distinction here as the second method of providing hardware gives the corporation more control of the device and allows personal usage, whereas the first method means bringing company data onto a personal device that the staff member uses regularly for their personal lives.
Further models of COPE would be Choose Your Own Device (CYOD) where the company buys devices in bulk and offers discounted devices to its staff. 
There can also be models where the member of staff receives a bonus or payment towards the purchase of the equipment.
Software-wise there are a number of implementations such as the following, some of which are discussed later in this document, however, the basic two ways to package the solutions are:
Standalone MDM (Mobile Device Management) Platform which are regarded according to TechnologyAdvice.com as “best-of-breed” or [4]
IT Management Suites where some MDMs are included as modules in a larger, end-to-end system.  [4]
MDMs focus exclusively on features related to mobile device management, such as security, application management, and remote control. [4]
IT Management Suites, although more expensive than best-of-breed MDMs, provide closer integration between programs and can easily accommodate infrastructure growth.
2.1.3 [bookmark: _Toc27502917] Features of MDM software
There are many MDM packages available and some of the features available are listed below [5]:
· Application Management (MAM) including:
· App cataloguing
· App Wrapping
· Black/White-listing
· Enterprise app distribution
· Retail App distribution
· Containerisation
· Content Management
· Device Lockdown
· Email Management
· Expense Management
· Reporting
· Security Management including:
· Device and App Restrictions
· Passcode Settings
· Remote Device Wipe
· Remote Locking
As can be seen, there are a number of features that consider the security of a device, this is discussed later within this document.
2.1.4 [bookmark: _Toc27502918] Challenges of enabling enterprise mobility
There are four elements to enabling mobility within an enterprise:
· Users
· Devices
· Apps
· Data
Users are able to choose their devices giving the benefits of personal device usage. This leads onto the Devices containing Apps and it is this relationship that has to be managed by the implementation policy within the organisation. This has to be effective to maintain the security of Corporate Data. [2, p. 3]
Aspects of BYOD to be considered within the above elements:
Human aspects [2, p. 3]:
· Users want to be able to access their own devices for personal and work data.
· Users want access anywhere.
· CEOs want to fulfil user requirements to enable staff to be productive but also require their IT department to be in control of how users access corporate data.
IT aspects [2, p. 3]:
· Users must have a common corporate identity to access resources from any device and anywhere.
· IT must be able to manage, deploy, and maintain apps for all types of devices, both corporate owned and personally owned from a single location.

Data aspects [2, p. 4]:
· Corporate data must be protected at all stages, whether the data is in the cloud, company’s data-centre, user’s device and when in transit between any of these areas.
· Corporate data must be isolated and protected from a user’s personal data, whilst securing a user’s privacy.
· The IT department must be able to secure, classify and protect the company’s data.
· Recovering or wiping devices of company data when devices are upgraded or when staff members leave an organisation. [1, p. 3]
· Installing and managing security software patches, OS or Apps. [1, p. 3]
2.2 [bookmark: _Toc27502919]Advantages and Disadvantages of BYOD
The following section discusses the Pros and Cons of a BYOD policy.
2.2.1 [bookmark: _Toc27502920] Pros
List of advantages [1, p. 2]
· Improved user experience as the user is familiar with their own equipment and are only using a minimal number of devices.
· Hardware cost is lowered for the organisation and equipment that has already been produced and is already in use is utilised further.
· Environmental benefits from not producing further technology to perform tasks that can already be performed on existing devices.
· Improved work mobility opportunities.
· Young professionals drawn to this style of working – ‘81% of college students believe they should be able to choose the devices they need to do their job’(Cisco 2011 Annual Security Report in 2011) as cited in the Bring Your Own Device to Work Trend Report [1, p. 1]. 
· Increased employee/organisation productivity.
2.2.2 [bookmark: _Toc27502921] Cons
List of dis-advantages [1, p. 2]

· Potential loss of company purchasing power over hardware and software.
· Increased difficulty for the IT support department in supporting multiple types of hardware and operating systems.
· Incompatibility issues between hardware and software platforms.
· The proximity of personal data to corporate data and understanding the difference between company and personal property.
· New data and privacy security threats. [6]
2.3 [bookmark: _Toc27502922]Security within the BYOD environment
The risks within the BYOD environment can be placed into two categories, physical and digital data.
The physical risks of a mislaid, lost or stolen device or even the fact that the screen could be viewed at an inopportune moment can all pose a threat to company data being released.
Digital data becomes at risk from the devices themselves possibly being compromised due to the user’s general phone activity. Especially if unregulated sites are visited, susceptibility to phishing emails and possible trojans from email attachments. Public wi-fi access points are also notoriously unsecure.  
Therefore, in the policy detailed below solutions to the above risks are considered.
Every device needs to have its security controlled in some way and this can be achieved mainly in two ways;
2.3.1 [bookmark: _Toc27502923]Supported end-user security
The  company offers all employees using BYOD free anti-virus protection and VPNs to secure their connections at all times [6].
2.3.2 [bookmark: _Toc27502924]Containerisation and MAM
This is where the applications are supplied through a company portal, sometimes in the form of a secure browser. It is only through this portal that the corporate network can be reached. A VPN (Virtual Private Network) is employed for that App meaning that all communications between the device and the company network are protected [6]. 
The MAM system manages these portals and is implemented by a similar method to virtualisation. Due to the virtualisation of the company environment, this can help separate the user’s personal data from the corporate data.
2.4 [bookmark: _Toc27502925]Data Security Policy
2.4.1 [bookmark: _Toc27502926]Access to Corporate data at premises
[bookmark: _Toc27502927]Unescorted Physical Access 
Unescorted access to the CoffeeCapulus servers will not be permitted except to authorised personnel.
[bookmark: _Toc27502928]Network Infrastructure Access 
The CoffeeCapulus network is available wired or wirelessly for all staff members. They will be provided with login credentials and can use company equipment or their own. If they are using their own devices to access company data, then they must adhere to the BYOD policy document to use their device.
2.4.2 [bookmark: _Toc27502929] Corporate Network Access
[bookmark: _Toc27502930]2.2.1 Network Administrator 
The CoffeeCapulus IT manager will designate appropriate personnel to be granted administrator access to the corporate network, to allow for essential maintenance and administration of the network. This escalation of privilege is granted based on the individual’s level of competence and experience. A register of personnel granted administrator privileges is recorded.
[bookmark: _Toc27502931]2.2.2 Password Policy 
Password policy is dictated by the following. Passwords are user generated to a minimum of 8 characters. Passwords must contain a combination of lower case and capital letters, numbers, and special characters. This policy complies with the National Cyber Security Centre’s (NCSC) guidelines, Nov 2018 [7]. Passwords are to be memorised and kept private; sharing of login details is strictly prohibited. 
[bookmark: _Toc27502932]2.2.3 Removal of Access 
Personnel who no longer require access to the CoffeeCapulus network are highlighted by the Network Manager and all access privileges are removed by the CoffeeCapulus network administrators.
There is a specific section within the BYOD Policy that also covers the removal of access to the corporate network 
2.5 [bookmark: _Toc27502933]Digital Security
Some of the details in the paragraphs below make assumptions about CoffeeCapulus already having some data security measures and how they then fit in with this solution.
2.5.1 [bookmark: _Toc27502934]Data in Transit 
Data in transit between local servers and backup or cloud servers travel across wired links between the corporate headquarters and the implemented remote backup location or cloud; it is encrypted in transit. These physical links are maintained by the supplier of the backup solution.
Data in transit to staff working at remote locations is also only to be transferred via a VPN with traffic encrypted end to end.
2.5.2 [bookmark: _Toc27502935]User Terminals 
Terminals and workstations on the network are protected through regular software updates to the operating system and the preferred corporate anti-virus software. This update routine is managed by the network administrators and logged accordingly.
2.5.3 [bookmark: _Toc27502936]Local Servers
The CoffeeCapulus servers are kept up-to-date and monitored by software which is overseen by a network administrator who checks for impending drive failures and/or backup issues. 
2.5.4 [bookmark: _Toc27502937]Removable and Mobile Devices 
These devices will connect and transfer data through an MDM solution as discussed below.
2.6 [bookmark: _Toc27502938]Data Contingency
CoffeeCapulus are employing cloud services and should also be keeping an off-site backup also. Cloud services, although reliable can sometimes become unavailable. When employing a five-nines policy for data retrieval, data should be available from more than one source. 
Data recovery and restore is tested routinely by the system administrators of CoffeeCapulus. Data is recoverable from the backup server in bulk or by specific files. 
It is presumed that CoffeeCapulus already have implemented a data contingency plan that centres around the CIA model. That being that the data on the company’s network is :
· Confidential through enforcing access levels within staff roles and security procedures such as passwords and encryption methods to keep data Private. 
· The Integrity aspect is to allow any unauthorised or unwanted changes to data to be reversed maintinaing the integrity of that data and that only correct, warranted changes are made.
· Availability is maintained through authentication mechanisms, power and hardware failures can be accounted for and that several network connections are available to maintain access.
2.7 [bookmark: _Toc27502939]Proposed MDM solutions
Several products stand out as being suitable for the needs of CoffeCapulus, they are listed below alongside the features available within each:
	Product
	Features
	Disadvantages

	Airwatch Workspace 1
	All aspects from section 2.1.3
	

	Citrix XenMobile
	Most aspects from section 2.1.3
	No lockdown or expense management.

	Cisco Meraki
	Most aspects from section 2.1.3
	No Expense management.

	MobileIron
	All aspects from section 2.1.3
	

	MS Intune
	All aspects from section 2.1.3
	


[5]
Another product is JAMF Pro, however if CoffeeCapulus wants to provide its staff with a CYOD framework then it is important to note that it is restricted to Apple devices. Although Apple are renowned as having secure Operating Systems, running a BYOD policy may conflict with the ethos behind allowing the staff freedom of choice with their devices.
Citrix and Cisco are major players in providing corporate network solutions however, research shows that their products are maybe not quite as feature rich in the BYOD market.
Microsoft are a ubiquitous supplier of computer Operating Systems, Office solutions for companies of all sizes from sole traders to multi-national corporations. Using products seamlessly within this environment may well be beneficial for compatibility reasons and longevity. There is the aspect that the Intune package is a Unified Endpoint Management system, and where it is known that CoffeeCapulus is already 95% wireless based, the UEM solution may not be required.
Airwatch is a product that is provided by VMWare, a leading specialist in Virtualised environments. It is expected that the virtualisation of the access to the corporate network will be an excellent option for keeping control of corporate data. With Virtualised environments, the app that is utilised by the mobile device dos not need to download data to that device, all data remains at the host site. This enables user’s devices to remain free from sensitive information, also making it easier to release devices at the end of their life.
I presume that CoffeeCapulus as an organisation may have to require three quotes for products as with any large-scale project, procurement and management would have to have costings to make a decision. Obviously, this report does not tender this project out to these companies. However, if any details of the packages offered are not clear, I will be available to discuss the relative merits of each at a later date.
2.8 [bookmark: _Toc27502940]What the network would look like
The following diagram provides an overview for how the network would look when implemented. Obviously there may be more than the devices listed, but the essential topography would be similar.

[image: ]
The above diagram allows wireless access from within the CoffeeCapulus’ buildings via Wifi access points and also from remote locations via the internet.
Any traffic from the internet crosses through a demilitarised zone DMZ where authentication takes place preventing immediate access to the company’s data.
2.9 [bookmark: _Toc27502941]BYOD Specifications
The below specifications [8] place some detail into how the BYOD Policy will be implemented and forms the basis for drawing up the Policy as seen in the Appendix.
2.9.1 [bookmark: _Toc27502942] Controls for Secure Remote Authentication
Use of two factor authentication
Connecting via a VPN within a virtualised environment
Use of passwords that conform with the standards set out in section 2.2.2.
2.9.2 [bookmark: _Toc27502943]Maintain device OS integrity 
The MDM software can monitor the integrity of a device’s OS and report back to the organisation.
The User is not to Jailbreak or install unauthorised software onto their devices. This will be set out in the User agreement, with lists of forbidden apps made available over time.
2.9.3 [bookmark: _Toc27502944]Encryption
The device will connect through a VPN implementing AES256 encryption.
2.9.4 [bookmark: _Toc27502945]Data Backup
As the device connects through a virtual environment, it is of importance that if the user makes a backup of their device, that the corporate app is not signed into. Although the risk of data leakage there is small, it is advised.
Further controls should be made to forbid screenshots when the app is open, to discourage data from being stolen. This will form part of the User agreement.
2.9.5 [bookmark: _Toc27502946]Controls to support Protection of Corporate Data
Clarify that all data accessed from the App belongs to CoffeeCapulus and that work created by the staff in line of their duties also belongs to the Corporation.
2.9.6 [bookmark: _Toc27502947]Monitoring
Staff will accept that their devices will be monitored to some degree so that CoffeeCapulus can determine that their device is trusted to be on the network. Checks will be performed for Jailbroken OSs, viruses, unauthorised applications and for access to certain websites or activity within working hours.
A banner will be displayed for the user to acknowledge at certain points of use of the device, not for every access as this will become burdensome to the user. 
2.9.7 [bookmark: _Toc27502948]Legal Holds and Data Discovery
This aspect is mostly dealt with by implementing a virtual environment that containerises the data and does not leave company data on the end user’s device.
2.9.8 [bookmark: _Toc27502949]Policy Compliance
Policy Violations will be investigated and if deemed to be intentional or repeated, they will be recorded and dealt with throught the usual HR channels.
2.9.9 [bookmark: _Toc27502950]Device Maintenance
It is the user’s device and if the device has to go to a third party for repair, the company’s apps should be removed to prevent an opportune moment for access details to be acquired.
The company is not responsible for malfunctions, defects or damage to personally owned mobile devices.
2.9.10 [bookmark: _Toc27502951]Device Inventory
As users are able to purchase their own devices at any time, it is important that before they download the App that grants them access to CoffeCapulus they register the device with the BYOD administrator. This administrator should then be able to perform the following:
· record the serial number of the device, 
· set up authentication, 
· install the VPN connector 
· register device on monitoring software within MDM
· provide the organisational container.
2.9.11 [bookmark: _Toc27502952]Approved Products List
CoffeeCapulus will allow devices that have the ability to attach securely to their network, this includes current implementations of iOS, Android and Windows devices. If the device is at the end of its life and cannot run current versions of these OSs, then the device will not be able to connect to CoffeeCapulus’ network. 
2.9.12 [bookmark: _Toc27502953]BYOD Participation
The BYOD program is voluntary, but is open to all employees. There is an argument that some senior managers/directors within the organisation may not be eligible for BYOD due to the sensitive nature of the data they deal with. However, this can be restricted by placing that data on another domain that is not part of the BYOD environment.
2.9.13 [bookmark: _Toc27502954]BYOD Training
Training will be provided by CoffeeCapulus for all users of the BYOD environment. This will emphasize the benefits of BYOD, but also make sure that staff understand the security risks inherent within such a framework. 
2.9.14 [bookmark: _Toc27502955]Incentives 
CoffeeCapulus can offer a CYOD scheme where a limited number of devices are available and are initially setup by the company. This allows CoffeeCapulus to control the Apps installed initially, reduce hardware costs (although not entirely) and have an inventory of hardware from the start of the process.
Or operate a POCE scheme which removes the cost entirely of the hardware but does provide a challenge to the BYOD administrators. Maybe with a bonus within their pay that helps toward purchasing devices.
Either provide staff with a way to use devices that they have chosen to use and in some instances at a discounted cost.

Section 3. [bookmark: _Toc27502956]Appendices
3.1 [bookmark: _Toc27502957]BYOD Policy
CoffeeCapulus is implementing a BYOD policy for its employees to enjoy the advantage of purchasing and using smartphones and tablets of their choosing at work. CoffeeCapulus reserves the right to revoke this access if users do not adhere by the policies and procedures outlined below.
The security and integrity of CoffeeCapulus’ data and infrastructure are of paramount importance. This BYOD policy [9] serves to provide guidance around the expectations of CoffeCapulus’ in regard to utilising this facility. 
Staff employed by CoffeeCapulus must comply with the terms and conditions set out in this document to be able to access the corporate network on their own devices. 
3.1.1 [bookmark: _Toc27502958] Acceptable usage
· Once signed up to the BYOD scheme, acceptable business use relates to activities that support the business of CoffeeCapulus.
· Acceptable personal use includes watching legal media, reading, playing games and personal communications (email, chat etc).
· Certain websites are prohibited during working hours. This policy may be set by HR.
· Within certain sensitive areas of the company, cameras or recording abilities are disabled on the devices. This may be centrally controlled by the MDM software.
· No unlawful activity shall be performed on the device, or activity that harms the CoffeeCapulus corporation. Users have to be aware of differing laws around the world if they travel within their role.
· A list of allowed and disallowed apps will be provided by CoffeeCapulus, which is updated regularly.
· Employees can access the network for email, appointments, contacts and any Office files that they require access to.
3.1.2 [bookmark: _Toc27502959]Devices and Support
· Smartphones and Tablets running current versions of Android or iOS are granted access.
· Windows laptops can also be used, along with Chromebooks if required. Again, current versions of these OSs are required.
· Although any hardware related issues are to be dealt with through their supplier, CoffeeCapulus’ software should be removed if the device is out of control of the user. Any connectivity issues are to be dealt with via the IT department.
· Devices are to be inventoried by the IT department and set up correctly including the monitoring software, virtual environment, Office tools and security configuration. This occurs before connecting o the CoffeeCapulus network.
3.1.3 [bookmark: _Toc27502960]Payment Scheme
· CoffeeCapulus offers its staff the opportunity to choose their own device (CYOT) or to purchase their own.
· Depending on the choice, payment reimbursements are available. The staff benefit from cheaper devices through the company, which in turn they can control easily. Or the company will pay a bonus that relates to them buying their own device.
· CoffeeCapulus will contribute towards Data roaming and other charges for each user. This may alter depending on the role of the user, if  a large amount of travel is expected.
3.1.4 [bookmark: _Toc27502961]Data Security
· Devices must be protected, preferably with biometric access controls but passwords must adhere to the guidelines set out in section 2.2.2.
· Autolock must be set on the device to a reasonably short time delay.
· After a series of 6 failed login attempts (sometimes biometrics do not work correctly so 3-5 attempts is too low). IT will have to be contacted to re-connect.
· The monitoring software will be able to detect if the device is rooted or jailbroken, and will be disconnected form the network. 
· Anti-virus software will routinely check the device to maintain security.
· Disallowed apps cannot be downloaded to the phone through store channels, if other methods are used to install and bypass this the device will be disconnected.
· Access to the various parts of the CoffeeCapulus network is controlled by the user profiles as set by the network administrators.
· The device can be wiped if the device is lost, or the device poses a threat to the company’s data or infrastructure, or if a member of staff has left the company but has not visited IT to remove the software correctly.
· If the person is ceasing use of the device or ceasing to work for the company then IT will remove all trace of the software that provides the VPN connectivity, MDM software and/or other Apps that allow access to the corporate network.  
3.1.5 [bookmark: _Toc27502962]Liabilities / Disclaimer
· Although IT will take as much care to not lose staff’s personal data, if a device is lost through work, and possibly has to be remote wiped, it is the staff’s responsibility to backup their personal data. 
· The company hold the right to disconnect or disable devices without notification.
· Lost or stolen devices must be reported to the company within 24 hours. 
· The member of staff must comply with these regulations at all times.
· If the member of staff does not comply with this policy and company data is lost or stolen due to their actions they will be liable for the outcome. 
· Non-compliance with this policy will result in disciplinary action.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have consistently applied and use the appropriated referencing convention.  An excellent report but disappointed with your reference listing.  Need to use more updated credible sources from peered review articles. (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You demonstrated Excellent knowledge and understanding of the subject area, however, see above re your sources referenced. (Grade mark: 73.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]An outstanding report that was well discussed and evaluated.  You have inter-relate your discussion to the case study; well done.  You done the policy, MDM, countermeasures and all other criteria for this assignment. (Grade mark: 87.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]35

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical development worked, had all the necessary security measures in place including firewall.  It was annotated in that it outline what each area represented; excellent.  The only improvement at this level was to include some redundancy but not necessary.  Excellent work. (Grade mark: 95.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]19

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Professionally done for this level (Grade mark: 100.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]10

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]85%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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