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Why might terrorist organisations be involved in acquisitive crime? Highlight the links between terrorism and other forms of criminality. 

On Tuesday 11th September 2001, four passenger jets were seized by teams of hijackers and used to target landmarks in New York and Washington D.C., in The United States of America. The act was planned by the extremist group Al Qaeda and the casualties of the attacks were citizens of 77 countries (Jackson, 2021). The attacks were undoubtedly felt across the world, and to date, they are the deadliest single terrorist attack worldwide, with 2960 fatalities, which is close to double the fatalities of the second deadliest attack worldwide (Statista, 2023).

According to Scarcella, Page and Furtado (2016) there is distinction between extremism and terrorism. They provide that extremism is belief centred and consists of vocal or active opposition to commonly accepted concepts such as law, liberty and democracy. Terrorism is outlined as “unofficial or unauthorised use of violence and intimidation in the pursuit of political aims”. The Crown Prosecution Service (n.d.) explains that according to British law (Terrorism Act 2000) terrorism is acts of, or threats of, serious violence against a person or damage to property, endangering a persons life, creating serious risk to the health of the public or disrupting an electronic system, to advance political, religious, racial or ideological beliefs.

Hamm (2005) writes that Presidential candidate John Kerry claimed that the September 11 attacks could have been prevented, as in the period prior to the attacks taking place two of the hijackers came into contact with law enforcement for driving related offences. This suggests that there is a connection between terrorism and other crimes. 

Crime can be defined as “an act that breaks the law in a particular society”. Criminologists often formalise crime into sub-categories. Examples of these include personal crimes, such as assault and robbery, property crimes, such as burglary or theft, white-collar crimes such as fraud and money laundering, and organised crime, such as drug dealing or sex trade (StudySmarter, n.d.). Another common term used by criminologists is acquisitive crime, which is defined as when an offender acquires some material gain by illegal means. This umbrella term encompasses a crossover between many of these crime subcategories, including the offences of theft, robbery, and fraud (Gavin, 2021).

Hamm likens criminal activity to being the “lifeblood” of terrorism and states that investigators should target such offences within the “war on terror”. Further to this, he explains that all terrorist groups require financing, materials, transportation, identity documents and communication systems, in order to operate and ultimately complete their goal. He posits that a decline in “state-funded” terrorism has given rise to the necessity for terrorists to turn to conventional criminal activity to support these operations. 

According to Rocha and Canales (2022), “the relationship of terrorist groups with criminal activity has been a constant throughout history”. They explain that the type of relationship formed with criminal activity is dependent on three variables: the amount and complexity of resources required, the compatibility of the crime with the ideology of the group, and the capability of members to manage the crime. They further posit that there are three models for terrorist-crime relations, each with varying dependencies on the outlined variables. 

The first model is labelled as the “functional” model. The terrorist organisation has flexible and inconstant involvement with criminality, typically when its needs are of a complex nature, and so a collaboration is formed with an organised crime group to meet these needs. This relationship is temporary and mutually beneficial. The second model is labelled as the “decentralised” model. The needs of the terrorist organisation are less complex and so criminal activity is used to meet these needs on a smaller scale, in a more sporadic sense. This terror-crime relationship has developed as global terrorism has become decentralised, and Rocha and Canales note again the significance of 2001 as a turning point, with the parent organisation (for example, ISIS) providing direction of ideology, however the means and resourcing to carry out an attack is left to individual cells to facilitate. The third model is labelled as the “symbiotic” model. The needs of the terrorist organisation are high, and in a constant state of requirement, and so a permanent collaboration that is mutually beneficial is formed with criminal organisations.

Hutchinson and O’Malley (2007) refer to the “well-known” example of the Taliban funding its activities through the opiate trade out of Afghanistan, which provides an illustration of a “symbiotic” relationship between crime and terror. They also support Hamm’s observation that a lack of state funding has led to terrorist groups turning to other crimes, again referencing the September 11 attacks as a pivotal turning point, with worldwide governments enforcing tighter constriction on the flow of financial support for terrorist, in the wake of the attack and the ensuing “war on terror”.

Their work supports the concept of Rocha and Canales’ models, and further expand and add context to them. They state that the structure of a terrorist group is a key predictor of the type of crime that they will engage in. They explain that the distinction between street-level and white-collar crime is less relevant, as it is overshadowed by the level of capability that the terrorist organisation has, to carry out the crime, a variable which is directly considered by Rocha and Canales. They also argue that occurrences of terrorist groups aligning with organised crime groups are typically out of necessity, and so, aside from their example concerning the Taliban, completely symbiotic relationships are infrequent, due to ideological differences between the two types of organisations. They outline then, that for terrorists, “crime is primarily a means to producing resources” and that “almost any form of revenue-producing activity will be adopted where the opportunity presents itself, and the groups capacity permits”.

In addition to this, Hutchinson and O’Malley expand on the differences between organised crime and sporadic crime, highlighting that the latter concerns much lower-level and smaller-scale criminal activity. In connection to this, they utilize the term “ephemeral-sporadic terrorist groups”, explaining that these groups engage in sporadic crime due to its simplicity and low dependence on specialised skills. They posit that this type of crime allows the groups to keep a lower profile and away from the attention of law enforcement, while generating, albeit smaller, streams of revenue. They explain that suicide attacks are often conducted by individuals, or groups of a small number, and do not require continuous income, citing the examples of the Tamil Tigers and Al Qaeda manufacturing fake credit cards and conducting credit card fraud. As well as this, they reference the group responsible for the Madrid train bombings in 2004 funding themselves almost entirely through “petty crime”, with an estimated cost of $10,000. A direct inference can be drawn from these examples to these groups operating within Rocha and Canales’ ‘decentralised’ model.

Following on from this, Nugent-Borakove (2008) explores the concept of precursor crimes. She explains that these are offences, often perceived as routine criminal activity, that are likely to be committed before a terrorist attack, during the planning stage. She further explains that research indicates that domestic terrorist groups are more likely to engage in fraud, robbery and burglary, whilst Jihadist groups are inclined to commit vehicle and aircraft crime. O’Neill (2010) also addresses this topic, explaining that precursor crimes include “petty crime”, fraud and identity offences, and are likely to more common within wealthy Western countries. It is worth noting that most of these crimes fall into the category of acquisitive crime. This alludes to the argument put forth by Hutchinson and O’Malley in relation to “ephemeral-sporadic terrorist groups”, operating in a “decentralised” model, with a requirement to acquire materials in preparation of a terrorist attack.

Fraud is referred to by both Nugent-Borakove and O’Neill, and this type of acquisitive crime is considered more closely by Perri and Brody (2011), who state that “the war against terrorism cannot be separated from the war against fraud”. They argue that as fraud is identified as a white-collar crime, there is a misguided perception that its commission is mostly associated with organised crime. However, they highlight that fraud can be committed in a variety of formats, with varying complexity, ranging from credit card and bank fraud to money laundering and identity theft. This suggests that the offence of fraud can be committed by groups within each of Rocha and Canales’ models, with the specific type of fraud being committed being dependent on the knowledge and skillset of the individuals involved. With this in mind, an argument could be presented that fraud is a particularly attractive form of crime to all terrorist groups, due to its flexibility and wide reaching applications.

Dandurand and Chin (2004) concur that, aside from simply financial gains, terrorists may also turn to other forms of crime, both acquisitive and predatory, in order to gain access to, and obtain, the materials required to conduct their attacks. They cite one such example as stealing a vehicle in order to facilitate an act of terror. This example further alludes to Rocha and Canales’ ‘decentralised’ model of crime-terror relation, however, it is noted that even with current data, when an individual is convicted of a “conventional crime” it is difficult to establish a link directly to a terrorist group. Moreover, they also support Hamm’s theory that the link between crime and terror has been strengthened due to the reduction of state funding, and therefore a need to finance terrorist activities through other means.

Further to this, Dandurand and Chin also write that a study conducted by the United Nations (UN) sought to observe and understand links between terrorism and other forms of crime. The findings were that 17 of the respondent States observed a connection between terrorism and transnational organised crime, with the tendency for the crime involved to be drug trafficking or other forms of smuggling. The United Kingdom was one such State, who noted that Northern Irish paramilitary groups utilised organised criminality to raise revenue to conduct terrorist activity. This example reflects Rocha and Canales’ ‘functional’ model of crime-terror relation. With regards to the illicit drugs trade, Dandurand and Chin comment that the current literature available studying the connection between terrorism and crime is dominated by this topic, concluding that there is an undoubted link between the two activities. Many terrorist organisations achieve funding from the drugs trade by offering protection in return for a share of the rewards.

In connection with this, Shelley and Picarelli (2002) state that drug trafficking is now the largest source of income for both terrorists and organised criminals. They also note that terrorist organisations may become involved in human trafficking to enable them to mask the movement of its members across borders. However, Berry et al (2002) write that often these relationships are kept at an arm’s length, due to the separate goals of the respective groups, which alludes further to Rocha and Canales’ ‘functional’ model, and supports Hutchinson and O’Malley’s position that ‘symbiotic’ relationships are rare.

To conclude, the core reasoning for crime-terror relations to develop appears to centre around financing. Holistically, the connection between terrorism and crime is undoubtedly apparent and longstanding. However, the relationship is changing. It is clear that the impact of the September 11 attacks in 2001 has not only altered the perception and response to terrorism of worldwide governments, but has also forced the hand of terrorist organisations to adapt their own relationships with conventional criminality. There appears to be evidence of a causality present, whereby the decentralisation of global terrorism has restricted the means for terrorist financing to flow from a central source, an observation and conclusion noted by many authors in this field. 

Historically, state-funding, or a ‘functional’ or ‘symbiotic’ crime-terror relationship, has allowed for revenue to be generated in conjunction with organised crime, and for this revenue to be distributed to terrorist individuals, to acquire materials, and thus enact their attacks and activities. This has been characterised by terrorist involvement in the crimes of drug or human trafficking. Nevertheless, the direct resourcing of practical materials cannot be ignored. 

Whilst evidence that terrorist involvement within organised crime remains, the shift in the modern relationship between crime and terror perhaps indicates that there is now a greater reliance on the commission of “other crimes, in particular acquisitive crime. As terrorism becomes increasingly sporadic and carried out by amateurs that have been radicalised, and centralised funding becomes increasingly unavailable, the appeal towards these forms of conventional criminality is greater. This is likely due to the low level of specialist knowledge required to commit these offences, coupled with their high level of simplicity. Therefore, terrorists may become involved in these crimes because of their effectiveness in acquiring the practical resources required to perform an attack, or other form of terrorist activity, without the necessity of first generating sources of income. Furthermore, these crimes allow for smaller scale operations to be conducted without drawing heightened attention from law enforcement, thus reducing the risk of the connection being made with regards to their overarching extremist motives.
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What options do the police have for investigating volume crime? Can factors such as personal bias impact upon their effectiveness?

The Ministry of Justice (2015) state that an investigation is “conducted by police officers with a view to it being ascertained whether a person should be charged with an offence”. They provide that an investigation begins where there is belief that a crime may have been committed. The National Policing Improvement Agency (2009) provide a definition for the term “volume crime” as “any crime which, through its sheer volume, has a significant impact on the community and the ability of the local police to tackle it”. They further outline that volume crime can include a wide variety of offences such as robbery, burglary, vehicle-related crime, assaults, and criminal damage. 

Maguire (2012) highlights that the most prominent aim of a criminal investigation is that of “bringing offenders to justice”. He further writes that a key distinction within criminal investigation is between knowledge (a narrative of what has happened) and evidence (physical material to support this narrative). Burrows et al (2005) support this concept, noting that a suspect caught at or close to the scene, and physical evidence located at the scene, accounted for direct detections of 34% and 27% of volume crimes, respectively.

The College of Policing (2013c) explains that the “golden hour” is the period immediately after the report of an incident where material should be preserved, protected, and gathered, whilst it is most widely available. Some of the considerations to be made as to where this material may be obtained are victims and witnesses, scenes, physical evidence, and intelligence. His Majesty’s Inspectorate of Constabulary and Fire and Rescue Services (2023) state that this concept is “the principle that effective early action can result in securing significant material that would otherwise be lost to the investigation”. 

There are many options available to the police to investigate volume crime. The Home Office (2003) write that the most important element of bringing offenders to justice are witnesses. Statements are either written or recorded accounts provided by witnesses and victims explaining what they saw in relation to a crime. This person signs them to confirm that the content of their statement is true and accurate, and they often contain key information in relation to the case (Citizens Advice, n.d.). Victims and witnesses may be identified by who is present at the scene upon police attendance. However, another option that the police have available is to conduct house to house enquiries. Bradley (2017) explains that this investigative practice is the canvassing of residential and industrial areas near the location of the crime to identify further potential witnesses. From these enquiries, detail relating to the incident, or even a suspect, may be clarified.

Digital imagery provides additional options for the police. Firstly, the police can conduct CCTV enquiries within the area that the crime has occurred. Ashby (2017) notes that CCTV can enable the police to establish what has happened and who was involved, labelling it as a “powerful investigative tool for many crime types”, as well as being associated with significantly higher detection rates. Coupe and Kaur (2005) support this claim by highlighting in their research that in cases of non-residential burglaries, where CCTV was present, there was more than double the detection rate. Secondly, police can use photography to assist investigations, with Mokwena (2012) outlining that photographs can document the scene, or injuries to a victim, as well as enabling the police to identify suspects.

Further investigative options for the police are enabled through powers outlined in law. The Police and Criminal Evidence Act 1984 (PACE) is a key piece of legislation with regards to this. Section 24 of PACE provides constables with the power to arrest a person where there are reasonable grounds to suspect their involvement in an offence, provided that the arrest is necessary. The necessity for the arrest may be for a range of factors such as preventing harm or further offences, or securing evidence (Home Office, 2012). The College of Policing (2013b) state that the police should always arrest where it is necessary and proportionate to do so, as this can produce new options for investigating the offence, such as searching a suspect’s address. 

Section 32 of PACE provides police with the power to search an arrested person, and a premises in which they were present at the time of, or immediately before, their arrest, for evidence of that offence, if the offence is indictable. Furthermore, section 18 of PACE provides police with the power to search any premises under the control of a suspect arrested for an indictable offence, for evidence of that offence or another connected indictable offence. Section 19 of PACE allows a constable to seize any item that may be evidence of an offence, whilst lawfully on any premises.

Physical evidence may be gathered using these powers. Bradbury and Feist (2005) write that a US study concluded that physical evidence was present at 90% of crime scenes, and that whilst forensic evidence can include a varied spectrum ranging from blood to fibres, the most common forensic evidence for volume crimes was fingerprints. The College of Policing (2017) state that forensic analysis can assist investigators in proving that a crime has been committed and linking or excluding a suspect from a scene. These points highlight the importance of collecting and analysing physical evidence as options for the police in relation to investigating volume crime.

Intelligence may also be utilised to screen a crime against other known offences, to establish if they form part of a series and therefore implicate an offender or implemented within a proactive approach to investigating volume crime by targeting known offenders (Jansson, 2005). As well as this, Denham (2020) cites the interrogation of data extracted from electronic communications devices, referencing the “value of mobile phone data for achieving appropriate criminal justice outcomes” and noting the vast range of information that is stored upon them, including location data. Linked with this, cell site data enables the police to ascertain if a mobile phone was in a particular location at a prescribed time, which may assist in locating the user at the time that an offence was committed (Insight, 2021). As such, these are further options available to police with regards to investigating volume crime.

Another important option for the police to consider is the interview of a suspect. This may be carried out following arrest, or through a voluntary attendance interview where an arrest is not deemed necessary or proportionate at that time (Peters, 2023). An interview provides the suspect with an opportunity to provide an account in relation to the offence, for new lines of enquiry to be potentially generated, and if appropriate, their account to be challenged against other evidence that is available (College of Policing, 2013a).

Broadly speaking there are two types of approaches to criminal investigations: procedural and discretionary. The former comprises of specific set actions that are required by officers to complete within each investigation, whilst the latter constitutes a more relaxed approach to investigations, with individual officers being responsible for determining what investigation is appropriate in each given circumstance (Burrows et al, 2005). The College of Policing (2013b) expresses that investigations should be conducted professionally and ethically, that is, with integrity, common sense, and indiscriminately. Therefore, investigations should be free from bias. 

Murphy (2021) explains that bias is a tendency either in favour or against a person, group or concept and that bias typically falls within two categories: conscious or unconscious. She writes that conscious bias is intentional, whereas unconscious bias contrasts this definition, with an individual being unaware of their bias and so therefore it is much harder to identify. Murphy proceeds to explain that there are several types of unconscious bias. Some common examples are affinity bias and ageism, however within the wider term of unconscious bias lies cognitive bias. Murphy explains that cognitive bias is a misinterpretation of information and can affect rationality of judgement and lead to incorrect decision-making. Examples of these are confirmation bias, where an individual seeks support of their own views and reject information that contradicts it, and attentional bias, where an individual pays attention to one thing however simultaneously ignores another. 

The Volume Crime Management Model offers a procedural approach. The National Policing Improvement Agency (2009) explain that the model was introduced to ensure officers were aware of the minimum standard of expectation for investigating volume crime, through standard procedures. It consists of five areas: call handling and initial investigation, primary investigation and crime recording, crime management and administration, secondary investigation, and suspect management. The options available to the police within the primary and secondary investigation stages, can be established within the other three areas. For example, call handling staff utilising a prescribed set of questions provides an initial account, and an outline what evidence may be available, and therefore screen incidents and grade officer attendance. This appears to offer an unbiased approach to investigating volume crime, as each occurrence of police contact is assessed objectively by equal means.

However, Burrows et al (2005) noted that cases where initially no strong leads or obvious forensic evidence were identified, but still progressed to officer attendance, accounted for 20% of detection rates. This highlights that investigative options may be available outside of what is considered within first contact. Subsequently, an argument could therefore be made that even within a procedural approach to investigating, bias may still affect police investigations in the form of attentional bias, where the initial investigation is too focussed on specific investigative options, and therefore ignorant of others.

Concerning the discretionary approach, Mclean et al (2023) write that officer discretion revolves around “the vague and flexible term ‘reasonable’”, such as reasonable suspicion to arrest. However, they argue that when considering discretion, it is difficult to differentiate whether an officer has decided objectively, or in response to a bias. Elaad (2022) states that a guilt-presumptive process within criminal investigations can trigger “corrupt evidence gathering and biased forensic analysis”, which can lead to wrongful convictions. It is the tendency for investigators to only consider data that assists their guilt hypothesis, which is confirmation bias.

Tunnel-vision is another example of this, which involves investigators using heuristics to build a case against a suspect whilst ignoring evidence that points to their innocence (Findley and Scott, 2006). In a study conducted by Elaad (2022) it was found that investigators are more strongly influenced by tunnel-vision than non-investigators. Liden (2018) references research carried out in relation to cases where the ruling was later reversed, whereby a common denominator was established. This denominator was that a suspect had been identified early in the investigation, and so the police adopted a “suspect-driven investigation”, where its only aim was to prove this suspects guilt. She notes that this carries the risk that other hypothesis, such as another suspect being guilty, are not properly investigated.

In connection to this, Ditrich (2015) discusses bias with respect to evidence gathering, and moreover, the consequences of it. He states that evidence that may appear irrelevant (attentional bias) or in conflict with a current working hypothesis (confirmation bias) should still be documented and preserved, as if it is not, it is likely lost forever. He suggests that if these omissions are due to cognitive fallacies, implementing procedural measures may be a solution to minimise or avoid them. 

In conclusion, there are a wide range of options available to the police to investigate volume crime. Investigation construction consists of the collection of evidence to obtain a narrative, and thus the options that police have are centred around the collection of this evidence. Tankebe (2013) writes that police legitimacy constitutes four factors, one of which is effectiveness: the obtaining of accurate results for varying types of crimes. As such, the effectiveness of the options available to the police can be measured by their ability to achieve accurate result.

Meterko and Cooper (2022) highlight that cognitive bias is undoubtedly present within criminal investigations, and in particular, confirmation bias. They write that the seemingly largest contributing factor to this is “human nature”, and that ultimately, protecting against these biases will advance accuracy and justice. Whilst investigations should be completely impartial, and take a holistic view, both procedural and discretionary approaches involve individual actors who are susceptible to “human nature”. The decision of who to obtain a statement from, what evidence should be seized or examined, and even which scenes should be attended, are made by human beings. Therefore, it could be concluded that whilst the options alone are free from bias, their effectiveness, and consequently their accuracy, is directly impacted by the biases of the investigators. 

However, it is important to consider how personal bias aside from the investigators’ also impacts the effectiveness of options available to police. Le Cunff (2020) explains how memory bias is another cognitive bias, impacted by several other types of bias. She notes how memories are sought and interpreted in a way to confirm personal beliefs, exhibiting confirmation bias, or recalled in a self-serving manner, exhibiting egocentric bias. It could also be presented then, that memory bias may influence accounts provided by witnesses in statements, as well as those of suspects in interviews, therefore impacting their accuracy, and consequently the effectiveness, of these investigative options for the police.
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