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[bookmark: _Toc5206608]Introduction
A task has been set where a game or game concept was to be created using several networking principles, concepts and techniques. A requirement was to send data by using the two protocol methods of UDP and TCP. Whilst the base code has been given, this is in a minimal form which needs expanding on and does not take advantage of useable code and thus will need to be adapted into classes using C++. Another consideration will be the design of the applications and how they interact with each other, this could be in the way of a client to client or a server to client interaction. We will look at the design stage first as that gives us a good idea what kind of interaction is required.

[bookmark: _Toc5206609]Design
A deemed necessary step was to consider how the applications would interact with each other, to understand this we would need to first have an idea the type of game or concept that was being created. The requirements for the game were set out as player one would make a move and update it to a server, player two would make a move and update it to the server, the server would keep checking to see if there has been an update in either player and if so send the data to the other player. The server would also keep record of the connected players and detect if the two players have collided. This could be used to initiate a battle sequence between the two players. To do this both server and clients needed a way to listen for incoming connections and send messages on UDP, whilst the server will need to be able to initialise the connection on TCP with the clients listening. Next, we will look at the two types of protocols used and discuss how these will be utilised. 

[bookmark: _Toc5206610]UDP
User Datagram Protocol is a form of communication and only requires knowing where the data is being sent to, it has no care if the other end has the requirements to receive the message or if the message succeeds [1]. Because of this data could be lost over a network and requires a check to make sure the right amount of data was received at the other end [2] [3].

[bookmark: _Toc5206611]TCP
Transmission Control Protocol is a lossless form of communication and requires a connection to be established between hosts [1]. A reliable data stream is set up allowing for all data to be accounted for and if data has not been sent then it will be resubmitted [3]. Whilst the amount of data received will be correct, this requires that at each stage of data being sent the other side needs to send back an acknowledge and the next bit of data will be sent once that has been received. The initial drawback to TCP is that it uses a larger header file and takes longer than UDP as it requires a connection, the other issue is that because it’s just a stream of data there is no understanding of record boundaries and needs to be monitored on the receivers end so it can correctly split the incoming data. A final issue that data can be received in an incorrect order, requiring it to be sorted at the other end [2].

With TCP being slower but a more reliable transfer of data, this fits well with data that we don’t want to lose, in the gaming world we could use this method to send across game assets as we need to make sure it’s the same data that is being sent to being received. On the other hand, TCP would be poor for things like player movements, if multiple players all tried to move at the same time then this would cause multiple connection requests to send a small amount of data and then close again, this is then normally repeated shortly afterwards. A better way to send this kind of data would be UDP, whilst unreliable, can be submitted again if any errors occurred.

We will now look more into the game and what this used.

[bookmark: _Toc5206612]Game Concept
The game that was created uses two clients to communicate with the server and pass on their message of their current position, this is then passed onto the server which then passes it to the other client. This process is done with UDP as is a fast method for sending the data, care was taken to make sure that if the data failed at any point that it is sent again for up to three times. The players move around on map which is only stored client side, that move is then sent to the server which will then forward that on to the other player, whilst the map is being updated with player1 data and player2 data the server keeps tabs on their location. If the players collide then the server sets up a connection using TCP to send both players a message stating that they have collided, and the server shuts down. Listening and sending data would cause the client or server loop to lock so multithreading was used to overcome this, it was also a requirement to use semaphores for key input in the clients as both the main loop and a thread would be potentially writing data to one variable, this covered both player movement and the quit feature. The overall concept here could be to initiate a battle sequence once players collide and give them options on what they want to do during battle. 

This is far from complete and does have areas for improvements, we will go over some of the improvements now.

[bookmark: _Toc5206613]Improvements
The first main issue is the code, in the initial stages of coding there were some poor choices made during the coding stage and little planning done due to the lack of understanding of the function calls and what they did so trying to work out what went where was difficult. Due to this, later, during development there were some things that did not really work the way that was intended, and fixes were done in an untidy way due to time constraints. This does make some of the code not as reusable as one would like. Another improvement would be to make a class out of the multithreading to make that more useable, creating and destroying in the same location bulked out the main section more than necessary. Finally, the server and client do not have multiple sockets for incoming connections, the problem with this is that it only allows for a one to one connection and all other clients will send data and not be received. Changing this to allow multiple connections will resolve this issue. Focussing more on the game improvements, a nice improvement here would be to add health and money to the player, doing so you could create a multiplayer battle scene where players fight each other and fight AI characters for gold. This could be further improved by adding an inventory system and a loot drop table creating this into more of a multiplayer RPG game.

[bookmark: _Toc5206614]Functionality
This will be a brief tutorial on how to use the application.

1. Launch both client applications
2. Launch server applications
3. [bookmark: _GoBack]Making a move on either player will send details to server which will then update the next player.
4. Making a move on the next player will show the move of previous player and send the details to the server.
5. When players collide, the server will close the connection between clients.
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