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Introduction

In this lab, you will create, test, and examine a WildFire security Profile.

Client downloads
unknown malware

Firewall sends
unknown malware
to WildFire for Al

cloud analysis

Users_Net Zone

—

Objective
In this lab, you will perform the following tasks:

e Configure and test a WildFire Analysis Security Profile and examine the Wildfire
report
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Lab Topology

Network Connection
B Outbound Lab trafi
B Security 2ones
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Lab Settings

4INDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Client 192.168.1.20 lab-user Trainlng$
DMZ 192.168.50.10 root PaloAlte
Firewall 192.168.1.254 admin Trainlng$
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2 Malware Analysis
2.0 Load Lab Configuration
In this section, you will load the Firewall configuration file.

1. Click on the Client tab to access the Client PC.

(LG & Content | |#” Status | OO Client = | L1 Firewall + O DMZ -~ L0 VRouter -

2. Loginto the Client PC as username lab-user, password Trainlng$.
3. Double-click the Chromium Web Browser icon located on the Desktop.

4. Inthe Chromium address field, type https://192.168.1.254 and press Enter.

56 New Tab X

C D|hitps://192.168.1.254

5. You will see a “Your connection is not private” message. Click on the ADVANCED

‘A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example

passwords, messages, or credit caras)
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If you experience the “Unable to connect” or “502 Bad Gateway”
message while attempting to connect to the specified IP above, please
wait an additional 1-3 minutes for the Firewall to fully initialize.
Refresh the page to continue.

6. Click on Proceed to 192.168.1.254 (unsafe).

Your connection is not private

Attackers

might be trying to steal your information from 192.168.1.254 (for example,

passwords, messages, or credit cards). Learn more
NET::ERR_CERT_AUTHORITY_INVALID

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.254; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection.

Proceed to

192.168.1.254 (unsafe)

7. Login to the Firewall web interface as username admin, password Trainlngs.

7 paloalto
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8. Inthe web interface, navigate to Device > Setup > Operations and click on Load
named configuration snapshot underneath the Configuration Management
section.

paloalto

NETWORKS

Network

ACC Monitor Policies Objects

Dashboard

HSt

¥ -
Setup Operations Telemetry | ContentiD | WildFire
l&= High Availability
E‘% Config Audit Configuration Management Device Operatio
€& password Profiles
S Administrators Revert Revert to last saved configuration =% Reboot Device
@Admin Roles Revert to running configuration & Shutdown Dev
&Authenticaﬁon Profile Save Save named configuration snapshot
ﬁAuthentication Sequence Save candidate configuration
EB user Identification Load [Load named configuration snapshot |
i-;lvm Information Sources Load configuration version Miscellaneous
v lg8) Certificate Management Export Export named configuration snapshot =
E] Certificates Export configuration version -'3 ustom Logos
& Certificate Profile Export device state [ SNMP Setup
F"OCSP Responder Import Import named configuration snapshot
£ SSUTLS Service Profile M Import device state
(7 scep

9. Inthe Load Named Configuration window, select pan-cf-lab-02.xml from the
Name dropdown box and click OK.

Load Named Canfiguration

Name | pan-cf-lab-02.xml

Decryption Key | ....

[ ] Load Shared Objects
[] Load Shared Policies

10. In the Loading Configuration window, a message will show Configuration is being
loaded. Please check the Task Manager for its status. You should reload the page
when the task is completed. Click Close to continue.

Loading Configuration
Configuration is being loaded. Please check thet its status.

You should reload the page when the task is completed.

11. Click the Tasks icon located at the bottom-right of the web interface.

.
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12. In the Task Manager — All Tasks window, verify the Load type has successfully
completed. Click Close.

4 items

| |
| Start Time \ Messages | Action
Load Completed 12/26/19 23:27:03
Commit Completed 1272?/19 23:26:17 Commit Processing
By: admin
Start Time (Dequeued
Time): 12/26/19
23:26:17
Load Completed 12/26/19 23:22:39
Auto Commit Completed 12/26/19 23:15:09

UL All Tasks ¥ c""c"""'n

13. Click the Commit link located at the top-right of the web interface.

&5 (@ Config v Q Search

14. In the Commit window, click Commit to proceed with committing the changes.

Only a full commit is available at the current time. You may preview changes or validate the configuration or add a
description to the commit.

‘ Commit Scope ‘ Location Type

Commit Scope is unavailable when a full commit is required

', Preview Changes = &, Validate Commit M Group By Lacation Type

Note: This shows all the changes in bogin admin’s accessible domain,

Description
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15. When the commit operation successfully completes, click Close to continue.

Commit Status

l

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Certificate trusted-ca in shared expired on Mar 9 16:26:49 2019 GMT
Certificate untrusted-ca in shared expired on Mar 9 16:29:30 2019 GMT

16. The commit process takes changes made to the Firewall and copies them to the
running configuration, which will activate all configuration changes since the last

commit.
_'\U‘/ The Warnings displayed are normal. You will resolve those during this

— lab.
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2.1 Create a WildFire Analysis Profile
In this section, you will create a WildFire Analysis Profile.

1. Navigate to Objects > Security Profiles > Wildfire Analysis. Click Add.

#2 paloalto

HETWORKS Dashboard ACC Maonitor Policies Objects Network Device
l@ Addresses L
@3 Address Groups
. |:| Name Location Rule Name
e Regions
& Dynamic User Groups [ default Predefined default

Applications
Application Groups

ﬁ Application Filters

ﬁ Services

I& Service Groups

% Tags

¥ @ GlobalProtect

M P ojects

W% HIP Profiles

€| External Dynamic Lists
v @ Custom Objects

Data Patterns

[ spyware

[+¥ vulnerability

@ URL Category

v 55 Security Profiles

@ Antivirus
Anti-Spyware I
E' Vulnerability Protection

Data Filtering
|:l- DoS Protection
@ Security Profile Groups
F:,; Log Forwarding
Authentication
v & Decryption
Izg Decryption Profile
v @ SD-WAN Link Management
=2 Path Quality Profile
& Traffic Distribution Profile
[E schedules
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2. In the WildFire Analysis Profile window, type 1ab-wildfire for the Name,
wildrFire Analysis for 1ab for the Description, and click Add. For the name,
type pe. Under File Types, click any and click Add. From the dropdown menu,
select pe. Leave all other defaults and click OK.

Name Bab-wildfire

Description BWildfire Analysis for lab

WildFire Analysis Profile

Name | |ab-wildfire

Description | Wildfire Analysis for lab

B e Jomas et
F

7 pe any pe both public-cloud

Add G Delete
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3. Verify the lab-wildfire object has been created.

paloalto

METWORKS Dashboard ACC Monitor Policies Network Device

% Addresses

@3 Address Groups

q Regions [ Name Location Rule Name
Q Dynamic User Groups default Predefined default
Applications lab-wildfire pe

2.2 Modify a Security Profile Group

In this section, you will add the lab-wildfire analysis profile to the lab-spg security
profile group.

1. Navigate to Objects > Security Profile Groups. Click lab-spg to open the Security
Profile Group.

paloalto

HETWORKS Dashboard ACC Monitor Policies Obije Network Device

ﬁ Addresses
@Address Groups )
@ Regions [] Name Location Antivirus Profile a;:;iﬂ'!fm
@ Dynamic User Groups
lab-av lab-as

Applications
Application Groups
[EF Application Filters
ﬁ Services
Iﬁ Service Groups
% Tags
w @ GlobalProtect
& e Opjects
W% HIP Profiles
E| External Dynamic Lists.
v @ Custom Objects
Data Patterns
@ Spyware
(¥ vulnerability
@ URL Category
v @ Security Profiles
a Antivirus
@ Anfi-Spyware
E' Vulnerahility Protection
[@ URL Filtering
File Blocking
5, WildFire Analysis
@ Data Filtering
DoS Protection
Security Profile Groups
‘Zp. Log Forwarding
Authentication
v g Decryption
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2. Inthe Security Profile Group window, select lab-wildfire for the WildFire Analysis
Profile. Click OK.

Security Profile Group

Name | jab-spg

Antivirus Profile  |ab-av v
Anti-Spyware Profile | |ab-as v
Vulinerability Protection Profile ' |ab-vp v
URL Filtering Profile | |ab-url-filtering v

File Blocking Profile None L 4

Data Filtering Profile | None v

WildFire Analysis Profile

3. Verify the lab-spg security profile group has been updated for the WildFire
Analysis Profile to show lab-wildfire.

] Mame Location Anfivirus Profile

I lab-spg lab-av

L Filtering Data Filtering
ofile Profile Profile

WildFire Analysis
Profile

i-url-filtering lab-wiidfire

4. Click the Commit link located at the top-right of the web interface.

& [ Config= Q Search

1/22/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 14


http://www.netdevgroup.com/

Lab 2: Malware Analysis IIIINDG

5. In the Commit window, click Commit to proceed with committing the changes.

Commit ®E

Doing a commit will overwrite the running configuration with the commit scope.

)

(®) Commit All Changes () Commit Changes Made By:(1) adimin

Commit Scope Location Type

policy-and-objects

%, Preview Changes ' Change Summary 5, Validate Commit % Group By Location Type

hote: This shows all the changes in logm admin's accessible domain

[ N

6. When the commit operation successfully completes, click Close to continue.

Commit Status ®

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Certificate trusted-ca in shared expired on Mar 9 16:26:49 2019 GMT
Certificate untrusted-ca in shared expired on Mar 9 16:29:30 2019 GMT

I
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7. Open a new Chromium tab and continue to the next task.

= firewall-a X D

& C A Notsecure | https://192.168.1.254/?#0bjects::vsys1::objects/security-profile-groups

paloalto

NETWORKS Dashboard ACC Monitor Policies Network Device

2.3 Test the WildFire Analysis Profile

In this section, you will test the WildFire Analysis Profile that you created and generate
an attack file to simulate a zero-day attack.

1. On the new Chromium tab, enter

http://wildfire.paloaltonetworks.com/publicapi/test/pe in the address bar
and press Enter. Do not open the file.

= M firewall-a % New Tab %

C | OO hitp/iwildfire.paloaltonetworks.com/publicapi/test/pe

2. Inthe Save File window, leave the defaults and click Save.

Save File O x

Name: | wildfire-test-pe-filef2

2 Home 4 2 lab-user Downloads | » ()

= Desktop Name ~ Size Modffi

<] Documents

4L Downloads
D Music
| Pictures

B videos
= Floppy Disk

<= Other Locations

*.exe bl

Cancel Save
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3. Close the Chromium tab that was used to download the attack file.

s P firewall-a ®  New Tab X

4. On the client Desktop, click the Putty icon located at the lower-left of the
Desktop.

5. Inthe Putty Configuration window, double-click firewall-management.

PuTTY Configuration — O X
Category: Basic options for your PuTTY session
v Se_ssion Specify the destination you want to connect to
Logging Host Name (or IP address) Port
¥ Terminal 22
Keyboard Connection type:
Bell ORaw (QOTelnet ORIlogin @SSH (O Serial
.Features Load, save or delete a stored session
eIl Saved Sessions
Appearance
Behaviour
Translation Default Settings Load
Selection lfirewall-managemem l Save
Colours traffic-generator Qel;te
Fonts
¥ Connection
Data
Proxy
Telnet Close window on exit:
Rlogin ® Always O Never (O Only on clean exit
» SSH
Serial
About Open Cancel
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6.

If the Putty Security Alert window appears, click Accept.

PuTTY Security Alert O

WARNING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PuTTY has
cached. This means that either the server administrator has
changed the host key, or you have actually connected to
another computer pretending to be the server.

The new rsa2 key fingerprint is:

ssh-rsa 2048 43:0e:d0:94:2e:dd:77:07:b1:29:3b:a0:88:d8:89:1a
If you were expecting this change and trust the new key, press
"Accept” to update PuTTY's cache and continue connecting.

If you want to carry on connecting but without updating the
cache, press "Connect Once".

If you want to abandon the connection completely, press
"Cancel” to cancel. Pressing "Cancel” is the ONLY guaranteed
safe choice.

I Accept I Connect Once Cancel

7. Login as admin and for the password, type Trainlngs.

1/22/2021

192.168.1.254 - PuTTY

cation,

from 192,163,1,20

Mumber of failed attemptz zince lazt = ul loging 0

admin@firewall-a> ]

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com
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8. Inthe 192.168.1.254 — Putty window, type debug wildfire upload-log showand
press Enter.

192.168.1.254 - PuTTY = O .

from 192,168,120

rivate Cloud upload

admin@firewal 1-a> [

Please The command should display the output 1log: @, filename:
Note wildfire-test-pe-file.exe processed.. This output verifies
I that the file was uploaded to the WildFire public cloud. The message
might take a minute or two to appear.

9. Inthe 192.168.1.254 — Putty window, type exit and press Enter.

adninkfirewal 1-a exit]]

10. Navigate to Monitor > Logs > WildFire Submissions. It may take 5 to 10 minutes
for the wildfire-test-pe-file.exe to appear. Click the magnifying glass icon next to
the wildfire-test-pe-file.exe to see a detailed view of the Wildfire entry.

B paloalto

TVORKS Dashboard ACC Monitor T Objects Network Device

v & Logs [
E?:, Traffic
E® Threat Source Destinati....
b Receive Time File Name URL Source address Source User
Zone Zone

[@ URL Filtering

[, wildFire Submissions

LE‘} Data Filtering
=
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11. On the Log Info tab, review the information within the General, Source, and
Destination panels.

Loginfo | WildFire Analysis Report

Session 1D 623 Source User Destination User
Action allow Source 192.168.1.20 Destination  35.222.124.72
Application web-browsing Port 60496 Port B8O
Rule egress-outside-content- Zone inside Zaone outside
- Interface ethemet1/2 Interface ethernet1lfl
c0db929f-b328-4440d-
Rule WD gype 4551048656da NAT IP NAT IP
Verdict malicious MAT Port 6356 MAT Port 8O
Device SN 015351000056630
IP Protocol tcp
Log Action
URL
Receive Time Application | Action Cateq... | Categ... | Verdict
List
2021/01/04 end web- allow egress- | cOdb9... | 60... lab- &
21:51:51 browsing outside- decry...
cantent-
id
2021/01/04 wildfire web- allow egress- | cOdb9... high malici... wildfir..
21:59:38 browsing outside-
content- | Gl

12. Click the WildFire Analysis Report Tab. Review the information regarding the
Wildfire Analysis Summary.

Detailed Log View
WildFire Analysis Report
o = 3 -

WildFire Analysis Summary BB pownioad POF

File Information

File Type PE

File Signer

SHA-256 e43c27a40fcf12b471752f1c953fdf50f5e27a79a27ad 1fd2fdTe144a6fe05d1

SHAL 116e52b5632740823ba7 2bc40757d965a3d32416

MD5 f88fc35d8d39bd228b316d Ta26ccfode

File Size 55296 bytes

First Seen Timestamp 2021-01-04 21:50:13 UTC

Verdict malware

Sample File Download File

URL
PCAP | Receive Time Application | Action Categ... | Verdict
List
2021501704 end web- allows egress-  cOdb9... 60... lab- o
21:51:51 browsing outside- decry...
content-
id
2021/01/04 wildfire web- allow egress- | cOdb9... high malici... wildfir...
21:59:38 browsing outside-
content- | i
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13. Scroll down the WildFire Analysis Report tab to see the Static Analysis, Dynamic
Analysis, Network Activity, Host Activity (by process), and Report Incorrect
Verdict. You may need to click the expand icon in the upper-right corner to
better view the Wildfire Analysis Report.

WildFire Analysis Report

Static Analysis

Suspicious File Properties
This sample was not found to contain any high-risk content during a pre-screening analysis of the sample.

kesum

both writable and executable
05 with 570 dsCropancies
xecutable

@) Frst secton is wrtable

Dynamic Analysis

This virtual machine is configured with the following software: Windows XP, Adobe Reader 9.4.0, Flash 10, Office 2007.

Behavior Summary
The file was found to be malware on this vitual machine,

O T
3 Cronted o madified 2 e n the Windows system fokder oo
3 Croated or modified a flo ]
3y uocibed the windows Regesiry ]

Network Activity

No network data available

Host Activity (by process)

Select a process below 1o view detalled forensics on the activites performed on the host by individual processes.
A

1
Registry Key Vakie Aation

HKEY_LOCAL_MACHIN

REGISTRY\MACHMN

Report Incorrect Verdict

This sample was determined to bo mahware. If you bebeve this verdict i ncorrect, please roport an ncorrect verdict. This action will send the sample to Palo Alto Networks for further analysis.

14. Click Download PDF to view the WildFire report.

Detailed |

Loglnfo | WildFire Analysis Report
WildFire Analysis Summary -
File Information
File Type PE
File Signer
SHA-256 e43c27a40fcf12b471752f1c953fdf50f5e27a79a27ad 1fd2fd7e144a6fe95d1
SHAL 116e52b563274b823ba72bc40757d965a3d32416
MD5 88fc35d8d39bd228b316d7a26ccfcde
File Size 55296 bytes
First Seen Timestamp 2021-01-04 21:50:13 UTC
Verdict malware
Sample File Download File
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15. Once the file opens in Chromium, scroll through and review the Wildfire Analysis

ZFVicCtaT1d3d jFlcmFzMDZIUW9sVkZpb 1Ixd2RYZE52cHRUNKVOTmINY3haNKk1; PMnl ji xTozL p - X
% W firewalka x ZFVIcCtaT1d3d121 x
C A Not secure hitps://192.168.1.254/wf_report/public/wildfire.paloaltonetworks.com/443/panos/pdfreport/9/ZFVicCt4T1d3d1ZIZGeramxVWmNYYjFicmFzMDZIUW9sVKZ pb1ixd2RYZESzcHRUNKVoTmINY3haNk1pMnITcOhoRGFDYW1JR p+4 :

WildFire Analysis Report

WildFire Analysis Report
1 File Information
2 Static Analysis
2.1. Suspicious File Properties
3 Dynamic Analysis
3.1. VM1 (Windows XP, Adobe Reader 9.4.0, Flash 10, Office 2007)
3.1.1. Behavioral Summary

3.1.2. Network Activity
3.1.3. Host Activity
Process Activity
Process Name - sample.exe

Event Timeline
3.2. VM2 (Windows 7 x64 SP1, Adobe Reader 11, Flash 11, Office 2010)

3.2.1. Behavioral Summary
3.2.2. Network Activity
3.2.3. Host Activity

Process Activity

Process Name - sample.exe
Event Timeline

WildFire analysis reports provide comprehensive information on
targeted users, header information from emails (if enabled), what
application delivers the file, and all the URLs involved on the delivery
of the file. WildFire reports contain several key pieces of information
on the session information configured on the Palo Alto Networks
Firewall. This is about the forwarded file and depends on the
behavior observed for the file.

16. The lab is now complete; you may end your reservation.
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