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Introduction 
 
In this lab, you will create, test, and examine a WildFire security Profile. 
 

 
 
 
Objective 
 
In this lab, you will perform the following tasks: 
 

• Configure and test a WildFire Analysis Security Profile and examine the Wildfire 
report   
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Lab Topology 
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Lab Settings 
 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 

 

Virtual Machine 

 

IP Address 

 

Account  

(if needed) 

 

Password 

(if needed) 

 

Client  

 

192.168.1.20 lab-user Train1ng$ 

 

DMZ 

 

192.168.50.10 root Pal0Alt0 

 

Firewall 

 

192.168.1.254 admin Train1ng$ 
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2  Malware Analysis 
 
2.0   Load Lab Configuration 

 
In this section, you will load the Firewall configuration file. 
 

1. Click on the Client tab to access the Client PC. 
 

 
 
2. Log in to the Client PC as username lab-user, password Train1ng$. 
3. Double-click the Chromium Web Browser icon located on the Desktop. 
 

 
 
4. In the Chromium address field, type https://192.168.1.254 and press Enter. 

 

 
 

5. You will see a “Your connection is not private” message. Click on the ADVANCED 
link. 
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6. Click on Proceed to 192.168.1.254 (unsafe). 
 

 
 

7. Log in to the Firewall web interface as username admin, password Train1ng$. 
 

 
 

  

 

If you experience the “Unable to connect” or “502 Bad Gateway” 
message while attempting to connect to the specified IP above, please 
wait an additional 1-3 minutes for the Firewall to fully initialize. 
Refresh the page to continue. 
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8. In the web interface, navigate to Device > Setup > Operations and click on Load 
named configuration snapshot underneath the Configuration Management 
section. 

 

 
 
9. In the Load Named Configuration window, select pan-cf-lab-02.xml from the 

Name dropdown box and click OK. 
 

 
 
10. In the Loading Configuration window, a message will show Configuration is being 

loaded. Please check the Task Manager for its status. You should reload the page 
when the task is completed. Click Close to continue.  

 

 
 

11. Click the Tasks icon located at the bottom-right of the web interface.  
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12. In the Task Manager – All Tasks window, verify the Load type has successfully 
completed. Click Close.  

 

 
  

13. Click the Commit link located at the top-right of the web interface.  
 

 
 

14. In the Commit window, click Commit to proceed with committing the changes. 
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15. When the commit operation successfully completes, click Close to continue. 
 

 
 

16. The commit process takes changes made to the Firewall and copies them to the 
running configuration, which will activate all configuration changes since the last 
commit. 
 

 
 
 
  

 

The Warnings displayed are normal. You will resolve those during this 
lab. 
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2.1       Create a WildFire Analysis Profile 

 
In this section, you will create a WildFire Analysis Profile. 
 

1. Navigate to Objects > Security Profiles > Wildfire Analysis. Click Add.  
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2. In the WildFire Analysis Profile window, type lab-wildfire for the Name, 
WildFire Analysis for lab for the Description, and click Add. For the name, 
type pe. Under File Types, click any and click Add. From the dropdown menu, 
select pe.  Leave all other defaults and click OK.  
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3. Verify the lab-wildfire object has been created. 
 

 
 
 
2.2       Modify a Security Profile Group 

 
In this section, you will add the lab-wildfire analysis profile to the lab-spg security 
profile group. 
 

1. Navigate to Objects > Security Profile Groups. Click lab-spg to open the Security 
Profile Group. 
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2. In the Security Profile Group window, select lab-wildfire for the WildFire Analysis 
Profile. Click OK. 

 

 
 

3. Verify the lab-spg security profile group has been updated for the WildFire 
Analysis Profile to show lab-wildfire.  

 

 

 
 

4. Click the Commit link located at the top-right of the web interface. 
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5. In the Commit window, click Commit to proceed with committing the changes. 
 

 
 

6. When the commit operation successfully completes, click Close to continue. 
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7. Open a new Chromium tab and continue to the next task.  
 

 
 
 
2.3       Test the WildFire Analysis Profile 

 
In this section, you will test the WildFire Analysis Profile that you created and generate 
an attack file to simulate a zero-day attack. 
 

1. On the new Chromium tab, enter 
http://wildfire.paloaltonetworks.com/publicapi/test/pe in the address bar 
and press Enter. Do not open the file. 

 

 
 

2. In the Save File window, leave the defaults and click Save.  
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3. Close the Chromium tab that was used to download the attack file.  
 

 
 

4. On the client Desktop, click the Putty icon located at the lower-left of the 
Desktop.  
 

 
 

5. In the Putty Configuration window, double-click firewall-management. 
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6. If the Putty Security Alert window appears, click Accept. 
 

 
 

7. Log in as admin and for the password, type Train1ng$.  
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8. In the 192.168.1.254 – Putty window, type debug wildfire upload-log show and 
press Enter.  

 

 
 

 
 

9. In the 192.168.1.254 – Putty window, type exit and press Enter.  
 

 
 

10. Navigate to Monitor > Logs > WildFire Submissions. It may take 5 to 10 minutes 
for the wildfire-test-pe-file.exe to appear. Click the magnifying glass icon next to 
the wildfire-test-pe-file.exe to see a detailed view of the Wildfire entry.  

 

 
 

 

The command should display the output log: 0, filename: 
wildfire-test-pe-file.exe processed… This output verifies 
that the file was uploaded to the WildFire public cloud. The message 
might take a minute or two to appear. 
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11. On the Log Info tab, review the information within the General, Source, and 
Destination panels.  

 

 
 

12. Click the WildFire Analysis Report Tab. Review the information regarding the 
Wildfire Analysis Summary.  
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13. Scroll down the WildFire Analysis Report tab to see the Static Analysis, Dynamic 
Analysis, Network Activity, Host Activity (by process), and Report Incorrect 
Verdict. You may need to click the expand icon in the upper-right corner to 
better view the Wildfire Analysis Report.  

 

 
 

14. Click Download PDF to view the WildFire report.  
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15. Once the file opens in Chromium, scroll through and review the Wildfire Analysis 
Report.  

 

 
 

 
 

16. The lab is now complete; you may end your reservation.  

 

WildFire analysis reports provide comprehensive information on 
targeted users, header information from emails (if enabled), what 
application delivers the file, and all the URLs involved on the delivery 
of the file. WildFire reports contain several key pieces of information 
on the session information configured on the Palo Alto Networks 
Firewall. This is about the forwarded file and depends on the 
behavior observed for the file. 
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