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1. Introduction 

Cloud computing is now the dominant paradigm for delivering IT services at scale and the technologies that 

support cloud computing are still changing very fast. The ubiquitous implementation of containerization, the 

coming of age of cloud-native load balancing and auto-scaling services, and the rise of serverless computing as 

a standard architectural design have been three of the most important changes of the last ten years. 

 

This report critically examines these areas in detail. Part 2 explores virtualization and containerization, and 

practical examples of Docker are based on the work in the class. Section 3 examines the core concepts of load 

balancing, scalability, and application gateways across leading cloud platforms and explains why these 

technologies are complementary. Section 4 explores the primary impetus in cloud growth and compares 

critically serverless functions with containerization as delivery models. A demonstration video accompanies 

this report which is available at the link in Section 2.5. 

 

By 2025, containers are in use or under consideration by more than 90 percent of organizations in one way or 

another,[1] and by 2034 the global market in serverless computing is projected to be USD 92.22 billion,[2] so 

that the question of how they operate and when each one is appropriate is no longer a specialist issue but an 

essential part of every cloud engineer. 

2. Cloud Technology: Virtualization and Containerization 

2.1 The Concepts of Virtualization 

Virtualization refers to the process of abstracting physical computing resources (CPU, memory, storage and 

network) to enable several isolated environments to execute on the same physical machineThe concept dates 

back to the 1960s with the CP/CMS mainframe system at IBM, but contemporary virtualization as applied to 

cloud infrastructure began in earnest with the x86 hypervisor technology of VMware in the late 1990s.[3] 

 

A hypervisor is a portion of software in a virtualized environment that lies between the hardware and the guest 

operating systems. Type 1 (bare-metal) hypervisor operating systems operate directly on the host hardware such 

as Microsoft Hyper-V, VMware ESXi and KVM. Type 2 hypervisors are based upon a host operating system, 

such as VirtualBox or VMware Workstation.[4] Each Virtual Machine (VM) packages a full guest operating 

system including its own virtualized CPU, memory, and disk, and the application, making VMs highly isolated 

and resource-intensive.[5] 

 

The key benefit of the virtualisation to cloud providers is the ability to consolidate servers: one physical server 

can contain a large number of VMs that can be billed as independent entities. Amazon EC2, Google Compute 

Engine and Azure Virtual Machines all base their infrastructure around this, [3] but each VM incurs the cost of 

a full OS, usually occupying gigabytes of memory even when idle, and takes minutes to boot up, not seconds. 
[6] 
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Figure 1: Architecture comparison between Virtual Machines (left) and Docker Containers (right). VMs carry a full guest OS per 

instance; containers share the host OS kernel, dramatically reducing overhead. 

The fundamental architectural difference is shown in figure 1. A VM environment needs its own guest operating 

system per instance of application, and this overheads hundreds of megabytes per application instance. A study 

by (Aqasizade et al., 2024) had concluded that a server with 12 KVM-based VMs could support up to 89 Docker 

containers under the same workloads as a server with 12 VM-based deployments, and that containerized 

environments had resource utilization rates of up to 78% relative to 42% in VM-based deployments. [4] 

2.2 The Concepts and Advantages of Containerization 

Containerization takes a different approach to isolation. Containers are isolated user spaces that share the host 

operating system kernel and use two Linux primitives (namespaces to isolate processes and cgroups to set 

resource limits) to create isolated user spaces instead of virtualizing hardware and executing distinct operating 

systems.[4] Docker, originally published in 2013, by Solomon Hykes, created a simple toolchain to build, 

distribute, and run containers. [7] 

 

Containerisation offers significant advantages in cloud engineering. Containers are started in milliseconds 

instead of minutes, since there is no operating system to boot into them, instead of gigabytes to boot a VM 

image into a production environment in the cloud. [8] They are lightweight; a typical container image is a few 

megabytes to a few hundred megabytes, compared to gigabytes to boot a VM image into a cloud production 

environment. [6] Containers are highly portable: Docker's philosophy of 'build once, run anywhere' means a 

container tested on a developer's laptop will behave identically in a cloud production environment.[9] A 2024 

Forrester study found that enterprises adopting Docker reduced infrastructure costs by an average of 66% while 

increasing developer productivity by 43%.[10] 

 

Docker provides isolation using two features of the Linux kernel. Namespaces provide distinct perspectives on 

the system to each container - a container has its own process tree (PID namespace), network interfaces 

(network namespace), hostname (UTS namespace), and filesystem mount points (mount namespace). [4] This 

isolation and resource management is what makes containers safe to co-exist with other containers on the same 

physical machine, and why cloud providers can support much more container instances per physical machine 

than VM instances. [6] 

 

Another important design principle is the Docker image layering system. Each command in a Dockerfile forms 

a new immutable layer over the last one. [11] Each time a new version of the image is created, only the layers 

that have changed must be downloaded or stored - layers that are the same as an existing version are used out 

of the cache. In the case of a team that releases updates regularly, it implies that a 500MB base image can only 
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need a 5MB patch download to be updated to most releases, which saves a lot of time and bandwidth expense 

on deployment. [9] 

 

Containerization is another natural fit with microservices architecture, in which complex applications are 

broken down into small, deployable services. Microservices can be scaled independently according to demand 

and updated without affecting other services and each microservice is executed in its own container, [1] which 

Gartner estimates will run over 95 percent of all new digital workloads by 2025, mostly on cloud-native, 

containerized platforms. [1] 

2.3 Dockerfile and Image 

A Dockerfile is a text file containing a sequence of instructions that Docker follows to build an image. Every 

instruction builds a new layer in the image, and Docker stores these layers to accelerate future builds. [11] The 

next Docker file makes a simple web server which serves a custom HTML page with Python built-in HTTP 

server module. 

 

The FROM instruction is the base image, in this case, Ubuntu 22.04 LTS, a popular and stable Linux 

distribution.[11] The RUN instruction is an instruction that is run during the build process; the flag of --rm is 

used to ensure the apt-get cache is empty to keep the final image lean. WORKDIR establishes the working 

directory of the further instructions. COPY copies the local html directory to the image. EXPOSE specifies that 

the container listens on port 80 and CMD command that is used when the container is started. 

 

In order to create the image based on this Dockerfile, the following command is entered: 
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The -t option gives the image a name and label. The final . indicates the current directory to the build context, 

which Docker uses to read the Dockerfile and any other files mentioned in COPY instructions. [11] An image 

may be listed after being built with: 
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Figure 2: The Docker Lifecycle 

2.4 Container, Volumes, and Networking 

2.4.1 Container 

Once the image has been created, the container can be launched with: 

 
 

The -d flag allows the container to run in detached mode (background) and -p 8080:80 binds port 80 on the host 

to port 80 on the container, allowing the web server to be accessed at http://localhost:8080. [9] --name assigns 

a human-readable identifier to the running container. The web server has now been started and is serving the 

HTML content that is bundled in the image. 

2.4.2 Volumes 

Any data written into a running container is lost by default when the container is stopped. Docker volumes 

address this by providing storage that is independent of the lifecycle of the container, and is managed by Docker 

on the host filesystem. [12] 

 

 
 

Now any changes to files in web-content on the host are immediately reflected inside the container at 

/app/html.[12] This can be especially handy in development environments where developers wish to edit HTML 

or configuration files without regenerating the image and in production when persistent data needs to be 

maintained even when the container is restarted, such as databases or logging. Multiple containers can also 

share volumes - e.g. a web container and a logging container can both mount the same volume. 

2.4.3 Networking 

Docker provides several networking modes for containers within a host.[13] Containers within a host are linked 

to a bridge network and may interact with one another by means of container names as DNS hostnames in case 

they share a user-defined network. It is easy to make a custom network: 
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The web container can reach the database container at hostname db without knowing its IP address.[13] This is 

how multi-container applications are usually configured - all services are in their own container, and a common 

user-defined network gives service discovery. This pattern is formalized in Docker Compose, which defines 

multi-container applications in a single YAML file. 

 

The host networking mode provides the container with direct access to the network stack of the host (which can 

be used in applications sensitive to performance), whereas the none mode enables no networking at all, 

appropriate to batch processing containers which do not need to interact with the external world in any way. 
[13] 
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2.5 Publishing Images to DockerHub 

DockerHub is Docker's public registry which is a repository where images can be stored, versioned, and shared. 

[9] To publish the web server image built above: 

 

 

 

The image can be pulled by anyone who has a DockerHub account or the repository is public. This allows team 

members to pull and run the same environment with just one command: [9] 

 

DockerHub supports automated builds triggered by code commits, image vulnerability scanning, and private 

repositories for sensitive workloads.[9] In the enterprise, workloads Teams may use a private registry, like Azure 

Container Registry or AWS ECR, instead of DockerHub, to store images in their own infrastructure and address 

data governance needs. 

 

Video demonstration: There is a video walkthrough showing the entire process, writing the Dockerfile, building 

the image, running the container, creating volumes, configuring a network, and pushing to DockerHub, which 

can be found at:   

3. Cloud Computing Concepts: Load Balancing, Scalability, and 

Application Gateways 

3.1 Load Balancing in Cloud Platforms 

Load balancing is a process whereby the network traffic is distributed to a group of back-end resources in a 

way that does not cause a bottleneck by any specific instance. [14] Each of the major cloud providers, such as 

Microsoft Azure, Amazon Web Services (AWS) and Google Cloud Platform (GCP) provide a selection of load 

balancing services that are all optimized to suit a range of application architectures and traffic patterns. [15] 
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A Layer 4 load balancer works on the transport layer (TCP and UDP) and forwards the traffic according to the 

IP address and port number without having to examine the content of the request. Examples are Azure Load 

Balancer (Standard tier), AWS Network Load Balancer and pass-through Network Load Balancer of GCP. [14] 

Each of them automatically removes unhealthy backends with health probes and allocates traffic based on a 

five-tuple hash (source IP, source port, destination IP, destination port, protocol) and can be configured to run 

on availability zones to implement zone-redundant deployments to provide high availability across availability 

zones. [15] 

 

The offerings of the cloud providers are constantly being improved; in particular, in September 2025, Microsoft 

decommissioned the Basic Load Balancer and unified around the Standard tier. [14] In the case of global (multi-

region) traffic management, each cloud provider offers specific solutions: Azure Front Door and Traffic 

Manager, AWS Route 53 and CloudFront, or GCP Cloud CDN and Cloud Armor all of which provide DNS-

based or anycast routing to redirect users to the nearest or healthiest regional endpoint, and have in-built WAF. 
[15] 

3.2 Scalability in Cloud Platforms 

Cloud systems offer managed auto-scaling groups, a collection of identically configured VMs that will 

automatically scale up or down according to demand. Azure Virtual Machine Scale Sets (VMSS), AWS Auto 

Scaling Groups (ASG), and GCP Managed Instance Groups (MIG) are all based on this model [16], and are 

automatically registered in the load balancer backend pool. The rules of the scale in these platforms may be 

pegged on CPU, memory, HTTP queue depth, custom metrics or a schedule. [17] 

 

Managed Kubernetes services: Azure Kubernetes Service (AKS), Amazon EKS, and Google GKE all have pod-

level scaling with the Horizontal Pod Autoscaler (HPA) and node-level scaling with the Cluster Autoscaler, and 

are supported by containerized workloads. [18] Likewise, PaaS solutions like Azure App Service, AWS Elastic 

Beanstalk, and GCP App Engine all feature automatic horizontal scaling depending on the rate of incoming 

requests, and do not need to be managed as a cluster. 

The main difference between horizontal scaling (adding more instances - also known as scaling out) and vertical 

scaling (increasing the resources of an existing instance - scaling up) is significant in cloud architecture, [18] as 

it spreads load and failure risk across several independent instances, and is only limited by the capacity of the 

cloud provider and not by the physical constraints of a single machine. 

3.3 Layer 7 Application Load Balancing 

Application layer Layer 7 load balancers are implemented at the application layer, and they examine the 

contents of HTTP/HTTPS requests to make smart routing choices based on URL paths, host names, query 

strings, and other application-layer attributes. Initial implementations are Azure Application Gateway, AWS 

Application Load Balancer (ALB) and GCP Cloud Load Balancing. [16] This is essentially more competent 

than Layer 4 load balancing. These services have a similar set of capabilities: 

 

URL-based routing: /api/ can be routed to one group of backends (a group of API servers) and /static/ to 

another group (a CDN or a server with static files) and finally each part of the application can scale and be 

deployed individually[16] 

 

SSL termination: SSL termination: Layer 7 load balancers are able to decrypt inbound HTTPS traffic and 

redirect plain HTTP to back-end servers (optionally re-encrypting prior to the back-end ). This removes 

cryptographic computation at the instance of the application and concentrates on certificate management. All 

of the mentioned Azure Application Gateway, AWS ALB, and GCP HTTPS Load Balancer support termination 

of SSL/TLS. [16] 
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Web Application Firewall (WAF): a combined WAF scans traffic with OWASP Core Rule Set rules, prevents 

SQL injection, cross-site scripting (XSS) and other typical web attack vectors prior to reaching application 

code. This is native to Azure WAF, AWS WAF (on ALB) and GCP Cloud Armor L7 load balancers. [16] 

 

Session affinity (sticky sessions): cookie-based session affinity may be used to send all requests made by a 

particular client always to the same backend instance, convenient in applications that have server side session 

state. Azure application gateway, AWS ALB (through sticky session target groups), and the GCP cloud load 

balancing have this feature. [16] 

 

 
Figure 3: Cloud-native architecture showing an L7 Application Load Balancer (routing + WAF), an L4 Load Balancer (traffic 

distribution), and an auto-scaling VM/container group — illustrated using Azure Application Gateway, Azure Load Balancer, and 

VMSS, with equivalent services available on AWS (ALB + NLB + ASG) and GCP (Cloud Load Balancing + MIG). 

3.4 Why Load Balancing and Scaling Are Complementary 

Load balancing and scaling are solutions to the same problem, but operate at different levels to address variable 

demand and ensure reliability and can only be combined to be fully effective. [18] 

 

A fixed distribution mechanism is a load balancer that is not scaled. It is capable of shunting traffic between a 

variety of servers, however, when demand exceeds the capacity of the current pool, all the instances will be 

overloaded and performance will decrease no matter how intelligently the traffic is redirected. On the other 

hand, scaling without a load balancer is also very limited: increasing the number of instances does not help 

when all traffic is directed to a single endpoint. 

 

The combination of the two forms a self-regulating system. [19] On Azure, VMSS detects rising CPU load and 

spins up new instances; the Load Balancer automatically routes traffic to them. On AWS, an Auto Scaling 

Group performs the same role, with the Network or Application Load Balancer handling distribution. On GCP, 

a Managed Instance Group scales out and the HTTP(S) Load Balancer distributes requests. In all cases, demand 

decreases trigger scale-in, and the load balancer stops routing to terminated instances. The result is a system 

capable of serving 10 or 10 million users on the same architecture, with costs proportional to actual demand. 

3.4.1 Health Probes and Auto Scale Configuration 

Auto-scaling policies on all major cloud platforms are defined by scale-out and scale-in rules, each specifying 

a metric threshold, an aggregation period, and an action. [17] An example scale-out rule may be: if the average 

CPU of all the instances is over 70 percent in 5 minutes, add 2 instances. A corresponding scale-in rule: when 
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the average CPU is less than 30% in 15 minutes, delete 1 instance. The asymmetry - scaling out aggressively, 

scaling in conservatively - is intentional: it avoids thrashing (rapid scale-out and scale-in events) when load 

varies. [19] 

 

Health probes are also vital but often overlooked. [14] Cloud load balancers send periodic health probes — 

typically HTTP GET requests to a designated endpoint or TCP connection attempts — to each backend instance. 

In case an instance does not respond to a fixed number of consecutive probes, it is declared unhealthy and 

eliminated in the rotation. It is not sent new requests until it comes back and again passes health checks. This 

is automated health management; in this case, the failure of applications or deployment failures does not result 

in any apparent downtime to the end user provided that one healthy instance remains. [14] 

 

3.5 Demonstrating the Combined Benefits 

Consider an e-commerce application with a product catalogue API (containerized in Kubernetes), a payment 

gateway (on dedicated VMs), and a static front-end (served by a CDN and object storage). During a flash sale, 

traffic may spike 10–20x within minutes. [1] 

 

An L7 load balancer (Azure Application Gateway, AWS ALB, or GCP HTTPS Load Balancer) sits at the entry 

point and routes /api/* to the container cluster and /static/* to the CDN origin. Its WAF blocks bot traffic and 

injection attacks, which typically surge during high-profile sale events. The load balancer itself auto-scales 

based on incoming connection rates [16] 

 

The Horizontal Pod Autoscaler detects rising request latency per pod and deploys additional API pods within 

seconds. The Cluster Autoscaler adds nodes to the cluster when pod demand exceeds current node capacity. [18] 

An L4 load balancer distributes TCP traffic across the cluster nodes. When the sale ends, scale-in removes 

surplus nodes within minutes, and the customer pays only for what was consumed. [14] 

 

This pattern — an L7 gateway for intelligent routing, WAF, and SSL; an L4 load balancer for fast transport-

layer distribution and health monitoring; and a managed auto-scaling group for capacity elasticity — is cloud-

provider agnostic and applies equally whether deployed on Azure, AWS, or GCP. [17][19] 

4. Forces of Cloud Growth, and the Emergence of Serverless 

Computing 

4.1 The Main Driving Forces Behind Cloud Adoption 

The combination of economic, operational and technical pressures has been the driving force behind the growth 

of cloud computing as a niche technology to the default infrastructure model of most organizations. 

 

Cost transformation: the reduction of capital expenditure (CapEx) to operational expenditure (OpEx) is, 

perhaps, the most potent driver. The purchase and maintenance of physical servers are expensive upfront and 

tie up capacity to estimated demand and incurs constant costs whether used or not [10] whereas cloud computing 

turns this into a pay-as-you-use model in which organizations only pay to use the resources needed at a 

particular scale, at the granularity of seconds or milliseconds in serverless platforms. [20] This has been 

transformative for startups and small organizations that could previously never afford the infrastructure needed 

to scale globally. 

 

Elasticity and flexibility: the traditional data centers are dimensioned to peak capacity and thus inefficient at 

average load. Scaling can be done quickly and automatically with cloud platforms to accommodate surges in 
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traffic and de-scale afterwards, [18] and this elasticity is what made cloud infrastructure essential during 

unpredictable demand events, such as the pandemic-induced remote working surge and major sporting events 

that have generated millions of simultaneous streams. 

 

Speed of deployment: it can take days or weeks to provision a physical server. It is possible to provision cloud 

resources with an API call in minutes and deploy containerized applications in seconds, [3] which has become 

a competitive necessity. Container and cloud API-based Continuous Integration and Continuous Deployment 

(CI/CD) pipelines enable teams to release numerous software changes daily instead of quarterly. 

 

Global reach: cloud vendors have data centers in dozens of locations around the globe. By deploying an 

application to a new geography, it is no longer necessary to have a physical presence in that geography [17] it is 

a configuration change that can be completed in a matter of minutes, and it allows organizations to deliver low 

latency services to users anywhere on the planet, with content delivery networks and edge computing. 

 

Managed services and reduced operational burden: Cloud providers offload operational tasks such as 

hardware failure management, physical security, network and to a growing extent, operational management of 

software platforms cloud providers manage hardware failure, physical security, network infrastructure and 

increasingly the operational management of software platforms databases, message queues, identity services to 

enable engineering teams to concentrate on application logic instead of on infrastructure plumbing. [20] 

4.2 Serverless Functions: What They Are and How They Work 

Serverless computing and Function as a Service (FaaS) is another layer of abstraction over containers. Under a 

FaaS model, developers create single functions, or code segments that are implemented in response to a 

particular event, and send them to a cloud provider, [21] who takes care of the infrastructure, including 

provisioning, scaling, availability and decommissioning. Containers and servers are never accessed by 

developers. 

 

In 2014, AWS Lambda was introduced, creating the FaaS category and is the market leader. [22] Azure 

Functions, the equivalent provided by Microsoft, integrates with the rest of the Azure ecosystem - triggers can 

invoke functions in response to HTTP requests, changes in Azure Blob Storage, messages on a Service Bus 

queue, database updates in Cosmos DB, and dozens of other event sources. [23] 

 

The implementation model is dynamic and transient. The platform spins up an isolated execution environment 

(itself based on a containerized runtime) when a trigger event is fired, executes the function, and returns the 

result, and then either keeps the environment warm or recycles it. [21] This warm vs cold difference has a 

practical impact: a cold start, in which no warm environment exists and a new one needs to be initialized, adds 

tens to hundreds of milliseconds of additional latency based on the runtime and function size. [24] 

 

Billing is based on a very fine granularity: AWS Lambda is charged on a per-million request basis and per GB-

second of execution (memory allocated × duration in seconds).[22] With infrequently-used functions or 

functions with a short execution time, this is dramatically less expensive than maintaining a continuously-

provisioned server or container. AWS offers 1 million free Lambda executions and 400,000 GB-s of compute 

time free every month. [22] 

 

The worldwide serverless computing market is estimated to be USD 6.86 billion in 2025, and is anticipated to 

be USD 92.22 billion in 2034, increasing by a CAGR of 14.15%. [2] This growth is indicative of the growing 

role of serverless not only in simple event processing but also in AI inference pipelines, real-time analytics, 

mobile backends, and IoT data processing. [2] 
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4.3 Comparing Serverless Functions with Containerization 

Both serverless functions and containers represent the same set of driving forces: cost efficiency, agility, and 

scalability, but they trade-off in different ways that will make them fit different situations. [25] Figure 4 presents 

a systematized comparison. 

 
Figure 4: Serverless (FaaS) vs Containers — comparison across ten dimensions including execution model, cost, scalability, 

portability, and use case fit. 

 

4.3.1 Execution Model and Infrastructure 

Containers are long-lived processes. A container run in Docker is launched and runs until it is stopped, handling 

an unlimited number of requests. This makes containers highly suitable to continuous, stateful, or long-running 

workloads - web servers, databases, message consumers. [25] 

 

Serverless functions, in contrast, are short lived. A function invocation is a separate entity, and the function is 

supposed to finish within a specified time constraint (15 minutes in AWS Lambda, 10 minutes in the Azure 

Functions Consumption plan). [21] This is not suitable to workloads that need a long-running computation or 

sustained connection, but is well suited to discrete event-driven workloads. 

4.3.2 Scalability and Cost 

This is where serverless functions can best benefit some workloads. [20] Containers can scale with orchestration 

tools such as Kubernetes which is powerful but needs configuration, monitoring, and operational expertise. 

Serverless functions automatically scale to thousands of concurrent instances in seconds, and are controlled by 

the provider without any configuration needed. [21] 

 

Containers are structurally different as well in terms of costs. Containers are also costly to run idle. Serverless 

functions are free when not used. [22] When workload bursts are event-driven, and there are zero-load periods, 

serverless can be many times cheaper. Containers can be more economical with the per-invocation pricing of 

FaaS scaling to larger volumes, since high-volume, continuously loaded workloads often require large numbers 

of invocations. [24]  

4.3.3 Portability 

Containers have the property that they are portables. Local Docker images will work on any cloud provider, 

any on-premises Kubernetes cluster, or any Docker-compatible runtime without changes.[8] 

 

Serverless functions do not have this guarantee of portability at all. AWS Lambda functions have AWS-specific 

trigger integrations (S3 events, DynamoDB streams, API Gateway), and Azure Functions have Azure-specific 
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bindings (Blob Storage, Service Bus, Event Grid). Although the function code can be portable in nature, event 

integrations and deployment infrastructure are closely tied to the provider. Moving an application based on 

serverless computing off of AWS to Azure is not a configuration change, but rather a major re-engineering 

effort. [25][23] 

4.3.4 Developer Experience and Operational Overhead 

Serverless saves development teams a lot of overhead by not needing an OS to maintain, a cluster to operate, 

or a load balancer to set up. A function is written by developers, deployed and it executes. It is one of the main 

motivating factors that have led to the adoption of FaaS it enables small teams to create and run complex event-

driven systems without infrastructure engineering. [20]  

 

Containerized workloads at scale with Kubernetes demand knowledge of networking, storage, RBAC, image 

security, and cluster lifecycle management. It is not a frivolous investment, but the expanding ecosystem of 

managed Kubernetes services (AKS, EKS, GKE) has made it much easier. [5] 

4.3.5 Identifying the Driving Forces 

Both serverless functions and containers address the same underlying forces of cloud driving forces, albeit in 

different directions. Cost efficiency is served by both: AKS simplifies infrastructure use in containers, and 

serverless simplifies it to zero. [25][10][3] 

 

A growing industry consensus is that the two models are not mutually exclusive, but complementary and a 

typical architecture pattern is to deploy stateless, event-driven functions on a serverless platform (processing 

asynchronous events, asynchronous notifications or data transformations) and to run stateful, continuously 

loaded services in containers (APIs, databases, background workers). [25][24][21] 

4.3.6 Cold Start Mitigation and Production Patterns 

One of the most commonly mentioned operational issues with FaaS platforms is cold start latency: Once an 

instance of a FaaS server has been idle long enough that the server can recycle its execution environment, 

subsequent invocations have to wait until a new execution environment is created, the runtime is started, and 

the function package is loaded. For Java or .NET runtimes with heavy initialization, this may introduce 

500ms2000ms of latency to a fast function otherwise. [24][21] 

 

Both AWS and Azure have added features to avoid this. AWS Lambda Provisioned Concurrency maintains a 

fixed number of execution environments at all times, preventing cold starts on those instances at the expense of 

a provisioned-capacity billing model (which somewhat cancels the cost advantage of serverless on those parallel 

slots). Azure Functions Premium plan maintains at least one warm instance at all times and supports VNET [24] 

[22] integration for private network access features not available on the free Consumption plan.[23] 

 

A hybrid architectural pattern is becoming more popular in production, particularly core application services, 

which are APIs which execute synchronous user request where latency is a concern, and which are implemented 

in containers (Kubernetes or Azure Container Apps) and enjoy warm, predictable execution environments. 

Background tasks that are event-driven, such as image processing triggered by file uploads, email notifications 

triggered by a user action, scheduled data export jobs, and others, are implemented as serverless functions with 

cold start latency acceptable and the pay-per-invocation model cost-effective in those cases. [25][24][21] 
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5. Conclusion 

Three dimensions of modern cloud engineering, which are interrelated, have been discussed in this report. First, 

hardware virtualization has been transformed into containerization which has made it possible to achieve greater 

density, portability, and efficiency by sharing operating system kernels. Docker has also made this process 

easier with an easy and potent toolchain. The real-world examples (construction of a web server image, 

establishing persistent storage volumes, setting up Docker networks, and publishing images to Docker Hub) 

illustrate the entire container lifecycle in action. 

 

Second, the Layer 7 application gateways, Layer 4 load balancers, and auto-scaling groups show how cloud-

native infrastructure can be resilient, scaled, and elastic. Even though these ideas are demonstrated with help of 

Azure, they apply to other big cloud providers like AWS and GCP as well, where every single component 

enhances the others. 

 

Third, the discussion of the similarities and differences in serverless functions and containerization points out 

the ways both of these models handle significant cloud computing requirements including elasticity, cost-

efficiency, speed of deployment, and managed services and including various trade-offs. It is the best practice 

that would be dependent on the workload needs, maturity of operations, and other factors like platform 

dependency. 

 

With the constant change of cloud infrastructure due to the introduction of new technologies like serverless 

containers, edge computing, and AI-enhanced deployment pipelines, the fundamental principles of 

containerization, wide-scale distribution, and event-based execution will still be crucial skills of cloud engineers 

in the future. 
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