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Abstract
Cloud computing technologies provides end users with incredible experiences while using informational technology and gets full benefits from the evolution of technology. 
Software and hardware resources such as storage units, servers, routers, switches, operating systems, and applications are shared between interconnected networks and makes the personal devices able to explore the infinite world of the internet.
Virtualization makes the technology accessible everywhere and optimize the programs usage as users demands while the networks and data centers benefit from an optimized working environment.


INTRODUCTION 
Data Centre research report is a collection of documented overviews and research conclusions, studying data centres infrastructure, with a great interest for network performance, network configuration, virtualisation, and storage resources management.
A case study is considered and describe the situation when Manchester University merged under the same entity two other universities and do to increasing number of staff, students and working locations they are requesting a professional solution to integrate their information and communication (ICT) environment.
A centralised ICT will give the university visibility across the compute resources, storage units, network areas and applications, and will improve student experience.

DATA CENTRE and  CENTRALISED SYSTEMS 
[bookmark: _Hlk79506140]Centralised Systems of University of Manchester
In general, Universities are centralised organisations with pyramidal structure and hierarchy. In our case University of Manchester, is looking for organising their IT activities as well the professional administrative services.
Taking in consideration university expectations and students increasing demand for shared and integrated services, we are looking for the proposal of a project to provide solutions for ICT Services, IS Services, Online Library, Professional Management, Infrastructure Support and Maintenance. 
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Description automatically generated with medium confidence]Centralised ICT option is facile and advantageous in terms of governance and services management and there are immediately benefits for organisation resulting in substantial cost savings, easy administration, and institutional visibility with reputational impact.
Fig 1. ICT Centralisation and Devolved Services
Related literature suggested also to reflect over a multi layered solution where main layer of centralised system combine with secondary layer of devolved services and even better with a third layer of administrative operations, in order not only to think of cost saving but to securely separate entire architecture and proactively offering space and liberty for future improvements without compromising general activities.[1]
Dailly operations are essentially the priority of the University administration but at the same time when we discuss about implementing ICT services across the organisation is fundamental to reflect at the increasing demand of student services and growing organisation, local and national legal and political regulations towards the University must show fast reaction and accurate actualisation of internal politics.

Specifications
M.A. Bell admitted that “Data Centre (DC) meet the operational and capacity requirements of their initial designs” with reference to DC infrastructure where are hosted essential computing resources which operates in a dynamic evolution between planned activities and business requirements.[1]
This environment must be well administrated by the centralised management and distributed by different roles and layered domains.
According with CISCO, in centralised data centre are shared IT hardware resources such as “equipment for the purposes of storing, processing, and disseminating data and application” including servers, storage subsystem, networking hardware, power supply and environmental control systems, security and alarms.[2]
Even more detailed DC specification may be referred, but not limited to mainframe, servers dedicated to web and application, file sharing and printers, messaging, network support or network-based applications. Application software and operating systems that run these ones are included along with network IP and Storage Area Network, known as SAN.
In regards of networking applications, it needs to specify a set of protocols to facilitate functionality, such as Network File System or NFS, Simple Network Management Protocol or SNMP, Dynamic Host Configuration Protocol or DHCP, Domain Name System or DNS, File Transfer Protocol or FTP, Network Time Protocol or NTP, etc.
Applications based on network facility include IP technology and Video streaming over IP, with increasing demand for IP video conferencing in a modern challenging time as we are facing these days.
Data centre is a complex structure with demanding environment: 
· “Facility” – IT equipment must be stored in a specific environment with generous space and climate control, highly secured and continuously maintained. According with international literature “the world’s most energy-consuming facilities. Design to optimize space and environmental control to keep equipment within specific temperature/humidity ranges are both emphasized”.[3]
· “Core components” – IT Hardware Systems and Software solutions for operations, storage, applications, etc.” These may include storage systems; servers; network infrastructure, such as switches and routers; and various information security elements, such as firewalls”.[3]
· “Support infrastructure” – it contains hardware devices designed to highly maintain availability and according with Uptime Institute are structured in 4 different tiers, ranking 99.7% up to 99.9% standard.[3] 
Such devices could be: “Uninterruptible Power Sources (UPS) – battery banks, generators and redundant power sources”.[3] 
“Environmental control – computer room air conditioners (CRAC); heating, ventilation and air conditioning (HVAC) and exhaust systems”.[3]
“Physical security systems – biometrics and video surveillance systems”.[3]
· “Operations staff” – employees ready to work 24h, days and nights by checking systems operability, repairing facilities or equipment infrastructure.[3]

Having the right vision about architectural complexity and logistic demands we cand suggest to Manchester University the cloud solution for their projects and not on-premises data centre solution. 
A safety solution for hosting the most vulnerable assets, a fast implemented solution for their demanding increase of services and fully updated applications ready to ensure daily operations, matching at the same time highly expected reliability. 
Public cloud comes today to change strictly controlled infrastructures with a new open resources model and still considering hybrid solutions for exceptionally or regulatory restrictions related with university database or business services. 
Virtualised infrastructure will make available more storage space, enhance the number of applications and will provide better control and security.

[bookmark: _Hlk79506251]DATA CENTER BASIC LAYERED DESIGN
For better understanding of DC architecture and networking structure we must investigate how the network infrastructure is designed and layered, and what is the purpose of this approach.
 DC design has been updated constantly over the past several years since hardware technology and networking applications started to provide new ideas and better capabilities. Mostly largest data centers worldwide establish similar concept in terms of the layered approach. In order to maximize performance, increase scalability, enlarge flexibility, reduce resiliency, and facilitate maintenance activities with a focus on reducing energy consuming or converting into more eco-friendly power consumers.
[image: ]Fig. 2. Data Center Basic Layered Design of Core, Aggregation, and Access.[4]

Standardized structure of the data center is presented in three layers build over “the principle of internal and external partial flow” and divide network infrastructure in core layer, aggregation layer and access layer.[4] 
At this point the technical description of data flow or traffic direction that occurs between server farms and university ICT system get limited to only one functional area that not necessary pass the core. 
The interlayered traffic allowed data to pass the core, and this facility ensure a fast and simplified mutual access with a better development and implementation capability in terms of access control, management strategy for switches owned by aggregation layer.
Core layer is the interdependence provider for entire structure of DC able to absorb increasing traffic pressure and rapidity adapt seeking answer to fault exposure with increased recovery capacity at all times.
 Aggregation modules displayed over DC areas are then connected to the core of the campus trough inner network that expected to provide high number of switching and sharp applications able to burst traffic under demanding increase of services.
As a vast DC it is important that University ICT and the new environment to be well designed with expansion capabilities for contained aggregation modules and core interconnection for shared secondary centers (when will be requested separate data center as business or regulatory may require).
In terms of capacity or performance specific literature suggest that “aggregation layer provides high-bandwidth export”.[4]
Server farms are overwhelming requesting bandwidth exploitation and for this reason we have to refer to aggregation layer facility that will provide high bandwidth traffic to the servers. In line with this high traffic demand is necessary to be provided network hardware with high density- gigabit ports: “10GE to achieve access layer interconnection”. At the same time modules enhancement will be delivered trough extra slots dedicated to deployment services.
The convergence layer establishes the environment where security solutions, application optimization, services deployment, analysis, and control technics are developed and integrated solutions such as: “integrating firewalls, load balancing, and application acceleration boards on switches”.[4]
High-density access is designate to the access layer, for 10x Gigabit bandwidth, covering total access and uplink bandwidth.
At this level convergence ratio and line speed are monitored based on the ranking method that allows flexible deployment for first rack units, stacking and expansion capabilities, dual link, and uplink redundancy facilities.

Traditional network architecture
Initially, data centers destinated for high capacity were designed with a network as a three-tier structure. Cisco define this network model as “a hierarchical inter-networking model” [2], [6]. This architecture is described previously and contains the following three layers:
Aaccess Layer- is frequently also named Edge Layer and is specifically designated for access switches which are going to be localised with priority at the top of the rack. This characteristic suggested the new locator’s name of the switches- ToR (Top of Rack) switches. ToR switches are directly linked with the servers [2],[6].
Fig 3. Ranking. [5]
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Description automatically generated]
Aggregation Layer- can be also identified as  Distribution Layer. At this level aggregation switch interconnect with aaccess switch in order to deliver services and security solutions such as firewall, SSL offload, intrusion detection, and network analysis [2],[6].
Core Layer-is “the network backbone” where core switch provides high-speed packets forwarding for both ways, in and out data centre, and interoperability for multiple aggregation layers connected. Entire network benefit from core switching capabilities and L3 flexible routing services.
[image: ]Fig 4. Traditional DC [5].

As shown in graphic description the aggregation switch is representing the borderline between the L2 and L3 networks. The aggregation switch is places immediately under the L2 network and above is identified the L3 network. 
Essentially aggregation switches are grouped in organization called POD which means Point of Delivery, that actually act like a unique VLAN network. The server is keeping the IP address and default gateway while migrate within the POD and each POD corresponded with a singular L2 broadcast domain [3], [5].
Spanning Tree Protocol-STP is here used between the aggregation and the access switches. STP ensure that aggregation switch will uniquely be available for a VLAN network, at a time, while the others are requested only in faulty conditions [3]. Aggregation layer is on “active-passive” (h/a) state, which is blocking the horizontal expansion, no matter how many aggregation switches are added because only one will be available to work. [6]
There may be exceptions when thinking of horizontal expansion like Cisco’s Protocol-Virtual Port Channel. The benefit in using this protocol at aggregation layer switch, is limited by Cisco ownership and that is not possible a full expansion.[3],[6] 
In parallel with traditional DC, we need to mention the benefits of cloud computing development, where are maximized computing resources, well controlled and well allocated.
The tier network architecture
Cloud technologies are based on two-tier network architecture. With other words the network is a full L2 broadcast domain and facilitate virtual severs created and delivered anywhere is requested without changing IP or default gateway [3],[6]. The L2 and L3 border is localized at the core layer. Core switch interconnect entire network in one L2 network where multiple VLANs are administrated as a large virtual machine. This means more flexibility for the network, also a possible vulnerability provoked by the shared L2 broadcast domain which eventually slowdown normal traffic when network size expands rapidly.
Traditional network DCs are based on three-tier network architectures but the trend suggested a slow integration into a more hybrid configuration. For this case L3 routing hardware request increasing resources comparing with L2 bridge switches. Cisco advise about core switches prices and identifies as “more expensive than aggregation access layer devices” [2]. 
Three tier networks support multiple aggregation layer PODs interconnected by core switches, but predominant traffic expansion is still “north-south” traffic oriented with space for improvement when web application is running on the client server. Cisco recommend the “load balance data traffic method” when are used traditional architecture in DC for better control of the inflow and outflow of data in the core switch.[6]
Data centre and the impact of technology development
ICT deployment and data services increasing request determined the development of the data centres. This evolution is possible based on rapid development and innovation of new IT technology. Virtualization became more popular, and this maximised server’s utilisation. Core switch and network devices are efficiently supporting demanding network growth as is seen in traditional three tier networks. Multiple virtual machines run particularly tasks within they shared network, by their individualised paths and that is reflecting a strong characteristic in server utilisation as reduced “over-proportion”.[7]. “Virtual servers” are commune words for networking these days and virtualisation is the method of booming growth of data centres.
In regards of software architectures, the tradition is to use single mode dedicated systems, active running on the self-isolated physical server.  Nowadays the tier architecture stimulated layered software implementation as the most commune software design with a large distribution of the hosting virtual machines. 
According with Cisco typical software model is “the three-tier WEB application formed by client-application-data base” [2],[6]. At this point multiple servers directly request data/access and consolidate on this way the “east-west” traffic over the network. Traditionally “.com applications” are used and are perfect supported by client-server traffic control. In cloud technology, virtualised machines exchange much more traffic and big data concept became more specific for the software applications.[7] 
In conclusion, data centre design must respond to next major requests:
Reduced “over-proportion” 
Flexible east-west traffic
Large bandwidth 
SDN capabilities

Over data centre network, traffic is defined as fallow:
North-South -is the traffic established between external clients and internal server. Internet traffic is identified in this case.
East-West-is representing the internal traffic established within internal servers. East-west traffic is divided into L2 and L3 traffic. [3]
L2 traffic is characterised by full speed forwarded by access layer switch and is established when destination and source hosts are connected through same access switch. According with Cisco, regarding of bandwidth performance “the forwarding rate of the aggregation layer switch, the port bandwidth, and access layer switches number shared with the aggregation layer switch at the same time” are the standard conditions.[2], [5].  L2 traffic forwarding rate, on the same rack is conditioned by the relationship between aggregation layer switch bandwidth performance that must be higher than access layer switch performance.
For larger layer architecture, occurring do to spanning aggregation layer POD will be necessary an extension of the core layer capacity.
L3 traffic forwarding is conditioned by integrating at the core switch L3 functions. This is also known as a measure for “disaster data recovery” and enables secure connection between private and public clouds within hybrid designed solutions.
In University best interest and for proposed design is well recommended the hybrid solution, east-west traffic became more internal DC traffic and is successfully supported by presented technology.

Data centre and the impact of changes in  network architecture
	For large enterprises such as University operations and maintenance are data centres most cost demanding factors. Integrating a new network architecture based on new technology with the existing network will increase the benefits at a new scale while costs will be reduced. 
University business grow and so the network. 
Core layer performance, in traditional network, is directly related with core layer devices, in terms of ports density and scalability. A private data centre will require a vast network and so very expensive equipment. This type of equipment is also hard to find because of limited technology and vendors protection policy. 
Self-ownership will demand additional costs for servicing, maintenance, support, etc. In this scenario scalability will be directly conditioned by available resources within the University. Existing network must be improved from small-scale switches to horizontally development with high performants switches, supporting full speed HA mode and deploying SDN [5].
In our case study can be proposed also Software Defined Data Centre (SDDC) as an alternative solution.
This solution will make a fast transition from traditional network architecture which is not designed for defined software, with storage network implementation, to the modern network architecture, (SDDC) Software-defined data centre will demand for a new storage network with well-defined software solution such as SDN.[8] 
[bookmark: _Hlk81066587]VMWare offer for delivery a complete solution, flexible, mixing of private and hybrid clouds solution, where “applications and services can be provisioned to run seamlessly on both on-premises private clouds and secure infrastructure-as-a-service (IaaS) platforms” [8]. 
No specialised infrastructure it needs, and deployment is totally supported by the service provider while maintenance and fault control are totally delivered as external service [8]. 
VMware Cloud Foundation is an integrated solution designed to manage virtual machines and container-based workloads within provided hybrid cloud and is developed in “full stack hyperconverged infrastructure (HCI) technology” [8]. This solution supports existing traditional network, data centre with new developed apps and can assure a revolutionary secured, software-defined services.[8] ICT operations, storage capabilities, network administration, security monitoring, clustering and cloud management are most common facilities provided with this solution and is an extra guarantee for increasing business agility and flexibility.

ICT iNFRASTRUCTURE MANAGEMENT
ICT infrastructure management is always a cost consuming issue and a priority for stability and operability of the University. Required changes of hardware and software will be an even bigger challenge for the management stuff and will increase the risk for business. 
We can identify few significative faults, in regards of network and applications:
Faulty network- may occurs when DC or cloud resources are accessed over internet, when ISP or external network areas are disrupted and results in data loss or packets corruption, producing traffic congestion, missing destination information, or disconnecting data link.
Hardware failure- represent the faulty equipment, network devices, CPU, memory, sstorage, power, sensors, security, monitoring circuits.
Process crush-are often related to poor management of available resources, incompatibility of software applications, unspecialised process control, human errors.
Services license failure- occurs when software resources are in poor management and licenses expires, leasing contracts or any other agreements are overdue.
Fault tolerance reflects the capacity of the system to provide reliability and successful processes, continuously. System administrator can use an implemented monitoring tool to receive information about network changes and to minimise the negative impact when faults may occur.
Monitoring tools can be integrated for any type of network design and can work independently detecting performance problems and fixing these errors before the impact will be reaching the users. 
Whenever will be implemented data centre or contracted cloud-based solutions the aim remains highly delivering performant system and the most significant aspects will be facile network connectivity and server and storage performance.
	Physical and virtual server performance are verified by performance protocols such as: Simple Network Management Protocol (SNMP), Windows Management Instrumentation (WMI) or WNMS CLI APIs -that can build applications with supported command line-based interface.[3] 
DC disasters can be avoided by actively monitoring overall status of network resources and integrating visual representation of this environment.
Rack view can virtually reproduce the  3D layers environment, labelling and describing real time status of each contained device.[8] 
Data history regarding network status can be listed under 4 critical statuses: performance, availability, delays and packet drops, and inventory. Temporary reports can be issued based on selected groups of devices or applications with critical impact for the system functionality.
Security and environmental status can be monitored as well with network flow analysis, application management and configuration history. Virtualisation brings the benefits of build-up monitoring solutions such as: Fibre Chanel, Ethernet Connectivity, Cisco Nexus Switches, etc.[8]
End-to-End DC monitoring and management platforms are scalable solutions and provide a unified view over computing resources, storage units, network areas, applications.
Real-time performance management is the business tool provided in order to optimise the cost control and the risk management. 
A network administrator or DC engineers are now supported in their work by automatic configuration and critical management tools who can synchronise multi-vendor devices and accommodate within the same network. 
Storage units are the main part of network transformation and DC will be ready to provide full control and management facilities trough the storage environment, being internal or external multi-vendor storage solution.
Storage infrastructure control, storage applications performance and space allocation, recovery and waste management are key technics to lead on cost reductions and increasing data security. Storage resources monitor can forecast and plan storage capacity and prevent possible technical breakdowns. 
Virtualization brings a great opportunity to combine al monitoring and control technics into integrated application which runs over multi-vendors storage units.
	Data storage systems are offering three different options: direct-attached storage (DAS), network-attached storage (NAS) and storage area network (SAN) [5],[8].
Comparing with SAN and NAS, that are suitable for our case DAS is not recommended for a fast-growing network which needs a fast scalability and request a secure connection over long distances with a high number of users and applications running at the same time. DAS, NAS, and SAN could be monitored with integrated solutions, by end-to-end mapping applications.[8]
	One of the most important part of the DC is represented by applications and user experience and so is critical to ensure a good functionality of the applications, update and increase the variety of the applications, continuously getting feedback from users and being open for improvements.
In order to keep the applications at the pick performance it needs a set of tools to collect management data, while the applications are running without affecting traffic or user experience. Automatic reports increase visibility into application performance, expose operating systems parameters and status of the servers that run on.
Applications readiness and websites response are sensitive topics for end users so is necessary to monitor these key points and to report health situation, tracking notifications and alerts.
Quality of Experience (QoE) is a vital indicator of applications performance, based on it can be issued instantly notifications and alerts.[8]
	Computing resources needs also a special attention and detailed end-to-end monitoring visibility. A consolidated virtual representation of DC’s servers, virtual machines clusters, hosts can be obtained with a vvirtualization manager.
Virtualisation manager collects notifications, alerts and is able to report in real time health, performance or security reports about physical or virtual servers.
	Despites growing complexity of the network within the data centre or technological challenge faced by cloud computing providers the best approach for business success while delivering their ICT facilities to the users is a model with simple troubleshooting capabilities and always embracing smarter management applications.
System readiness is consolidated when the system remains flexible to the necessary changes, when are implemented automatic solutions to the faults and scalable when better distributed resources are available on demand.

FIGURES and TABLES
Figure 1- ICT Centralisation and Devolved Services
Figure 2- Data Center Basic Layered Design of Core, Aggregation, and Access.[4]
Figure 3- Ranking. [5]
Figure 4- Traditional DC [5]

Abbreviations

DC-Data Centre
ICT- Information and Communication Technology
IS-Information System
IP-Internet Protocol
IT-Information Technology
SAN-Storage Area Network
NFS-Network File System 
SNMP-Simple Network Management Protocol
DHCP-Dynamic Host Configuration Protocol 
DNS-Domain Name System 
FTP-File Transfer Protocol
NTP-Network Time Protocol
UPS-Uninterruptible Power Sources 
CRAC-Computer room air conditioners
HVAC-Heating, ventilation, and air conditioning 
STP-Spanning Tree Protocol
POD- Point of Delivery 
VLAN-Virtual local area network 
IaaS-Infrastructure-as-a-service 
HCI-Hyperconverged infrastructure
DAS-Direct-attached storage 
NAS- Network-attached storage  
SAN-Storage area network 
QoE-Quality of Experience
SNMP-Simple Network Management Protocol 
WMI-Windows Management Instrumentation 
WNMS CLI APIs -Windows Network Management System with command line-based interface. 
SDDC- Software-defined data centre
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