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[bookmark: _Toc509611967]Introduction to Critical Systems 
A critical system is described as: “computer, electronic or electromechanical systems whose failure is deemed unacceptable” [1]. This includes damage to its surroundings, such as causing injury, harm/ death, or causing damage to nearby property or environment, such as not causing a flood, fire or explosion if something unexpected occurs. However, critical systems more often cause financial loss, such as the money spent in developing a new system, and is soon discarded, or due to its dependability, especially if the end users are customers, such as with online systems. The chances of an event occurring can be reduced by rigorous design, development and testing (including validation) standards by the manufacturers to achieve a recognised standard, such as the ISO or the British Standards [2, Ch. 1], [3]–[8]. Software and hardware can be categorised as one, or more, of the following 3 types of critical systems:
1. Safety critical systems can cause injury or death to people. These include medical devices, aviation and transport control systems (e.g. traffic light controls, or signalling stations), chemical manufacturing and storing systems, power plants and military equipment [1], [9], [10].
2. Mission critical systems could result in the failure of a task or goal related pursuit. These include navigational systems, space probes, military equipment, and communications systems [1], [9], [10].
3. Business critical systems can prevent an organisation from using the system. These could include a new piece of software, such as a payroll system, online shopping basket, or a database of customer or sales information which fails to protect areas of secrecy within the system (causing data breaches) [1], [9], [10].
[bookmark: _Toc509611968]Categorising an Application of a Given Scenario
The given scenario is to create the software for a medical device to monitor a patient’s heart. This device can be categorised into all 3 categories (safety critical, mission critical and business critical). It can be categorised as safety critical, because if it does not correctly take and display the correct current reading, then the medical professional could take an incorrect reading, which may affect medications they can take, dosages and incorrect diagnosis. This could lead to serious health complications, or even death, especially when the user is not currently hospitalised. Additionally, if the alarm does not sound when the heart is failing, the medical professionals will not be notified, and therefore would not be able to provide the assistance required within the required time constraints. It could also be categorised as a mission critical system, as without it functioning properly, it would not be fulfilling its mission, or task, which is to provide accurate readings/ monitoring of the heart. It could also be categorised as a business critical system, as the software is installed onto the hardware, to be sold to healthcare organisations and customers, such as the end user. If there are known, or are become aware of significant issues, the devices would have to be recalled and sent back to the manufacturer/ supplier, and alternatives found extremely quickly, with the possibility of patients being required to be readmitted into hospital, care provider etc. to prevent the risk of lawsuits/ death from the patient or family members, or the business customers (e.g. NHS).
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Predictions state an increased use of critical systems, even if the users are not fully aware of this occurring. This increase will have massive implications for the design and development of devices, such as the medical device to monitor the hearts of patients, and systems, such as traffic control and management systems, especially where autonomy is highly required, such as the driverless cars which heavily relies on sensor data [11], [12]. The recent death due to a driverless car is an example of when these systems go wrong [13]. To achieve this, massive breakthroughs are required in software and systems engineering, such as improvements in:
Specification – Techniques are required to successfully integrate the whole specification analysis. This can speed up the design process through a better understanding of the system requirements and limitations.
Architecture – Especially when there is a physical separation between devices and systems, or there is a need to simplify construction to meet the reduced power and weight requirements. Technological advances are increasing device quality, whilst reducing its cost.
Development methodologies and process – The current methodologies and processes used are slow and costly. With current and predicted skill shortages, along with the increased demand for systems, the demand will not be met with current techniques, with reductions needed. 
Verification – Formal verification and model checking methods have limited success [11].
Fault management – This includes taking measures to identify and avoid faults, known as fault avoidance, and includes formal methods, fault prevention, removal and forecasting. Another measure is fault tolerance, the system’s ability to recover after a fault is detected, and includes exception handling, watchdog timers, assertions, acceptability checks, reasonableness checks, design diversity, and data diversity [14].
These 5 points are important for any safety critical device or system, such as the heart monitor, as a more detailed and integrated specification document aids design, such as hardware capabilities, such as memory, processor, system architecture, and physical device size [11]. MARTE, with the latest version (1.1) released in June 2011 [15], has helped to integrate this specification with a collection of tools to aid the creation of the device, with engineers (or machines) building the physical device, and the programmers to develop the software for it. The specification document is a key component of most development methodologies and will explain if it is part of a larger system, such as the use of high bandwidth communication for remote monitoring of patients by medical professionals. This system could instantly dispatch medical attention when the device fails, or the connection is lost. This system would require GPS or location information of medical staff to be integrated into the larger system, thus reducing staff cost and increasing efficiency. This would require both the device (and its software), and the wider system to be highly dependable, accurate and secure, thus protecting it from unauthorised access, a key component of software. This is tested using verification and validation methods, a key component of testing and often design in some systems [11].
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[bookmark: _Toc509611971]Mainboard Real-Time UML Diagram 
Below is the UML sequence diagram for a simple wash and dry cycle for a washing machine:
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According to Oracle [16], a device driver is: “a kernel module responsible for managing low level input/ output (I/O) operations for a particular hardware device”. Additionally, they can be pure software, emulating a software device, such as RAM or a pseudo-terminal. They provide a standard set of interfaces for the system, containing all the device-specific code that allows the driver to communicate with the device, thus increasing the system’s portability and maintainability. There are many different device drivers, all of which manage different I/O’s, but fall within 2 main types:
1. Block device drivers manage physical storage media devices, such as disk drives. 
2. Character device drivers mainly perform I/O as a byte stream, but can also provide additional interfaces, such as I/O control commands, memory mapping, and device polling [17].
A USB is an example of a serial driver, and when they are queried at start-up, or a device is connected (such as a mouse, printer, webcam, speakers or keyboard), it gets assigned an address, known as enumeration. The host determines or discovers which of the three types of data transfers it should be:
Interrupt is used for sending very small amounts of data, such as a mouse or keyboard.
Bulk sends and receives data in large packets, such as a printer or external storage device.
Isochronous involves real-time data streams between the device and host, such as speakers [18].
Interrupts are handled differently in USB devices, and although interrupt transfers are supported, they “provide a guaranteed maximum latency communication pathway between the host and the USB device”, with the host device initialising the transfer of data, such as mouse position, keys pressed, file to print etc. [19].
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[bookmark: _Toc509611974]Real-Time Operating Systems Principles & Concepts
Real-time operating systems (RTOS) are operating systems which perform the main aspects of general purpose operating systems (GPOS), but are time dependent, therefore, it must process tasks within time constraints [20]. There are many principles and concepts of RTOS, including:
Pre-emption and scheduling – The scheduler is intended to provide a predictable, or deterministic, execution pattern, predicting, or pre-empting, the next task, or thread of execution. This is due to the real-time constraints or requirements placed on the system to meet the specified deadline. This task is often determined by setting a priority to each thread of execution, such as in FreeRTOS, and are placed in a state (blocked, suspended, ready or running) until the task is completed. The scheduling algorithm used determines the time spent on each task, and how they are processed [21], [22, Ch. 3.12].
Tasks/ multi-tasking – Multi-tasking is the ability of the OS to run multiple programs or tasks simultaneously. Realistically, this doesn’t occur, but synchronisation and communication between tasks, such as the use of a thread pool, can allow for the appearance of multi-tasking to the user, due to the speed of thread execution and the scheduler used. These tasks are implemented as functions in RTOS’s, such as in FreeRTOS, where they are implemented as C functions ,and should be kept as short as possible to minimise interruptions [22, Ch. 3.2].
Interrupt handling – Interrupts are handled by the Interrupt Service Routine (ISR) and is managed by the device hardware/ architecture and the OS setup.  Interrupts can include a wide variety of events, which can be described as periodic (occurring at regular intervals) or aperiodic (occurring unpredictably), such as the receiving of data packets to pass on to the TCP/IP stack for processing, and whether it interrupts the current task is contingent upon its priority rating, thus preventing lower priority tasks from being executed until it is completed, or until it can be deferred [22, Ch. 6], [23, Ch. 2.2], [24, p. 148].
Mutexes/Semaphores – These are interrupt and thread safe mechanisms that are used to lock/ unlock tasks each time an interrupt occurs. These are used for synchronisation, concurrency and pre-empting other system tasks based on priorities. They are implemented by the ISR passing the semaphore/ mutex between multiple threads, clearing any interrupts that occur, then passing it back to the original, or another scheduled task [22, Ch. 6.4, 7].    	         
FreeRTOS is an open sourced kernel, which was developed in 2003 by Richard Barry. It is an ever increasingly popular RTOS, with increased usage and documentation. It uses the C language syntax. According to [25], the benefits of FreeRTOS include the following:
· The software timer does not use any CPU time unless a timer needs servicing.
· Never performs non-deterministic operations from inside a critical system or interrupt.
· Direct to task notifications allow fast task signalling, with practically no RAM overhead. Thus, it can be used in most inter-task and interrupt to task signalling scenarios.
· Its queue usage model combines simplicity and flexibility with a small memory size (6-12K ROM), thus assisting testing and helps to ensure robustness with its re-usable code.
· Easy to use API and message passing, with a pre-emptive and co-operative scheduling options.
Micrium μC/OS-II stands for Microcontroller Operating System Version II and is a highly simplified and powerful kernel, which was developed by Jean Labrosse and commercially released in 1998 [8, Ch. 3.4], [26]. It uses the ANSI C language syntax. According to [8, Ch. 3.4], [26], the benefits of μC/OS-II include the following:
The kernel offers a re-entrancy control mechanism and a priority inheritance protocol to avoid priority inversion, a major issue within real-time kernels.
Has a good task scheduler, managing high priority and high input frequencies with multi-tasking.
Small memory size (6-24K ROM), and provides runtime statistics, which is useful for optimising tasks and power usage.
The kernel ha a built in debugging feature, providing extensive range checking, such as checks for pointers passed in API calls, task level services from ISRs, arguments within allowable range, and valid specified options. This reduces development time and costs.
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