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In this report, two types of scenarios have been considered and they required separate discussion according to the requests. The first scenario is carried out as a research paper where, through relevant research papers, the foundations are laid for the formulation of a data center virtualization proposal for UWTSD. Through the various elements that characterize virtualization, a migration to a virtual environment is highly recommended compared to the creation of a physical structure for the management of the IT infrastructure. The second scenario was carried out simply by deepening some theoretical concepts related to company security policies and the contribution that SAN can make from this point of view.
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In this report two different scenarios will be analysed, involving two different companies using IT infrastructures in a different way and facing everyday situations common to many other realities. In particular, in the first scenario, the company will be submitted a proposal for the implementation of the IT infrastructure to increase its productivity while reducing management costs. If at first glance it may seem a paradox, in reality thanks to today's technologies it is an achievable goal thanks to Cloud Computing and virtualization. Before diving into the discussion of the two scenarios, let's start by briefly describing the technologies involved.
Data center technology represents today more than ever the business beating heart of expanding companies that want to remain competitive in a constantly and rapidly changing market. It provides technical-scientific advice to the various structures in the field of process digitization, electronic data processing, definition of computing networks, design and / or implementation of information systems, and includes all support applications in addition to integration and interfacing with systems external to the organization. In a nutshell, the data center is responsible for carrying out all those fundamental functions in the daily business life and its structure has been made even more versatile thanks to virtualization [1].
Virtualization consists of an abstraction of the IT  physical resources in which both hardware and software components can be abstracted, while maintaining their operation unchanged. The main advantage of virtualization is the level of abstraction between physical resources and virtual representation which is the basis of various Cloud Computing services that are becoming increasingly important in everyday business. There are, therefore, different forms of virtualization that differ according to the abstraction of the different IT resources:

· Hardware virtualization
· Software virtualization
· Memory virtualization
· Data virtualization
· Network virtualization

Hardware virtualization refers to those technologies that allow providing hardware components through software regardless of their physical component. An example of hardware virtualization is given by Virtual machines (VM) that are dedicated software containers, within which the operating system and applications are run and behave, with the end user, in the same way as the physical correspondent. Virtual machines function as virtual guest systems on one or more physical systems called hosts [2]. The level of abstraction between the physical base and the virtual system in a hardware virtualization is established by the Hypervisor.
Hypervisor is the real protagonist of virtualization, and is a thin layer of software placed between the physical resources of a server and its virtual machines and that makes virtualization possible by supporting the entire cloud ecosystem. It is necessary to distinguish two types of hypervisors:
· A type 1 hypervisor, as shown in Fig1., Runs directly on the physical hardware of the server and for this reason they are also called bare metal hypervisor and takes the place of the host operating system.
· A type 2 hypervisor, as shown in Fig2, works in the host's operating system and uses the device drivers provided by the system to access the hardware. We therefore speak of a hosted hypervisor [3]. 
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Figure 1. Hypervisor type 1. Source: Author.
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Figure 2. Hypervisor type 2. Source: Author.


Hypervisors are responsible for allocating hardware resources made available by the host system, such as CPU, RAM, storage memory and peripherals, and share them with as many guest systems as they like.
Another example of hardware virtualization is server consolidation in the enterprise. Virtualization, in this case, is used with the aim of increasing the utilization of the server hardware, by running different servers as separate guest systems on the same hardware platform obtaining several advantages such as: a better utilization of the server, an effective distribution of the storage media and a substantial reduction in the cost of energy used for operation and cooling [4].
When software components are virtualized, Software virtualization is occurring. The most common approaches are:
· Application virtualization: Allows programs to run in an isolated runtime environments and distribute them across multiple systems without having to change local operating systems, file systems, and their registry.
· Desktop Virtualization: A concept whereby desktop environments are centrally provisioned and can be used across a network. The main advantage of centralized management is the significant reduction in management and maintenance, especially in the case of standardized work environments.
· Virtualization of the operating system: it is realized through native functions of the kernel of the unixoid operating systems that allow to execute in parallel several isolated instances of the user space. Unlike hardware virtualization, this does not reproduce a complete guest system including the kernel, but rather the applications are distributed at the operating system level to the host system kernels [5].
Memory virtualization is a virtualization concept that allows to virtually represent the various storage resources of the company, distributing them in an interdependent storage pool. In this way, virtualization establishes a level of abstraction between the different physical storage media and the logical plane on which storage resources can be centrally administered. Logical units are unaffected by physical storage capacity limitations, providing a much greater degree of flexibility in how storage is split. The hardware available for storing files can be exploited to the maximum and this means, for companies, that the storage capacities in the data center can be divided at a more moderate price. Particularly relevant in this area is network-based storage virtualization, in which memory resources are grouped into a virtual storage pool. In a business context it is usually implemented as part of a Storage area network (SAN) that indicates a storage network that is used to connect hard disk systems to server systems.
In the SAN, the total memory capacity, made available on storage media such as HDD, SSD, Disk Array or Tape Libraries, is saved on a virtual memory unit and managed centrally through the corresponding server configuration. The SAN works independently of the operating system in use on the memory of the computer being accessed and is therefore ideal for managing files on a cross-platform. In addition, SAN systems have been developed to solve the management problems often caused by dedicated hard drives in server systems. In fact, Storage Area Networks are much more effective and flexible for managing large data, thanks to the capacity of the shared virtual memory in use [6].
Network virtualization includes several methods that abstract network resources at the hardware and software level. This type of virtualization is used in the context of security instances, an obvious example of which is the Virtual Private Network (VPN), which is a virtual network based on a physical network. In practice, VPNs are used to make secure connections when you are crossing unsafe routes: for example when an external collaborator wants to reach your company's intranet via the Internet. In fact, being a public network, the Internet does not allow any secure connection between two computers, so to ensure the reliability of data during transmission, a virtual private network is created which is also called a tunnel. 
Another example of network virtualization are Virtual Local Area Networks (VLANs), virtual network parts based on a physical computer network. The VLAN is implemented through hardware components such as virtualization switches or routers. Devices connected to a VLAN can only communicate with other devices in the same VLAN, a data connection in other VLANs is not possible, even when all devices are on the same physical network. Network virtualization thus offers the possibility to flexibly distribute, manage and divide network resources on a virtual level independently of the physical media [7].
We can conclude this introductory part by stating that all the techniques that are implemented in the Cloud Computing area are based on the virtualization of IT resources. Furthermore, thanks to virtualization and the cloud, data centers have further evolved through new management logics in the name of optimization: Virtual Data Center.
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Traditional data centers are defined and focused on the hardware that constitutes them and that is why their management is fundamentally manual, moreover, the implementation of the potential of such a structure requires to consider the economic costs, quite high, due to the cost of additional hardware and related additional management, maintenance and energy costs. And it is for this reason that with the advent of cloud services, thanks to virtualization technology, the data center has also begun to evolve to increase its functionality by resorting to a more simplified management that could at the same time reduce management costs. Virtualization technology has redesigned the data center making it gradually virtual, in fact initially the virtualization of the server had already led to the achievement of tangible benefits in terms of increased performance and benefits, improving the management of operations by IT departments. By further extending virtualization to network and storage resources, the abstraction layer extends to a total virtualization of the data center and at this point we introduce the concept of Software Defined Data Center (SDDC) [8]. Although this type of approach can simplify the structure and management of the data center requires a complex process in which each phase must be carefully evaluated, that is why in this report the most relevant research will be considered to support the planning of this transition for UWTSD. The benefits deriving from SDDC mainly reside in a much more flexible, simple and scalable structure [9], in which resources are allocated when required and this basically because it is free from hardware restrictions, which leads to a consequent increased speed for the provision of the service without neglecting increased security thanks to policy-based governance [10]. In the SDDC model, to achieve maximum administration benefits, resource virtualization is pushed to the extreme and embraces every component of the IT infrastructure: servers and computers, networking equipment, storage equipment, applications and services. This leads to the formulation of the IT as-a-Service model (ITaaS).

[bookmark: _Toc70979335]UWTSD CASE STUDY
[image: Diagram

Description automatically generated]UWTSD's need to build a virtual data center is more than legitimate within a company that aims to centralize IT operations and also wants to progress by offering more competitive digital services. The design of the virtual data center, proposed in this research paper, passes through SDDC which, as already mentioned above, it is a completely virtual structure that is managed by software and that is provided by the various IaaS providers. The planning process that precedes the construction of a virtual data center consists of an accurate activity in which the classic paradigm is completely overturned, fundamentally shifting the attention from the technical provisioning instructions, typical of the physical data center, to the business logic that becomes , therefore, guarantor of scalability and compatibility with future business applications [11].Figure 3. SDDC core components. Source [11]

To define the business logic of UWTSD, it is necessary, first of all, to establish which applications are used and define their resource requirements based on the Service Level Agreements (SLA) and the company's compliance criteria. The next step is represented by the transformation of the business logic elements into a series of Application Programming Interface (API) instructions that allow the software virtualization and management to allocate the resources necessary for carrying out the various company operations. The activity carried out by SDDC is focused on satisfying the demand for the workloads necessary for the operation of the various applications used, providing autonomously suitable, functional and above all safe application environment for carrying out user activities [12].
Figure 4 provides, in fact, a visualization of the SSDC operation process, where there is no longer the need for the intervention of the IT department to respond to provisioning requests, but, in deed, these are automatically satisfied through the API request a automation and orchestration engine. In this architecture, the compute, storage and network components are separated from the management and automation activities and represent the main components of SDDC and they also represent the Data Center Abstraction Layer (DAL) [9].
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Figure 4. Software Defined Data Center. Source: [12] 
The server virtualization allows through Software Defined Compute (SDC), the abstraction of the CPU and memory, which are therefore released from the limitations of the underlying hardware and this process is achieved thanks to Hypervisor type 1 bare metal. In the context of our virtualization proposal for the UWTSD data center, we propose the use of VMware products, a pioneer company in the field of virtualization technologies, and specifically VMware Esxi type 1 hypervisor, which is managed by its software vSphere management platform [13].
The storage virtualization through Software Defined Storage (SDS) represents a very important turning point for the IT structure, solving many problems related to the costs for the management and implementation of SAN storage. Also in this case VMware vSAN is the leading software in the sector and natively integrated with vSphere which allows to reduce or expand the archiving capacity and functionality without interruption in the use of the service [14].
Network virtualization is accomplished through Software-defined networking (SDN) which differs from traditional networks because it does not use hardware devices such as routers and switches. This model is able to create and manage a virtual network, improving its control with greater speed and flexibility as the traffic flow and the communication protocol can be managed quickly via software. Network security is also guaranteed by more robust factors as being a network determined by the software, it is possible to have complete visibility of it. VMware NSX Data Center is a software that reproduces the entire network model of the data center in a virtual way, completely independent from the hardware component, and is therefore much more flexible [15].
Virtualization of the data center through SDDC has countless advantages such as:
· unified management, through the centralization of the management and monitoring of all the data center resources;
· network reactivity, through the automatic network resources allocation, in fact, the formation of bottlenecks is avoided;
·  security implementation, through policy-based management and through unified monitoring of the entire system;
· provisioning simplification, through policy-based automation, resources are allocated quickly and effectively;
· reduction of energy consumption, through virtualization there is no need to manage and power a physical hardware structure.
The benefits of data center virtualization represent the critical points of the traditional physical data center which represents an undesirable solution in a context such as the current one in which technology offers alternative solutions by providing an increase in functionality with a consequent reduction in costs of facility management. Another very important aspect to consider when choosing to opt for an outsource virtualized solution, it is above all the carbon footprint that this determines. We have repeatedly stressed the importance of the reduction linked to energy costs, which are closely related to a reduction in CO2 emissions, that today is a factor not to be underestimated. With the virtualization of the data center, the use of hardware is reduced, energy consumption and therefore highly polluting fossil fuels are reduced, waste from the wear of cables and other components is reduced and this makes the data center Eco-friendly. For all the factors listed so far, the most suitable solution for UWTSD is the virtualization of the data center using the services offered by AWS, which is a platform of the Amazon group that offers cloud computing services including Bare Metal Cloud Infrastructure that uses VMware products for cluster deployment through SDDC. We would like to conclude this proposal with the words of Pat Gelsinger, CEO of VMware, “Implementing SDDC is ultimately an investment in business agility and business innovation. For the CIOs we work with, the SDDC is about taking their business contribution to a new level [16]. "
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In the various phases that make up the design of a data center, security is an element that cannot and must not be neglected and must be contemplated so that the entire structure is able to prevent risks deriving from fraudulent theft of data. This concept also extends easily to virtualized environments that are in any case run by a physical platforms and they are ,therefore, exposed to the same type of risk if not perhaps greater, given that in a virtual environment more users access the same resource making it more vulnerable to voluntary attacks or simply makes them more exposed to the risk of human error. Virtualization therefore tends, due to the elements that characterize it, to increase the points of failure and deserves greater attention in the field of security. The first fundamental approach aimed at protecting the security of a company's data is certainly to have well-defined security policies that are clear to all employees. A Security policy identifies all those rules and procedures, contained in a single document, that must be strictly observed by all company's users that have access to the  IT structure and resources. An effective security policy must necessarily be based on the three principles of the CIA triad: Confidentiality, Integrity and Availability [17].
Confidentiality, is represented by a set of measures that aim to prevent confidential data from being disclosed. The first measure to be taken is certainly to consolidate user awareness of the use of company data through targeted training that tends to reduce errors that undermine the confidentiality of company information. Other methods must be implemented simultaneously, such as data encryption, two-factor password authentication (2FA) for access to restricted areas. These methods can be further enhanced through a further biometric verification of the identity of the user who is trying to access sensitive data, for example through the fingerprints verification or even simply through the alphanumeric code generated by a security token to which only the user can access.
Integrity, tends to preserve the consistency, reliability and accuracy of data throughout their life cycle, so basically it is necessary to avoid that these data are modified by unauthorized user. In addition to solid training of users that have access to the IT resources, to reduce the risk of human error in the manipulation or elimination of sensitive data, other mechanisms can be implemented to make integrity more consistent. First of all, very specific permissions should be established in order to establish who can open certain files and what type of operations can perform (read, modify, delete). User access control can also be used to create a list of authorized users excluding all others and the version control can be used to avoid accidental errors by authorized users. A further system that guarantees the integrity of sensitive data is the checksums, that is a sequence of bits that is associated with the transmitted packet in order to ensure that the integrity has been maintained during the different phases of its transmission. In this type of context, continuous data backup and redundancy are essential for restoring data if integrity is compromised.
Availability ensures that data is constantly made available to authorized users by firstly ensuring adequate maintenance and management of hardware and secondly by verifying that bandwidth is adequate to avoid the formation of dangerous bottlenecks. Redundancy, failover and Disaster Recovery strategy are essential in the worst cases scenario of failure where rapid data recovery is required. Another tool that can be used in this context are obviously software such as firewalls and proxy servers that provide protection from network intrusions and denial-of-service (DoS) attacks [18].
The document containing the corporate security policies requires continuous updating in order to be truly an effective tool, in fact it should evolve simultaneously with the evolution of business requirements. The importance of this document is fundamental and institutions such as ISO (International Organization of Standardization) and NIST (National Institute of Standards and Technology) have provided guidelines to optimize the standardization of policies by increasing their effectiveness. Furthermore, the National Research Council (NRC) establishes that the drafting of the document must necessarily contain the sections concerning:
1. Goals
2. Field of application
3.  Specific objectives
4. Responsibilities and actions to be taken in the event of non-compliance [17].
The data center design carried out by ABC Data Ltd reflects compliance with the basic principles of the CIA triad, through the high redundancy of the various components and the use of high-bandwidth broadband fibre to create the connection. Furthermore, having available a high storage capacity that has been designed with extreme care, it is believed that they also have a Storage Area Network (SAN) available. SAN, is a storage network that allows centralized management of the memory capacity of server networks and allows storage to be shared between the various devices making up the data center. The data is stored inside the SAN storage arrays in RAID (Redundant Array of Independent Disks) which indicates an archiving method in which the same data is stored in different locations on different disks [19]. Each data volume associated with a RAID device is associated with a unique LUN (Logical Unit Number) that identifies it. LUN “it is a virtual address to a device in a SCSI environment.” [20], and allows easy identification of data storage. 
At this point it is clearly understood that the presence of SAN within the data center of ABC Data Ltd, is a further advantage that gives greater consistency and security to the system. First of all, the redundancy of the data stored in RAID allows quick recovery in the event of a system fault, further strengthening the DR strategy that guarantees data availability. In addition, the use of unique LUNs helps to set control parameters to establish who can have access to certain portions of data, through the configuration of targeted ACLs, defining a strategy to ensure the confidentiality and integrity of the data. data.
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The two scenarios considered provided an excellent starting point for a further argumentation of some very practical aspects that represent real issues in the daily life of many companies. The topic of virtualization is very actual and it is therefore important to understand its real capabilities in the implementation of an IT infrastructure. Virtualization of the data center require a gradual migration process that needs to  be planned carefully and accurately, it is also a process that requires time and significant initial investments, that are recovered in the long term,anyway, compared to maintaining a traditional structure. The transition from a physical to a virtual structure also involves a tasks reorganization of the IT department, that no longer has to manipulate hardware for the allocation of the resources required by a new business process, but must only guarantee, through the use of software , the capacity of workloads. The evolution of virtualization technologies allow the IT infrastructure to be agile, flexible and above all scalable, reducing the time for these transformations, making the company ready to respond to market needs. Finally, virtualization has an important impact on reducing CO2 emissions and this represents an important step towards a future in which the concept of large-scale Green data center can be realized.
The SAN analysis also highlighted the real potential of this structure and its fundamental contribution within a data center where, in addition to ensuring high availability, it helps to strengthen security company policies. SAN also guarantees simplification in storage management even if its implementation has initially quite high costs, but the investment must also be considered in this case over the long term.
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