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[bookmark: _Toc224439812]Introduction
In this assignment I will research and implement a virtualized enterprise network based on the given scenario. Modern organizations rely on computer networks to support communication data sharing and system management. Because of this it is important to understand the technologies used to design and manage these networks.
The first part of the assignment focuses on researching key networking concepts such as hypervisors IP addressing routing and important network services used in enterprise environments. The second part of the assignment involves deploying a virtual network based on the provided topology and configuring the necessary network settings. The final part includes a reflection on the process of building and testing the network and the challenges faced during the implementation.
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[1]The software that manages these virtual machines is known as a hypervisor. A hypervisor creates a virtual environment where different operating systems can operate independently while sharing the same hardware resources.
There are two main types of hypervisors which are Type 1 and Type 2. A Type 1 hypervisor runs directly on the physical hardware of the computer. It does not rely on another operating system to function. Because of this structure it usually provides better performance and stronger security. Type 1 hypervisors are often used in large organizations and data centers where many virtual machines need to run at the same time. Examples of Type 1 hypervisors include VMware ESXi and Microsoft Hyper V.
A Type 2 hypervisor operates differently. It runs on top of an existing operating system such as Windows or Linux. The hypervisor depends on the host operating system to communicate with the hardware. Examples of Type 2 hypervisors include Oracle VirtualBox and VMware Workstation. These platforms are commonly used for testing environments learning purposes and small network laboratories. They are easier to install and configure which makes them suitable for students and small scale deployments.
In this network scenario a Type 2 hypervisor would be suitable because the virtual network will most likely be deployed on a personal computer rather than a dedicated server. A Type 2 hypervisor allows Windows Server and Debian Server virtual machines to run on the same device while still providing the necessary networking capabilities. This approach supports the domain environment required for the coursework and provides enough flexibility to configure the virtual network.

IP Addressing
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[2]After selecting the virtualization platform the next important concept in network design is IP addressing. IP addressing allows devices within a network to communicate with each other. Every device connected to a network must have a unique IP address. This address acts like an identification number which allows data to be sent to the correct destination.
When data travels across a network it is divided into small packets. Each packet contains the source IP address and the destination IP address. Network devices such as routers examine these addresses to determine where the data should be delivered. Without IP addressing computers would not be able to identify each other on a network.
The most common addressing system used today is IPv4. An IPv4 address consists of four numbers separated by dots. Each number can range from zero to two hundred and fifty five. For example, an address may appear as 192.168.1.10. This structure allows networks to identify devices and route traffic efficiently. However, the rapid growth of internet connected devices has caused a shortage of IPv4 addresses.
To solve this problem IPv6 was introduced. IPv6 uses a longer address format which provides a much larger number of possible addresses. This allows modern networks to support billions of devices including mobile phones servers and smart devices. IPv6 also improves routing efficiency and network configuration.
Subnetting is another important concept in IP addressing. Subnetting divides a large network into smaller networks called subnets. This improves network management and reduces unnecessary network traffic. For example, different departments within an organization can be placed in different subnets. This makes the network easier to manage and improves security.

Routing
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[3]Once devices have been assigned IP addresses the network must be able to send data between different networks. This process is known as routing. Routing allows data packets to travel from one network to another through network devices called routers. A router examines the destination IP address of a packet and decides the most suitable path for the data to reach its destination.
Routers use routing tables to make these decisions. A routing table contains information about different networks and the paths that can be used to reach them. When a packet arrives at a router the device checks the routing table and forwards the packet to the correct network interface. This process continues until the packet reaches its final destination.
Routing can be configured in two main ways which are static routing and dynamic routing. Static routing is configured manually by the network administrator. The administrator defines the exact path that packets should follow between networks. Static routing is simple and uses very little system resources. It is often suitable for small networks where the network structure does not change frequently. However it can become difficult to manage in larger networks because every route must be configured manually.
Dynamic routing works differently. Routers use routing protocols to exchange information with other routers automatically. These protocols allow routers to learn new routes and update their routing tables when the network changes. Examples of dynamic routing protocols include RIP OSPF and BGP. Dynamic routing is more flexible and scalable than static routing but it also requires more processing power and configuration.
In the network topology used for this coursework the network environment appears to be relatively small and controlled. Because of this static routing may be a practical solution. The Debian server functions as a DHCP relay while the Windows Server provides domain services for the network. Since the number of networks is limited manual routing configuration can simplify management and troubleshooting.

Network Services
[4]Enterprise networks depend on several network services to support communication security and user management. These services allow administrators to control network resources and ensure that devices can communicate efficiently. Some of the most important services used in enterprise environments include VPN DHCP Active Directory Domain Services and Certificate Authorities.
A Virtual Private Network provides a secure method for connecting to a private network through the internet. This technology is commonly used by employees who need to access company resources from remote locations. A VPN creates an encrypted connection between the user and the organization network. This encryption protects sensitive data from being intercepted while it travels across the internet.
Dynamic Host Configuration Protocol is another essential network service. DHCP automatically assigns IP addresses and other network configuration information to devices when they connect to a network. Without DHCP administrators would need to configure every device manually which would be time consuming and more likely to cause errors. By automating this process DHCP improves efficiency and ensures that devices receive the correct network settings.
Active Directory Domain Services is widely used in Windows based enterprise networks. It provides a centralized system for managing users computers and network resources. Administrators can use Active Directory to control user authentication manage security policies and organize devices within a domain environment. This makes it easier to maintain consistent security and access control across the organization.
Certificate Authorities are responsible for issuing digital certificates that verify the identity of users servers and services. These certificates are commonly used for secure communications such as HTTPS connections secure email and VPN authentication. By using trusted certificates organizations can ensure that users are connecting to legitimate systems and that sensitive information remains protected during transmission.
These network services are essential for maintaining a secure and organized enterprise network environment. They support authentication network configuration secure communication and remote access which are all important for modern organizational networks.
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2.1
VirtualBox was selected as the hypervisor for this network setup because it is simple to use and widely available. A hypervisor is a type of software that allows multiple virtual machines to operate on one physical computer. VirtualBox has an easy to understand interface, which makes it suitable for creating and managing virtual machines efficiently.
One key reason for choosing VirtualBox is its flexibility in network configuration. It supports different networking options such as NAT, internal network, and bridged networking. These features are important for building different types of network structures. In this assignment, NAT networks were used to create separate environments for Windows and Linux systems, showing that VirtualBox can handle more complex network setups.
Another important advantage is that VirtualBox is free and open source. This makes it accessible for students without any cost, while still providing full functionality. It also supports different operating systems, including Windows and Linux, which are both required for this assignment.

[image: ]
Figure 1
In this screenshot, I accessed the official VirtualBox website and selected the Windows hosts option. This step shows that I downloaded the correct version of VirtualBox required to create and manage virtual machines on my system.
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Figure 2
This screenshot shows the Microsoft website where I selected Windows Server 2019 for download. This file is essential because it is used to install the server operating system inside the virtual machine. The server machine plays a key role in network communication and testing within the Windows network environment.
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Figure 3
In this screenshot, I downloaded Windows 10 installation media. This is used to create the Windows client machine. The client machine is necessary because it allows communication with the server, which is required when performing network testing and connectivity checks.
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Figure 4
[5]This screenshot shows the Debian Linux download page. I selected the correct ISO file for installation. This step is important because it allows me to create Linux-based virtual machines, which are used to form a separate network from the Windows systems.
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Figure 5
In this screenshot, I created the first virtual machine for Windows. I configured the memory size, storage, and selected the ISO file. This step confirms that the Windows server machine was successfully created and prepared for installation.
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Figure 6
This screenshot shows the creation of the second Windows virtual machine. This machine is used as a client system. Having both server and client machines allows proper testing of network communication within the Windows network.
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Figure 7
In this screenshot, the Windows Server machine is running and the Server Manager dashboard is displayed. This confirms that the operating system installation was completed successfully and the server is ready for configuration.
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Figure 8
This screenshot shows the Windows client desktop after installation. It confirms that the system is working correctly and ready to be connected to the network.

[image: ]
Figure 9
In this screenshot, the Debian server machine is running in terminal mode. This confirms that the Linux server installation was successful and the system is operational.
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Figure 10
This screenshot shows the Debian client graphical interface. This confirms that the Linux client system is installed correctly and ready to be used for networking tasks.
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Figure 11
2.2.2 Deploy Your Network
This screenshot shows the creation of a NAT Network for Windows machines. This network allows both Windows virtual machines to communicate with each other and also provides internet access. It is important because it creates a shared environment for the Windows systems.

[image: ]
Figure 12
This screenshot shows the creation of a second NAT Network for Linux machines. This network is separate from the Windows network. The separation is important because it allows testing of communication within the same network and also shows isolation between different networks.
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Figure 13
In this screenshot, I configured the Windows server machine to connect to the Windows NAT Network. This ensures that the machine is properly linked to the correct network and can communicate with other devices within that network.
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Figure 14
This screenshot shows the Windows client machine connected to the same NAT Network. This step is important because both machines must be on the same network to allow communication and testing.
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Figure 15
In this screenshot, I connected the Linux server machine to the Linux NAT Network. This ensures that the Linux server is part of the correct network environment and ready for communication.
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Figure 16
This screenshot shows the Linux client machine connected to the same NAT Network. This allows communication between Linux machines and completes the setup of the Linux network

2.2.3 IP addressing


[image: ]
Figure 17
2.3 Configure IP Addressing
This screenshot shows the use of the ipconfig command on the Windows server. It displays the assigned IP address. [6] This confirms that the network is working and that the machine has received a valid address from the network.
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Figure 18
In this screenshot, the ipconfig command is used on the Windows client. [7]It confirms that the client also has a valid IP address in the same network range. This is necessary for communication between the machines.
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Figure 19
This screenshot shows the use of the ip address show command on the Linux server. It displays the IP configuration and confirms that the server is correctly connected to the network.
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Figure 20
In this screenshot, the Linux client IP address is displayed. This confirms that both Linux machines are in the same network and can communicate with each other.
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Figure 21
This screenshot shows the NAT Network configuration for Windows. It displays the network IP range. This helps to understand how the IP addresses are assigned within the Windows network.
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Figure 22
This screenshot shows the NAT Network configuration for Linux. It confirms that a different IP range is used for Linux machines, [8]which helps maintain network separation.
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Figure 23
2.4 Test and Troubleshoot
In this screenshot, I performed a ping test between Windows machines. The successful replies confirm that communication within the Windows network is working correctly and that both machines can reach each other.

[image: ]
Figure 24
This screenshot shows another successful ping test within the Windows network. It further confirms that the connection is stable and there are no issues with communication.

[image: ]
Figure 25
In this screenshot, I performed a ping test between Linux machines. The successful responses confirm that communication within the Linux network is also working properly. [9]This shows that both networks are correctly configured and functioning as expected.

[bookmark: _Toc224439825]Task 3
During Task 2, I completed several technical activities such as setting up virtual machines, configuring network connections, assigning IP addresses, and performing connectivity tests. While completing these steps, I encountered a few challenges that helped me improve my troubleshooting abilities. One of the main difficulties was understanding the different networking options in VirtualBox, [10] such as NAT and NAT Network. Initially, this created confusion when trying to connect the machines correctly. I solved this by reviewing the settings carefully and testing different configurations until the connection worked properly.
Another issue was related to IP address assignment. In some cases, the machines did not receive an IP address automatically. I investigated this using commands like ipconfig and ip a to check the network details. By restarting the network and confirming the correct adapter settings, the issue was resolved. I also experienced problems during ping tests when machines were not on the same network. This was fixed by ensuring both systems were connected to the same NAT Network and had valid IP addresses within the same range.
Overall, I used a structured approach by identifying problems, checking configurations, testing connectivity, and applying the correct solutions.
3.1.2
This assignment helped me improve both my technical understanding and personal skills. At the beginning, I found the work challenging because I had limited experience with VirtualBox and networking concepts. However, as I progressed, I became more confident in using the software and understanding how networks operate.
I developed stronger problem solving skills by trying different methods and learning from errors. I also improved my time management by completing tasks in an organised way. This assignment increased my knowledge of networking and provided useful practical experience. Overall, it was a valuable learning process that will support my future studies and professional development.
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