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Introduction
This report provides a comprehensive exploration of operating systems, divided into several key sections. It starts with outlining the key functions of general-purpose operating systems, moving into practical demonstrations of command-line interface (CLI) commands for both Windows and Linux environments. The report additionally showcases the creation of simple automation scripts for both operating systems. Through this investigation, the report aims to demonstrate a foundational understanding of operating system concepts, CLI proficiency, and the practical application of scripting for system automation, supported by relevant screenshots and cited sources.
Key Functions of General Operating Systems
In modern operating systems, process management is not merely about launching and closing programs; it is an incredibly complex orchestration of system resources managed by the CPU scheduler . Because CPUs can execute instructions at lightning speeds, the operating system uses scheduling algorithms to determine which process gets entry to the processor core and for how long. 
In non-preemptive scheduling, a process contains CPU control until it finishes or starts a waiting state. In contrast, modern preemptive scheduling allows the operating system to interrupt a currently running process to give the CPU to another task, ensuring high responsiveness in multi-user environments. Algorithms such as Round Robin (RR) use a designated time quantum to slice execution cycles fairly among threads, while Shortest Job First (SJF) minimizes average waiting times by prioritizing shorter tasks. 
Furthermore, the OS must handle the complications of concurrent execution. When multiple processes access shared resources or memory addresses simultaneously, race conditions can occur. To prevent data corruption, operating systems implement synchronization primitives such as semaphores and mutexes (mutual exclusion locks) to make sure that only one process can access a critical section of memory at any given time. 
Advanced Memory Management: Paging, Segmentation, and Virtual Memory
While basic memory management allocates block spaces to active programs, advanced operating systems decouple physical hardware addresses from logical software addresses using virtual memory systems. This architectural virtualization is governed by the Memory Management Unit (MMU) of the CPU, working in close synchronization with the operating system kernel. 
The most prevalent memory allocation technique is paging. In paging, physical memory is split into fixed-size blocks named frames, and logical memory is split into program blocks of the equal size called pages. When a program executes, its pages are mapped to available frames anywhere in physical RAM using a page table. This eliminates external fragmentation—where memory is wasted in gaps between non-contiguous allocations. 
To expand RAM capacity, the operating system utilizes a technique known as demand paging, where pages are only loaded into physical memory when they are actively needed. If a process requests a page that is not currently residing in physical RAM, the hardware issues a page fault. The OS intercepts this interrupt, retrieves the missing page from disk storage (swap space), and loads it into a physical memory frame. If RAM is full, the OS implements page-replacement algorithms like Least Recently Used (LRU) to write inactive pages back to the disk, dynamically balancing physical performance with storage limits. 
Storage Hierarchy and File System Structures
Operating systems structure storage devices into logical abstractions to hide the physical complexities of spinning platters, magnetic domains, and silicon cells. This abstraction is achieved through different file systems, such as New Technology File System (NTFS) on Windows, and Extended File System (ext4) on Linux. 
The OS organizes storage hierarchically, beginning with physical sector addressing and mapping it to logical blocks. A file system relies on structure tables to track metadata, permissions, ownership, and cluster allocations. For instance, Windows NTFS uses a Master File Table (MFT) as a database containing metadata for every file and folder. Conversely, Linux systems rely on inodes (index nodes). An inode stores all essential information about a file—such as file size, access permissions, creation timestamps, and direct/indirect block pointers—except for the actual filename itself, which is kept in directory lists. 
Furthermore, modern file systems utilize journaling to protect data integrity. By recording changes in a dedicated journal log before committing them to the physical directory structure, the operating system can quickly reconstruct and repair the file system in the event of an unexpected power failure or system crash. 
Hardware Interfacing and Device Driver Architecture
At the lowest abstraction layer, the operating system acts as an intermediary bridge between application software and highly varied physical hardware architectures. Because it is impossible for an OS kernel to natively support every third-party component, it utilizes modular programs called device drivers. 
Drivers translate generic system instructions (such as "read block") into hardware-specific signals required by physical controllers. Communication between the CPU and hardware controllers is managed via I/O ports, Direct Memory Access (DMA), and interrupts. When a peripheral needs attention, it sends an interrupt request (IRQ) to the CPU. The OS immediately pauses current executions and calls the appropriate Interrupt Service Routine (ISR) to handle the hardware request, maintaining flawless system responsiveness.

General-purpose operating systems (OS) serve as the fundamental software layer that manages computer hardware and software resources, providing common services for computer programs. The key functions of these systems include process management, memory management, file system management, device management, and providing a user interface. These functions ensure that the system runs efficiently and that applications can operate without needing to interact directly with the hardware.
Process management involves the creation, scheduling, and termination of processes, which are the instances of running programs. The OS allocates system resources like CPU time and memory to these processes, ensuring fair and efficient execution. Memory management handles the allocation and deallocation of memory space to processes, including virtual memory management, which allows the system to use disk space to extend the apparent amount of RAM available to applications.
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File system management provides a structured way to store, organize, and retrieve data on storage devices. It manages permissions, directories, and files, allowing users and applications to access data logically. Device management controls hardware peripherals like keyboards, mice, printers, and storage drives through device drivers, which act as translators between the hardware and the OS. A user interface, which can be graphical (GUI) or command-line (CLI), provides a means for users to interact with the computer system [1].
On a Windows system, many of these functions can be monitored and managed through the Task Manager. For instance, the "Processes" tab shows all running processes, their CPU and memory usage, providing a real-time view of process management. In the "Performance" tab, users can monitor overall CPU, memory, disk, and network utilization, offering insights into memory and device management. The "File Explorer" is a clear example of file system management, allowing users to navigate, create, and manage files and directories.
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Similarly, on a Linux system, the top or htop commands provide a dynamic, real-time view of running processes and system resource usage, directly reflecting process and memory management. The lsblk command lists information about block devices, which is a function of device management, while commands like df and du are used for file system management, showing disk space usage and file space usage, respectively. The gnome-system-monitor application provides a GUI equivalent to Task Manager for monitoring and managing these key OS functions [2].
In modern operating systems, process management is not merely about launching and closing programs; it is an incredibly complex orchestration of system resources managed by the CPU scheduler. Because CPUs can execute instructions at lightning speeds, the operating system uses scheduling algorithms to determine which process gets access to the processor core and for how long.
In non-preemptive scheduling, a process retains CPU control until it terminates or enters a waiting state. In contrast, modern preemptive scheduling allows the operating system to interrupt a currently running process to allocate the CPU to another task, ensuring high responsiveness in multi-user environments. Algorithms 
such as Round Robin (RR) use a designated time quantum to slice execution cycles fairly among threads, while Shortest Job First (SJF) minimizes average waiting times by prioritizing shorter tasks.
Furthermore, the OS must handle the complications of concurrent execution. When multiple processes access shared resources or memory addresses simultaneously, race conditions can occur. To prevent data corruption, operating systems implement synchronization primitives such as semaphores and mutexes (mutual exclusion locks) to ensure that only one process can access a critical section of memory at any given time.
While basic memory management allocates block spaces to active programs, advanced operating systems decouple physical hardware addresses from logical software addresses using virtual memory systems. This architectural virtualization is governed by the Memory Management Unit (MMU) of the CPU, working in close synchronization with the operating system kernel. 
The most prevalent memory allocation technique is paging. In paging, physical memory is split into fixed-size blocks called frames, and logical memory is split into program blocks of the equal size called pages. When a program executes, its pages are mapped to available frames anywhere in physical RAM using a page table. This eliminates external fragmentation—where memory is wasted in gaps between non-contiguous allocations.
To expand RAM capacity, the operating system utilizes a technique known as demand paging, where pages are only loaded into physical memory when they are actively needed. If a process requests a page that is not currently residing in physical RAM, the hardware issues a page fault. The OS intercepts this interrupt, retrieves the missing page from disk storage (swap space), and loads it into a physical memory frame. If RAM is full, the OS implements page-replacement algorithms like Least Recently Used (LRU) to write inactive pages back to the disk, dynamically balancing physical performance with storage limits.
Operating systems structure storage devices into logical abstractions to hide the physical complexities of spinning platters, magnetic domains, and silicon cells. This abstraction is achieved through different file systems, such as New Technology File System (NTFS) on Windows, and Extended File System (ext4) on Linux. 
The OS organizes storage hierarchically, beginning with physical sector addressing and mapping it to logical blocks. A file system relies on structure tables to track metadata, permissions, ownership, and cluster allocations. For instance, Windows NTFS uses a Master File Table (MFT) as a database containing metadata for every file and folder. Conversely, Linux systems rely on inodes (index nodes). An inode stores all essential information about a file—such as file size, access permissions, creation timestamps, and direct/indirect block pointers—except for the actual filename itself, which is kept in directory lists.
Furthermore, modern file systems utilize journaling to protect data integrity. By recording changes in a dedicated journal log before committing them to the physical directory structure, the operating system can quickly reconstruct and repair the file system in the event of an unexpected power failure or system crash.
At the lowest abstraction layer, the operating system acts as an intermediary bridge between application software and highly varied physical hardware architectures. Because it is impossible for an OS kernel to natively support every third-party component, it utilizes modular programs called device drivers. 
Drivers translate generic system instructions (such as "read block") into hardware-specific signals required by physical controllers. Communication between the CPU and hardware controllers is managed via I/O ports, Direct Memory Access (DMA), and interrupts. When a peripheral needs attention, it sends an interrupt request (IRQ) to the CPU. The OS immediately pauses current executions and calls the appropriate Interrupt Service Routine (ISR) to handle the hardware request, maintaining flawless system responsiveness. 




Use of Windows OS CLI Commands
The Windows Command Line Interface (CLI), primarily accessed via Command Prompt and PowerShell, provides powerful tools for system administration. This section documents several commands covering key areas of system management.
Process Management
tasklist displays a list of all currently running processes. Using the /v switch provides verbose output, showing details like the process name, PID, session name, and memory usage. This command is useful for identifying running applications and their resource consumption.
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taskkill is used to terminate a running process, often by its Process ID (PID) using the /PID switch or by its image name using the /IM switch. For example, taskkill /IM notepad.exe /F forcibly terminates all instances of Notepad.
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File & Directory Management
dir lists the contents of a directory. Using /w displays the list in wide format, and /s lists all files in the specified directory and all subdirectories. For example, dir C:\Users\ /s /w would list all files and folders in the Users directory recursively.
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mkdir (md) creates a new directory. For instance, mkdir NewFolder creates a folder named "NewFolder" in the current directory. del deletes one or more files, while rmdir removes a directory (which must be empty unless the /s switch is used).
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Network Testing/Monitoring
ping tests the reachability of a host on an Internet Protocol (IP) network. The -t switch continues pinging the target until stopped manually, which is useful for monitoring 

network stability over time. For example, ping -t google.com will continuously test connectivity to Google.
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ipconfig displays the IP configuration for all network adapters. The /all switch provides detailed information including MAC addresses, DHCP status, and DNS servers for every network interface, which is essential for network troubleshooting [3].
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User Management
net user is a powerful command for managing user accounts. Using net user [username] [password] /add creates a new user. To see a list of all users, simply run net user. To view details of a specific user, use net user [username].
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Task Scheduling
schtasks is the command-line tool for the Task Scheduler. For example, schtasks /create /tn "MyTask" /tr "C:\path\to\script.bat" /sc daily /st 09:00 creates a new task named "MyTask" that runs a script daily at 9:00 AM. The /sc switch defines the schedule frequency (e.g., daily, weekly), and /st specifies the start time [4].
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Use of Linux OS CLI Commands
Linux's command-line interface, typically Bash, is renowned for its power and flexibility. This section documents Bash commands that perform similar tasks to their Windows counterparts.
Process Management
ps displays information about active processes. Using ps aux is a very common command that shows all processes for all users (a), displaying the user who owns the process (u), and includes processes not attached to a terminal (x). This command provides a comprehensive snapshot of the system's process state.
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kill sends a signal to a process, typically to terminate it. The default signal is SIGTERM (signal 15), which requests a graceful shutdown. For an immediate forced termination, kill -9 [PID] sends SIGKILL, which cannot be caught or ignored by the process.
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File & Directory Management
ls lists directory contents. The -la switch combination is one of the most common, where -l uses a long listing format (showing permissions, owner, size, and modification date) and -a shows all files including hidden files (those starting with a dot).
mkdir creates a new directory. The -p switch is powerful, as it creates parent directories as needed. For example, mkdir -p new/directory/structure will create all three nested directories if they do not exist. rm is used to remove files or directories; rm -r [directory] recursively deletes a directory and its contents [5].
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Network Testing/Monitoring
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ping is the same fundamental network testing tool as in Windows. Using ping -c 4 google.com will send 4 ICMP echo requests to Google and then stop, as opposed to the continuous default behavior. The -c option controls the count of packets to send.
ip addr or ifconfig displays network interface configuration. The ip command is more modern and powerful. For instance, ip addr show shows detailed information for all interfaces, including IP addresses, MAC addresses, and interface states [6].
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User Management
useradd creates a new user account. A common usage is sudo useradd -m newuser, where the -m switch creates the user's home directory. passwd is then used to set or change the user's password (e.g., sudo passwd newuser). usermod modifies an existing user account, such as adding them to a supplementary group with -aG.
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Task Scheduling
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crontab is the tool for scheduling recurring tasks. The -e switch edits the user's current crontab file (or creates one). To schedule a task, a line is added in the format: minute hour day month weekday command. For example, 0 2 * * * /home/user/backup.sh would schedule the backup script to run every day at 2:00 AM. The -l switch lists the current crontab entries [7].
Use of Windows OS Scripts
Batch scripting allows for the automation of tasks in Windows. The following scripts demonstrate the use of variables, user input, and conditional statements.
Script 1: Simple File Backup Script
This script prompts the user for a source file and a destination folder, copies the file, and verifies the operation.
Script Code (backup.bat):
@echo off
set /p source=Enter the full path of the file to back up:
 set /p dest=Enter the full path of the backup folder:
 if exist %source% (
 copy "%source%" "%dest%"
 if %errorlevel% equ 0 (
  echo Backup successful.
 ) else (
  echo Backup failed.
 )
) else (
 echo Source file not found.
)
This script uses set /p to get user input into variables. The if exist conditional checks if the source file exists before attempting to copy. The if %errorlevel% checks the return code of the copy command to report success or failure, a simple form of flow control [8].
Script 2: Disk Cleanup Notification Loop
This script monitors the free space on the C: drive and alerts the user if it falls below a threshold, running in a loop.
Script Code (diskmonitor.bat):
@echo off
set threshold=10
:loop
for /f "tokens=3" %%a in ('dir C:\ /-c ^| find "bytes free"') do set freespace=%%a
 set /a freespace_gb=%freespace% / 1073741824
 if %freespace_gb% lss %threshold% (
  echo WARNING: Low disk space on C:. Only %freespace_gb% GB free.
 )
 timeout /t 300 >nul
goto loop
This script demonstrates the use of a :loop label and goto to create an infinite loop. The for loop parses the output of the Dir command to extract the free bytes. A mathematical operation (set /a) converts bytes to gigabytes, and an if...lss (less than) conditional compares the free space against the threshold [8].
Use of Linux OS Scripts
Bash scripting provides powerful automation capabilities in Linux. The following examples show the use of variables, user input, loops, and conditionals.
Script 1: User Account Creation Script
This script creates a new user account, sets a password, and confirms the action, requiring root privileges.
Script Code (create_user.sh):
#!/bin/bash
read -p "Enter the new username: " username
read -sp "Enter the password for $username: " password
echo
if id "$username" &>/dev/null; then
 echo "User $username already exists."
else
 useradd -m "$username"
 echo "$username:$password" | chpasswd
 if [ $? -eq 0 ]; then
  echo "User $username created successfully."
 else
  echo "Failed to create user $username."
 fi
fi
This script uses read -p for a prompt and read -sp for a silent password read. The if conditional uses the id command to check if a user already exists. The $? variable captures the exit status of the last command (like chpasswd) to determine if the operation succeeded. Variables $username and $password are used to store user input, and the script makes use of command substitution implicitly with $? [9].
Script 2: Automated System Health Check
This script performs a series of system health checks and outputs a report, demonstrating loops and conditionals.
Script Code (system_health.sh):
#!/bin/bash
echo "System Health Report - $(date)"
echo "=============================="
echo "Disk Usage:"
df -h / | awk 'NR==2 {print "Root partition usage: " $5}'
echo "Memory Usage:"
free -h | awk '/^Mem/ {print "Used: " $3 " / Total: " $2}'
echo "CPU Load:"
uptime | awk -F 'load average:' '{print $2}'
echo "Top 5 processes by memory:"
ps aux --sort=-%mem | awk 'NR<=5 {print $11, "%"$4}'
This script uses several commands piped into awk for text processing, which is a powerful data manipulation technique in Bash. The date command is used within command substitution $(date) to get the current timestamp. It also features the ps command with --sort=-%mem to sort processes by memory usage in descending order. This script demonstrates the automation of gathering diverse system metrics into a single report, utilizing background knowledge of multiple command-line tools in conjunction [9].
Conclusion
The exploration of operating systems from both a theoretical and practical perspective has highlighted the critical role of the OS in managing system resources and enabling user interaction with hardware. Understanding the key functions of process, memory, file, and device management is fundamental to leveraging the system's capabilities effectively.
The practical work with Windows and Linux CLI commands has shown that while many core tasks are similar across platforms, the syntax and specific tools can differ significantly. Commands like ping are universal, while commands like tasklist (Windows) and ps (Linux) provide analogous but distinct mechanisms for process management. This comparative understanding is valuable for IT professionals who operate in heterogeneous environments.
Developing simple scripts for both Batch and Bash has proven to be a powerful method for automating routine administrative tasks. These scripts, even those of modest complexity, demonstrate how system administration can be made more efficient and less error-prone by automating repetitive tasks like backups, user creation, and system monitoring. The skills acquired in command-line navigation and scripting provide a foundation for more advanced system management and automation.



















Reference List
[1] A. Silberschatz, P. B. Galvin, and G. Gagne, Operating System Concepts, 10th ed. Hoboken, NJ: John Wiley & Sons, 2018.
[2] M. Kerrisk, The Linux Programming Interface: A Linux and UNIX System Programming Handbook. San Francisco, CA: No Starch Press, 2010.
[3] Microsoft Corporation. "Command-line reference." Microsoft Docs. https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/windows-commands
[4] W. R. Stanek, Windows Command-Line Administrator's Pocket Consultant, 2nd ed. Redmond, WA: Microsoft Press, 2009.
[5] W. Shotts, The Linux Command Line: A Complete Introduction, 2nd ed. San Francisco, CA: No Starch Press, 2019.
[6] C. Negus, Linux Bible, 10th ed. Indianapolis, IN: Wiley, 2020.
[7] E. Nemeth, G. Snyder, T. R. Hein, B. Whaley, and D. Mackin, UNIX and Linux System Administration Handbook, 5th ed. Boston, MA: Addison-Wesley Professional, 2017.
[8] T. A. Powell, Windows PowerShell: The Definitive Guide, 2nd ed. Sebastopol, CA: O'Reilly Media, 2010.
[9] R. Blum and C. Bresnahan, Linux Command Line and Shell Scripting Bible, 3rd ed. Indianapolis, IN: Wiley, 2015.

image7.png
Administrator: Command Prompt

[Branding]
[cscl
[diagnostics]
[en-GB]
[Firmware]
HelpPane.exe
[InboxApps]
[LiveKernelReports]
[Migration]
[OcR]

[p1-PL]
[Provisioning]
[rescache]
[security]
setupact.log

[SoftwareDistribution]

[System]
[SystemTemp]
[TextInput]
[Vss]
winhlp32.exe

21 File(s)

[BrowserCore]
[Cursors]
[DiagTrack]
[en-Us]
[fr-FR]
hh.exe

[INF]

[Logs]
[ModemLogs ]
[0ffline Web Pages]
[PLA]

[pt-PT]
[Resources]
[ServiceProfiles]
setuperr.log
[Speech]
system.ini
[SysWowe4]
[tracing]
[Waas]
[Winsxs]

6,359,995 bytes

[CbsTemp]
[CER
[DigitallLocker]
[es-ES]

comsetup.log
[de-DE]
DirectX.log
explorer.exe

[GameBarPresenceliriter] [Globalization]

[IdentityCRL]
[InputMethod]
mib.bin

[nb-NO]

[Panther]
[PolicyDefinitions]
regedit.exe
[SchCache]
[ServiceState]
[ShellComponents]
[Speech_OneCore]
[System32]

[TAPI]

[twain_32]

[Web]
WMSysPr9.prx

93 Dir(s) 139,925,774,336 bytes free

C:\Windows\System32>mkdir C:\AssigmentTest

C:\Windows\System32>dir C:\ | find "AssigmentTest"

17/©7/2026 ©0:16

C:\Windows\System32>_

"'1wc
Clear

<DIR>

AssigmentTest

[IME]

[it-IT]
[Microsoft]
[n1-NL]
[Performance]
[Prefetch]
[Registration]
[schemas]
[servicing]
[ShellExperiences]
splwow64 . exe
[SystemApps]
[Tasks]
twain_32.d11
win.ini
[WUModels]

Qe EREmMOGGE P 4 & [

[Containers]
[debug]
DtcInstall.log
[fi-FI]

[Help]

[ImmersiveControlPanel]

[L2Schemas]
[Microsoft.NET]
notepad.exe
PFRO.1log
Professional.xml
[RemotePackages]
[SecureBoot]
[setup]

[skB]

[sv-SE]
[SystemResources]
[Temp]

[uus]
WindowsUpdate.log

A

&

2 dx @

00:18
17/07/2026




image8.png
Administrator: Command Prompt

[Firmware] [fr-FR] [GameBarPresenceliriter] [Globalization]
HelpPane.exe hh.exe [IdentityCRL] [IME]
[InboxApps] [INF] [InputMethod] [it-IT]
[LiveKernelReports] [Logs] mib.bin [Microsoft]
[Migration] [ModemLogs] [nb-NO] [n1-NL]
[OCR] [Offline Web Pages] [Panther] [Performance]
[pl-PL] [PLA] [PolicyDefinitions] [Prefetch]
[Provisioning] [pt-PT] regedit.exe [Registration]
[rescache] [Resources] [SchCache] [schemas]
[security] [ServiceProfiles] [ServiceState] [servicing]
setupact.log setuperr.log [ShellComponents] [ShellExperiences]
[SoftwareDistribution] [Speech] [Speech_OneCore] splwow64 . exe
[System] system.ini [System32] [SystemApps]
[SystemTemp] [SysWowe4] [TAPI] [Tasks]
[TextInput] [tracing] [twain_32] twain_32.d11
[Vss] [Waas] [Web] win.ini
winhlp32.exe [Winsxs] WMSysPr9.prx [WUModels]

21 File(s) 6,359,995 bytes

93 Dir(s) 139,925,774,336 bytes free
C:\Windows\System32>mkdir C:\AssigmentTest

C:\Windows\System32>dir C:\ | find "AssigmentTest"
17/67/2026 ©0:16  <DIR> AssigmentTest

C:\Windows\System32>rmdir C:\AssigmentTest
C:\Windows\System32>dir C:\ | find "AssigmentTest"

C:\Windows\System32>

9 Qe EREMOQGGHECP

[Help]

[ImmersiveControlPanel]

[L2Schemas]
[Microsoft.NET]
notepad.exe
PFRO.1log
Professional.xml
[RemotePackages]
[SecureBoot]
[setup]

[skB]

[sv-SE]
[SystemResources]
[Temp]

[uus]
WindowsUpdate.log

S

»

dx @

00:20
17/07/2026




image9.png
Administrator: Command Prompt

SoftLandingDeferralTask-{6bo2faf2-540e-4 17/07/2026 ©0:37:00
SoftLandingTriggerTask-12800000000161560 N/A

C:\Windows\System32>ping -n 4 google.com

Pinging google.com [142.256.117.101] with 32 bytes of data:
Reply from 142.256.117.101: bytes=32 time=22ms TTL=109
Reply from 142.250.117.101: bytes: 8ms TTL=109
Reply from 142.250.117.101: bytes: ims TTL=109
Reply from 142.256.117.101: bytes=32 time=25ms TTL=109

Ping statistics for 142.250.117.101:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 21ms, Maximum = 38ms, Average = 26ms

C:\Windows\System32>_

’ 19°C
Clear

Ready
Disabled

Q search

Semoacar

S

»

dx @

00:35
17/07/2026




image10.png
Administrator: Command Prompt

Approximate round trip times in milli-seconds:
Minimum = 23ms, Maximum = 28ms, Average = 25ms

C:\Windows\System32>ipconfig /all
Windows IP Configuration

Host Name . . . . . . . . ...
Primary Dns Suffix . . . . . .
Node Type . . . . . . . . . ..
IP Routing Enabled. . . . . . .
WINS Proxy Enabled. . . . . . .

Alin-Raducan

Hybrid
No
No

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . . . . ...
Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .

Media disconnected

Microsoft Wi-Fi Direct Virtual Adapter
C8-34-8E-74-E7-E4

Yes

Yes

Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . . . ...
Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .

Wireless LAN adapter WiFi:

Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .
IPv6 Address. . . . . . . . . .
Temporary IPv6 Address. . . . .
Link-local IPv6 Address
IPv4 Address. . . . . . . . . .
Subnet Mask . . . . . . . . ..
Lease Obtained. . . . . . . . .
Lease Expires . . . . . . . . .
Default Gateway . . . . . . . .
DHCP Server . . . . . . . . . .
DHCPv6 IAID . . . . . . . . . .
DHCPv6 Client DUID. . . . . . .
DNS Servers . . . . . . . . ..

NetBIOS over Tepip. . . . . . .
Ethernet adapter Bluetooth Network

Media State . . . . . . . ...
Connection-specific DNS Suffix
Description . . . . . . . . . .
Physical Address. . . . . . . .
DHCP Enabled. . . . . . . . . .
Autoconfiguration Enabled . . .

C:\Windows\System32>

’ 19°C
Clear

Media disconnected

Microsoft Wi-Fi Direct Virtual Adapter #2
CA-34-8E-74-E7-E3

No

Yes

Intel(R) Wi-Fi 6 AX201 16@MHz
C8-34-8E-74-E7-E3

Yes

Yes
£d62:7982:¢921:1:4136:51c5:782c:91a5(Preferred)
£d62:7982:¢921:1:d97a:4ae:e25e: e2af(Preferred)
fe80: :64d4:e5b5:9142:710c%8 (Preferred)
192.168.4.26(Preferred)

255.255.252.0

16 July 2026 22:59:55

17 July 2026 ©2:59:49

192.168.4.1

192.168.4.1

97006734
©0-01-00-01-30-6C-47-0B-C8-34-8E-74-E7-E3
192.168.4.1

fd62:7982:¢921:1::1

Enabled

Connection:

Media disconnected

Bluetooth Device (Personal Area Network)
C8-34-8E-74-E7-E7

Yes

Yes

Q search

S

»

dx @

00:24
17/07/2026




image11.png
Administrator: Command Prompt
Autoconfiguration Enabled . . . . : Yes
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Non-authoritative answer:

Name : google.com

Addresses: 2a@0:1450:4009:c04::66
2200:1450:4009:c04::71
2200:1450:4009:c04: :8b
2a00:1450:4009:¢c04: :65
142.251.30.139
142.251.30.102
142.251.30.100
142.251.30.101
142.251.30.113
142.251.30.138

C:\Windows\System32>_

’ 19°C
Clear

Q search

Semoacar

S

»

dx @

00:26
17/07/2026
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Administrator: Command Prompt

C:\Windows\System32>nslookup google.com
Server: UnKnown
Address: 192.168.4.1

Non-authoritative answer:

Name : google.com

Addresses: 2a@0:1450:4009:c04::66
2200:1450:400
2200:1450:400
2a00:1450:4009:¢c04: :65
142.251.30.139
142.251.30.102
142.251.30.100
142.251.30.101
142.251.30.113
142.251.30.138

C:\Windows\System32>net user

User accounts for \\ALIN-RADUCAN

Administrator DefaultAccount Guest
raduc WDAGUtilityAccount
The command completed successfully.

C:\Windows\System32>_

’ 19°C
Clear

Q search

Semoacar
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»

dx @

00:27
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Administrator: Command Prompt

Non-authoritative answer:

Name : google.com

Addresses: 2a00:1450:4009:c04::
2200:1450:4009:c04::71
2200:1450:4009:c04: :8b
2a00:1450:4009:¢c04: :65
142.251.30.139
142.251.30.102
142.251.30.100
142.251.30.101
142.251.30.113
142.251.30.138

66

C:\Windows\System32>net user

User accounts for \\ALIN-RADUCAN

Administrator DefaultAccount Guest
raduc WDAGUtilityAccount
The command completed successfully.

C:\Windows\System32>net user TestStudent Pa$$werd123 /add
The command completed successfully.

C:\Windows\System32>

’ 19°C
Clear

Q search
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S

»

dx @

00:29
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Administrator: Command Prompt

C:\Windows\System32>Schtasks /query /fo TABLE

Folder: \
TaskName Next Run Time Status

MicrosoftEdgeUpdateTaskMachineCore{24D82 17/07/2026 12:59:15 Ready
MicrosoftEdgeUpdateTaskMachineUA{6062B27 17/07/2026 ©1:29:15 Ready
OneDrive Reporting Task-S-1-5-21-2376061 18/07/2026 ©0:02:34 Ready
OneDrive Standalone Update Task-S-1-5-21 18/07/2026 ©0:54:23 Ready
OneDrive Standalone Update Task-S-1-5-21 17/07/2026 12:05:38 Ready
OneDrive Startup Task-S-1-5-21-237606168 N/A Ready

Folder: \GoogleSystem
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available at your access level.

Folder: \GoogleSystem\GoogleUpdater
TaskName Next Run Time Status

GoogleUpdaterTaskSystem152.0.7933.0{932C 17/07/2026 ©1:07:11 Ready

Folder: \Microsoft
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available at your access level.

Folder: \Microsoft\Office

TaskName Next Run Time Status
Office Actions Server 17/07/2026 ©1:00:00 Ready
Office Automatic Updates 2.0 17/07/2026 11:15:44 Ready
Office Background Push Maintenance 17/07/2026 ©1:40:53 Ready
Office ClickToRun Service Monitor 17/07/2026 ©9:14:32 Ready
Office Feature Updates 17/07/2026 ©4:56:27 Ready
Office Feature Updates Logon N/A Ready
Office Performance Monitor N/A Ready
Office Serviceability Manager 17/07/2026 ©1:18:58 Ready
Office Startup Maintenance 17/07/2026 ©8:00:34 Ready

Folder: \Microsoft\OneCore
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available at your access level.
Folder: \Microsoft\Windows
TaskName Next Run Time Status

INFO: There are no scheduled tasks presently available at your access level.

Folder: \Microsoft\Windows\.NET Framework

TaskName Next Run Time Status
.NET Framework NGEN v4.0.30319 N/A Ready
.NET Framework NGEN v4.0.30319 64 N/A Ready
.NET Framework NGEN v4.0.30319 64 Critic N/A Disabled
.NET Framework NGEN v4.0.30319 Critical N/A Disabled

Folder: \Microsoft\Windows\AccountHealth

TaskName Next Run Time Status
RecoverabilityToastTask N/A Ready
19°C - T
’ el Q Ssearch

S

»

dx @

00:31
17/07/2026




image15.png
[Imported files are written to the home directory.

[localhost:~# ps aux
PID  USER TIME COMMAND

1 root 0:01 {init} /bin/sh /sbin/init
2 root 0:00 [kthreadd]

3 root 0:00 [pool_workqueue_]

4 root 0:00 [kworker/R-rcu_g]

5 root 0:00 [kworker/R-sync_]

6 root 0:00 [kworker/R-kvfre]

7 root 0:00 [kworker/R-slub_]

8 root 0:00 [kworker/R-netns]

9 root 0:00 [kworker/@:0-eve]

10 root 0:00 [kworker/@:@H-ev]

11 root 0:00 [kworker/@:1-eve]

12 root 0:02 [kworker/u4:0-ev]

13 root 0:00 [kworker/R-mm_pe]

14 root 0:00 [ksoftirqd/@]

15 root 0:00 [rcu_preempt]

16 root 0:00 [rcu_exp_par_gp_]

17 root 0:00 [rcu_exp_gp_kthr]

18 root 0:00 [kdevtmpfs]

19 root 0:00 [kworker/R-inet_]

20 root 0:00 [rcu_tasks_kthre]

21 root 0:00 [rcu_tasks_trace]

22 root 0:00 [oom_reaper]

23 root 0:00 [kworker/u4d:1-ev]

24 root 0:00 [kworker/R-write]

25 root 0:00 [kcompactde]

26 root 0:00 [kworker/R-kbloc]

27 root 0:00 [kworker/u4d:2-ev]

28 root 0:00 [kswapd@]

29 root 0:00 [kworker/u4:3-ev]

31 root 0:00 [kworker/@:1H]

32 root 0:00 [khved]

45 root 0:00 settime -d /

47 dhcped 0:00 dhcped: [manager] [ip4]
48 root 0:00 dhcped: [privileged proxy]
49 dhcpced 0:00 dhcped: [network proxy]
50 dhcped 0:00 dhcped: [control proxy]
66 root 0:00 sh -1

68 dhcped 0:00 dhcpcd: [BPF ARP] ethe 10.5.78.218
86 root 0:00 ps aux
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10200K used, 230852K free, 8K shrd, @K buff, 972K cached
0% usr 1% sys 0% nic 94% idle 0% io 0% irq 3% sirq

average: 0.02 0.01 0.00 1/39 87

STAT  VSZ %VSZ

CPU %CPU COMMAND|

-7 66 root R 1644 1% © 2% top

66 1 root S 1716 1% © 0% sh -1

1 @ root N 1648 1% © 0% {init} /bin/sh /sbin/init
48 47 root S 1304 1% © 0% dhcpcd: [privileged proxy]
47 1 dhcped S 1304 1% © 0% dhcpcd: [manager] [ip4]
68 48 dhcped S 1296 1% © 0% dhcpcd: [BPF ARP] eth@ 10.5.78.218
49 47 dhcped S 1288 1% © 0% dhcpcd: [network proxy]
50 47 dhcped S 1284 1% © 0% dhcpcd: [control proxy]
45 1 root S 860 0% © 0% settime -d /

12 2 root Iw @ 0% o 0% [kworker/u4d:0-ev]

23 2 root Iw @ 0% o 0% [kworker/ud:1l-ev]

2 9@ root SW @ 0% © 0% [kthreadd]

15 2 root Iw @ 0% © 0% [rcu_preempt]

14 2 root SW @ 0% © 0% [ksoftirqd/e]

32 2 root SW @ ©o% © % [khvcd]

25 2 root SW @ 0% © 0% [kcompactdo]

17 2 root SW @ 0% © 0% [rcu_exp_gp_kthr]

16 2 root SW @ 0% © 0% [rcu_exp_par_gp_]

19 2 root W @ 0% o 0% [kworker/R-inet_]

18 2 root SW @ 0% © 0% [kdevtmpfs]

20 2 root Iw @ 0% © 0% [rcu_tasks_kthre]

22 2 root SW @ 0% © 0% [oom_reaper]

21 2 root Iw @ 0% © 0% [rcu_tasks_trace]

24 2 root W @ 0% o 0% [kworker/R-write]

13 2 root W @ 0% o 0% [kworker/R-mm_pe]

11 2 root Iw @ 0% o 0% [kworker/@:1-eve]

10 2 root W @ 0% © 0% [kworker/@:0H-ev]

7 2 root W @ 0% o 0% [kworker/R-slub_]

6 2 root W @ 0% o 0% [kworker/R-kvfre]

8 2 root W @ 0% o 0% [kworker/R-netns]

4 2 root W @ 0% o 0% [kworker/R-rcu_g]

3 2 root SW @ 0% © 0% [pool_workqueue_]

5 2 root W @ 0% o 0% [kworker/R-sync_]

9 2 root Iw @ 0% o 0% [kworker/@:0-eve]

29 2 root Iw @ 0% o 0% [kworker/ud:3-ev]

27 2 root Iw @ 0% o 0% [kworker/ud:2-ev]

26 2 root W @ 0% o 0% [kworker/R-kbloc]

pi 2 root SW @ 0% © 0% [kswapdo]

31 2 root W @ ©% © 0% [kworker/@:1H]
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Loading...

Welcome to JS/Linux (i586)

Use "vflogin username’ to connect to your account.
You can create a new account at https://vfsync.org/signup .

Use ‘export_file filename' to export a file to your computer.
Imported files are written to the home directory.

localhost:~# 1s

total 40
drwxr-xr-x 5
21
1
E
5
a4
1
1
1
-rw-r--r-- 1

localhost:~# [I

-la

root
root
root
root
root
root
root
root
root
root

EEEEEETEH!

237
461

61
124
202
114

76

22
151

BEL]
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jun
Jul

9
17
17

wu o unun

26

2021 .

00:50 ..

00:50 .ash_history
2020 .cache

2020 .mozilla
2020 .wine

2020 bench.py
2020 hello.c
2020 hello.js
2020 readme.txt
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Loading. ..

lelcome to JS/Linux (i586)

Use 'vflogin username’ to connect to your account.

ou can create a new account at https://vfsync.org/signup .
Use "export_file filename® to export a file to your computer.
[Imported files are written to the home directory.

-la

root root 237 Jan 9 2021 .

root root 461 Jul B

root root 7 Jul .ash_history
root root 61 Jul 5 2020 .cache
root root 124 Jul 5 2020 .mozilla
root root 202 Jul 6 2020 .wine

root root 114 Jul 5 2020 bench.py
root root 76 Jul 3 2020 hello.c
root root 22 Jun 26 2020 hello.js
root root 151 Jul 5 2020 readme.txt

[localhost:~# mkdir -p demo/subfolder
[localhost:~# 1s -R demo

demo:

jsubfolder

[demo/subfolder:
[localhost:~#
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Loading. ..

Welcome to JS/Linux (i586)

Use 'vflogin username’ to connect to your account.

You can create a new account at https://vfsync.org/signup .
Use "export_file filename' to export a file to your computer.

Imported files are written to the home directory.

localhost:~# 1s -la

total 40
drwxr-xr-x 5 root root 237 Jan 9 2021 .
drwxrwxrwx 21 root root 461 Jul 17 00:50 ..

1 root root 7 Jul 17 00:50 .ash_history

3 root root 61 Jul 5 2020 .cache

5 root root 124 Jul 5 2020 .mozilla
drwxr-xr-x 4 root root 202 Jul 6 2020 .wine
-PW-r--r-- 1 root root 114 Jul 5 2020 bench.py
-rw-r--r-- 1 root root 76 Jul 3 2020 hello.c
-PW-r--r-- 1 root root 22 Jun 26 2020 hello.js
-rw-r--r-- 1 root root 151 Jul 5 2020 readme.txt

localhost:~# mkdir -p demo/subfolder
localhost:~# 1s -R demo

demo:

subfolder

demo/subfolder:

localhost:~# ping -c 4 google.com

PING google.com (142.251.218.238): 56 data bytes

64 bytes from 142.251.218.238: seq=0 ttl=115 time=179.700 ms
64 bytes from 142.251.218.238: seq=1 ttl=115 time=181.000 ms
64 bytes from 142.251.218.238: seq=2 ttl=115 time=102.592 ms
64 bytes from 142.251.218.238: seq=3 ttl=115 time=249.400 ms

--- google.com ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 102.592/178.173/249.400 ms
localhost:~#
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[localhost:~# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UNKNOWN qlen 1000
link/ether ©2:a20:44:6c:a9:7e brd ff:ff:ff:ff:ff:ff
inet 10.5.213.171/16 brd 10.5.255.255 scope global dynamic ethe
valid_1ft 733sec preferred_lft 620sec
[localhost:~#
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localhost:~# sudo useradd -m linuxstudent
sudo: useradd: command not found
localhost:~# 1s -la home

1s: home: No such file or directory
localhost:~#
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localhost:~# id Linuxstudent
id: unknown user Linuxstudent
localhost:~# [
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localhost:~# crontab -1
# do daily/weekly/monthly maintenance

# min  hour day month  weekday command

*/15 * * * * run-parts /etc/periodic/15min

2] * * * * run-parts /etc/periodic/hourly
2] 2 * * * run-parts /etc/periodic/daily
2] 3 * * 6 run-parts /etc/periodic/weekly
2] 5 1 * * run-parts /etc/periodic/monthly

localhost:~# I
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Task Manager Q  Type a name, publisher, or PID to search
= Details Ea Run new task e
g Name - PID Status Username CPU| Worki...| Platform | UAC virtualisati...

I AggregatorHostexe 6240  Running SYSTEM 00 0K 64bit  Not allowed
@) ™ AppActions.exe 14736  Running raduc 00 0K 64bit  Disabled

I ApplicationFrameHos... 14884  Running raduc 00 0K 64 bit Disabled
) M AppVshNotify.exe 9140  Running raduc 00 0K 64bit  Disabled

I audiodg.exe 15508  Running LOCAL SER... 00 0K 64 bit Not allowed
< I backgroundTaskHost.... 17312 Suspended raduc 00 0K 64 bit Disabled

& chrome.exe 3452 Running raduc 00 104K 64 bit Disabled
83 ® chrome.exe 14256  Running raduc 00 0K 64 bit Disabled

® chrome.exe 8820  Running raduc 00 0K 64bit  Disabled

® chrome.exe 13560  Running raduc 00 0K 64 bit Disabled

® chrome.exe 4988  Running raduc 00 0K 64bit  Disabled
G ® chrome.exe 13696  Running raduc 00 0K 64 bit Disabled

® chrome.exe 6072 Running raduc 00 0K 64bit  Disabled

® chrome.exe 2940  Running raduc 00 0K 64bit  Disabled

® chrome.exe 10152 Running raduc 00 0K 64 bit Disabled

® chrome.exe 2688  Running raduc 00 0K 64bit  Disabled

® chrome.exe 10080  Running raduc 00 0K 64 bit Disabled

® chrome.exe 19736  Running raduc 00 0K 64 bit Disabled

® chrome.exe 13924  Running raduc 00 0K 64 bit Disabled

® chrome.exe 19916  Running raduc 00 0K 64 bit Disabled

® chrome.exe 10908  Running raduc 04 3,828K 64 bit Disabled

® chrome.exe 10008  Running raduc 00 0K 64 bit Disabled

® chrome.exe 8336 Running raduc 00 0K 64 bit Disabled

® chrome.exe 19988  Running raduc 00 0K 64 bit Disabled

® chrome.exe 4940  Running raduc 00 0K 64bit  Disabled

I CrossDeviceResume.e.. 17712 Running raduc 00 0K 64 bit Disabled

W CrossDeviceService.exe 15288  Running raduc 00 0K 64 bit Disabled

X csrss.exe 1008 Running SYSTEM 00 0K 64 bit Not allowed

X csrss.exe 7684 Running SYSTEM 01 0K 64 bit Not allowed

I ctfmon.exe 13700  Running raduc 00 -4K 64 bit Disabled

I dllhost.exe 10252 Running raduc 00 0K 64 bit Disabled

I dwm.exe 6476 Running DWM-3 00 -28 K 64 bit Disabled

I esif_uf.exe 4628 Running SYSTEM 00 0K 64 bit Not allowed

M explorer.exe 12608  Running raduc 00 48K 64 bit Disabled

I FileCoAuth.exe 17820  Running raduc 00 0K 64 bit Disabled

o fontdrvhost.exe 1360 Running UMFD-0 00 0K 64 bit Disabled

o fontdrvhost.exe 2196 Running UMFD-3 00 0K 64 bit Disabled

6 Grammarly.Desktop.e.. 8144  Running raduc 03 -729.. 64bit  Disabled

I igfxCUIServiceN.exe 3484 Running SYSTEM 00 0K 64 bit Not allowed

& igikEMN.exe 5968  Running raduc 00 0K 64bit  Disabled

I IntelAudioService.exe 4652 Running SYSTEM 00 0K 64 bit Not allowed

I IntelCpHDCPSvcexe 2072 Running SYSTEM 00 0K 64 bit Not allowed

X |[SM.exe 2432 Running DWM-3 00 0K 64 bit Disabled

X [salso.exe 1152 Running SYSTEM 00 0K 64 bit Not allowed

I [sass.exe 1160 Running SYSTEM 00 -284K 64 bit Not allowed

I m365copilot_autosta... 4752 Running raduc 00 0K 64 bit Disabled

I MpDefenderCoreServ... 4708 Running SYSTEM 00 0K 64 bit Not allowed
3 @ ms-teams.exe 8156  Running raduc 00 0K 64bit  Disabled

@ ms-teams.exe 10388  Running raduc 00 0K 64 bit Disabled

19°C S = 23:52
', Clear Q search ’ EmOoaoca@ar NG RO 0
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Task Manager
= Performance
- CPU
® 11% 131 GHz
Memory
L
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B2 Administrator: Windows PowerShell
Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\WINDOWS\system32> Get-Volume

DrivelLetter FriendlyName FileSystemType DriveType HealthStatus OperationalStatus SizeRemaining Size
NTFS Fixed Healthy 0K 85.81 MB  1.28 GB

C Local Disk  NTFS Fixed Healthy 0K 130.33 GB 236.81 GB
SYSTEM FAT32 Fixed Healthy 0K 220.86 MB 256 MB

PS C:\WINDOWS\system32>
PS C:\WINDOWS\system32> _

’ 19°C
Clear

Q Ssearch

S

»

x O

00:04
17/07/2026
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Administrator: Command Prompt

Microsoft Windows [Version 10.0.26200.8457]

(c) Microsoft Corporation. All rights reserved.

C:\Windows\System32>tasklist /v

Image Name

PID

Session Name

Session#

Mem Usage

Status

User Name

CPU Time

Window Title

System Idle Process
System

Secure System
Registry
smss.exe
csrss.exe
wininit.exe
services.exe
LsaIso.exe
lsass.exe
svchost.exe
fontdrvhost.exe
WUDFHost . exe
svchost.exe
svchost.exe
WUDFHost . exe
WUDFHost . exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
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WUDFHost . exe
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svchost.exe

"'1wc
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Administrator: Command Prompt = (=] X

audiodg.exe 7416 Services 2] 19,840 K Unknown NT AUTHORITY\LOCAL SERVICE 0:00:00 N/A
cmd. exe 4720 Console E 7,640 K Running ALIN-RADUCAN\raduc ©:00:00 Administrator: Command Prompt - tasklist /v
conhost.exe 10672 Console E 22,216 K Running ALIN-RADUCAN\raduc 0:00:01 N/A
chrome . exe 13728 Console E 51,548 K Unknown ALIN-RADUCAN\raduc 0:00:00 N/A
tasklist.exe 1680 Console E 12,920 K Unknown ALIN-RADUCAN\raduc 0:00:00 N/A
WmiPrvSE.exe 15640 Services 2] 14,208 K Unknown NT AUTHORITY\NETWORK SERVICE 0:00:00 N/A

C:\Windows\System32>taskkill /IM notepad.exe /F
SUCCESS: The process "Notepad.exe" with PID 15160 has been terminated.

C:\Windows\System32>

00:13
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P 170772026
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Administrator: Command Prompt

Directory of C:\Windows

[.]1 [addins]
[ar-SA] [assembly]
[Branding] [BrowserCore]
[csc] [Cursors]
[diagnostics] [DiagTrack]
[en-GB] [en-Us]
[Firmware] [fr-FR]
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[SoftwareDistribution] [Speech]
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21 File(s) 6,359,995 bytes
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93 Dir(s) 139,925,774,336 bytes free
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