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[bookmark: __RefHeading___Toc1035_3361830272][bookmark: _Toc877124205][bookmark: _Toc824]1. Introduction  
Cybersecurity monitoring plays an essential role in protecting modern computing environments by enabling administrators to identify, assess, and respond to security threats [1], [2]. As virtualisation becomes more accessible, self-hosted virtual infrastructures are increasingly used for education, software development, and security testing [3]. While these environments offer flexibility and affordability, they also present monitoring challenges that can affect the timely detection and interpretation of security events [1], [2], [4].
This study investigates whether contextual event analysis can improve security monitoring by developing a lightweight framework that supports more effective interpretation and prioritisation of security events in resource-constrained virtual environments.

[bookmark: __RefHeading___Toc1037_3361830272][bookmark: _Toc2523][bookmark: _Toc1477885072]1.1 Background
Virtualisation enables multiple isolated virtual machines to run on a single physical host, providing flexible and cost-effective environments for testing, service hosting, and cybersecurity experimentation [3]. As a result, self-hosted virtual infrastructures have become increasingly common in education, software development, and small organisations [3]. However, monitoring these environments is more challenging because security events and logs are distributed across multiple virtual machines [1], [2]. Although lightweight monitoring tools can collect host and network information, they often provide limited support for interpreting events within their operational context [2]. This limitation makes it more difficult to assess the significance of security events and highlights the need for context-aware monitoring in resource-constrained virtual environments [1], [2], [4].

[bookmark: __RefHeading___Toc1039_3361830272][bookmark: _Toc1208885523][bookmark: _Toc14123]1.2 Problem Statement
Existing security monitoring solutions do not adequately meet the needs of small self-hosted virtual infrastructures. Enterprise Security Information and Event Management (SIEM) platforms provide advanced event correlation and analysis but typically require greater financial investment and administrative effort than educational institutions and small organisations can justify [1], [2]. Conversely, lightweight monitoring tools prioritise ease of deployment over analytical capability, often generating alerts without sufficient contextual information to support effective prioritisation [2], [3]. This limitation can increase alert fatigue, delay the identification of genuine security incidents, and reduce the overall usefulness of monitoring data [1], [2]. Consequently, there is a need for a lightweight monitoring framework that incorporates contextual analysis while remaining practical for resource-constrained virtual environments [2], [3], [4].

[bookmark: __RefHeading___Toc1041_3361830272][bookmark: _Toc1239874790][bookmark: _Toc5314]1.3 Aim 
The aim of this project is to develop and evaluate a lightweight security monitoring framework that applies contextual event analysis to improve alert prioritisation and support more informed security decision-making within self-hosted virtual infrastructures.

[bookmark: __RefHeading___Toc1043_3361830272][bookmark: _Toc1054940064][bookmark: _Toc4056]1.4 Objectives
· Define the functional and non-functional requirements for a lightweight security monitoring framework for self-hosted virtual infrastructures.
· Critically review current research and existing approaches to security monitoring, contextual analysis, and Security Information and Event Management (SIEM).
· Design and implement a modular security monitoring framework that applies rule-based contextual event analysis using open-source technologies.
· Evaluate whether contextual event analysis improves alert prioritisation and supports more informed security decision-making compared with conventional event-based monitoring.

[bookmark: __RefHeading___Toc1045_3361830272][bookmark: _Toc18257789][bookmark: _Toc21935]1.5 Project Scope and Limitations
The proposed framework is developed and evaluated within a VirtualBox-based homelab that represents a typical self-hosted virtual environment [3], [9]. It applies lightweight, rule-based contextual analysis and excludes machine learning, cloud deployment, and enterprise SIEM integration to maintain a focused and achievable project within the available time and resources. The framework is intended to complement, rather than replace, enterprise security monitoring solutions and is not designed for large-scale production environments [1], [2].

[bookmark: __RefHeading___Toc1047_3361830272][bookmark: _Toc531053487][bookmark: _Toc18127]2. LITERATURE REVIEW  
[bookmark: __RefHeading___Toc1049_3361830272][bookmark: _Toc1121537504][bookmark: _Toc13235]2.1 Review of Existing Research
Security monitoring is a fundamental component of cybersecurity because it enables the detection and investigation of suspicious activity across information systems. Among the most widely adopted monitoring technologies are Security Information and Event Management (SIEM) platforms, which collect and correlate logs from multiple sources to provide a centralised view of security events [1], [2].
Although SIEM platforms improve security visibility and support incident investigation, they are primarily designed for enterprise environments and often require significant computing resources, specialist expertise, and ongoing maintenance [1], [2]. As a result, recent research has explored monitoring approaches better suited to environments with limited computing resources [2], [3]. While these solutions are generally easier to deploy, many focus primarily on collecting and reporting events rather than providing meaningful contextual analysis. Consequently, administrators may receive large numbers of alerts without clear prioritisation, reducing the effectiveness of security monitoring [1], [2].
Recent studies indicate that the significance of a security event depends not only on the event itself but also on contextual factors such as host role, historical activity, and relationships between events [1], [2]. Although this study does not employ artificial intelligence, principles from Explainable Artificial Intelligence (XAI) emphasise the value of transparent and interpretable decision-making, supporting the use of explicit rule-based analysis within the proposed monitoring framework [6]. However, there remains limited research on lightweight frameworks that combine contextual event analysis with practical deployment for self-hosted virtual infrastructures [2].

[bookmark: __RefHeading___Toc1051_3361830272][bookmark: _Toc1262799204][bookmark: _Toc21421]2.2 Rationale and Research Gap 
Although context-aware security monitoring has received increasing research attention, relatively little work has focused on lightweight frameworks suitable for educational laboratories and self-hosted virtual infrastructures. Existing studies primarily target enterprise environments or rely on computationally intensive analytical techniques, leaving practical solutions for resource-constrained deployments underexplored [1], [2], [5].
To address this gap, this research develops and evaluates a lightweight monitoring framework using Python, MariaDB, SQLAlchemy, and Grafana within a VirtualBox-based homelab. The framework employs transparent rule-based contextual analysis to correlate security events, assign severity levels, and present findings through interactive dashboards. Its effectiveness is evaluated by comparing event interpretation and alert prioritisation with conventional event-based monitoring.

[bookmark: __RefHeading___Toc1053_3361830272][bookmark: _Toc2427][bookmark: _Toc226700464]3. METHODOLOGY
[bookmark: __RefHeading___Toc1055_3361830272][bookmark: _Toc605063664][bookmark: _Toc2509]3.1 System Development Approach   
This project adopts a Design and Development Research (DDR) approach supported by the Agile software development methodology. DDR is appropriate because the project focuses on designing, implementing, and evaluating a practical cybersecurity framework rather than investigating an existing system. Agile complements this approach by enabling iterative design, implementation, testing, and refinement of individual components before their integration into the complete framework.
[bookmark: _GoBack]Development is undertaken within an isolated virtual environment using Linux, Kali Linux, Python, a relational database, and Grafana to support implementation, authorised security testing, data management, storage and evaluation [[9]-[15]. Git will be used for version control to store and manage projects source code, SQL scripts, and documentation [16]. This integrated environment enables controlled experimentation and iterative validation of the proposed framework. The specific technologies selected and the rationale for their use are described in Section 3.2.

[bookmark: __RefHeading___Toc1057_3361830272][bookmark: _Toc475744724][bookmark: _Toc15061]3.2 Tools & Technologies   
This project adopts a Design and Development Research (DDR) approach supported by the Agile software development methodology. DDR is appropriate because the project focuses on designing, implementing, and evaluating a practical cybersecurity framework rather than investigating an existing system. Agile complements this approach by enabling iterative design, implementation, testing, and refinement of individual components before their integration into the complete framework [7], [8]. 
Development is undertaken within an isolated virtual environment using DietPi Linux (a lightweight Debian-based Linux distribution), Kali Linux, Python, MariaDB, SQLAlchemy, and
Grafana to support implementation, authorised security testing, data management, and evaluation [10]–[15].

[bookmark: __RefHeading___Toc1059_3361830272][bookmark: _Toc435430359][bookmark: _Toc3129]3.3 Requirements Analysis   
The framework requirements are categorised as functional and non-functional to guide the design and development of the proposed security monitoring framework. The functional requirements include collecting security telemetry from multiple virtual machines, performing rule-based contextual event analysis, storing processed events in MariaDB, and presenting prioritised alerts through Grafana dashboards. The non-functional requirements include a modular architecture, configurable analysis rules, efficient resource utilisation, reliable operation within a VirtualBox-based environment, and ease of maintenance. Features such as cloud deployment, enterprise SIEM integration, and machine learning-based threat detection are excluded from the current implementation to maintain a focused and achievable project scope.

[bookmark: __RefHeading___Toc1061_3361830272][bookmark: _Toc1843114900][bookmark: _Toc15176]3.4 System Architecture   
The proposed framework adopts a modular layered architecture comprising data collection, processing, storage, and visualisation components. Security telemetry gathered from the monitored virtual machines flows through the processing layer, where contextual rules are applied to classify and prioritise events before they are stored in MariaDB and displayed through Grafana dashboards [13], [15]. Separating these components improves maintainability, supports future extension, and provides a clear processing workflow.

[bookmark: __RefHeading___Toc1063_3361830272][bookmark: _Toc333619013][bookmark: _Toc4697]3.5 Rule-based contextual analysis process
The framework processes security events through a structured workflow to ensure consistent and transparent analysis. Collected events are parsed and normalised into a common format before being evaluated against predefined contextual rules. Each matching rule contributes to a weighted severity score, reflecting the potential significance of the event. The framework then classifies the event according to its calculated severity, records the outcome in MariaDB, and makes the results available for visualisation through Grafana dashboards [13]–[15].

[bookmark: __RefHeading___Toc1065_3361830272][bookmark: _Toc113807359][bookmark: _Toc13975]3.6 Data Collection Method
Security data are collected within an isolated VirtualBox-based environment hosted on the researcher's own device. The virtual machines generate system and network events required to evaluate the proposed monitoring framework. No external systems or personal data are accessed, ensuring compliance with institutional ethical requirements and the UK Computer Misuse Act 1990 [17], [18].

[bookmark: __RefHeading___Toc1067_3361830272][bookmark: _Toc17967454][bookmark: _Toc2812]4. EXPECTED OUTCOMES & IMPACT   
The project is expected to deliver a lightweight security monitoring framework capable of collecting, analysing, and prioritising security events within a self-hosted virtual infrastructure. The evaluation will assess whether contextual analysis improves alert prioritisation and supports more informed security decisions compared with conventional event-based monitoring. The findings are expected to provide practical guidance for developing and deploying lightweight security monitoring solutions in educational and small organisational environments.

[bookmark: __RefHeading___Toc1069_3361830272][bookmark: _Toc1439817064][bookmark: _Toc21025]5. PROJECT TIMELINE   
[bookmark: __RefHeading___Toc1071_3361830272][bookmark: _Toc1092953354][bookmark: _Toc22691]5.1 Agile Project Management Strategy
As shown in Table 1, the Gantt chart reflects iterative Agile development through integrated implementation, testing, and refinement.


	Project Activities
	W 1
	W 2
	W 3
	W 4
	W 5
	W 6
	W 7
	W 8
	W 9
	W 10
	W 11
	W 12

	 Literature review and 
 requirements analysis
	
	
	
	
	
	
	
	
	
	
	
	

	 System architecture and project  planning
	
	
	
	
	
	
	
	
	
	
	
	

	 VirtualBox laboratory and VM deployment
	
	
	
	
	
	
	
	
	
	
	
	

	 MariaDB configuration and development environment and Git repository creation
	
	
	
	
	
	
	
	
	
	
	
	

	 Python monitoring tool development
 Context-aware analysis  engine and
 database integration
	
	
	
	
	
	
	
	
	
	
	
	

	 Framework integration and unit testing
	
	
	
	
	
	
	
	
	
	
	
	

	 Grafana dashboard implementation
	
	
	
	
	
	
	
	
	
	
	
	

	 Ethical security testing
 and data collection
	
	
	
	
	
	
	
	
	
	
	
	

	 Performance evaluation  and analysis
	
	
	
	
	
	
	
	
	
	
	
	

	 Poster preparation
	
	
	
	
	
	
	
	
	
	
	
	

	 Viva preparation
	
	
	
	
	
	
	
	
	
	
	
	

	 Dissertation writing,
 refinement and submission
	
	
	
	
	
	
	
	
	
	
	
	


Table 1: Gantt chart illustrating the planned twelve-week Agile development schedule.

[bookmark: __RefHeading___Toc1073_3361830272][bookmark: _Toc1736172066][bookmark: _Toc30332]5.2 Evaluation Strategy
The framework will be evaluated using controlled security scenarios within the VirtualBox-based virtual environment. Its effectiveness will be assessed using quantitative metrics, including detection accuracy, false-positive rate (FPR), Mean Time to Detect (MTTD), alert prioritisation, and dashboard usability, to evaluate the effectiveness of contextual event analysis and overall system performance [19], [20]. The evaluation metrics used in the study are summarised in Table 2.

	Project Objective
	Evaluation Metric

	Detect security events
	Detection accuracy

	Reduce unnecessary alerts
	False-positive rate (FPR)

	Improve response time
	Mean Time to Detect (MTTD)

	Prioritise events using contextual rules
	Alert prioritisation

	Present results effectively
	Dashboard usability


Table 2: Evaluation Metric

[bookmark: __RefHeading___Toc1075_3361830272][bookmark: _Toc31038][bookmark: _Toc67359345]5.3 Expected Research Contribution
This research is expected to contribute in three areas:
1. Technical contribution: The project will demonstrate a lightweight security monitoring framework that integrates Python, MariaDB, SQLAlchemy, and Grafana within a virtualised environment to support context-aware event analysis.
2. Practical contribution: The proposed framework will provide a reproducible and resource-efficient solution suitable for educational institutions and small organisations seeking affordable security monitoring.
3. Academic contribution: The study will provide evidence on the effectiveness of contextual event analysis for improving alert prioritisation and supporting more informed security decisions in resource-constrained virtual environments.

[bookmark: __RefHeading___Toc1077_3361830272][bookmark: _Toc19142][bookmark: _Toc2137581196]6. Conclusion
This proposal presents a lightweight security monitoring framework for self-hosted virtual infrastructures that integrates Python-based telemetry collection, rule-based contextual analysis, MariaDB for data storage, and Grafana for visualisation. The proposed implementation and controlled evaluation will examine whether contextual event analysis improves alert prioritisation and supports more informed security decisions than conventional 
event-based monitoring. The project is expected to demonstrate a practical, transparent, and 
reproducible approach to security monitoring that is suitable for educational institutions and small organisations.
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