NO UNAUTHORIZED ACCESS ALLOWED PEOSECUTION BY THE LOW!

User Access Verification

Password:
S1>enable
Password:
S1#show run
S1#show running-config
Building configuration...

Current configuration : 1586 bytes
!
! Last configuration change at 01:29:00 UTC Tue Mar 2 1993
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$OLSL$xmk24Rc.w7zCE3DDX8zCj0
!
no aaa new-model
system mtu routing 1500
!
!
!
!
!
!
!
no ip domain-lookup
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface FastEthernet0/1
!
interface FastEthernet0/2
!
interface FastEthernet0/3
!
interface FastEthernet0/4
!
interface FastEthernet0/5
!
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
!
interface FastEthernet0/10
!
interface FastEthernet0/11
!
interface FastEthernet0/12
!
interface FastEthernet0/13
!
interface FastEthernet0/14
!
interface FastEthernet0/15
!
interface FastEthernet0/16
!
interface FastEthernet0/17
!
interface FastEthernet0/18
!
interface FastEthernet0/19
!
interface FastEthernet0/20
!
interface FastEthernet0/21
!
interface FastEthernet0/22
!
interface FastEthernet0/23
!
interface FastEthernet0/24
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
 ip address 172.16.11.10 255.255.255.0
!
ip default-gateway 172.16.11.1
ip http server
ip http secure-server
!
no vstack
banner motd ^CNO UNAUTHORIZED ACCESS ALLOWED PEOSECUTION BY THE LOW!^C
!
line con 0
 password 7 05080F1C2243
 login
line vty 0 4
 password 7 030752180500
 login
line vty 5 15
 password 7 030752180500
 login
!
end

S1#

S1#
S1#show ip int br
S1#show ip int brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  172.16.11.10    YES manual up                    up
FastEthernet0/1        unassigned      YES unset  up                    up
FastEthernet0/2        unassigned      YES unset  down                  down
FastEthernet0/3        unassigned      YES unset  down                  down
FastEthernet0/4        unassigned      YES unset  up                    up
FastEthernet0/5        unassigned      YES unset  down                  down
FastEthernet0/6        unassigned      YES unset  down                  down
FastEthernet0/7        unassigned      YES unset  down                  down
FastEthernet0/8        unassigned      YES unset  down                  down
FastEthernet0/9        unassigned      YES unset  down                  down
FastEthernet0/10       unassigned      YES unset  down                  down
FastEthernet0/11       unassigned      YES unset  down                  down
FastEthernet0/12       unassigned      YES unset  down                  down
FastEthernet0/13       unassigned      YES unset  down                  down
FastEthernet0/14       unassigned      YES unset  down                  down
FastEthernet0/15       unassigned      YES unset  down                  down
FastEthernet0/16       unassigned      YES unset  down                  down
FastEthernet0/17       unassigned      YES unset  down                  down
FastEthernet0/18       unassigned      YES unset  down                  down
FastEthernet0/19       unassigned      YES unset  down                  down
FastEthernet0/20       unassigned      YES unset  down                  down

S1#

C:\Users\Admin>ping 172.16.10.254

Pinging 172.16.10.254 with 32 bytes of data:
Reply from 172.16.10.254: bytes=32 time<1ms TTL=127
Reply from 172.16.10.254: bytes=32 time<1ms TTL=127
Reply from 172.16.10.254: bytes=32 time<1ms TTL=127
Reply from 172.16.10.254: bytes=32 time<1ms TTL=127

Ping statistics for 172.16.10.254:
    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
    Minimum = 0ms, Maximum = 0ms, Average = 0ms

[bookmark: _GoBack]
R1 con0 is now available





Press RETURN to get started.



UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED!

User Access Verification

Password:
R1>enable
Password:
R1#

R1#show run
R1#show running-config
Building configuration...


Current configuration : 3592 bytes
!
! Last configuration change at 10:49:24 UTC Tue Dec 18 2018
!
version 16.9
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
platform qfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
enable secret 5 $1$bMja$EImD7GMRE3D1i4x68uM8H/
enable password 7 1511021F0725
!
no aaa new-model
!
no ip domain lookup
ip admission watch-list expiry-time 0
!
!
!
!
!
!
!
!
!
!
subscriber templating
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-1783363698
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-1783363698
 revocation-check none
 rsakeypair TP-self-signed-1783363698
!
!
crypto pki certificate chain TP-self-signed-1783363698
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 31373833 33363336 3938301E 170D3138 31323138 30393435
  30345A17 0D333030 31303130 30303030 305A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 37383333
  36333639 38308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100883E 1105EE44 7A81E0DC F7E3CF20 A1FA5092 CA67BD2A 363BF8E1
  4277ED82 A9AE4473 FF2F29FC D33BC86E 7A14FC34 5DF62442 C43B726A 6EB8F0BF
  03CC20C7 39000A11 5ED4ED14 C4FD0315 0CB9960C 2CA466DA 6C8F67B7 3799B8A8
  CAF9BD92 3AD785B9 1FA02E04 681673E7 C7E87749 7702111D 0051D618 02711098
  A181AD3E 9D60B31E 04A61A3B F3AB9950 1F218170 EC73AC61 D7FA1C40 4A9807BC
  0CC8E725 D391CF96 2D362D52 AD0EE784 A4490B75 97FEDA45 616CB069 2D80A900
  3A753A28 50BCE2C0 F2E2F9FD FEE2D724 53770DA2 C31414C0 3C4091FB 3C3415A2
  2C86DD43 CA8AA067 6BC0A81A 6EC4C17B 905AA934 D1C4481D 567466A9 D97EA960
  61C91DFB A68D0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 14B7E9D7 4ECF79A4 069B8DF4 5A660CD3 92350B1E
  F1301D06 03551D0E 04160414 B7E9D74E CF79A406 9B8DF45A 660CD392 350B1EF1
  300D0609 2A864886 F70D0101 05050003 82010100 2723879A 9B6309CE 2BE43400
  E07B7193 1B27F031 194190CF AA38BF79 CB123C08 D40617F8 1A9381E2 751A1EB9
  360C48D3 47B6BF73 7EB4E86F B815BE71 EA1A8F9E FD17FA7C 0E92A6FA 2EDDBE89
  C1005F77 2302D36B C9B311C5 149E9D76 5A6A25F3 1CE26C44 FCFA647A FDB25BF0
  1F52E7A4 78C6333C 0192EC4B D13BCDE1 A6263B3F E0B332B8 228A0F9A 5EF6BC50
  719E20E0 8E5C4DFC 34F96613 E8B2EDB4 ED2A9D73 526D9962 D787E554 FBE614CB
  D98B55B9 6F3E4D59 212FE0E9 D58DFDAC EEB39D9C 4E64C5F7 DD3C4B1D 444024BB
  97025000 D1125620 956EDFE7 D50F1C93 E931258A 5E83651C 7544536D FBB5BDAC
  7DA677BB E0300E1F 7A82AFEA D8791B46 CDB755B6
        quit
!
license udi pid ISR4221/K9 sn FGL2235928E
no license smart enable
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
!
!
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface GigabitEthernet0/0/0
 ip address 172.16.10.1 255.255.255.0
 negotiation auto
!
interface GigabitEthernet0/0/1
 ip address 172.16.11.1 255.255.255.0
 negotiation auto
!
interface Serial0/1/0
 no ip address
 shutdown
!
interface Serial0/1/1
 no ip address
 shutdown
!
ip forward-protocol nd
ip http server
ip http authentication local
ip http secure-server
!
!
!
!
!
!
control-plane
!
banner motd ^CUNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED!^C
!
line con 0
 password 7 1511021F0725
 login
 transport input none
 stopbits 1
line vty 0 4
 password 7 05080F1C2243
 login
line vty 5 15
 password 7 05080F1C2243
 login
!
!
!
!
!
!
end

R1#
R1#show ip int br
R1#show ip int brief
Interface              IP-Address      OK? Method Status                Protocol
GigabitEthernet0/0/0   172.16.10.1     YES manual up                    up
GigabitEthernet0/0/1   172.16.11.1     YES manual up                    up
Serial0/1/0            unassigned      YES unset  administratively down down
Serial0/1/1            unassigned      YES unset  administratively down down
R1#



C:\Users\Admin>ping 172.16.11.254

Pinging 172.16.11.254 with 32 bytes of data:
Reply from 172.16.11.254: bytes=32 time<1ms TTL=127
Reply from 172.16.11.254: bytes=32 time<1ms TTL=127
Reply from 172.16.11.254: bytes=32 time<1ms TTL=127
Reply from 172.16.11.254: bytes=32 time<1ms TTL=127

Ping statistics for 172.16.11.254:
    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
    Minimum = 0ms, Maximum = 0ms, Average = 0ms





