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I. INTRODUCTION

The rapid growth of digital technologies has transformed how organisations manage information, deliver services, and conduct daily operations. Greater reliance on cloud computing, remote working, mobile devices, and interconnected systems has created new opportunities while increasing exposure to cybersecurity threats. As attacks become more frequent and sophisticated, organisations must move beyond traditional security approaches and adopt more effective methods of managing cyber risk [1], [2].

Zero Trust Architecture (ZTA) has emerged as a leading cybersecurity framework based on the principle of "never trust, always verify." Rather than granting access because a user is inside a corporate network, Zero Trust requires every access request to be continuously verified using identity, device security, and contextual information before authorisation is granted. This approach reduces implicit trust and helps prevent unauthorised access to organisational resources [1], [3].

This report examines the principles, benefits, and implementation challenges of Zero Trust Architecture using current cybersecurity research and recognised industry frameworks. It then applies these concepts to the 2017 Equifax data breach, evaluating its causes and recommending improvements in governance, vulnerability management, incident response, and regulatory compliance. The report demonstrates how combining technical controls with effective organisational governance can improve resilience against future cyber threats [1], [2], [6].
Zero Trust Architecture
A Critical Analysis of its Principles, Implementation Challenges, and Effectiveness Compared with Traditional Security Models
Joaquin Alexander Canales Garcia
BSc Applied Computing
University of Wales Trinity Saint David
Birmingham, United Kingdom
II. Introduction

The rapid growth of digital technologies has transformed how organisations store, access, and manage information. Cloud computing, remote working, mobile devices, and the Internet of Things (IoT) have improved operational flexibility but also expanded the range of cybersecurity threats. As networks become more distributed, organisations face greater exposure to cyberattacks, making cybersecurity a key element of business resilience rather than solely an IT responsibility [1], [2].

Traditional cybersecurity relied on perimeter-based security, assuming that users and devices inside the corporate network could be trusted. However, this approach has become less effective because applications, users, and data now operate across cloud, hybrid, and remote environments. Once attackers gain access, they can often move laterally through interconnected systems, increasing the risk of data breaches and service disruption [1], [3].

Zero Trust Architecture (ZTA) addresses these challenges by adopting the principle of "never trust, always verify." Rather than granting access based on network location, every request is continuously verified using identity, device security, and contextual information. Security controls such as Multi-Factor Authentication (MFA), least-privilege access, micro-segmentation, and continuous monitoring help reduce cyber risk while improving the protection of organisational assets [1], [4].

This paper examines the evolution, core principles, benefits, implementation challenges, and effectiveness of Zero Trust Architecture compared with traditional security models. It also evaluates how Zero Trust strengthens governance, risk management, and organisational resilience within modern digital environments [2], [5].
III. Evolution of zero trust architecture
For many years, organisations relied on a perimeter-based security model, commonly known as the castle-and-moat approach. Security controls such as firewalls, Virtual Private Networks (VPNs), Intrusion Detection Systems (IDS), and Intrusion Prevention Systems (IPS) focused on protecting the network boundary. Once users or devices entered the internal network, they were generally regarded as trustworthy. While this approach suited traditional on-premises environments, it became increasingly ineffective as digital infrastructure evolved beyond a single network perimeter [1], [3].

The widespread adoption of cloud computing, Software-as-a-Service (SaaS), mobile technologies, hybrid working, and the Internet of Things (IoT) transformed how organisations access and manage information. Data, applications, and users became distributed across multiple environments, expanding the attack surface and creating more opportunities for attackers to exploit vulnerable systems, compromised credentials, and insecure endpoints [1], [2], [4].

A significant change in cybersecurity strategy occurred in 2010 when John Kindervag of Forrester Research introduced the Zero Trust model. Instead of assuming that internal users or devices were trustworthy, he proposed that every access request should be verified before authorisation. This concept, summarised by the phrase "never trust, always verify," shifted security away from network location towards continuous validation based on identity and context [3].

Growing threats such as ransomware, supply chain attacks, insider threats, and credential theft accelerated the adoption of Zero Trust principles. To support implementation, the National Institute of Standards and Technology (NIST) published Special Publication 800-207 in 2020, establishing guidance that recommends evaluating user identity, device posture, contextual information, and organisational policies before granting access. These principles were reinforced in the NIST Cybersecurity Framework (CSF) 2.0, which highlights governance, identity management, continuous monitoring, and adaptive security as essential components of organisational resilience [1], [2].

Today, Zero Trust reflects the evolution of cybersecurity from perimeter-focused protection to a model that continuously secures users, devices, applications, and data. This approach provides organisations with a more resilient security framework that better supports cloud, hybrid, and highly connected digital environments [1], [2], [4].
IV. Core principles of zero trust architecture
Zero Trust Architecture (ZTA) is found on the principle that trust should never be assumed for any user, device, or application, regardless of where an access request originates. Unlike traditional security models that rely on network location, Zero Trust requires every request to be authenticated and authorised before access is granted. This approach reduces unauthorised access and restricts an attacker's ability to move across organisational systems after an initial compromise [1], [3].
A key characteristic of Zero Trust is continuous verification. Rather than validating users only during login, the framework continuously evaluates identity, device health, location, user behaviour, and other contextual information throughout each session. Any suspicious activity can trigger additional authentication or immediate access restrictions, reducing the risk of compromised accounts being misused [1], [2].

The principle of least privilege limits users, devices, and applications to the minimum permissions required to perform authorised tasks. Restricting unnecessary access reduces insider threats, accidental data exposure, and the potential impact of compromised accounts. Regular reviews of permissions through effective Identity and Access Management (IAM) help maintain secure access controls [1], [5].
Multi-Factor Authentication (MFA) strengthens identity verification by combining two or more authentication methods, including passwords, biometrics, or authentication applications. This additional security layer makes unauthorised access significantly more difficult while providing stronger protection for organisational resources [2], [4].
Micro-segmentation divides networks into smaller security zones, preventing attackers from moving freely if one segment is compromised. This control is particularly valuable in cloud and hybrid environments where resources are distributed across multiple platforms and locations [1], [4].

Zero Trust also relies on continuous monitoring. Technologies such as Security Information and Event Management (SIEM) and Endpoint Detection and Response (EDR) monitor network and user activity in real time, enabling rapid detection and response to suspicious behaviour [1], [2].

Data protection is reinforced through encryption, secure endpoint management, and device compliance checks, ensuring that sensitive information remains accessible only to authorised users and trusted devices [1], [5].

Collectively, these principles show that Zero Trust is a comprehensive security framework rather than a single technology. By integrating continuous verification, least-privilege access, network segmentation, monitoring, and data protection, organisations can strengthen resilience against evolving cyber threats and improve overall cybersecurity [1], [2], [4].
V. Figure 1. Conceptual Overview of Zero Trust Architecture
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VI. Benefits and Implementation Challenges of Zero Trust Architecture
Zero Trust Architecture (ZTA) has become an increasingly important cybersecurity approach as organisations face more advanced threats and increasingly distributed digital environments. Unlike perimeter-based security, Zero Trust continuously verifies users, devices, applications, and data regardless of where access requests originate. While this model strengthens security, its implementation also introduces technical, financial, and organisational challenges [1], [2].

A major benefit of Zero Trust is the reduction of the attack surface by removing implicit trust. Every access request must be authenticated and authorised before permission is granted, making it harder for attackers to exploit compromised accounts or devices. Controls such as least-privilege access and micro-segmentation also limit lateral movement, reducing the impact of ransomware, insider threats, and credential-based attacks [1], [4].

Continuous monitoring further improves security visibility. Solutions including Security Information and Event Management (SIEM), Endpoint Detection and Response (EDR), and User and Entity Behaviour Analytics (UEBA) analyse activity in real time, enabling faster threat detection, stronger incident response, and better-informed security decisions [1], [2].

Zero Trust also supports compliance with regulations such as the General Data Protection Regulation (GDPR) and ISO/IEC 27001 by strengthening identity verification, encryption, least-privilege access, and audit logging. These controls help protect sensitive information while supporting regulatory obligations [2], [5].

Despite these advantages, implementation can be difficult. Legacy systems often lack support for continuous authentication and modern identity management, requiring costly upgrades, application redesign, or cloud migration. Successful adoption also depends on skilled cybersecurity professionals, employee training, ongoing maintenance, and effective change management to minimise operational disruption [1], [2], [5].

Overall, Zero Trust should be regarded as a long-term security strategy rather than a single technology. Supported by strong governance, regular risk assessments, continuous monitoring, and employee awareness, it provides a more resilient approach to protecting modern cloud and hybrid environments than traditional perimeter-based security [1], [4].
VII. Table I. Comparison of the principal benefits and implementation challenges associated with Zero Trust Architecture.
	Benefits
	Implementation Challenges

	Reduces the attack surface through continuous verification.

Limits lateral movement using micro-segmentation.

Improves visibility through continuous monitoring.

Strengthens identity and access management.

Supports compliance with regulations (e.g., GDPR, ISO/IEC 27001).

Enhances resilience against ransomware and insider threats.


	High implementation and maintenance costs.

Complexity of integrating legacy systems.

Requires skilled cybersecurity professionals.

Employee training and organisational change.

Potential impact on user experience if poorly configured.

Continuous maintenance and policy updates required.




Comparison of the principal benefits and implementation challenges associated with Zero Trust Architecture
VIII. CRITICAL COMPARISON OF ZERO TRUST AND TRADITIONAL SECURITY MODELS
Traditional cybersecurity has long relied on a perimeter-based, or castle-and-moat, security model. Firewalls, Virtual Private Networks (VPNs), and intrusion prevention systems protect the network boundary while assuming that users and devices inside the network can be trusted. This approach was effective when applications, data, and employees operated mainly within on-premises environments [1], [3].

The growth of cloud computing, hybrid working, mobile technologies, and Software-as-a-Service (SaaS) has weakened this model. Modern organisations operate across multiple locations and devices, allowing attackers to exploit compromised credentials and software vulnerabilities. Once the perimeter is breached, traditional defences often provide limited protection against lateral movement within the network [1], [2].

Zero Trust Architecture (ZTA) addresses these weaknesses by eliminating implicit trust. Every access request must be authenticated and authorised using factors such as user identity, device compliance, contextual information, and user behaviour. Combined with least-privilege access, this approach protects identities, applications, and data while restricting unauthorised access and limiting attacker movement across organisational systems [1], [4].

However, Zero Trust is designed to complement rather than replace traditional security controls. Firewalls, intrusion detection systems, endpoint protection, and network segmentation remain essential, while Zero Trust strengthens these measures through continuous monitoring, identity management, and stricter access control [2], [5].

Implementing Zero Trust requires investment in technology, governance, skilled personnel, and employee awareness. Organisations using legacy infrastructure may face greater implementation challenges, making long-term success dependent on effective leadership, risk management, and continuous organisational commitment [2], [5].

Overall, perimeter security remains valuable but is no longer sufficient on its own. By continuously validating access requests and protecting users, devices, applications, and data, Zero Trust provides a more resilient security model for modern cloud, hybrid, and remote environments [1], [2].
IX. Table II. Comparison Between Traditional Security and Zero Trust Architecture.

	Traditional Perimeter Security
	Zero Trust Architecture

	Trust is based on network location.

Focuses on protecting the network perimeter.

Users inside the network are generally trusted.

Broad network access after authentication.

Limited monitoring after logging in.

Greater opportunity for lateral movement after compromise.

Designed primarily for on-premises environments.

	Trust is never assumed; every request is verified.

Focuses on protecting identities, devices, applications, and data.

All users and devices require continuous authentication and authorisation.

Least-privilege access with continuous policy enforcement.

Continuous monitoring and risk assessment throughout the session.

Micro-segmentation limits lateral movement.

Designed for cloud, hybrid, and remote working environments.


Comparison of the principal characteristics of traditional perimeter-based security and Zero Trust Architecture.
X. Conclusion

Zero Trust Architecture has become a key cybersecurity framework for addressing the limitations of traditional perimeter-based security. By replacing implicit trust with continuous verification, least-privilege access, micro-segmentation, and continuous monitoring, it provides stronger protection for organisational information assets against evolving cyber threats [1], [2].

This paper has shown that Zero Trust is a comprehensive security framework rather than a single technology. Integrating identity management, access control, governance, and risk management strengthens organisational resilience, limits unauthorised access and lateral movement, and supports compliance with recognised cybersecurity standards, despite the investment and organisational commitment required for implementation [1], [4].

As organisations continue to adopt cloud, hybrid, and remote working environments, Zero Trust offers a more adaptable and resilient security model than traditional perimeter-focused approaches. Its risk-based principles position it as a fundamental component of modern cybersecurity strategies and future organisational resilience [1], [2], [5].
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CASE SCENARIO EQUIFAX DATA BREACH 2017.
INTRODUCTION
The 2017 Equifax data breach remains one of the most significant cybersecurity incidents because of the scale of the attack, the sensitivity of the information exposed, and its long-term impact on public trust. Equifax, one of the largest consumer credit reporting agencies in the United States, stores extensive personal and financial information used to assess individuals' creditworthiness. In September 2017, the company disclosed that attackers had accessed its systems without authorisation, compromising the personal data of around 147 million people. Exposed information included names, dates of birth, Social Security numbers, driver's licence details, addresses, and, in some cases, payment card information, increasing the risk of identity theft and financial fraud [6], [7].

Investigations later revealed that the breach resulted from several security failures, including an unpatched software vulnerability, inadequate patch management, weak security governance, and poor organisational oversight. Although a security update had been released months before the attack, it was not applied to the affected system, demonstrating how governance and operational weaknesses can be as damaging as technical vulnerabilities [6], [8].

This case study analyses the causes of the Equifax breach, evaluates the organisation's response, and proposes measures to strengthen cybersecurity through improved governance, vulnerability management, incident response, regulatory compliance, and the adoption of Zero Trust Architecture. It demonstrates how combining effective organisational practices with technical controls can reduce cyber risk and improve resilience against future attacks [1], [2], [6].
OVERVIEW OF EQUIFAX DATA BREACH
The 2017 Equifax data breach is widely regarded as one of the most significant cybersecurity incidents due to the scale of the exposed information and its lasting impact on individuals, organisations, and public trust. As one of the largest consumer credit reporting agencies in the United States, Equifax stores extensive personal and financial data used by lenders, businesses, and government organisations to assess creditworthiness, making it an attractive target for cybercriminals [6], [7].

The breach occurred between May and July 2017 after attackers exploited CVE-2017-5638, a known vulnerability in the Apache Struts web application framework. Although the Apache Software Foundation had released a security patch in March 2017, the affected internet-facing application was not updated. This failure enabled attackers to gain unauthorised access and extract sensitive information over an extended period without being detected [6], [8], [9].

Compromised data included names, dates of birth, Social Security numbers, addresses, driver's licence information, approximately 209,000 payment card records, and consumer dispute documents. Exposure of this information significantly increased the risk of identity theft, financial fraud, and long-term privacy concerns for those affected [7], [8].

Equifax publicly disclosed the breach on 7 September 2017, several weeks after suspicious network activity had been identified. The delayed announcement attracted widespread criticism because the exploited vulnerability had already been publicly disclosed and a security update had been available for months. Subsequent investigations attributed the incident primarily to poor vulnerability management, ineffective patch management, and weak security governance rather than to a highly sophisticated attack [6], [8], [9].

The Equifax breach remains an important cybersecurity case study because it illustrates how a single unpatched vulnerability, combined with ineffective governance and security management, can result in severe financial, legal, and reputational damage. It also reinforces the importance of proactive security practices and frameworks such as Zero Trust Architecture for reducing organisational cyber risk [1], [6].
ANALYSIS OF THE SECURITY FAILURES
The Equifax breach resulted from a combination of technical, organisational, and governance failures rather than a single software vulnerability. Although attackers exploited a known weakness in the Apache Struts framework, investigations showed that established cybersecurity practices could have prevented or significantly reduced the impact of the incident. The breach illustrates how weaknesses in governance and risk management can magnify technical vulnerabilities [6], [8].

A major failure involved vulnerability and patch management. In March 2017, the Apache Software Foundation released a security update to address CVE-2017-5638, yet the vulnerable internet-facing application remained unpatched despite internal instructions to install the update. Attackers exploited the flaw two months later, exposing weaknesses in asset management, patch verification, and organisational accountability. Effective patch management requires not only distributing updates but also confirming that critical systems have been successfully remediated [6], [8], [9].

The investigation also revealed weaknesses in asset management. Equifax lacked a complete inventory of internet-facing systems, limiting its ability to identify vulnerable assets and prioritise remediation. Without accurate visibility of infrastructure, organisations cannot effectively assess exposure or verify that security controls are operating as intended, allowing vulnerable systems to remain in service even after patches become available [6], [9].

Security monitoring and incident detection were equally inadequate. Attackers remained inside the network for several weeks before being discovered. An expired Secure Sockets Layer (SSL) certificate prevented a monitoring system from inspecting encrypted traffic, reducing visibility of malicious activity and allowing large volumes of sensitive information to be extracted. This highlights the importance of continuous monitoring, automated alerting, and regular validation of security tools to ensure they remain operational [6], [8].

Weak access control and network segmentation further increased the impact of the breach. After gaining initial access, attackers were able to move through the environment and reach sensitive consumer data. Stronger implementation of least-privilege access, micro-segmentation, and continuous identity verification would have restricted lateral movement and limited the amount of accessible information. These controls form a core part of Zero Trust Architecture and help contain security incidents [1], [6].

The breach also exposed deficiencies in cybersecurity governance. Effective security depends on clear accountability, executive oversight, and regular verification that policies are consistently enforced. Technical controls alone cannot provide adequate protection if governance processes fail to ensure that identified risks are addressed promptly. The incident demonstrated that cybersecurity should be treated as an organisation-wide responsibility rather than solely an IT function [2], [6], [8].

Overall, the Equifax breach shows that resilient cybersecurity depends on the combined effectiveness of technical controls, governance, and organisational processes. While the attack originated from a known software vulnerability, failures in patch management, asset visibility, monitoring, access control, and governance enabled it to succeed. A risk-based strategy that integrates preventive, detective, and responsive controls is therefore essential for strengthening organisational resilience [1], [2], [6].
TABLE III. SECURITY FAILURES, THEIR IMPACT, AND RECOMMENDED ZERO TRUST CONTROLS.
	Security failure
	Impact on Equifax
	Zero Trust Recommendation

	Unpatched Apache Struts vulnerability.
Weak asset visibility.

Limited monitoring.

Excessive access permissions.

Weak governance.


	Initial system compromise.
Vulnerable systems remained unidentified

Delayed detection of malicious activity.

Increased lateral movement.

Poor oversight and accountability.
	Automated vulnerability and patch management.
Continuous asset discovery and inventory

SIEM, EDR, and continuous monitoring.

Least-privilege access and micro-segmentation.

Strong governance and risk management.


IMPACT OF THE BREACH
The Equifax data breach had significant consequences for the organisation, affected individuals, regulators, and the wider cybersecurity community. Beyond exposing a vast amount of sensitive information, the incident demonstrated how inadequate cybersecurity can undermine public trust, disrupt business operations, and create substantial legal and financial liabilities. It also showed that poor security practices can threaten an organisation's long-term reputation as seriously as its technical infrastructure [6], [7].

The most serious impact fell on the approximately 147 million people whose personal information was compromised. Unlike passwords, data such as Social Security numbers, dates of birth, and driver's licence details cannot easily be replaced once exposed. As a result, many individuals faced an increased risk of identity theft, financial fraud, phishing attacks, and other forms of cybercrime for years after the breach. The incident also reduced public confidence in organisations responsible for protecting sensitive personal information [7], [8].

Equifax experienced major financial and operational consequences. Costs included incident response, forensic investigations, legal proceedings, customer notifications, credit monitoring services, and improvements to its cybersecurity programme. In 2019, the company agreed to a settlement of up to $700 million with the U.S. Federal Trade Commission, the Consumer Financial Protection Bureau, and state authorities. The settlement highlighted that the financial cost of poor cybersecurity can far exceed the investment required for effective preventive controls [7], [10].

The breach also caused lasting reputational damage. Because Equifax depended on public trust as a leading consumer credit reporting agency, the failure to apply a publicly available security patch attracted widespread criticism from regulators, investors, customers, and cybersecurity professionals. The incident also increased scrutiny of senior management and raised concerns about the organisation's cybersecurity governance and incident response [6], [8].

From a regulatory perspective, the breach reinforced the importance of effective cybersecurity governance, vulnerability management, and compliance. Many organisations reviewed their security strategies, particularly in patch management, incident response, and organisational accountability, while frameworks such as Zero Trust Architecture gained greater attention as part of enterprise risk management [1], [2], [6].

Overall, the Equifax breach illustrates that cybersecurity incidents create long-term consequences for both organisations and society. Financial losses, regulatory penalties, reputational damage, and harm to affected individuals demonstrate why cybersecurity must be treated as a strategic business priority supported by strong governance, continuous risk management, and effective security controls [2], [6], [7].
EVALUATION OF EQUIFAX’S INCIDENT RESPONSE
After identifying the breach in July 2017, Equifax launched an internal investigation with support from external cybersecurity specialists and notified the appropriate law enforcement authorities. The company worked to contain the attack, remove the exploited vulnerability, and assess the extent of the compromise. Although these actions were necessary, later investigations found that aspects of the organisation's response were delayed or inadequate, leading to criticism from regulators, cybersecurity experts, and the public [6], [8].

A major criticism concerned the delay in notifying the public. Equifax announced the breach on 7 September 2017, several weeks after suspicious activity had been detected. While time is often required to investigate complex incidents, the delay reduced the opportunity for affected individuals to protect themselves against identity theft and financial fraud. Timely communication is essential because it enables customers, regulators, and business partners to respond quickly to emerging security risks [7], [8].

The company's communication strategy also attracted criticism. Following the disclosure, Equifax launched a dedicated website and offered free credit monitoring services. However, unclear guidance and inconsistent information weakened public confidence in the organisation's ability to manage the incident. During a cybersecurity event, transparent and consistent communication is vital for maintaining stakeholder trust and reducing uncertainty [7], [10].

The incident further revealed weaknesses in incident response preparedness. Deficiencies in governance, vulnerability management, and security monitoring allowed attackers to remain within the environment for an extended period before detection. Effective incident response requires continuous monitoring, clearly defined escalation procedures, regular testing of response plans, and close coordination between technical teams and senior management. The Equifax breach demonstrates that reactive measures are far less effective without strong preventive security practices [2], [6], [8].

Following the incident, Equifax strengthened its cybersecurity programme by improving governance, expanding monitoring capabilities, enhancing vulnerability management, increasing employee training, and adopting a more comprehensive security strategy. Although these changes represented meaningful progress, many experts argued that they should have been implemented before the breach, emphasising the importance of proactive cybersecurity governance [6], [7].

Overall, Equifax contained the attack and introduced significant security improvements, but shortcomings in detection, communication, and preparedness reduced the effectiveness of its overall response. The incident demonstrates that successful incident management depends on timely decision-making, transparent communication, effective governance, and continuous organisational readiness as well as technical recovery [2], [6], [8].
RECOMMENDATIONS FOR IMPROVING CYBERSECURITY
The Equifax breach highlights that effective cybersecurity depends on combining technical controls with strong governance and continuous risk management. Preventing similar incidents requires a comprehensive security strategy that addresses both technical vulnerabilities and organisational weaknesses identified throughout this case study.

A key recommendation is the implementation of Zero Trust Architecture (ZTA). Rather than assuming trust based on network location, Zero Trust requires every access request to be authenticated and authorised continuously. Controls such as Multi-Factor Authentication (MFA), least-privilege access, micro-segmentation, and continuous monitoring reduce the risk of unauthorised access while limiting lateral movement following a security breach [1], [2].

Effective vulnerability and patch management is equally important. Organisations should maintain an accurate inventory of hardware and software assets, identify vulnerabilities regularly, prioritise remediation according to risk, and verify that security updates have been successfully deployed. Automated vulnerability scanning and routine security audits further reduce the likelihood of exploitable weaknesses remaining unnoticed [6], [8].

Cybersecurity should be managed as a strategic organisational responsibility rather than solely an IT function. Senior leadership should establish clear security policies, assign accountability, conduct regular risk assessments, and ensure compliance with recognised frameworks such as the NIST Cybersecurity Framework and ISO/IEC 27001. Ongoing employee awareness training is also essential because human error remains a common cause of cybersecurity incidents [2], [5].

Organisations should maintain a well-tested incident response capability supported by continuous monitoring, threat detection, and clearly defined communication procedures. Regular exercises, simulations, and post-incident reviews help identify weaknesses, improve decision-making, and strengthen preparedness. Together, these measures provide a proactive and resilient approach to protecting critical information assets in increasingly complex digital environments [1], [6].
CONCLUSION 
The Equifax data breach demonstrates how failures in patch management, cybersecurity governance, security monitoring, and risk management can result in severe organisational and societal consequences. Although the attack exploited a known software vulnerability, its impact was intensified by weaknesses in governance, operational processes, and organisational oversight rather than technical failures alone [6], [8].

Adopting Zero Trust Architecture, supported by effective governance, continuous monitoring, vulnerability management, and structured incident response, strengthens organisational resilience against evolving cyber threats. As digital systems continue to evolve, a proactive, risk-based cybersecurity strategy remains essential for protecting sensitive information, maintaining stakeholder trust, and supporting regulatory compliance [1], [2], [5].
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