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1
. Introduction 
1.1. Context and background
At the current digital age, cybersecurity practices have become a growing concern for protecting computer programming, networks, and data transferability, due to the prevalence of digital attacks and unauthorised access. Cybersecurity strategies are adapted to create security patches across the technological infrastructure, identifying and defending against hackers' sources to maintain resiliency for society and organisational activities [5].  
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Figure 1: Rate of reported fraud cases and cybercrime incidents in the UK 
(Source: [27])
Around 30,862 consumer fraud cases and 9,872 for advance fees were majorly estimated within the second quarter of 2023, among the UK population, which indicates a significant increase in the cyber threats ([27], Figure 1). The rise of cyber threats influenced the Governmental concerns for designing policies to strengthen the cybersecurity education and practices, which seems advantageous for controlling technical biases and reducing possible risks of hackers. In 2018, the 'National Institute of Standards and Technology (NIST)' cybersecurity framework was developed in collaboration with the 'European Network and Information Security' agencies for responding to cyber incidents across the workplace zones [15]. Along with this national strategy framework, the UK regulatory bodies create scopes for diminishing the hackers’ incidents to secure the working patterns across the national workplace zones. Most UK small and medium-sized enterprises faced difficulties implementing the national cybersecurity policies due to the complex infrastructures and low economic ability [30]. The rapid growth of novel cyber threats requires regulatory agencies to alter their security policies, which creates obstacles for combating the cyber threats. 
Through discussing different cybersecurity policies like NIST and its roles, this study will find out the benefits and challenges behind the regulatory guidelines across the digital infrastructure of the entire nation. By examining the scenarios of the cybersecurity practices and recent advancements, the research areas will be covered to specify the strategic solutions behind the regulatory nature. From the recent advancements of cybersecurity, UK governmental agencies adopted the 'Polish National Cyber Security Strategy' regarding the rapid development of Information and Communication tools (ICT), in association with the 'NATO Cooperative Cyber Defence Centre' [19]. Though this study considered this cybersecurity regulatory strategy for strengthening the cybersecurity layers, it was quite limited in approaching the feasibility of advancing regulations, due to a lack of referring to cyberspace incidents. In order to avoid these gaps, this research will set up comprehensive arguments for uniform, effective strategies towards establishing new cybersecurity policies in the UK. 
1.2. Research Problem
Due to poor persistence of skill shortages and dynamic evolutions of the cyber threats, the regulatory agencies and workplaces face issues in securing the digital infrastructure with comprehensive policies. Through analysing the UK labour market conditions, around 50% of the UK businesses (6,80,000) have basic skill gaps for carrying out regular tasks while following the government-oriented 'Cyber Essentials' schemes [24]. For this reason, they face challenges in storing and transferring personal information, removing malware and setting configured firewalls, which seems quite challenging for advancing the cybersecurity policies. Moreover, differentiations and implementations of the cyber hacking actors cause consequences for detecting across the digital network zones, for which most employees face difficulties connecting to VPN and distractions of databases in remote work [11]. The rapid changes in malware forms and poor skillset levels cause intense cyber-attacks, for which most business groups struggle to deploy the digital infrastructures. Though the finding of previous researches signifies the importance of policy development on cybersecurity practices and technical implementations, it seems quite limited to identify the practical recommendations concerning the UK businesses. 
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Figure 2: UK Businesses experienced cybercrimes in 2024
(Source: [28])
In the last year, around 58% large businesses experienced cybercrime incidents, whereas the Information and communication (42%) and medium (45%) businesses were also encountered in cyber threats [28] (Figure 2). The uncertain awareness about the cybersecurity policies and skill development is responsible for combating the cyber threats, for which the cybercrime hazards are increasing gradually in the UK.  
1.3. Research Aim and Objectives
Aim
The major aim is to analyse the roles of cybersecurity policies for combating the cyber threats within the digital infrastructure of the UK. 
Objectives
· To examine different cybersecurity policies applied for protecting digital infrastructure in the UK.
The smart goal is to identify the current cybersecurity policies designed under the UK regulatory agencies to achieve their purposes behind protecting the digital infrastructure of the UK. 
· To evaluate the roles and impacts of cybersecurity policies on the security practices of the digital infrastructures within the UK.
Through examining the ability of cybersecurity policies for recent advancements in cybersecurity governance, this objective will help find areas of improvement to take measures. 
· To observe the challenges to follow cybersecurity policies for safeguarding the digital infrastructures across the UK workplaces.
By measuring the novel malware attacks, skill shortage rates, prevalence rates and other measurable factors, the key challenges behind the cybersecurity policies will be examined. 
· To find out the strategies required for overcoming barriers to cybersecurity policies in safeguarding digital infrastructures in the UK. 
Along with the comprehensive reviews regarding the regulatory strategies, such actionable insights will be designed. 
1.4. Significance of the research
The study on the cybersecurity policies for the digital infrastructure will be beneficial for the research community for combating the skill shortage issues and novel cyber-attacks, which will be effective for the national business groups and workplaces to implement these legislations. By researching the cybersecurity policies, the significance of public-private partnership for combating cyber threats from the information sharing network, which allows for implementing the cybersecurity governance with the security standards [4]. Through focusing on the practical application of cybersecurity standards, this research influenced the cybersecurity management team to advance innovative technologies for controlling cyber threats. 


2. Literature review
2.1 Chapter Overview
The purpose of this literature is to develop knowledge of different cybersecurity policies applied for protecting digital infrastructure in the UK and the challenges arising from the application of these policies. Through the help of this, this chapter reviews the strategies and finds the required strategy for overcoming barriers to cybersecurity policies in safeguarding digital infrastructures in the UK. The literature identifies that the key trend of cybersecurity practice is highly centralised within organisations, and the gap in this area is that the current knowledge of different policies is highly complicated, and the majority of the studies avoid the implementation of risk management frameworks to develop the current atmosphere of cyberattacks. The scope of this literature is to investigate different policies designed by the UK government and to make a critical incident response plan for managing cyber incidents. This study will cover the time frame of five weeks to ensure the completeness of the study within a proper time.   
2.2 Different cybersecurity policies applied for protecting digital infrastructure in the UK
The cybersecurity policies in the UK are highly aligned with the protection of digital infrastructure in the UK. The ISO 27001 is one of the important policies in the UK that is designed for the professional involvement of a security management system for managing information based on the ISO/IEC 27001 standard. In recent times, cyber insurance has increasingly emerged with the IT and computer security practice [3]. Concerning this area, the UK government promotes the scheme of ISO/IEC 27001 as an international security standard. After the application of this policy, the security management that comes under the certification of the government initiatives has been initiated by 25 other countries in recent times. By criticising this, the author argued that ISO27001 cannot be solely relied upon by customers; for this reason, the cost-intensive and highly documented process and unfair competitive advantage arise [32]. In response, it can be found that ISO/IEC 27001 needs to be more reliant on the customers to generate better outcomes in protecting digital infrastructure. By considering this, the UK government developed an IFT policy for Black Basta Ransomware Attack that usually begins with the first reading of the incident report. In contrast, an argument arose that the application of IFT modelling in cybersecurity policies is the execution of the Qakbot PowerShell payload and Cobalt Strike, which has made significant results by generating a separation between the enabler and the consequent action [7]. In response, ISO/IEC 27001 has become more developed after the application of IFT Modelling, usually the first stage in ATT&CK.   
2.3 The roles and impacts of cybersecurity policies on the security practices of the digital infrastructures within the UK
Through the high impact of the cybersecurity policies, regular events average over $200,000 (which is around the same as the company's yearly budget for IT security), which only accounts for 0.4% of the annual revenue of the UK [13]. In the 21st century, cybersecurity is highly aligned with the infrastructure of information technology (IT), and this system impacts over three different categories of risks, such as physical, internal, and external, and cyber dangers can come from any direction. In contrast, an argument that the role of cybersecurity policies has made a positive impact by linking with four objectives of Network and Information Systems (NIS) to manage, to protect, to detect, and to minimise the impacts of cybersecurity incidents [24]. The author also explained that by the application of the cybersecurity policies, the UK’s cybersecurity policy landscape is able to successfully perform in the domestic landscape, and as a result, it has had a profound effect on the whole spectrum of society, from digital transportation. Besides this, the author criticised that the policies are not very effective in designing the option of involvement alternatives, and in this area, low intensity is found, and for this reason, the security control creates reputation risks to the organisation [40]. This research is unique from the other research as it is free from any technical biases and follows the positive and negative aspects of cybersecurity policies to advance the use of cybersecurity policies.
2.4 The challenges to follow cybersecurity policies for safeguarding the digital infrastructures across the UK workplaces
Workplaces throughout the UK face challenges in adhering to cybersecurity policies due to various interrelated factors: intricate threats, limited resources, shortages in skills, inadequate patching, outdated systems, and human mistakes, leading to ongoing vulnerabilities in digital infrastructure security. In this area, conducted a survey by introducing the UK government policies, estimated that approximately 2.39 million cases of cybercrime impact businesses within a year, highlighting the extent to which the policies are needed to reduce the identified challenges [35]. After analysing this fact, numerous companies still do not have fundamental controls; only about 76% have indicated that current anti-malware and security practices continue to vary, raising risk. Criticising this, the author argued that compliance is further compromised by escalating ransomware in this area the government’s 2025 survey indicated that ransomware incidence among businesses increased and it is estimated from this survey that 20% of the business (283,000) and 14% of charities (29,000) were the victim of cybercrime in past year and the ransomware attacks increased by 1% in 2025 that impacted 85% of the business [20]. In contrast, the NCSC stated it notified 542 organisations of incidents in 2023–24 (over twice the previous year), emphasising an increase in significant events that challenge response capabilities [10]. In response, these challenges lead to inconsistent policy enforcement, attracting skilled cyber personnel is challenging, increasing the focus on mid-tier hires and hindering the execution of technical controls and training. 
2.5 The strategies required for overcoming barriers to cybersecurity policies in safeguarding digital infrastructures in the UK
In order to address challenges in cybersecurity policies protecting the UK’s digital infrastructure, a combination of technological, organisational, and regulatory approaches is necessary.  The strategies work as a crucial approach to improving cybersecurity education and awareness [33]. In order to overcome the barriers, the cybersecurity policies may foster routine workshops and mock phishing drills, which can diminish human mistakes, the primary reason for breaches, while promoting a culture of security awareness. Nonetheless, this may require considerable resources and could encounter employee pushback if not seamlessly incorporated into processes. In contrast, regular checkout by using software is a very common approach; the digital infrastructure of the UK needs to invest in cutting-edge technologies, including artificial intelligence (AI) and threat intelligence systems, for real-time detection and response to cyberattacks [37]. This enhances resilience and shortens response time, yet smaller companies might see the steep implementation cost as a major constraint. Enhancing regulatory compliance via frameworks such as Cyber Essentials Plus and the NIS2 Directive guarantees consistent standards throughout sectors, although overly strict regulations may hinder innovation and raise administrative costs. For example, in 2023, Microsoft released 50 SAPs to restrict the DDoS attacks, and in this area, this company adopted the UK policy named ISO 27001 to safeguard its infrastructure by using the framework of Cyber Essentials Plus [17].  In response, collaboration between the public and private sectors is crucial in exchanging threat information among the UK government, NCSC, and private companies. This practice helps in enhancing situational awareness in this field; in this way, this study develops its application. 
2.6 Theoretical Framework
Socio-Technical Systems (STS) Theory
The Socio-Technical Systems (STS) Theory assesses cybersecurity policies by analysing the relationship among individuals, technology, and organisational processes. The STS theory proposes that robust cybersecurity cannot be based only on technological safeguards; it also relies on human actions, management approaches, and organisational culture [2]. In the UK, this framework holds particular significance as numerous cyber incidents stem from human or procedural flaws instead of technical breakdowns. For example, even with robust technological protections, 43% of businesses in the UK indicated having experienced a cyberattack in 2023 [16]. This indicates that even sophisticated tools are ineffective when employees lack proper training or when policies are poorly executed. In this theory, the technological tools of Actor-network, that is commonly used to understand the socio-technical condition of the cyberattacks, are based on the algorithms that the actor-network can be formed into a black box or a single actor to restrict the attacks [18]. 
Through the STS perspective, cybersecurity policies are examined as integrated social and technical systems that need to be cohesive initiatives for employee awareness, accountability from management, and designs of secure systems must collaborate to attain resilience. For example, A case of the National Health Service (NHS) in the UK, which enhanced its cybersecurity measures following the WannaCry incident that cost over USD 4 billion by incorporating employee training, updated IT systems, and more robust policy structures [39]. Using STS theory, the NHS launched a new guideline in 2017 that paves a path for policymakers to evaluate the policies of the government and influence the effectiveness of cybersecurity policies in safeguarding the UK’s digital infrastructure.
2.7 Conceptual Framework
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Figure 3: Conceptual Framework
(Source: self-made)
2.8 Literature Gap
This research highlights a significant gap, as the majority of the studies estimated the impact of digitalisation and the need for cybersecurity measures within different processes by neglecting the effects of cyber risks. There is a major gap in the literature as several papers lacked clear policies, guidelines, and standards specifically tailored for the IT organisation to follow, or use on their own. Few studies focused on employee awareness and training; for this reason, limiting the success of cybersecurity training efforts for employees are addressed. 
2.9 Summary
From the above analysis, the findings will show that the strong cybersecurity policies, workforce training, and technological investments greatly enhance the UK's digital framework. Nonetheless, existing literature highlights significant gaps, especially the majority of the literature in comprehending the challenges of policy enforcement; the human behaviour component of compliance presents insufficient knowledge.





3. Research Design and Methodology 
3.1 Research Design
This study will be conducted following the Inductive approach, which will ensure the design of the research framework for enriching valuable outcomes regarding the cybersecurity policies in protecting the digital infrastructure. 
Inductive reasoning is feasible for generating new theories through emerging with profound information, which allows for forming a more complete picture to answer the research questions [22]. Compared with deductive reasoning, the inductive approach will be effective for emerging from the qualitative databases to idealise about the impacts of cybersecurity policies, its significance in controlling the data thefts, skillset levels and other factors. It will create advantages for approaching new theories on strategic solutions for improving the cybersecurity policy frameworks. 
3.2 Research methods and materials 
3.2.1 Methods
Research method
The qualitative method will be applied for learning about different cybersecurity principles and their roles in protecting the digital infrastructure in the UK. 
The qualitative method allows the researchers to develop and advance the study outcomes to document in a reliable, rigorous and replicable form [6]. Through following the non-numerical findings from the previous research on cybersecurity principles, digital advancements and governmental initiatives, this method will allow for raising methodological inclusiveness to design comprehensive solutions. The qualitative method is highly approachable for providing insights about the key subjective phenomena occurring related to the variables, which creates scope for securing methodological rigour [23]. By examining previous cyber threat incidents and outcomes of cybersecurity policies, this method will be significant for analysing the areas of improvement in advancing cybersecurity incidents and generating effective results.  
Research Strategy
The action research strategy will be applied to solve practical issues of cybersecurities and policy implementations for safeguarding the digital infrastructure of the UK. 
Through conducting research on cybersecurity practices, the application of action research allows for implementing the collaborative and iterative process of planning to observe and reflect on strategic interventions [29]. Along with adopting this research approach, such real-world problems of cybersecurities will be examined for driving digital improvement with the policies, which will be significant for adopting the regulatory guidelines. The advocating for action research ensures the design of problem-solving activity through focusing on the initial problems, which allows for finding major factors to estimate outcomes [21]. Through examining less awareness of the cybersecurity policies, prevalence of cyber-attacks and technological infrastructure of the UK zones, the action research practices will be approachable for formulating strategic solutions for improving the policy framework.  
Architecture of the research method
Along with following qualitative method and action research, the systematic framework of the research will be developed for collecting the non-numerical and case scenario-oriented datasets to identify the significance of the cybersecurity policies for safeguarding the digital infrastructure. The qualitative research method creates a path for capturing deep and detailed information through observing the previous outcomes of quantitative research works, which is useful for examining the relationship among the variables [38]. Similarly, the qualitative research will be conducted through collecting context-based information and quantitative artefacts about the cybersecurity policies in developing digital infrastructures within the UK market. Along with synthesising knowledge regarding the benefits and challenges of the cybersecurity policies, the qualitative architecture will be approachable for building up effective solutions rather than quantitative methods.  
Data analysis and Evaluation method 
Thematic analysis will be used for analysing different cybersecurity policies and their impacts on the outcomes of advancing digital infrastructures in the UK workplaces.
Thematic analysis is commonly used for capturing the latent meaning and data orientations through ensuring theme development, which creates scopes for conceptualising key concepts and underlying research values [8]. By following the comprehensive reviews from the profound databases, the thematic analysis will allow for measuring different metrics regarding the prevalence of cyber incidents, skill shortage rates and other socio-economic factors behind developing the cybersecurity policies. Along with following research objectives, specific themes will be formed for covering particular areas related to the evolution of cybersecurity principles, their roles, impacts and obstacles in protecting the digital infrastructures. Rather than other analysis methods, the thematic method will be effective for narrowing down the areas for improving the cybersecurity guidelines from the broader contexts of previous research works, which will be significant for achieving the research goals. 
3.2.2 Materials 
Details of research data
Secondary quantitative databases will be mainly obtained for collecting contextual information to examine the significance of the cybersecurity policies for protecting the digital infrastructure in the UK. 
The secondary qualitative database is a more powerful and appropriate method for gaining proper insights for aggregating key findings from various sources [9]. Through the following secondary method, a wide range of datasets will be gathered depending on the cybersecurity policies and their applications for improving the security patches regarding the digital infrastructure of the UK workplaces. The previous research argument also revealed that the usage of a secondary database is more effective for studying a wide range of primary datasets rather than conducting a larger study [33]. Due to this reason, the application of the secondary research will create advantages for in-depth analysis about the relationship between the cybersecurity principles and safeguarding the digital infrastructure, which will create scopes for approaching practical solutions depending on the valuable insights. 
Ethical consideration 
Through following ethical principles, the qualitative research will be conducted to avoid the scope of fraudulent activities and ensure the successful completion of the research work. Based on the historical data breaches, most researchers considered confidentiality for guaranteeing data protection from the potential harms such as stigma, loss of privacy and retaliation [12]. It will be quite approachable for reporting ethical outcomes of the research works to secure the subjective factors regarding the cybersecurity policies and their applications for protecting the digital infrastructures, which will reduce the scope of fraudulent qualitative research.  Through following the 'General Data Protection Regulation (GDPR) 2018’ principles, the collected information will be protected when transferred for research activities, which is advantageous for safeguarding the databases [36]. Along with adapting the GDPR rules and regulations, it will create scopes for lowering the possibilities of stealing information, sharing information with third parties and other obstacles. 
Softwares used
Within this qualitative study, the databases on the cybersecurity policies will be collected through using the popular web search engine 'Google Scholar'. It will be effective for gathering a massive range of previous research for evaluating different cases of cybercrimes and the roles of these policies. Along with considering the peer-reviewed libraries such as 'sciencedirect', 'elsevier', 'mdpi', 'researchgate' and others, it will create scopes for collecting authentic resources to synthesise knowledge regarding the policy development. 


4. Expected outcome
4.1 Anticipated Results
The integration of artificial intelligence and machine learning in cybersecurity applications has successfully achieved promising results in enhancing threat detection, automating fraud prevention, and analysing large volumes of financial data.  The result will suggest the application areas for machine learning algorithms so that it can effectively enhance risk assessment in financial cybersecurity and foster the application of this model in real-time risk intelligence to develop proactive security measures. By the application of machine learning algorithms, the achieved score will be 0.89, which indicates high internal consistency that presents a robust framework for evaluating cybersecurity effectiveness in safeguarding the digital infrastructure of the UK [1]. Through the help of these continuous cybersecurity practices, the digital infrastructure of organisations can immediately identify the role of OES, which helps to develop the regulatory infrastructure and the cybersecurity practices in the UK that are able to successfully develop dynamic risk assessment. The Continuous Diagnostics and Mitigation (CDM) initiative implemented by the United States to develop its homeland security, through the help of the CDM program, the government department and agencies discover cybersecurity vulnerabilities and develop dynamic risk assessments to generate faster responses to threats [17]. 
4.2 Implications
The integration of AI and ML into cybersecurity frameworks has major ramifications for the UK's digital infrastructure. According to the results, machine learning algorithms are able to significantly enhance risk assessment, real-time threat detection, and incident response, leading to a more proactive and adaptive cybersecurity environment. Under frameworks like the NIS2 Directive and Cyber Essentials Plus, these advancements might help UK firms, notably in the finance and government sectors; strengthen regulatory compliance [31]. Additionally, the practical application of AI-driven analytics facilitates the discovery of underlying weaknesses and facilitates ongoing diagnostics and mitigation techniques that are similar to the CDM paradigm used in the United States. This integration helps to develop the process of innovation in predictive intelligence, encourages cross-sector collaboration and data sharing to enhance national resilience against emerging cyber threats, and strengthens defence mechanisms [26]. The study will help the UK’s digital platform by creating a cybersecurity environment that is strong, adaptable, and evidence-based.
4.3 Limitation
This study has limitations, such as the increasing issues with data privacy, expensive implementation costs, and algorithmic bias that impact the areas of reliability. Due to a lack of knowledge among employees and resources, small firms may find it difficult and face challenges in implementing sophisticated AI systems. 
5. Timeline
[image: ]
Figure 4: Timeline
(Source: self-made)

6. Conclusion 
This can be concluded that while the UK has established several cybersecurity policies to protect digital infrastructure, their complexity and centralised nature create practical challenges. The reviewed studies highlight a significant gap in applying risk-management frameworks, limiting policy effectiveness. Overall, stronger, more adaptable strategies are needed to overcome implementation barriers and improve the UK’s resilience against evolving cyber threats.
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