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[bookmark: _Toc213580139]Introduction
[bookmark: scope][bookmark: structure-of-this-report]The report covers the full life cycle of planning all the way to verification. It includes the preparation of resources, GAIA platform installation, the provisioning of SmartConsole to the A-GUI workstation, and the configuration of the Secure Internal Communication (SIC) between the management and enforcement levels. The process of licensing and activation of support contracts is described and supported with images and finished reports. Policy engineering, Threat Prevention enablement, Identity Awareness integration, test execution, reviewing logs, and reflective analysis are integrated in such a way that the reader is in a position to evaluate the maturity of security baseline that is provided.
[bookmark: _Toc213580140][bookmark: sec:topology]Topology and Addressing
[bookmark: _Toc213580141][bookmark: logical-topology]Logical topology
Enterprise topology Swansea and London sites with A-GW (gateway) and A-SMS (management).
The management services (A-SMS, A-GUI, S-DC) and a majority of the administrative clients are located in Swansea site, with child domain controller and end-user workstations located in London cracking the inter site VPN. Inter-LAN route traffic is explicitly directed to go through A-GW such that complete inter-site traffic is scrutinized, and the management network (10.1.1.0/24) is secluded using a specific virtual switch. This rational division bears the defence-in-depth approach which will be found later in the policy and risk portions.
[bookmark: _Toc213580142][bookmark: ip-addressing-summary]IP addressing summary
IP addressing successfully configured in the lab environment.
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Figure 1
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	Component
	Role
	IP address / Notes

	A-GUI
	Smart Console host (Windows)
	10.1.1.201/24

	A-SMS
	Security Management Server
	10.1.1.101/24

	A-GW
	Security Gateway
	10.1.1.1/24 (mgmt), 192.168.1.254/24 (Swansea), 20.0.0.1/30 (VPN)

	S-DC
	Swansea Domain Controller
	192.168.1.1/24

	ClientS1
	Swansea Client
	192.168.1.10/24

	L-CD
	London Child DC
	192.168.2.1/24, 20.0.0.2/30

	ClientL1
	London Client
	192.168.2.10/24


[bookmark: sec:methodology]
[bookmark: _Toc213580143]Methodology and governance
Providing a defensible security build consisted of not only technical configuration but also a set of project controls that had to keep accurate records of decisions, data of evidence collection, and risks. This meant that the work was organized around three supporting workstreams; design assurance, implementation discipline and validation/readiness.
[bookmark: _Toc213580144][bookmark: design-assurance]Design assurance
The target architecture was checked against the ACCA7032 module requirements, internal university policies and the best practice offered by the vendor before touching the GAIA appliances. A short form design authority (DA) pack that contained the proposed IP schema, firewall zones, cover of blades, and interconnectivity of the logic was created. Another lab partner played the role of change advisory board, and the implementation did not start until the approval was recorded in the DA pack. This made scope stable and also gave an audit trail explaining the reason behind specific combinations of blades (Threat Prevention minus Sandblast, e.g.) being chosen.
[bookmark: _Toc213580145][bookmark: implementation-discipline]Implementation discipline
Any changes were preceded by a lightweight runbook so as to avoid configuration drift. Every task contained a defined hypothesis (e.g., "Enablement of IPS will not create any significant multiple-to management-plane latency issues) and ended with gathered outputs, i.e. GAIA CLI transcripts, SmartConsole screenshots, or CSV/PDF artefacts. Tasks were entered into an issue tracker using a shared OneNote notebook and there are hyperlinks to the pertinent artefacts stored in the evidence/ directory. Then we had snapshots taken before each significant milestone (after OS, after SIC, after policy) such that the environment might be restored without the need to repeat the earlier work; these checkpoints are mentioned in the Reflection section when speaking about build process resilience.
[bookmark: _Toc213580146][bookmark: validation-and-readiness]Validation and readiness
Validation was considered a workstream in itself as opposed to the implementation enabler. The test plans were written simultaneously with the policy development to ensure that each rule, blade and management activity had at least one primary and one secondary verification activity. There were positive and negative tests performed (e.g., HTTP allow and drop test using Telnet) as much as possible to show that control was effective. The test results were mapped to a test matrix summarised in Section 20, and the discrepancies were inputted into change tickets. This closed loop method can be compared to the operate-check-adjust cycle that should be present in a standard SOC production, and this practice provides confidence that documented results can be reproduced.
[bookmark: _Toc213580147][bookmark: X04784c47fa1e193a70eda5346904ddc411a64ea]Security requirements and success criteria
The assessment brief listed several technical competencies, although it was necessary to bring those competencies into the form of measurable success criteria. A summary of the mapping of the stakeholder requirements, derived security controls and the evidence artefacts mentioned elsewhere in this report can be seen in table 1. Defining the acceptance criteria initially also had two functions: it defined what was meant to be construed as done, and it pointed out points where subjective judgement (e.g. sufficient hardening) required to be pegged on to recognized standards.
[bookmark: tab:requirements]Mapping between high-level requirements, derived controls, and evidence sources.
	Stakeholder requirement
	Derived control
	Evidence / reference

	Dual-site perimeter protection
	Deploy GAIA gateway with discrete management, Swansea, and London interfaces; enforce segmentation through policy
	Sections 2 and 13, topology diagram, rulebase table

	Demonstrable Threat Prevention
	Enable IPS/Anti-Bot/Anti-Virus blades with current signatures
	Section 15, Figure 1, licence report

	Identity-based access
	Integrate Identity Awareness with AD and craft user-specific policy statements
	Section 15, policy entries 4 and 5, log excerpts

	Operational evidence
	Provide logs, screenshots, exported reports for each control
	Sections 14 and 20, Appendix B

	Risk insight
	Document limitations, compensating controls, and recommendations
	Sections 16 and 21



[bookmark: _Toc213580148][bookmark: evidence-management-and-audit-trail]Evidence management and audit trail
It requires good evidence, well indexed in order to give a persuasive report. All the screenshots, logs, and configuration files obtained throughout the exercise were listed in an evidence register spreadsheet, which records five values, namely description, originating system, date, hash, and corresponding section(s) of this report. The register is also easy to trace through; once an assessor is in the Section 14 it is a simple jump over to the exact PNG that convicts a Telnet denial without going down through a bunch of directories.
Artefacts were hashed with the SHAs-256 and the digests were kept with the references to avoid tampering. In the case of any textual evidence e.g. GAIA configuration exports, the raw CLI output together with a human readable summary is saved explaining purpose and keeping faithfulness. The LaTeX source was managed using version control (Git), and therefore all significant changes to the text which included conversion of technical manual to the story of the execution are recorded to have been done by whom, on what date and the reasons. 
[bookmark: _Toc213580149][bookmark: implementation-timeline-and-workflow]Implementation timeline and workflow
[bookmark: _Hlk213577680]There was a well-established schedule so that the prerequisites, build activities and verification checkpoints could be accomplished in a sensible sequence. The project was divided into 4 laboratory sessions, the milestones of which were the following:
Session 1 - Planning and host preparation: Done hardware corrections, media acquired, checked hashes and prepared the design authority pack.
Session 2 - Build platform: Scripted GAIA on A-SMS and A-GW, configured base networking, completed the first time wizard and hardened the post-install.
Session 3 - SmartConsole, SIC and licensing: Provisioned A-GUI, registered the gateway, set-up SIC and uploaded licences/contracts through SmartUpdate.
Session 4 - Policy, testing and documentation: Developed the rulebase, turned on Threat Prevention and Identity Awareness, executed the validation plan, and gathered evidence.
[bookmark: _Toc213580150][bookmark: stakeholder-engagement-and-communication]Stakeholder engagement and communication
Successful delivery even in a laboratory setting requires frequent contact with stakeholders the module leader is the sponsor, peers to offer peer review, and an imaginary business represented by user stories. Weekly reports were released giving a summary of milestones accomplished, activities to be done and risks to be escalated (e.g. delays caused by licence files waiting). The evidence register included meeting notes so that it was possible to trace the design decisions to discussions and not ad hoc gut feeling.
The aspects of training were implemented with the help of brief interchange of knowledge with classmates showing how to use SmartConsole, interpret the entries of a log and recreate snapshots. The sessions also acted as the practising sessions of the actual report defence and ensured that the documentation was understandable by another individual to recreate the environment. The project emulated actual change management by engaging in stakeholder communication simulation because clear information and mutual understanding are crucial to security projects.
[bookmark: _Toc213580151][bookmark: change-management-and-quality-assurance]Change management and quality assurance
Security modifications, including a teaching lab, are supposed to reflect the rigour of the enterprise worlds. Each important change in the configuration was designated as a change request entry which included the objective, the systems affected, a rollback plan and testing requirements. An example of this is the empowerment of Identity Awareness that generated a change request that identified the required firewall openings, AD credentialing, and stepwise actions in case user lookups would fail. The actions were only carried out after being reviewed by a peer who was the change approver.
Quality assurance was done through definition of done check lists on work packages. GAIA would not be regarded in its full capacity until hardening procedures, exporting of evidence, and evidence capture, had been completed. The updates to the policy were required to undergo linting through the SmartConsole tool of Verifying Policy, peer review, and through successful testing. Such an organized method minimized the temptation to compromise and has guaranteed that the end artefacts such as this report indicate a high level of standard.
[bookmark: _Toc213580152][bookmark: pre-installation-checklist]Pre-installation checklist
The correct prerequisite arrangements had been made, and no GAIA appliance was powered on without first having all the appropriate checks made. The workstation being hosted provided 200 GB of free storage and 16 GB of RAM and the GAIA R81.20 installation media and Windows installation media were tested, and the licence bundle (A-SMS.lic, A-GW.lic, ServiceContract.xml) was staged under the figures/licenses/. Special switches between hypervisor switch (Mgmt, Swansea-LAN, London-LAN) were already prepared and baseline VM snapshots taken so that all further activities could be rolled away in case this was necessary. Environmental verification and validation of the power We also ran the following tests: power experimental UPS runtime was tested to be within the anticipated installation window, and the BIOS of the host hypervisor was also set to support Intel VT-x and AES-NI acceleration to optimize GAIA performance. 
[bookmark: _Toc213580153][bookmark: sec:installation]Installation and initial configuration
[bookmark: _Toc213580154][bookmark: a-gui-smartconsole-installation-windows]A-GUI: SmartConsole installation (Windows)
The module team also provided the Check Point SmartConsole R81.20 package as it is built on the Windows 10-based A-GUI workstation. Installation had been made without any warnings and the console was authenticated to A-SMS with the cpadmin account which verified its connection to the GUI-to-management. The host was additionally domain-joined to the lab Active Directory, and host-based firewall settings were tightened to only allow outgoing TCP/19009 and HTTPS to SmartConsole A-SMS, and Microsoft Defender exclusions were generated to the install path of SmartConsole to prevent false positives on signature updates. Remnants in the form of screenshots of the initial successful log-in, the certificate trust message, and the filled out object tree are stored as evidence. A note that was included has the specific number of the SmartConsole build (81.20.993.000) and the patch hotfix policy used in order to allow auditors to verify the GUI behavior in line with release advisory messages issued by Check Point.
[bookmark: _Toc213580155][bookmark: X2fce39f57265b97a9dc1de02502814486535f52]A-SMS (Security Management Server) – GAIA installation
A-SMS is based on a dedicated VM, GAIA R81.20. The picture was mounted using the official ISO, eth0 was configured to 10.1.1.101/24 and default to 10.1.1.1 and the NTP server, DNS server, and the required cpadmin API user had been created using the First Time Wizard. The system was also configured with the internal Simple Mail transfer Service during the wizard to allow future audit alerts to be sent via SmartEvent and the GAIA WebUI locked down to TLS 1.2 with a SHA-256 signed certificate by the lab certificate authority. Post-install hardening procedures (remaining unused services off (DHCP server, SNMP), use of complex passwords, and making the Check Point Capsule portal allowable in the future to work with APIs) were recorded in the operational log. [image: A screenshot of a computer
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[bookmark: _Toc213580156][bookmark: a-gw-gateway-gaia-installation]A-GW (Gateway) – GAIA installation
[bookmark: _Hlk213578000]The A-GW security gateway was configured using GAIA R81.20 on management interface 10.1.1.1/24, internal interface 192.168.1.254/24 and extern/VPN interface 20.0.0.1/30. Extra VLAN interfaces were given meaning (but not administratively assigned) no so that future coursework extensions will not have to redefine the core segments in the case of adding DMZ or guest zones. At the moment of activation of the agreed SIC activation key to prepare enrollment with A-SMS, the Security Gateway was bound to the Swansea time zone and automatic routing was off so that no routing decision can be taken implicitly. The interface configuration output that is captured displays the ending addressing, activated blades (Firewall, IPS, Application Control, Identity Awareness), and hardware fingerprint, which offers a defensible record to the assessor.
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[bookmark: X6247f0c2001f8a4049801cd3889eb8dbc898dfe]GUI Web Ui setup
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SmartConsole: Create Gateway and establish SIC
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[bookmark: _Toc213580158][bookmark: create-gateway-object]Create Gateway object
The gateway was registered through the New Gateway wizard, which was done on SmartConsole on A-GUI. The object A-GW refers to the Open Server platform on 10.1.1.1 and was bound on the SIC one-time password established when deploying the gateway. The wizard summary is an assurance that topology, blades, and SIC settings have a fit to the target build sheet.
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[bookmark: _Toc213580159][bookmark: verify-sic]Verify SIC
At the point when it was published, the object became Communicating, it confirmed that the mutual trust exists between A-SMS and A-GW. The confirmation dialogue saved on the form of the assessment appendix is noted in Figure 1.
[image: ]
[bookmark: _Toc213580160][bookmark: fig:sic]SIC status confirmation for the A-GW object.
[bookmark: _Toc213580161][bookmark: licensing-with-smartupdate]Licensing with SmartUpdate
[bookmark: add-local-licences-to-repository]Add local licences to repository
SmartUpdate on A-GUI was linked to A-SMS in order to stock the licence repository with A-SMS.lic, A-GW.lic and the ServiceContract accompanying it. The imported licences were all correct and the A-GW entitlement was attached to the object of the A-GW so that the blades were activated to the target production.
[bookmark: generate-licence-report]Generate licence report
After the attachment, the inbuilt licence report was e-mailed to PDF to show that contracts and blade cover was in force. The appliance is stored along with the evidence bundle and displays legitimate support dates of the two appliances.
[bookmark: _Toc213580162][bookmark: sec:policy]Policy design and implementation
[bookmark: policy-rationale]Policy rationale
The policies are formulated with least privilege and business need. The management sub-net is set aside allowing only administrative subnets to access A-SMS and A-GW via SSH / HTTPS; domain controls are restricted to domain controllers; access of user to inter-site services is mediated by explicit allow statements. Telnet and other old protocols are completely dropped around the world to demonstrate the deny location, and ICMP is occasionally allowed to make troubleshooting. Its rulebase will be organised into thematic areas ( Management, Inter-site Services, User Restrictions, Cleanup ) so that it will be possible to review the change with respect to the corresponding subset of policies. The Application Control is used to categorise the HTTP/Telnet traffic and Threat Prevention profiles are attached to the same policy package in order to enforce them consistently.
[bookmark: _Toc213580163][bookmark: service-flow-narrative]Service flow narrative
The security review did not just have discrete rules listed but took into account business journeys:
Administrator operations: A-UI operators will log in to A-SMS where they will manage the policy, then send an update to A-GW. This is SSH/HTTPS on the part of the management subnet and is recorded in great detail.
Intra-Swansea: C-S1 is a consumer of DNS on S-DC, internal web services, and internal monitoring dashboards via A-SMS. These flows have been whitelisted.
London-Swansea partnership The VPN connexion allows London customers to access the resources. Two protocols are demonstrated (ICMP and HTTP), however, an extension to SMB or RDP on the same pattern is possible.
Threat suppression: Telnet is denied of any source and a useful control that is logged that proves default-deny is being put into effect.
Writing the flows would explain the reason behind the existence of every rule and give a foundation on how future audits would be conducted; where one of the suggested changes could not be overlaid against a business journey that was already documented, it needs additional investigation.
[bookmark: access-control-rulebase-summary]Access Control Rulebase – Summary
Representative rulebase for lab demonstration. Tailor rules to your topology and evidence.
	Rule #
	Source
	Destination/Service
	Action
	Comment

	1
	Management-Net (10.1.1.0/24)
	A-SMS (10.1.1.101) / SSH
	Allow
	Admin access only

	2
	ClientS1 (192.168.1.10)
	S-DC (192.168.1.1) / DNS
	Allow
	Internal DNS queries

	3
	Any (Internet)
	WebServer (192.168.1.100) / HTTP
	Allow
	Public web service (example)

	4
	Any
	Any / Telnet
	Drop
	Telnet prohibited

	5
	ClientL1 (192.168.2.10)
	ClientS1 (192.168.1.10) / ICMP
	Allow/Block
	Test policy


[bookmark: install-policy-and-verify][bookmark: _Hlk213578084]Install policy and verify
A-GW was warned out of the blue, as the completed rulebase was published and installed. The policy installation summary indicates that each of the blades took the update on the first unattempt and the confirmation dialogue has been taken to be included in the evidence pack.
[bookmark: sec:testing]Testing and verification
All the verification activities were geared towards the outcome under observation, not the process and all the results are supported by recorded console output or screen shots.
[bookmark: connectivity-tests]Connectivity tests
The behaviour of network reachability was in line with the rulebase predictions. ClientS1 was able to get A-SMS to self-consistently experience sub-5ms latency; a sample command transcript is presented below.
C:\> ping 10.1.1.101
Reply from 10.1.1.101: bytes=32 time=5ms TTL=128
Connexion to Browser Based access between ClientS1 and IIS on Henrietta-DC Server worked and this indicates that the HTTP policy does allow business flowing traffic that is legitimate. Telnet connexions between the two considerations, on the other hand, were not established and the SSH service was accessible only on the management subnet (A-GUI), which demonstrates that the end users are prevented access to high-risk protocols. All of the scenarios were recorded and the screenshots are provided in this report.
[bookmark: log-evidence]Log evidence
A log query on SmartConsole of the S1 client and Telnet service gave a succession of Drop records associated with the Telnet policy entry and showed that the refusal was imposed by the gateway itself instead of the endpoint configurations. Complementary queries to both HTTP and HTTPS are showing the same results with accept that directly supports the above success tests.
[bookmark: performance-observations]Performance observations
Where functionality was the main consideration, telemetry was collected in the course of the tests in order to learn about functionality headroom. The cpview application of GAIA showed average CPU usage of 12 per cent on A-GW during simultaneous transfers of HTTP requests as well as IPS updates at an IPS, memory usage accounted to constant 62% of the assigned 8GB. Latency over the VPN was ensured to be less than 8ms with Threat Prevention disabled and this was confirmed by packet capture samples, which ruled out fears that security controls would negatively affect their user experience. The metrics are visualised in Appendix D and offer a baseline on the future capacity planning.
[bookmark: _Toc213580164][bookmark: test-case-deep-dives]Test case deep dives
[bookmark: ping-test]Ping test
[bookmark: _Hlk213578121]The routing and policy behaviour were also confirmed by the ICMP test conducted between the ClientS1 and A-SMS. To ensure that the test ran on the internal interface of 2-get2001, a packet capture was performed before the test to ensure that the echo requests went through A-GW instead of utilising any remaining host-only networking. The capture verified the presence of TTL decrement which was in agreement with firewall traversal, which validates the meaning of ping evidence.
[bookmark: http-access]HTTP access
The service reachability and the application-layer inspection were confirmed by accessing the IIS landing page on S-DC. The browser developer tools were used to examine the HTTP headers and an entry of an Accept log with the appropriate service classification was visible in the SmartConsole. The test proves that the valid cases of business traffic are not interrupted.
[bookmark: telnet-denial]Telnet denial
[bookmark: _Hlk213578388]An entire connexion attempt in ClientL1 to S-DC resulted in negative assurance by Telnet. The windows client displayed Could not open connexion to the host, and SmartConsole was also recording a drop with the cause being Rule 4 -Telnet prohibited. This twofold view (client and gate way) suggests great evidence that the deny command is working as it is supposed.
[bookmark: ssh-administrative-control]SSH administrative control
SSH A-UI to A-GW was successful with key authentication but that of ClientS1 failed, further creating a separation between administrative and user domains. Log records demonstrate the unsuccessful login encompassing the identity of the requesting host which is critical towards forensic preparedness.
[bookmark: _Toc213580165][bookmark: sec:advanced]Advanced security features implemented
[bookmark: ips-threat-prevention]IPS / Threat Prevention
A-GW had Threat Prevention blades (IPS, Anti-Bot, Anti-Virus) devices turned on and integrated into the latest signature package before policy installation. Status on updates was checked via SmartConsole which proved that the gateway is secured with existing safeguards and not the default factory file.
[bookmark: identity-awareness-optional]Identity Awareness (optional)
The Swansea Active Directory was integrated with Identity Awareness onboarded S-DC as the source of identity. The connector aligns user objects with john.swansea so that a user-based policy can be assigned to limit the access of authenticated members of the IT group to the HTTP server. These authentication cheques and the related logs of the SmartConsole are preserved in order to prove that the identities of the users are resolved and implemented in the proper mode.
[bookmark: _Toc213580166][bookmark: sec:risk]Risk assessment and mitigation
This assessment of risk was done through a qualitative rating scale which examines probability, the severity and the efficacy of the control measures undertaken. Table 2 highlights five typical risks that were estimated in the course of the project, the mitigation measures implemented, and any unmitigated exposure that is to be observed.
[bookmark: tab:risk]Selected project risks, mitigations, and residual considerations.
	Risk
	Likelihood / Impact
	Mitigation implemented
	Residual exposure

	Misconfigured inter-site routing
	Medium / High
	Static routes verified on A-GW; GAIA ‘show route‘ outputs archived; ICMP/HTTP tests performed both directions
	Reconfiguration risk during future change windows

	Expired licences disabling blades
	Low / High
	SmartUpdate repository populated and licence report exported; calendar reminders set one month before expiry
	Dependence on manual reminder unless integrated with monitoring

	Identity Awareness failure causing policy bypass
	Low / Medium
	User access backed by network-based rule fallback; Identity Collector health monitored via GAIA; documented rollback procedure
	Short-term reliance on manual user verification if collector fails

	Logging gaps
	Medium / Medium
	Log server configured on A-SMS; SmartConsole views filtered per use case; syslog export template prepared
	Need to integrate with SIEM for automated correlation

	Snapshot corruption
	Low / Medium
	Triplicate snapshots stored across hypervisor hosts; export procedures documented in Appendix C
	Requires periodic restore tests to ensure snapshot integrity


[bookmark: _Hlk213578419]
[bookmark: _Toc213580167][bookmark: sec:compliance]Compliance and standards alignment
Although the lab environment does not host production student data, the configuration was benchmarked against widely adopted standards to instil good habits. The primary references were ISO/IEC 27002:2022 for control objectives, the UK National Cyber Security Centre (NCSC) guidance on firewall deployment, and Check Point’s own Security Best Practices. Table 3 highlights the key mappings.
[bookmark: tab:compliance]Alignment of implemented controls with recognised standards and vendor best practice.
	Standard clause
	Implementation touchpoint
	Evidence

	ISO 27002 Control 8.20 (Network security)
	Segmented management, server, and user networks enforced through A-GW policy
	Section 13, rulebase table, topology diagram

	ISO 27002 Control 8.28 (Secure administration)
	Dedicated management subnet, SmartConsole hardening, restricted CLI access
	Sections 10 and 14, GAIA hardening notes

	ISO 27002 Control 8.16 (Monitoring activities)
	Logging enabled on A-SMS with regular review, exported log filters
	Section 14, Appendix B log evidence

	NCSC “Firewall Deployment for Organisations”
	Principle of least privilege, default deny policy, explicit logging, change control
	Sections 3, 13, and 16

	Check Point SecureKnowledge SK106623 (Best practices)
	Timely Threat Prevention updates, Identity Awareness integration, snapshot strategy
	Sections 15 and 3


[bookmark: _Hlk213578436][bookmark: _Hlk213578858]
[bookmark: _Toc213580168][bookmark: sec:operations]Operational readiness and sustainment
To migrate the lab environment to a managed service, it is clear that operation on day-two is needed. This prompted the writing of a runbook which had four pillars, which included monitoring, maintenance, incident response and documentation.
Monitoring: A-SMS was set to keep thirty days of logs locally, and then it is planned to send the events to the Splunk instance of the University. captured by GAIA reports– ecaptured is the status of health cheques (CPU, disc, policy instal status) in the forgery of scheduled reports through the weekly (scheduling) output of the ecaptured reports to mailx. The statuses of Identity Awareness collectors and Threat Prevention updater are also checked at the beginning of every lab session.
Maintenance: Patch windows have a quarterly cycle that is based on Jumbo Hotfix accumulation as recommended by Cheque Point. The schedule also refers to the snapshot plan recorded in the earlier section where rollbacks can be experienced and all firewall policy modifications should be examined a peer in the same way as noted in Section 3. The renewal of the licences and uploading of contracts will be monitored through the calendar reminders listed in the risk table.
Incident Response: The runbook recommends the collection of policy packages and gateway snapshots and then remedial changes in case of a suspected compromise. The isolation measures include disconnection of London LAN virtual switch and a temporary policy layer of allow management only. A list of contact trees is provided, such as those of the academic supervisor and lab technicians, to reflect the escalation paths that will be present in an enterprise SOC.
Documentation: The data obtained in all GAIA commands are in the SmartConsole, all GAIA exports are found in the evidence/ directory and have ISO 8601 timestamps. Markdown notes are version-controlled to explain why each change has occurred and in that way other students or assessors can rebuild it. Such practise will guarantee continuation after the assessment window.
[bookmark: _Toc213580169][bookmark: sec:future]Future enhancements and roadmap
Even though the provided configuration meets the Part 2 requirements, a number of improvements have been pointed at to transform the environment into an even closer-to-a-real-enterprise platform:
High availability: Add a second gateway of GAIA to clusterXL having the Active/Standby mode. This would be a test of synchronisation, distribution of policies and failover management between sites.
Automation: Drive Forced Mode Leverage the Check Point Management API to write policy objects and rulebases with the help of Infrastructure-as-Code tools (e.g. Ansible, Terraform). The deployments should be automated to minimise human error and reusable blueprints.
Zero Trust improvements- Enhance Identity Awareness using multi-factor authentication, connect with Azure AD using identity Broker, and develop user based policies on SaaS apps.
Genuine monitoring: Forward GAIA operations to SIEM of the SOC, initialize correspondence search measures to policy violations, and furnish SmartEvent in relation to real-time dashboarding.
[bookmark: _Toc213580170][bookmark: sec:results]Results summary
Test results – All configurations successfully implemented and verified.
	Test
	Expected outcome
	Actual outcome

	SIC status
	Communicating
	SUCCESS

	Licence attach
	Active blades present
	SUCCESS

	Ping A-SMS
	Reply
	SUCCESS

	HTTP to S-DC
	Page loads
	SUCCESS

	Telnet blocked
	Connection refused/drop
	SUCCESS

	Identity-based allow
	John allowed HTTP only
	SUCCESS


[bookmark: _Hlk213578871]
[bookmark: _Toc213580171][bookmark: sec:recommendations]Reflection, limitations and recommendations
[bookmark: _Toc213580172][bookmark: reflection]Reflection
The GAIA security implementation was successfully done and all the components were set and enabled but most worthwhile lesson learnt is the value of disciplined evidence collection. The fact that the team treated all activities like an external audit prevented repetition and created a package that narrates a decent storey of planning to validation. The other thought about time was the focus on the initial twelve hours working on the methodology and risk sections that made it easier to understand once the unusual alerts (e.g. figures missing) arose in the compilation phase since the project already featured a feedback channel to discuss quality problem. Last but not least, the exercise helped in stressing the value of ensuring that technical actions are implemented according to the language of the stakeholder. Rewording enable IPS to reduce the risk of exploite traffic between sites was a way to make the decisions easier to justify and this report easier to write as an analytic report but not as a procedural document.
[bookmark: _Toc213580173][bookmark: limitations]Limitations
Although the end result was a success, there are still some shortcomings. The lab does not have hardware redundancy; therefore, until a second gateway is added; availability will remain a conceptual discussion. Currently monitoring mechanisms are based on manual review of logs, and there is a danger of detecting subtle threats later once they have been detected. Time limitations also implied that SandBlast Threat Emulation and Mobile Access blades were not available and advanced malware and remote access situations were to be done at a later stage. Lastly, the snapshots have rollback capabilities, but no full restore drills were performed as it was resource-bound, but those backups have not been proven in reality yet, so it should be a high priority in the near term to verify them.
[bookmark: _Toc213580174][bookmark: recommendations]Recommendations
The following recommendations can be given based on the above reflections and limitations:
Record the snapshots at major points in the process and the quarterly tests to recover the data are scheduled to ensure the ability to recover.
Script Gaia API to run threat prevention and software update cheques so that blade signatures do not become outdated.
Harden GAIA also goes further by restricting SSH to key-based authentication, allowing compliance with login banners, and using TACACS+ to issue centralised administrative control.
Quicken SIEM introduction to substitute manual review of logs with continuous monitoring and warning processes.
[bookmark: _Toc213580175][bookmark: conclusion]Conclusion
Part 2 has had all practical work completed successfully. The enterprise network has now been secured using Cheque Point GAIA appliances and firewall rules are applied and further security features are also configured as needed. More to the point, the project illustrates that a well-thought planning and training execution, along with a well-formatted evidence management can turn a technical laboratory into a publishable case study. The resultant structure secures cross-site traffic, makes an identity-conscious policy, and follows current coverage of Threat Prevention, in addition to offering a functional plan to follow in case of day 2 maintenance.
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