ROUTER

R1#show run
Building configuration...


Current configuration : 3594 bytes
!
! Last configuration change at 12:05:35 UTC Tue Dec 18 2018
!
version 16.9
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
platform qfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
enable secret 5 $1$506A$5gmv0C73te/CnyfvMkkL2/
!
no aaa new-model
!
no ip domain lookup
ip admission watch-list expiry-time 0
!
!
!
!
!
!
!
!
!
!
subscriber templating
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-4242610370
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-4242610370
 revocation-check none
 rsakeypair TP-self-signed-4242610370
!
!
crypto pki certificate chain TP-self-signed-4242610370
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 34323432 36313033 3730301E 170D3138 31323138 30393338
  32345A17 0D333030 31303130 30303030 305A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D34 32343236
  31303337 30308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100BED6 F63EB406 F2F374F7 252EA77C 63807AE4 3AA7DADA 4B17B13C
  1DE88AF1 D000E912 7EDD5A85 9ABFF6D4 41A96937 EA1C42B5 DF1902DE A9928316
  ABC762A3 F51AB19B CA208BF3 25E86CE0 369CD1D9 8B1B0DF0 442A9336 BE3727B2
  F58B839B 11C09B60 7830D2EE DE433B1A 6448F77D D9815B5D EBE6B505 8E236754
  0D3AF92C FA735ECA 26A64B1D 92913970 60F3133C AE02A59F A250129A 6A9C1E37
  779F43E6 9A2932DC FF07E370 2773A47C 345AB126 14FB159D D0FC6EDA 63D5B0E7
  E0538CDA 0F6E1D4C AE6A8AAB 28D8B259 05EFE7BC BF5E4034 B80ED4FD D02CA2A5
  EE070DAA CFE10726 366422CE BB3DFCE6 BF0523F7 D92043D6 7291BB9D 06746384
  6F53008E 2DBF0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 14833E22 1851C89D 96E54713 09992E67 955034D8
  43301D06 03551D0E 04160414 833E2218 51C89D96 E5471309 992E6795 5034D843
  300D0609 2A864886 F70D0101 05050003 82010100 7FA8F3DF BF7A8114 5F930AE0
  35C0BF3C DE9FC2AE 01079D86 C8D1E40F 31E719AE 662F5E44 51E99C90 DDCB4B21
  90327669 9982209D C8CFB132 5315D916 D1E03EE8 9DE6084B 8641DE05 D300A7C1
  01C43BC1 642F1DAB 4EF341A7 02978073 9528152A 2488F416 26A23229 8C2D6BFA
  4186333A 952F6CB9 5C344DCD A129BED6 77876B7D B39DDEAE B45E7488 30B8591D
  3449D3F6 ED5F3024 59268633 200F3A08 ECC24870 CDC5D95E 7F5CCC53 C0D15124
  D51EB168 91E43419 0AEB17E7 98DC43F4 BA27FAF2 46333F7A 8F6ED435 B1516007
  4966731F CD2B7E8B 37689A7B DD1AD5A7 45ACC56E 86CED6BE 6D39E652 ED406F8B
  EA969C62 2722C58F 6D6EB2C0 D0AB15D9 D281B792
        quit
!
license udi pid ISR4221/K9 sn FGL224190D4
no license smart enable
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
!
!
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface GigabitEthernet0/0/0
 description connected to PC-B
 ip address 172.16.10.1 255.255.255.0
 negotiation auto
!
interface GigabitEthernet0/0/1
 description connected to S1
 ip address 172.16.11.1 255.255.255.0
 negotiation auto
!
interface Serial0/1/0
 no ip address
 shutdown
!
interface Serial0/1/1
 no ip address
 shutdown
!
ip forward-protocol nd
ip http server
ip http authentication local
ip http secure-server
!
!
!
!
!
!
control-plane
!
banner motd ^CAuthorized access only^C
!
line con 0
 password 7 02050D480809
 login
 transport input none
 stopbits 1
line vty 0 4
 password 7 01100A054818
 login
line vty 5 15
 password 7 01100A054818
 login
!
!
!
!
!
!
end
R1>show ip int brief
Interface              IP-Address      OK? Method Status                Protocol
GigabitEthernet0/0/0   172.16.10.1     YES manual up                    up
GigabitEthernet0/0/1   172.16.11.1     YES manual up                    up
Serial0/1/0            unassigned      YES unset  administratively down down
Serial0/1/1            unassigned      YES unset  administratively down down

C:\Users\Admin>ping 172.16.10.254

Pinging 172.16.10.254 with 32 bytes of data:
Reply from 172.16.10.254: bytes=32 time<1ms TTL=127
Reply from 172.16.10.254: bytes=32 time<1ms TTL=127
Reply from 172.16.10.254: bytes=32 time<1ms TTL=127
Reply from 172.16.10.254: bytes=32 time<1ms TTL=127

Ping statistics for 172.16.10.254:
    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
    Minimum = 0ms, Maximum = 0ms, Average = 0ms


[bookmark: _GoBack]
SWITCH

Authorized access only

User Access Verification

Password:
S1>enable
Password:
Password:
S1#show run
Building configuration...

Current configuration : 1498 bytes
!
! Last configuration change at 03:31:45 UTC Tue Mar 2 1993
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$2KF8$7WhgH07IpaFw25eGOAO891
!
no aaa new-model
system mtu routing 1500
!
!
!
!
!
!
!
no ip domain-lookup
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface FastEthernet0/1
!
interface FastEthernet0/2
!
interface FastEthernet0/3
!
interface FastEthernet0/4
!
interface FastEthernet0/5
!
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
!
interface FastEthernet0/10
!
interface FastEthernet0/11
!
interface FastEthernet0/12
!
interface FastEthernet0/13
!
interface FastEthernet0/14
!
interface FastEthernet0/15
!
interface FastEthernet0/16
!
interface FastEthernet0/17
!
interface FastEthernet0/18
!
interface FastEthernet0/19
!
interface FastEthernet0/20
!
interface FastEthernet0/21
!
interface FastEthernet0/22
!
interface FastEthernet0/23
!
interface FastEthernet0/24
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
 ip address 172.16.11.10 255.255.255.0
!
ip default-gateway 172.16.11.1
ip http server
ip http secure-server
!
no vstack
banner motd ^CAuthorized access only^C
!
line con 0
 password cisco
 login
line vty 0 4
 login
line vty 5 15
 login
!
End
S1#
S1#show ip int brief
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  172.16.11.10    YES manual up                    down
FastEthernet0/1        unassigned      YES unset  down                  down
FastEthernet0/2        unassigned      YES unset  down                  down
FastEthernet0/3        unassigned      YES unset  down                  down
FastEthernet0/4        unassigned      YES unset  down                  down
FastEthernet0/5        unassigned      YES unset  down                  down
FastEthernet0/6        unassigned      YES unset  down                  down
FastEthernet0/7        unassigned      YES unset  down                  down
FastEthernet0/8        unassigned      YES unset  down                  down
FastEthernet0/9        unassigned      YES unset  down                  down
FastEthernet0/10       unassigned      YES unset  down                  down
FastEthernet0/11       unassigned      YES unset  down                  down
FastEthernet0/12       unassigned      YES unset  down                  down
FastEthernet0/13       unassigned      YES unset  down                  down
FastEthernet0/14       unassigned      YES unset  down                  down
FastEthernet0/15       unassigned      YES unset  down                  down
FastEthernet0/16       unassigned      YES unset  down                  down
FastEthernet0/17       unassigned      YES unset  down                  down
FastEthernet0/18       unassigned      YES unset  down                  down
FastEthernet0/19       unassigned      YES unset  down                  down
FastEthernet0/20       unassigned      YES unset  down                  down
FastEthernet0/21       unassigned      YES unset  down                  down
FastEthernet0/22       unassigned      YES unset  down                  down
FastEthernet0/23       unassigned      YES unset  down                  down
FastEthernet0/24       unassigned      YES unset  down                  down
GigabitEthernet0/1     unassigned      YES unset  down                  down
GigabitEthernet0/2     unassigned      YES unset  down                  down
S1#


C:\Users\Admin>ping 172.16.11.254

Pinging 172.16.11.254 with 32 bytes of data:
Request timed out.
Reply from 172.16.11.254: bytes=32 time<1ms TTL=127
Reply from 172.16.11.254: bytes=32 time<1ms TTL=127
Reply from 172.16.11.254: bytes=32 time<1ms TTL=127

Ping statistics for 172.16.11.254:
    Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:
    Minimum = 0ms, Maximum = 0ms, Average = 0ms

