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[bookmark: _Toc229048518]Abstract
Digital forensic investigations rely on a diverse ecosystem of tools designed to acquire, preserve, examine, and analyse digital evidence in a manner that is forensically sound and legally defensible. As digital environments expand to include encrypted storage, cloud platforms, mobile ecosystems, and virtualised systems, forensic tools must evolve to address increasingly complex investigative challenges. This research critically evaluates four modern forensic tools—FTK Imager, Magnet AXIOM, Autopsy, and Cellebrite UFED—representing imaging, commercial forensic suites, open‑source platforms, and mobile forensics, respectively. The analysis examines each tool’s capabilities, limitations, cost, supported evidence types, and suitability for different phases of the CHFI process. The report also integrates ACPO principles and ISO 27037 guidelines to contextualise best practices in evidence handling. A comparative evaluation demonstrates that no single tool can address all investigative requirements, reinforcing the need for a multi‑tool approach in modern digital forensics. (A. Selim and İ. Ali, 2024)
Introduction
Digital forensics is a specialised discipline concerned with the identification, acquisition, examination, analysis, and reporting of digital evidence. As cybercrime continues to grow in sophistication, forensic practitioners must rely on a wide range of tools to extract and interpret evidence from computers, mobile devices, cloud platforms, and networked environments. The Computer Hacking Forensic Investigator (CHFI) methodology provides a structured framework for conducting investigations, while the ACPO principles and ISO 27037 offer guidance on evidence handling and preservation. (Luthfi, 2024)
This research evaluates four widely used forensic tools across different categories: FTK Imager (imaging), Magnet AXIOM (commercial suite), Autopsy (open‑source suite), and Cellebrite UFED (mobile forensics). The analysis explores their technical capabilities, limitations, and suitability for different phases of the forensic process. A comparative table and critical evaluation are provided to support tool selection in real‑world investigations.
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[bookmark: _Toc229048520]ACPO Principles
The ACPO (Association of Chief Police Officers) principles underpin digital evidence handling in the UK and remain foundational despite organisational restructuring. They ensure that evidence is collected and processed in a manner that preserves integrity and admissibility. (Bryant, 2016)
· Principle 1: No action should change data on a device that may be relied upon in court.
· Principle 2: If accessing original data is unavoidable, the person doing so must be competent and able to explain their actions.
· Principle 3: An audit trail must be maintained.
· Principle 4: The person in charge of the investigation is responsible for ensuring adherence to these principles.

These principles directly influence tool selection, particularly during acquisition, where write‑blocking and validated imaging tools are essential.

[bookmark: _Toc229048521]ISO 27037 and Related Standards
ISO 27037 provides guidelines for the identification, collection, acquisition, and preservation of digital evidence (ISO 27037, 2020). It emphasises:
· Use of validated forensic tools
· Preservation of the chain of custody
· Forensically sound acquisition methods
· Documentation of all actions
ISO 27041, 27042, and 27043 further support investigation processes, analysis, and incident handling. These standards reinforce the need for reliable, repeatable forensic processes supported by appropriate tools (ISO 27037, 2020). (mit Netzanbindung, 2012)
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Digital forensic tools can be categorised into:
• 	Imaging tools (e.g., FTK Imager)
• 	Commercial forensic suites (e.g., Magnet AXIOM)
• 	Open‑source forensic suites (e.g., Autopsy)
• 	Mobile forensic tools (e.g., Cellebrite UFED)
Each category supports different CHFI phases and evidence types. Selecting the correct tool is essential to ensure evidential integrity and investigative efficiency.
Modern digital investigations face several challenges that influence tool selection. The widespread adoption of full‑disk encryption (FDE), such as BitLocker and FileVault, means that acquisition tools must support live memory capture or rely on recovery keys. Cloud storage platforms introduce additional complexity, as evidence may be distributed across multiple geographic regions and accessed through APIs rather than traditional file systems. Mobile devices present further challenges due to secure boot chains, encrypted messaging applications, and rapid OS updates that can break forensic compatibility.
These challenges require investigators to use a combination of tools rather than relying on a single suite. Imaging tools must support encrypted volumes, analysis tools must parse cloud artefacts, and mobile tools must adapt to evolving security models. Understanding these challenges helps justify the need for a multi-tool approach in modern forensic practice. (Agboola, 2024)
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	Tool
	Category
	Cost
	Key Features
	Supported Evidence
	CHFI Phase
	Limitations

	FTK Imager
	Imaging Tool
	Free
	Disk imaging, hash verification, and preview data
	HDD, SSD, USB
	Acquisition
	Limited analysis

	Magnet AXIOM
	Commercial Suite
	High
	Artefacts recovery, timeline analysis, cloud/mobile support
	Disk, cloud, mobile
	Analysis
	Expensive, resource-heavy

	Autopsy
	Open Source
	Free
	File carving, keyword search, timeline analysis
	Disk images
	Analysis
	Slower, limited automation

	Cellebrite UFED
	Mobile Tool
	High
	Mobile extraction, app data recovery, SIM analysis
	Smartphones, tablets
	Acquisition & Analysis
	Limited to mobile




[bookmark: _Toc229048524]Tool Validation and Reliability
An essential component of digital forensic practice is validating tools before they are used in an investigation. ISO 27037 emphasises that forensic tools must be “fit for purpose,” meaning they must reliably perform the functions required without altering the original evidence. In practice, this means investigators must test tools in controlled environments, verify hash consistency, and ensure that imaging tools produce identical results across repeated acquisitions. Organisations such as NIST maintain tool‑testing programmes that evaluate the accuracy of forensic software, particularly in areas such as file carving, hashing, and artefact extraction.
Tool validation is especially important when using open‑source tools such as Autopsy, where community‑developed plugins may vary in quality. Commercial tools like Magnet AXIOM and Cellebrite UFED undergo more formal testing and certification, but they are not immune to errors. Investigators must therefore remain aware of tool limitations, software bugs, and version-specific issues. Proper documentation of tool versions, settings, and procedures is essential to maintaining evidential integrity and ensuring that findings withstand legal scrutiny. (Stoykova, 2023)

[bookmark: _Toc229048525]Critical Evaluation of Each Tool
[bookmark: _Toc229048526]FTK Imager
FTK Imager is a foundational tool for forensic acquisition. It creates forensically sound images while generating cryptographic hash values to verify integrity. Its ability to preview data without altering the source supports ACPO Principle 1. FTK Imager also captures volatile memory, which is essential when dealing with encrypted systems such as BitLocker, where keys may reside in RAM.
Its support for multiple file systems and imaging formats makes it versatile across Windows, Linux, and macOS environments. FTK Imager’s lightweight design and portability make it ideal for field triage, allowing investigators to quickly assess whether a device contains relevant evidence before committing to a full acquisition.
However, FTK Imager lacks advanced analysis features. It cannot parse artefacts, reconstruct timelines, or generate detailed reports. It must therefore be paired with a full forensic suite for deeper investigation. Despite these limitations, FTK Imager remains indispensable due to its reliability, ease of use, and adherence to forensic best practices.
[bookmark: _Toc229048527]Magnet AXIOM
Magnet AXIOM is one of the most advanced forensic suites available. It automatically extracts artefacts from operating systems, browsers, cloud services, and mobile devices. Its timeline reconstruction engine correlates events across multiple sources, enabling investigators to identify patterns such as data exfiltration, insider threats, or anti‑forensic behaviour.
AXIOM’s cloud acquisition capabilities are particularly valuable, as modern investigations frequently involve remote storage platforms. The tool can acquire data from Google Drive, OneDrive, Dropbox, and other cloud services, making it highly relevant in cases involving cloud synchronisation or remote access.
AXIOM also integrates mobile forensics, allowing investigators to analyse mobile data alongside computer artefacts. This unified approach provides a holistic view of user activity across devices.
However, AXIOM requires powerful hardware and is expensive, limiting accessibility for smaller organisations. Processing large datasets can be time‑consuming, and the tool’s advanced features may present a learning curve for inexperienced users. Despite these challenges, AXIOM’s comprehensive capabilities make it one of the most effective tools for digital forensic analysis.
[bookmark: _Toc229048528]Autopsy
Autopsy provides many of the same capabilities as commercial suites but without licensing costs. Its modular design allows investigators to extend functionality through plugins, making it highly adaptable. Autopsy supports file carving, keyword searching, hash analysis, and timeline reconstruction, making it suitable for foundational forensic analysis.
Its user‑friendly interface makes it accessible to students and beginners, while its integration with The Sleuth Kit provides powerful command‑line capabilities for advanced users. Autopsy’s ability to process disk images and extract artefacts from common file systems makes it suitable for a wide range of investigations.
However, Autopsy lacks the automation and performance optimisation of commercial tools. It may struggle with very large datasets and requires more manual effort to interpret results. Despite these limitations, Autopsy remains a valuable tool for foundational forensic analysis and is widely used in academic environments.

[bookmark: _Toc229048529]Cellebrite UFED
Cellebrite UFED is the industry standard for mobile forensics. It supports logical, file system, and physical extractions, including the recovery of deleted messages, app data, and location information. Its ability to bypass certain device locks makes it invaluable in criminal investigations.
UFED’s support for thousands of device models and its ability to decode encrypted messaging applications such as WhatsApp, Signal, and Telegram make it essential for modern investigations. Its extraction capabilities extend to SIM cards, memory cards, and cloud‑linked mobile accounts.
However, UFED is limited to mobile devices and cannot replace general‑purpose forensic suites. It must be used alongside tools such as AXIOM or Autopsy for a complete investigation. Additionally, UFED is expensive and requires specialist training.

[bookmark: _Toc229048530]Cross‑Tool Interoperability
Another important factor in evaluating forensic tools is interoperability. In real investigations, evidence is rarely processed using a single tool. For example, FTK Imager may be used to acquire a disk image, which is then analysed in Magnet AXIOM or Autopsy. Cellebrite UFED may extract mobile data that is later imported into AXIOM for timeline correlation. The ability of tools to support common formats such as E01, AFF, DD, and UFDR is therefore essential.
Magnet AXIOM excels in interoperability, supporting a wide range of image formats and mobile extraction outputs. Autopsy also supports common formats but may require additional plugins for specialised data types. UFED’s proprietary formats can sometimes limit compatibility, requiring conversion tools. Understanding these interoperability constraints is crucial when designing an investigation workflow.

[bookmark: _Toc229048531]Suitability for CHFI Phases
	CHFI Phase
	Most Suitable Tool
	Justification

	Acquisition
	FTK Imager; Cellebrite UFED
	FTK Imager ensures forensically sound disk imaging, while UFED handles mobile device extraction.

	Examination
	Magnet AXIOM; Autopsy
	Both tools parse artefacts, recover deleted files, and support keyword searches.

	Analysis
	Magnet AXIOM
	AXIOM’s automation, timeline reconstruction, and cloud support make it ideal for deep analysis.

	Reporting
	Magnet AXIOM; Autopsy
	Both generate structured reports; AXIOM provides more advanced visualisation.



[bookmark: _Toc229048532]Additional Considerations for CHFI Alignment	
While the CHFI phases provide a structured approach to investigations, tool suitability also depends on the nature of the evidence and the investigative context. For example, in cases involving insider threats or intellectual property theft, Magnet AXIOM’s timeline and cloud artefact analysis capabilities become particularly valuable. In contrast, investigations involving physical device tampering or SIM‑based communication may rely more heavily on Cellebrite UFED.
FTK Imager remains the preferred tool for acquisition due to its strict adherence to forensic imaging standards, but in situations involving encrypted drives, live acquisition tools or memory capture utilities may be required. Autopsy, while not as advanced as AXIOM, provides a reliable platform for examination and reporting in budget‑constrained environments. These considerations highlight the importance of aligning tool selection with both CHFI methodology and case‑specific requirements.
[bookmark: _Toc229048533]Discussion 
The reliability of forensic tools must be supported by validated methodologies and testing frameworks, as outlined by standards such as ISO 27037 and NIST guidelines (ISO 27037, 2020; NIST, 2022).”
The evaluation demonstrates that each tool plays a distinct role within the forensic process. FTK Imager is indispensable for acquisition, particularly when dealing with encrypted systems. Magnet AXIOM provides the most comprehensive analysis capabilities, while Autopsy offers a cost‑effective alternative for foundational investigations. Cellebrite UFED is essential for mobile device forensics, an increasingly important area as smartphones become central to communication and data storage.
A multi‑tool approach is therefore necessary to meet the requirements of modern investigations. No single tool can address all evidence types, platforms, or investigative phases. Investigators must select tools based on the specific requirements of each case, the nature of the evidence, and the constraints of the investigative environment.

[bookmark: _Toc229048534]Research conclusion 
This research has critically evaluated four modern forensic tools across imaging, commercial suites, open‑source platforms, and mobile forensics. The analysis demonstrates that while each tool has strengths, none can independently support the full CHFI process. FTK Imager excels in acquisition, Magnet AXIOM in analysis, Autopsy in cost‑effective examination, and Cellebrite UFED in mobile extraction. Effective digital investigations require a combination of tools aligned with ACPO principles and ISO forensic standards to ensure evidential integrity and investigative accuracy.
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This case study involves a suspected incident of data sabotage and intellectual property theft at Cyfusion Mobile Manufacturing Company (CMMC). The suspect, Rich Daley, was employed as a designer responsible for developing graphical user interfaces for mobile devices. Before his resignation, Rich had access to highly confidential design files, including those associated with the upcoming Samsung Galaxy Z Flip 6 project.
It is alleged that Rich deliberately deleted critical design files from his company-issued Windows 11 workstation using a file wiping tool, such as Eraser, and subsequently transferred sensitive data to a personal Google Drive account. The system was protected using BitLocker full-disk encryption, and no backups of the design files were maintained due to their confidential nature.
The incident represents a significant risk to the organisation, as the stolen designs could be sold to competitors, resulting in substantial financial losses and reputational damage. The objective of this forensic investigation is to identify and recover digital evidence demonstrating the suspect’s actions, including data deletion, anti-forensic activity, and unauthorised data exfiltration.
The investigation will follow established forensic methodologies aligned with CHFI practices and ACPO principles to ensure that all evidence is handled in a legally admissible manner.

[bookmark: _Toc229048537]Forensic Methodology
[bookmark: _Toc229048538]Application of ACPO Principles
The forensic investigation was conducted in accordance with the Association of Chief Police Officers' principles, which provide a framework for handling digital evidence in the United Kingdom. These principles ensure that evidence remains reliable, intact, and admissible in legal proceedings.
The first principle states that no action should alter data that may be relied upon in court. To comply with this, all analysis was performed on forensic images rather than the original device. The second principle requires that any access to original data be conducted by a competent individual who can explain their actions. This ensures accountability throughout the investigation.
An audit trail was maintained to document all actions taken, including acquisition methods, tools used, and analysis procedures. This documentation is essential for verifying the integrity of the investigation and supporting legal proceedings.
[bookmark: _Toc229048539]Evidence Acquisition from Encrypted Systems (BitLocker)
The suspect’s system was protected using BitLocker full-disk encryption, which encrypts all data stored on the device. This presents a significant challenge for forensic investigators, as data cannot be accessed if the system is powered off without the encryption key.
To overcome this limitation, a live acquisition approach was required. The system was analysed while powered on to capture volatile memory (RAM), which may contain the encryption keys. Capturing memory is critical in such scenarios, as it allows investigators to access decrypted data without needing the original encryption credentials.
A forensic image of the disk was then created using FTK Imager, ensuring that a bit-by-bit copy of the storage device was obtained. Cryptographic hash values were generated to verify the integrity of the acquired image.
This approach ensures that evidence can be analysed without compromising its integrity, while also enabling access to encrypted data. (Lowman, 2010)

[bookmark: _Toc229048540]Detection of Anti-Forensic Activity
The suspect used a file-wiping tool to delete sensitive data before leaving the organisation. Anti-forensic techniques such as file wiping are designed to prevent data recovery by overwriting storage sectors multiple times.
To detect such activity, system artefacts were analysed using Magnet AXIOM and the Autopsy digital forensics platform. This included examining registry entries, prefetch files, and installed applications to identify evidence of a wiping tool's use.
Prefetch files provide information about recently executed programs, while registry entries can reveal installation and usage patterns. The presence of wiping software, combined with unusual file system behaviour, provides strong evidence of intentional data destruction.
This stage is critical not only for identifying data loss but also for demonstrating intent, which is essential in legal proceedings.





[bookmark: _Toc229048541]File Recovery and File Carving
Despite the use of file-wiping tools, it is often possible to recover fragments of deleted data using file-carving techniques. File carving involves scanning unallocated disk space for known file signatures and reconstructing files based on these patterns.
Using tools such as Autopsy, investigators can identify fragments of deleted files, including Autodesk Maya project files. While complete recovery may not always be possible, partial data can still provide valuable evidence.
Recovered file fragments can demonstrate the existence of deleted files and support claims of data sabotage. (Sethi, 2024)

[bookmark: _Toc229048542]Cloud Evidence and Browser Artefacts
The suspect is believed to have transferred data to a personal Google Drive account. Cloud-based evidence can be identified by analysing browser artefacts, including browsing history, cookies, and cached files.
Using Magnet AXIOM, investigators can extract information related to cloud activity, such as login sessions, file uploads, and access timestamps. This evidence can be used to establish a link between the suspect and unauthorised data transfers.
The correlation of browser artefacts with file deletion timestamps provides strong evidence of data exfiltration.

[bookmark: _Toc229048543]Challenges of Full-Disk Encryption in Forensic Investigations
Full-disk encryption (FDE) technologies such as BitLocker significantly enhance data security by encrypting all data stored on a device. However, this also introduces substantial challenges for forensic investigators. When a system is powered off, the encrypted data cannot be accessed without the decryption key, which is typically protected by user credentials or stored in secure hardware modules such as the Trusted Platform Module (TPM).
In forensic investigations, this limitation necessitates the use of live acquisition techniques. By capturing volatile memory while the system is running, investigators can extract encryption keys that reside temporarily in RAM. This process enables access to decrypted data without compromising the integrity of the evidence.
However, live acquisition introduces additional risks. Any interaction with a live system may alter data, potentially affecting evidential integrity. Therefore, investigators must carefully balance the need to access encrypted data with the requirement to preserve evidence in a forensically sound manner. This highlights the importance of expertise and adherence to established forensic principles.

[bookmark: _Toc229048544]Investigation Plan
The investigation was conducted using a structured, step-by-step approach aligned with CHFI methodology and ACPO principles. Each stage was designed to preserve evidential integrity while enabling comprehensive analysis of the suspect’s activities.

[bookmark: _Toc229048545]Securing the Scene and Device
The first step involved securing the suspect’s workstation to prevent any further alteration of data. The system was isolated from the network to prevent remote access or tampering. Photographic documentation of the system state was conducted, including screen status, connected devices, and system configuration.
Maintaining the integrity of the original evidence was critical at this stage. Any interaction with the system was carefully controlled and documented to ensure compliance with forensic standards.

[bookmark: _Toc229048546]Live Acquisition and Memory Capture
Due to BitLocker encryption, a live acquisition approach was necessary. The system was analysed while powered on to capture volatile memory (RAM), which may contain encryption keys and data from running processes.
Memory capture tools were used to extract RAM contents, enabling investigators to recover encryption keys and access decrypted data. This step was essential for bypassing full-disk encryption and preserving access to the system’s contents. (Dangi, 2022)

[bookmark: _Toc229048547]Disk Imaging and Hash Verification
A forensic image of the storage device was created using FTK Imager. The imaging process involved creating a bit-by-bit copy of the disk, ensuring that all data, including deleted and unallocated space, was preserved. (Alshammari, 2023)
Cryptographic hash values (MD5 and SHA-1) were generated during acquisition and verified after imaging to ensure data integrity. This process ensures that the forensic image is a replica of the original device and has not been altered.

[bookmark: _Toc229048548]Analysis of System Artefacts
The forensic image was analysed using Magnet AXIOM and Autopsy digital forensics platform. System artefacts such as registry entries, prefetch files, and installed programs were examined to identify evidence of suspicious activity.
Prefetch files were used to determine which applications had been executed, including any potential file-wiping tools. Registry analysis provided insight into software installation and usage patterns.

[bookmark: _Toc229048549]Detection of Anti-Forensic Activity
The presence of file-wiping software and abnormal file system behaviour identified evidence of anti-forensic activity. Investigators searched for artefacts indicating the execution of wiping tools, including application logs and registry traces.
The timing of file deletion events was analysed to determine whether they coincided with the suspect’s resignation. This correlation provides evidence of deliberate data destruction.

[bookmark: _Toc229048550]File Carving and Data Recovery
File carving techniques were applied to recover deleted data from unallocated space. Using Autopsy, investigators identified file signatures associated with Autodesk Maya files and attempted to reconstruct deleted project data.
Although full recovery was not always possible, partial file fragments were successfully recovered, demonstrating that the files had existed before deletion.

[bookmark: _Toc229048551]Cloud Activity Analysis
Browser artefacts were analysed to identify evidence of cloud activity. Using Magnet AXIOM, investigators examined browsing history, cookies, and cached files to identify access to Google Drive.
Login sessions, file upload timestamps, and account identifiers were extracted to establish a link between the suspect and unauthorised data transfers. (Al-Mohannadi, 2020)

[bookmark: _Toc229048552]Correlation of Evidence
The final stage involved correlating evidence from multiple sources to reconstruct the sequence of events. File deletion timestamps were compared with cloud upload activity, and application usage data was analysed to identify patterns of behaviour.
This correlation provided a comprehensive view of the suspect’s actions, enabling investigators to establish intent and support their conclusions.

[bookmark: _Toc229048553]Justification of Tool Selection
The selection of forensic tools for this investigation was based on their suitability for specific phases of the CHFI process and their ability to handle the challenges presented by the case.
FTK Imager was selected for acquisition due to its reliability in creating forensically sound disk images and generating hash values to verify data integrity. Its ability to capture memory further supports investigations involving encrypted systems.
Magnet AXIOM was chosen for analysis due to its advanced artefact extraction capabilities and support for cloud and mobile data. Its automation features enable efficient processing of large datasets.
Autopsy digital forensics platform was used as a complementary tool for file carving and verification of findings. Using multiple tools ensures that results can be cross-validated, reducing the risk of errors.
The combination of these tools reflects a multi-tool approach, which is essential for addressing the diverse challenges of modern digital investigations.

[bookmark: _Toc229048554]Findings
The forensic investigation identified multiple sources of digital evidence supporting the conclusion that the suspect engaged in deliberate data sabotage and unauthorised data exfiltration.

[bookmark: _Toc229048555]Evidence of Anti-Forensic Activity
Analysis of system artefacts revealed the presence of a file-wiping tool consistent with software such as Eraser. Prefetch files confirmed that the application had been executed, while registry entries indicated that the software had been installed before the suspect’s resignation.
The timing of these activities aligns with the period immediately before the suspect left the organisation, suggesting intentional deletion of sensitive data. The presence of wiping tool artefacts demonstrates deliberate attempts to prevent data recovery.
[bookmark: _Toc229048556]Recovery of Deleted Files
File carving techniques identified fragments of deleted Autodesk Maya project files within unallocated disk space. Although the files were not fully recoverable, the presence of identifiable file signatures confirms that these files existed before deletion.
The recovery of partial data provides critical evidence supporting claims of data sabotage and demonstrates that the suspect attempted to remove proprietary designs.

[bookmark: _Toc229048557]Evidence of Cloud Data Transfer
Browser artefact analysis revealed multiple instances of access to Google Drive. History records, cookies, and cached data indicate that the suspect logged into a personal account and accessed cloud storage services.
Timestamps associated with these activities closely align with the period when files were deleted, suggesting that data was transferred before deletion. This provides strong evidence of data exfiltration.

[bookmark: _Toc229048558]Correlation of Events 
By correlating artefacts from different sources, investigators established a timeline of events. The execution of the wiping tool, deletion of files, and access to cloud storage occurred within a narrow timeframe.
This sequence of events strongly supports the conclusion that the suspect deliberately transferred data before attempting to erase evidence.

[bookmark: _Toc229048559]Interpretation of Evidence
The evidence collected during the investigation provides a consistent and coherent account of the suspect’s actions. The presence of wiping-tool artefacts, combined with the recovery of deleted file fragments, demonstrates that data was intentionally removed rather than lost due to a system error.
The correlation between file-deletion timestamps and cloud-access activity further strengthens the case for data exfiltration. This temporal alignment indicates that files were likely transferred before being deleted, suggesting a deliberate attempt to remove evidence after extraction.
Additionally, the use of anti-forensic tools indicates a level of premeditation. The suspect’s actions were not accidental but involved deliberate steps to conceal activity, a critical factor in establishing intent.

[bookmark: _Toc229048560]Legal and Evidential Considerations
In digital forensic investigations, the admissibility of evidence in legal proceedings is of paramount importance. Evidence must be collected, preserved, and analysed in a manner that ensures its integrity and reliability. Failure to adhere to established forensic standards may result in evidence being deemed inadmissible in court.
The application of ACPO principles ensures that evidence is handled in a forensically sound manner. By avoiding direct interaction with original data and maintaining a clear audit trail, investigators can demonstrate that the evidence has not been altered. (Lallie, 2012)
Chain of custody is another critical aspect of forensic investigations. This involves documenting every stage of evidence handling, including acquisition, storage, analysis, and transfer. Proper documentation ensures that the integrity of the evidence can be verified at any point during the investigation.
The use of validated forensic tools further supports evidential reliability. Tools must be tested and verified to ensure that they produce consistent and accurate results. Investigators must also document tool versions and configurations to ensure reproducibility.
In this case, the combination of forensic imaging, artefact analysis, and data recovery techniques provides a robust evidential foundation. The ability to correlate evidence from multiple sources strengthens the reliability of the findings and supports their admissibility in legal proceedings.



[bookmark: _Toc229048561]Discussion
The findings of this investigation highlight the increasing complexity of modern digital forensic investigations. The use of full-disk encryption technologies such as BitLocker presents significant challenges, requiring investigators to employ live acquisition techniques to access encrypted data.
Similarly, the use of anti-forensic tools demonstrates a deliberate attempt to conceal evidence. However, despite these efforts, residual artefacts such as prefetch files and registry entries provide valuable insight into user activity.
While tools such as Magnet AXIOM provide advanced automation capabilities, reliance on automated processes may introduce interpretive bias if results are not independently verified. This highlights the importance of investigator expertise and cross-tool validation in ensuring the accuracy of forensic findings.
Another challenge is the distributed nature of modern data storage. Cloud platforms complicate evidence acquisition, as data may reside outside the physical device. However, browser artefacts provide an effective method for identifying cloud activity and linking users to data transfers.
It is also important to recognise the limitations of forensic tools. Data that has been securely wiped or overwritten may not be recoverable, and the tool's effectiveness may vary depending on the system configuration and software version. These limitations must be considered when interpreting findings.
Overall, the investigation demonstrates the importance of combining technical tools with structured methodologies to produce reliable and legally defensible evidence.

[bookmark: _Toc229048562]Conclusion
This forensic investigation has demonstrated that the suspect, Rich Daley, engaged in deliberate data sabotage and unauthorised data exfiltration before leaving the organisation. Through the application of structured forensic methodologies and specialised tools, investigators identified evidence of file deletion, anti-forensic activity, and cloud-based data transfer.
The use of BitLocker encryption presented a significant challenge; however, live acquisition techniques enabled access to encrypted data. Analysis of system artefacts revealed the use of file-wiping software, while file-carving techniques confirmed the prior existence of deleted design files. Browser artefact analysis further established a link between the suspect and unauthorised data transfers to a personal cloud account.
The correlation of these findings provides strong evidence of intentional misconduct and supports the conclusion that the suspect attempted to remove and transfer proprietary company data.
This case highlights the importance of digital forensics in addressing insider threats and protecting organisational assets. It also demonstrates the need for organisations to implement forensic readiness strategies, including regular backups, monitoring systems, and access controls, to mitigate similar risks in the future.

Invoice 
Services 
	Service Provided
	Hours
	Hourly Rate (£)
	Total (£)

	Initial Consultation & Incident Assessment
	3
	120
	360

	Evidence Acquisition & Disk Imaging
	6
	150
	900

	Memory Capture & Encryption Analysis
	4
	150
	600

	System Artefact Analysis
	8
	150
	1200

	File Carving & Data Recovery
	5
	150
	750

	Cloud & Browser Artefact Analysis
	4
	150
	600

	Report Writing & Documentation
	8
	120
	960

	Evidence Correlation & Timeline Reconstruction
	4
	150
	600



Subtotal = £5970




Professional expenses 
	Expense
	Cost (£)

	Evidence Storage Media
	85

	Write-Blocker Equipment Usage
	120

	Software Licensing & Tool Access
	250



Additional Costs
£455
Total Amount Due
£6,425
Payment Terms
Payment due within 30 days of invoice date.
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