Design and Implementation of Factory Visual Management System Based on Spring Cloud
1. Introduction 
Under the background of digital transformation, the development scale of factories is further expanded, and the competition is becoming more and more fierce, which brings severe test to workshop production management and personnel management. How to know the production status of the factory more timely and intuitively to make reasonable control, so as to improve the production efficiency and enhance its own competitiveness has become an urgent problem for the factory. In this paper, the factory visual management system based on Spring Cloud is proposed, which adopts the development mode of separating front and back ends, and uses Spring Cloud as the framework to build the micro-service architecture of the system. Use Vue.js and uni-app framework to build the PC-side and mobile-side architectures of the platform; In the form of micro-service, the server is divided into several independent services for deployment and operation. The front end sends requests to the server to get response data, and then the corresponding data is displayed by using Element UI and Echarts related components. After testing, deployment and trial use, the system runs stably and has strong cross-platform performance, which improves the factory management efficiency and production efficiency.
With the increasing requirements of software engineering projects and the upgrading and development of software development technology framework, microservice architecture has emerged. Micro-service architecture divides a single application in a project into several small programs that can run independently according to business rules, and each small program carries out data communication and information transmission according to server rules. Each applet is split into independent small services according to specific business rules, and each small service realizes a relatively independent function. These functions are split and designed according to the principle of low coupling and high cohesion, so as to minimize the dependency between services, and small services can also be developed with different data storage technologies and different languages [1]. Therefore, these servlets are called "microservices". Micro-service framework is derived from the development of SOA technology, which is a further split of SOA architecture, making it more independent and more precise in granularity. With the application of micro-service technology, software development and maintenance can realize "pluggable" operation similar to hardware development, and software development can be quickly combined according to business functions and user requirements, and software products can be developed and iterated more quickly.
Spring Cloud is a set of framework for building microservice applications [2], which is built on Spring Boot. The application of Spring Cloud technology can realize the management of microservices, including the operation of business system splitting, microservice registration, interface configuration and monitoring deployment according to Spring Cloud microservice specification. Applying the Spring Cloud framework specification to the development of microservices can help developers to build reliable and flexible applications.
Spring Cloud microservice architecture has the advantages of simple development, centralized management, decentralized management, and project developers can choose appropriate development languages and tools according to actual needs [3]. The system has good scalability and easy maintenance, and microservices can be regarded as independent service components to avoid repeated development. Within the system, services are decoupled, and unified management such as creation, modification and deletion can be realized for each service. By applying micro-service technology, services can be divided into services with smaller granularity, so that each service can focus on a single function and realize the modularization of functions. The development team can independently complete the development work, improve the development efficiency and support the agile development method.
2 Microservice architecture 
With the continuous development of Internet technology, the server architecture is constantly updated, and it begins to develop from single architecture to micro-service architecture [4]. Monomer architecture generally includes three parts: data layer, business layer and view layer, namely MVC (Model View Controller) structure. Using single architecture, at the initial stage of the project, because all business logic is written in one application, it will make development, testing and deployment simple and efficient [5]. However, with the continuous expansion of business and increasing demand, the code will become more and more bloated, which will greatly reduce the maintainability of the system, and even when modifying a small function, the system will crash due to the coupling of all functional modules. In addition, in the case of highly coupled and bloated code, how to achieve maximum functional optimization becomes tricky. The schematic diagram of the monomer is shown in Figure 1.
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Figure 1.Schematic diagram of single structure
Micro-service architecture is a new system development architecture that emerged in recent years. Its core idea is to realize the overall decoupling of business and code by decomposing business functions and requirements into different services for management [6]. Different services can be independently developed, tested, deployed and iterated, and can communicate with each other through well-defined APIs. The internal implementation details of each service are hidden from other services. Micro-service is loosely coupled and functional, and it can be developed in different languages. Each microservice has its own storage capacity, and can have its own database or unify the database. The schematic diagram of micro-service architecture is shown in Figure 2.
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Fig.2 Schematic diagram of microservice architecture
Usually, the application system is mainly composed of three parts: server application, database and client interface. With the rapid development of cloud platform technology, more and more application systems are published in the cloud, and the changes of each module of the system need to be compiled and published uniformly. The longer the update cycle, the harder it is to maintain the module architecture and the worse the system scalability.
To solve these problems, microservice architecture came into being: building applications with services. In 2014, MartinFowler, chief scientist of Thought Works Company, proposed a new system architecture: microservices [7]. He pointed out that microservice architecture style is a method of developing a single application as a set of small services, each running service has its own process, and microservices communicate with each other by using lightweight mechanism (API). Micro-services are built around business functions and can be deployed independently through automated deployment mechanism.
Micro-service is a concept of system architecture, which provides design principles and guiding ideology for the concrete implementation of micro-service. SpringCloud is based on SpringBoot. SpringBoot quickly develops a single microservice. SpringCloud can integrate multiple microservices, and actually put the microservice system architecture to the ground. SpringCloud repackages through SpringBoot to shield the complicated configuration, and finally provides developers with a simple, easy-to-deploy and easy-to-maintain distributed system development kit. The microservice architecture mainly has the following problems: microservice registration, microservice communication, microservice configuration, microservice fault tolerance, etc. SpringCloud microservice architecture solves the above problems and integrates the functions needed by most Internet companies for system architecture evolution, mainly including the following core components: Eureka (registration center), Zuul (service gateway), Kang (configuration center), Ribbon (load balancing) and HY. In order to realize the convenient migration of projects and deliver them to different cloud platforms or servers quickly, Docker technology is usually used for encapsulation [8]. At present, Internet companies such as Alibaba, Tencent and Baidu have adopted and continuously improved the micro-service technology and architecture, and most of the smart campus convergence portals in colleges and universities have adopted the popular micro-service architecture and achieved good market results.
3 System related technology selection
This system adopts the development mode of separating the front end and the back end. The back-end architecture is designed with the idea of microservice, using Spring Boot as the back-end framework and combining Spring Cloud to build microservice; The database is implemented by MySQL 5.1.6, and the data cache is implemented by Redis. The front-end architecture is divided into two parts: PC and mobile. Vue.js and uni-app are used as development frameworks respectively.
Spring[9] framework is the most popular lightweight Java server development framework at present, which provides a complete set of solutions to the problems of complex and bloated traditional development and high coupling. However, with the increasingly complex functions of Internet products, Spring can not meet the needs of developers. Under such circumstances, Spring Boot came into being. Spring Boot is designed based on Spring 4.0, which not only inherits the original excellent features of Spring, but also realizes automatic configuration, greatly simplifying the development process of server, and getting more and more developers' favor. Spring Boot is a Java EE one-stop development framework, which can create projects based on Spring simply, quickly and with zero configuration. Spring Boot provides a large number of configuration packages, which can automatically identify and configure jar packages provided in dependency management. At the same time, the Servlet container is built in, and the server can run only with Java Runtime environment without installing additional software. It also has built-in health check and measurement indicators, which can be easily accessed to the existing operation and maintenance monitoring system, and can also be monitored by using the Spring Boot Admin service provided by itself.
Spring Cloud[10] is a distributed service governance framework, which is suitable for building distributed microservice system efficiently and quickly. Spring Cloud integrates many excellent components, such as Eureka service registration and discovery component, Zuul gateway service component, Ribbon load balancing component, Feign service calling component, Config configuration component and so on. These components are all contained in Spring Cloud, which can be easily configured when used, greatly improving the development efficiency. Spring Cloud is a microservice framework based on Java language and developed by Spring Boot. It provides solutions to a series of problems such as service governance, distributed configuration, distributed tasks, service tracking, message bus, service load balancing, service fuse and degradation [11]. The core components are as follows: (1) Spring Cloud Consumer Config is a distributed configuration center, which distributes configuration for microservices registered in the same Consumer cluster. (2) Spring Cloud Consumer Discovery registers microservices in Consumer. (3)Spring Cloud OpenFeign declarative RestClient, which calls other microservices through interfaces, encapsulates RestTemplate and load balancing. (4)Spring Cloud LoadBalancer provides load balancing for microservice calls. (5)Spring Cloud Hystrix circuit breaker avoids spreading the fault of a single service to the whole service cluster. (6)Spring Data is used to simplify the access of Spring applications to data, including relational database, non-relational database, Map-Reduce framework and cloud data service, etc.
Redis [12] (Remote Dictionary Server) is an open source key-value cross-platform non-relational database written in ANSIC language. Redis runs on memory, has high performance, supports distribution, and can be expanded indefinitely in theory. Compared with other types of databases, Redis is most favored by developers because of its powerful high concurrent reading and writing ability. When faced with massive amounts of data, developers can save the data that will not change in a short time into Redis, thus reducing the pressure on the database, improving the response speed of the system and enhancing the user experience.
Vue.js is a progressive framework for building user interface. Unlike other large frameworks, Vue.js is designed to be applied layer by layer from bottom to top. The core library of Vue.js only focuses on the view layer, which is not only easy to use, but also easy to integrate with third-party libraries or existing projects. On the other hand, when combined with modern tool chains and various supporting class libraries, Vue.js can also provide drivers for complex single-page applications.
Uni-app is a framework that uses Vue.js to develop all front-end applications. Developers can only write a set of code and publish it to iOS, Android and various applets. In order to realize the multi-terminal release of a set of codes, and comprehensively consider factors such as code compilation efficiency and system performance, uni-app development should follow strict development specifications, such as flex layout for page layout, which will not be repeated here.
4. System design and implementation
4.1 System overall architecture design
This system design is mainly divided into three parts, as follows:
(1) Database, Redi s cache: the database of this platform adopts MySQL 5.1.6, in which all data of the factory management system are stored. MySQL is an open source relational database management system. Users can modify it according to their individual needs. Because of its small size, high speed and low cost, MySQL has become one of the most popular relational database management systems. This system stores all factory production data information such as employees, workshops, teams and groups, equipment, materials, orders and production work orders in the database. As the amount of data covered in the factory production process will accumulate over time, it will become more and more huge, which will lead to problems such as slow system data access. In order to solve this problem, in the process of system design, the data with high access frequency and huge volume are stored in Redis in the form of cache, and relevant limiting conditions, such as data expiration time, are set, so that the data can be updated in real time and controllably, the data read-write ability is enhanced, and the system response speed is improved.
(2) Server: divide the server into services according to functional requirements. First, build a basic micro-service framework, including service gateway, service registration and discovery center and configuration center; Secondly, according to the overall process of factory production, it is divided into five micro-services, namely, factory data management micro-services, factory capacity management micro-services, production material management micro-services, production plan management micro-services, and production workshop management micro-services. Each module corresponds to each process of factory management. (3) System front-end: the front-end of this system includes PC and mobile. The PC is mainly implemented by Vue.js framework, Element UI and Echarts, while the mobile is mainly implemented by uni-app framework, uView, uCharts and related open source components. The PC and mobile display relevant data completely and clearly in the form of charts.
4.2 System database design
This system database adopts MySQL 5.1.6. Because of space, only the structural design of some database tables will be explained here.In which the workshop information table (workshop) stores all workshop information in the factory; Equipment information table (machine) stores equipment information in each workshop; The workshop team information table (Team) stores the team information of each workshop; Team information table (employee) stores the information of people in each team; The processprice table stores the price information of each process; The reportprocess stores the information of the reported process; Operation assignment information table (assignprocess) stores operation assignment information; The production plan information table (schedule) stores the factory production plan information; The productionorder table mainly stores all product order information; Plants table stores the basic information of each factory; Company table stores basic company information; The users table stores basic information of users. The plants table and the company table have a many-to-one relationship, each company contains one or more factories, and the two tables are related by the foreign key company_id. The plants table and users table have a one-to-many relationship. There are several users in each factory, and the two tables are related by the foreign key plant_id.
4.3 Design and Implementation of System Server
4.3.1 microservice framework design
The microservice framework of this system is built by using the microservice framework of Spring Cloud. When the interface makes a request to the server, each request must first pass through the gateway. The gateway of the server in this system adopts Zuul, the micro-service API gateway in the Spring Cloud family bucket. All requests from devices or websites will go through Zuul to the Netflix application at the back end. As a boundary application, Zuul provides dynamic routing, monitoring, elastic load and security functions. The client load balancing tool of HTTP and TCP uses Spring Cloud Ribbon, which realizes the high availability of the server and relieves the pressure of network requests. Service invocation adopts Spring Cloud Feign, which is a declarative Web Service client, simplifying the invocation between micro services. Service fuse is configured in Feign. This system adopts Spring Cloud Hystrix to realize the fuse mechanism. When a service of the system fails or is abnormal, it will directly fuse this service, instead of waiting for the service to time out all the time, so as to prevent the whole system from failing . The configuration center  adopts Spring Cloud Config, which is a configuration management scheme for distributed systems and an indispensable part of microservice architecture. If Spring Cloud Config is not used as the configuration center in microservice architecture, the configuration files will be scattered, which is not conducive to maintenance. With the adoption of Spring Cloud Config, various configuration parameters can be dynamically modified according to requirements, and the modification will take effect in real time. Service Registration and Discovery Center adopts Spring Cloud Eureka, which is a service discovery framework developed by Netflix. It is a REST-based service, which is mainly used to locate middle-tier services running in AWS domain, so as to achieve the purpose of load balancing and failover of middle-tier services. The data cache adopts Redis, which is an open source and high performance keyvalue non-relational database. Redis supports data persistence, which can save the data in memory to disk and can be used when reloading. Redis has rich data types, including string, list, hash and other data types besides simple key-value type. Redis can read data at a speed of 110,000 times per second and write data at a speed of 81,000 times per second. In this system, Redis is used to cache business data, which stores huge data that will not change in a short time, reducing database pressure, improving system response speed and enhancing user experience.
4.3.2 Design of microservice function
According to the overall process of factory production management, this system is divided into five micro-services, namely, factory data management micro-services, factory capacity management micro-services, production material management micro-services, production plan management micro-services, and production workshop management micro-services. The following is a detailed functional description of each micro-service. (1) Factory data management microservice service consumers can query the corresponding information of employees, workshops, teams, equipment and so on in the database by calling the factory data management microservice and return it to the front end for display; It can also receive the editing and modification request of the corresponding information from the front end, write the data that meets the requirements into the database and complete the update of the database. (2) The factory capacity management microservice service consumers can query the work calendar information of the corresponding production workshop, shift and employee in the database by calling the factory data management microservice, and can also write the received editing and modification data into the database and complete the data update according to the corresponding editing and modification operation made by the front end on the work calendar. In addition, by calling the micro service of factory capacity management, you can also query the capacity information of the factory and return it to the front end for display. (3) Production material management microservice service consumers can query the factory material inventory data in the database and return these data for front-end display by calling the production material management microservice. (4) Production plan management microservice service consumers can query sales orders, production work orders, historical production plans and other information in the database by calling the production plan management microservice and return them; Service consumers can also realize the complete calculation of materials and the generation of monthly, weekly and daily production plans by calling the production plan management microservice. The production plan management microservice will write this information into the database for front-end query and display. (5) Production workshop management microservice service consumers can query the information of production task progress, production plan, process dispatching and reporting in each workshop in the database by calling the production workshop management microservice, and return it to the front end for display; In addition, according to the editing and setting operation of front-end related data, the corresponding data can be written into the database and the database can be updated.
4.4 System module design
There are five modules designed on PC and mobile, which are factory data management, factory capacity management, production material management, production plan management and production workshop management.
(1) Factory data management
Factory data management mainly includes three sub-pages of employees, workshops, teams and groups and equipment. In the employee subpage, you can view all employees' employment, resignation, workshop, team and other information, and the information can be edited and modified; The sub-page of workshop and team can view the information of all workshops and teams under the factory, and the information can be edited and modified; The equipment subpage can view the information such as the operation and load of all equipment in the factory, and can add equipment manually.
(2) Factory capacity management
Factory capacity management mainly includes two sub-pages of work calendar and capacity list. The work calendar subpage can view the working schedule of the corresponding workshop, the team under the corresponding workshop, and the employees or equipment under the corresponding team, and can also manually adjust these schedules; The list subpage can view the capacity information of the corresponding workshop, team, employee and equipment.
(3) Production material management
Material management monitors the inventory information of factory production materials, which mainly includes two sub-pages: material inventory status kanban and material inventory water level kanban.
(4) Production plan management
Production plan management mainly includes four subpages: sales order status kanban, production order status kanban, planning history and workbench. The sales order status kanban, production order status kanban and planning history are three subpages to view the detailed information of sales orders, production orders and planning history. The workbench page realizes the functions of material matching calculation, monthly plan, weekly plan and daily plan task release confirmation, and generates the corresponding production plan after the plan release confirmation.
(5) Production workshop management
Production workshop management mainly includes four sub-pages of workshop dynamic kanban, salary kanban, dispatch kanban and report kanban. Workshop dynamic kanban realizes dynamic monitoring of production tasks in each production workshop, and displays the production tasks in each workshop in three categories: waiting to start, in progress and completed. Pay Kanban to view the salary details of the corresponding employees; Dispatching kanban can display the production schedule generated by the production plan management module, and select the corresponding workshop, team, staff and equipment for dispatching; When the assigned work is completed, you can report for work, and the report board can view the detailed information of the reported process.
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	☐
	☒

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12
	Investigation of participants involved in illegal activities?
	☐
	☒

	13
	Use of procedures that involve deception?
	☐
	☒

	14
	Administration of any substance, agent or placebo?
	☐
	☒

	15
	Working with live vertebrate animals?
	☐
	☒

	16
	Procedures that may have a negative impact on the environment?
	☐
	☒

	17
	Other primary data collection methods. Please indicate the type of data collection method(s) below.
	☐
	☒

	
	Details of any other primary data collection method:



(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION G: Intended Participants
If there are no participants then do not complete this section, but go directly to section H.

	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☐

	2
	Adults (over the age of 18 and competent to give consent)?
	☐
	☐

	3
	Vulnerable adults?
	☐
	☐

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☐

	5
	Prisoners?
	☐
	☐

	6
	Young offenders?
	☐
	☐

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☐

	8
	People engaged in illegal activities?
	☐
	☐

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.

	☐
	☐

	
	Details of any other participant groups:



(this box should expand as you type)
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?

	


(this box should expand as you type)

	11
	Who will the participants be?

	


(this box should expand as you type)

	12
	How will you identify the participants?
	


(this box should expand as you type)




	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☐

	14
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☐

	15
	Will you obtain written consent for participation?
	☐
	☐
	☐

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☐

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☐

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☐

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☐

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☐

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☐

	22
	If NO to any of above questions, please give an explanation 

	
	


(this box should expand as you type)



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☐
	☐

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☐

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☐

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☐

	28
	If YES to any question, please provide full details 

	
	


(this box should expand as you type)



SECTION H: Anticipated Risks

	
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	1
	Full risk assessment completed and appended? 
	Yes 
	☐

	
	
	No
	☒

	2
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	
	Risk to participants:
not have

(this box should expand as you type)
	How you will mitigate the risk to participants:
not have


(this box should expand as you type)

	3
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	


(this box should expand as you type)

	4
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to the investigator:
not have


(this box should expand as you type)
	How you will mitigate the risk to the investigator:

not have

(this box should expand as you type)

	5
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to the University:

not have

(this box should expand as you type)
	How you will mitigate the risk to the University:

not have

(this box should expand as you type)

	6
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	
	Risk to the environment:

not have

(this box should expand as you type)
	How you will mitigate the risk to environment:

not have

(this box should expand as you type)



	
	Disclosure and Barring Service

	
	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	7
	Does your research require you to hold a current DBS Certificate?
	☐
	☒
	☐

	8
	If YES, please give the certificate number. If the certificate number is not available please write “Pending”; in this case any ethical approval will be subject to providing the appropriate certificate number.
	



SECTION I: Feedback, Consent and Confidentiality

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	
not have

(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	
not have

(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	
not have

(this box should expand as you type)



SECTION J: Data Protection and Storage

	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☐
	☒

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	


(this box should expand as you type)

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	☐
	☒

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	


(this box should expand as you type)



	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e. in paper form)?
	☐
	☒

	6
	University computers?
	☐
	☒

	7
	Private company computers?
	☐
	☒

	8
	Home or other personal computers?
	☒
	☐

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☐

	10
	“Cloud” storage or websites?
	☒
	☐

	11
	Other – specify:

	☐
	☒

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:

	
	

(this box should expand as you type)



	
	Data Protection

	
	Will the research activity involve any of the following activities:
	YES
	NO

	13
	Electronic transfer of data in any form?
	☒
	☐

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	15
	Sharing of data with other organisations?
	☐
	☒

	16
	Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	18
	Publication of data that might allow identification of individuals?
	☐
	☒

	19
	Use of data management system?
	☐
	☒

	20
	Data archiving?
	☐
	☒

	21
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and any international equivalents, where appropriate):

	
	


(this box should expand as you type)

	22
	List all who will have access to the data generated by the research activity:

	
	
Muyao Tan

(this box should expand as you type)

	23
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	
Muyao Tan


(this box should expand as you type)

	24
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	
	


(this box should expand as you type)

	25
	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	
	
Stored in the computer

(this box should expand as you type)

	26
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	YES
	☒

	27
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☒





SECTION K: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	1
	Signature of applicant:
	Muyao Tan
	Date:28/03/2022




For STUDENT Submissions:
	2
	Director of Studies/Supervisor:
	
	Date:

	3
	Signature:
	

	



For STAFF Submissions:
	4
	Academic Director/ Assistant Dean:
	
	Date:

	5
	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☐
	I confirm that the research activity has received approval in principle

	☐
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☐
	I have attached a full risk assessment (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.



	RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.

	STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form (and receive the outcome) via systems explained to you by the supervisor/module leader.



This form is available electronically from the Academic Office web pages: https://www.uwtsd.ac.uk/academic-office/appendices-and-forms/
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