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1. Benefits of containment

1.1Virtual machine technology before
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1.2Disadvantages of virtual machine technology:
1. It takes up a lot of resources
2. Redundant steps

3. Slow start!

1.3Containerization Technology

Containerization technology is not to simulate a complete operating system
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1.4Compare the differences between docker and virtual machine technologies

Traditional virtual machine, virtual out a hardware, run a complete operating system, and
then install and run software on this system.

The application in the container runs directly in the host's content. The container does not
have its own kemel and virtual hardware, so it is light.

Each container is isolated from each other, and each container has its own file system,
which does not affect cach other.

Devops (development, operation and maintenance)

Faster delivery and deplovment of applications

Traditional: a pair of help documents, setup.

Docker: package the image, release the test and run it with one click.

More convenient upgrade and expansion

After using docker, we deploy applications just like building blocks.




The project is packaged as a mirror to expand server a! Server B.

Simpler system operation and maintenance

After containerization, our development and test environments are highly consistent.

More efficient utilization of computing resources

Docker is a kernel level virtualization, which can run many container instances on a
physical machine! Server performance can be squeezed to the extreme.

Basic components of docker

DOCKER_HOST

docker build - ’

docker pull =

docker run =

1.5 Eight scenarios of docker
1. Simplify configuration

The biggest advantage of virtual machine is that it can run all kinds of platforms (software,
systems) with different configurations on your hardware facilities. Docker provides the
same function while reducing the overhead. It allows you to summarize the running
environment and configuration in the code and then deploy them. The configuration of the




same docker can be used in different environments, This reduces the coupling between
hardware requirements and application environment

2. Code pipeline management

Code from the developer's machine to the final deployment in the production environment,
need to go through a lot of backbone environment. And each intermediate environment has
its own small difference. Docker provides a consistent environment for applications from
development to online, making the code pipeline much simpler

3. Improve development efficiency
The common goals of developers in different environments are as follows:

1. Want to make the development environment as close as possible to the production
environment

2. Want to build a development environment quickly

The memory of the machine in the development environment is usually small. When we
used to use virtual environment, we often need to add memory for the machine in the
development environment. Now docker can easily make dozens of services run in docker

4. Isolation application
Development will run different applications on one machine
1. Inorder to reduce the cost, the server is integrated

2. Split an integrated application into a single low coupling service (micro Service
Architecture)

5. Integrate servers

The ability of docker to isolate applications enables docker to integrate multiple servers to
reduce costs. Since there is no memory occupation of multiple operating systems and
unused memory can be shared among multiple instances, docker can provide a better
server integration solution than virtual machine

6. Debugging ability

Docker provides a lot of tools. These tools are not necessarily for containers, but they are
suitable for containers. They provide many functions, including setting checkpoints for
containers, setting versions, and checking the differences between the two containers.
These features can help debug bugs

7. Multi tenant environment

In the application of multi tenant environment, it can avoid the rewriting of key
applications. A special example of this scenario is to develop a fast and easy-to-use multi
tenant environment for the application of lot (Internet of things). The basic code of this
kind of multi tenant environment is very complex and difficult to handle. Replanning the
application not only consumes time, but also wastes money




Using docker, you can create an isolated environment for multiple instances of each
tenant's application layer, which is not only simple but also low-cost, because the docker
environment starts quickly and diff command is very efficient

8. Rapid deployment
Docker creates a container for the process without starting an operating system

Generally, the resource utilization rate of data center is only 30%. The resource utilization
rate can be improved by using docker and effective resource allocation

Second, the shortcomings of docker

The installation of docker is very easy. At present, docker supports all Linux systems
(Ubuntu, RHEL, Debian, etc.). Through boot2docker virtal tool, docker can run normally
under OS X and windows

Note: limitations of docker operating environment:

It must run on a 64 bit machine and only supports x86 at present AMD64 and amd64,32
systems are not supported

The Linux kernel of the system must be 3.8 or higher. The kernel supports device mapper,
aufs, VFS, Btrfs and other storage formats

The kernel must support cgroups and namespace
Three related knowledge points of docker
Docker component (core): image, container and library.

Adopt C/ 8 architecture: client (executive program) — communicate with waiting
program (provide docker service) through command line and APL

Image: a read-only static template (framework system); Including environment and
application execution code (framework language); Hierarchical mechanism is adopted.
The new data is attached to the original data through the federated file system.

Container: a runtime environment, which is the running state of the image and a dynamic
representation of the image execution.

Library: use the registration server (common or private) to store and share users' images. It
is the directory where a specific user stores images.

*Docker features:

*1solation: libcontainer (default container) = > kernel namespace.

*Security: internal (cgroups) | container and host (kernel capability mechanism).
*Measurability: cgroups — resource measurement and allocation (users).

*Portability: aufs — layer concept.




9.The advantages of using aufs as the file system of docker container are as follows:
Save storage space: multiple containers can share a basic image storage

Fast deployment: avoid multiple replication operations when deploying multiple
containers from the same underlying image

Upgrade convenience: upgrade a basic image to all containers based on it

Incremental modification: other directory files can be modified without changing the
underlying image. All operations take place at the top write operation layer, which
increases the shareable content of the underlying image

Advantages of docker (compared with LxC)

*Cross platform portability: packaged according to a unified standard (in the image), and
can be propagated.

*Application oriented: Optimize application deployment (design philosophy) — API,
interface and documentation (embodiment).

*Version control: track, query, record version information (application change history) and
roll back version

*Component reuse: component building (basic image) — python (running environment) |
PostgreSQL (basic image).

2. Portability

2.1Tomcat image

1. Prepare the image file Tomcat compression package, JDK compression package.

2. Write dockerfile file, official name: dockerfile, build will automatically find this file.

FROM centos

MAINTAINER lyc<123456@ qq.com>




COPY readme.txt /usr/local/readme.txt

ADD jdk-8ul61-linux-x64.tar.gz /usr/local/

ADD apache-tomcat-8.0.53.tar.gz /usr/local

RUN yum -y install vim
ENV MYPATH /usr/local

WORKDIR SMYPATH

ENV JAVA_HOME /usr/local/jdk1.8.0_161

ENV CLASSPATH SJAVA_HOME/lib/dt.jar:SJAVA_HOME/lib/tools.jar

ENV CATALINA_HOME /usr/local/apache-tomcat-8.0.53

ENV CATALINA_BASH /usr/local/apache-tomcat-8.0.53

ENV PATH SPATH:SJAVA_HOME/bin:SCATALINA_HOME/lib:SCATALINA_HOME/bin

EXPOSE 8080

CMD /usr/local/apache-tomcat-8.0.53/bin/startupsh && tail -F /usr/local/apache

- tomcat-8.0.53/bin/logs/catalina.out

Building a mirror image

# docker build -t diytomcat .

3. Start the image and create the container

# docker run -d -p 9090:8080 --name kuangshentomcat02 -v




/home/kuangshen/build/tomcat/test:/usr/local/apache-tomcat-8.0.53/webapps/test

v

/home/kuangshen/build/tomcat/tomcatlogs/:/usr/local/apache-tomcat-8.0.53/logs

Diytomcat

4, Access test

< cC o o '| 192.168.237.128:9090 I

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/8.0.53

™  Recommended Reading:

g Security Considerations HOW-TO
/‘.\ Manager Application HOW-TO

Clustering/Session Replication HOW-TO

3. Publishing images

1.Published on https://hub.docker.com/
2. Login account

3. Submit your own image on our server

[root@localhost tomcat]# docker login --help

Usage: docker login [OPTIONS] [SERVER]

Log in to a Docker registry.

If no server is specified, the default is defined by the daemon.

Options:
-p, --password string Password

--password-stdin Take the password from stdin

B %
Find k
, APACHE
Server Status
Manager App

Host Manager




-u, —-username string Username

Lod in dockerhub

[root@localhost tomcat]# docker login -u #####it

Password: #ititiHt

WARNING! Your password will be stored unencrypted in /root/.docker/config.json.
Configure a credential helper to remove this warning. See

https://docs.docker.com/engine/reference/commandline/login/#credentials-store

Login Succeeded

4. after login, we can submit the image, that is, one-step docker push.

docker push diytomcat

4. Container volumes

4.1 what is a container data volume?

There can be a data sharing technology between containers! The data generated in
the docker container is synchronized locally. This is volume technology. Directory
mount, the directory in our container, mount to LinuxTo sum up,container
persistence and synchronization! Data can also be shared between containers.To sum
up: container persistence and synchronization! Data can also be shared between
containers.

Method 1: directly use the command to mount

Docker run - it - v Host Directory: container directory test[ root@localhost When

the docker run - it - v/ home / ceshi / home CentOS / bin / Bash is started, we can




check the mount status through the docker inspect container ID:

Synchronization of test files

If you add or modify a file in the specified directory of the container, it will be

synchronized to the specified directory of the host. On the contrary, if you do related
operations in the host directory, it will be synchronized to the corresponding
directory of the container.

Methods 2 and 3: named and anonymous mount.

Anonymous mount: docker run -d -P --name nginx01 -v /etc/nginx nginx

Mount by name: docker run -d -P --name nginx02 -v juming- nginx:/etc/nginx nginx

All the volumes in the docker container are /var/lib/docker/volumes/xxxx/_data, We
can easily find one of our volumes through a named mount. In most cases, we use a
named mount.

How to determine whether it is a named mount or an anonymous mount, or a

specified path mount.
-V path in container # anonymous mount

-V volume name: path in container # named mount




-V host path: in container path # specified path mount.

Others.

Change the read and write permissions through the path in - V container: RO or RW
Ro readonly

RW readwrite is readable and writable.

Once the container permission is set when creating the container, the container will
limit the content we mount! docker run -d -P --name nginx05 -v juming:/etc/ nginx:ro
nginx docker run -d -P --name nginx05 -v juming:/etc/ nginx:rw nginx

The default is RW

Ro as long as you see RO, it means that this path can only be operated through the
host, but not inside the container.

5. Container networking

docker run -d -P --name tomcat01 tomcat

Check the internal network address IP addr of the container, and find that when the
container starts, it will get a ethO@if43 IP address, assigned by docker.

Every time we start a docker container, the docker will assign an IP to the docker
container. As long as we install the docker, we will have a docker 01 network card.

Bridge mode, the use of technology is Veth pair technology.

The IP addr is tested again and a pair of network cards are found:




We found that the network cards brought by this container are a pair. Veth pair is a

pair of virtual device interfaces. They all appear in pairs. One is connected to the
protocol, and the other is connected to each other. Because of this feature, Veth pair
acts as a bridge to connect various virtual network devices, openstack, docker
containers, The connection of OVS is based on Veth pair technology.Docker uses
Linux bridge technology, and the host is docker container bridge docker 0

Custom network




View all docker networks

Network mode

Bridge: Bridge (docker is created by default and also uses bridge mode.)
None: no network configuration

Host: share network with host

Container: container network connectivity, container direct interconnection(Use less!
It's very limited.)

docker run -d -P --name tomcat01 tomcat docker run -d -P --name tomcat01l --net
bridge tomcat.

We can customize a network!
--Driver bridge network mode is defined as bridge

--Subnet 192.168.0.0/16 defines subnet, the range is 192.168.0.2 ~ 192.168.255.255
-- gateway 192.168.0.1 subnet gateway is 192.168.0.1

docker network create --driver bridge --subnet 192.168.0.0/16 --gateway
192.168.0.1 mynet

#docker network Is




When we use the customized network, docker has already helped us maintain the

corresponding relationship, so we are recommended to use the network in this way.
Benefits:

Redis - different clusters use different networks to ensure the security and health of

the cluster

MySQL -- different clusters use different networks to ensure the security and health
of the cluster.

Network connectivity




If you want to operate others across the network, you need to use docker network
connect.

6. Creating your own application

| use MySQL and redis tools on docker to do car rental system.
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Go to the system operation page.

After the front end is started, the login interface will be opened automatically. The interface
address is localhost or 127.0.0.1

Login name: Steve Davies password: adminl23

Car renital systam




7. Kubernetes

7.1The old way of virtualization

In the early days, the only way to use more computing power was to add more
hardware in the physical sense (hence the old name "server farm"). Then, virtual
machine (VM) was introduced and the concept of virtualization was born. In the past
20 years, this concept has been playing an increasingly important role. This software
introduces a virtual hardware abstraction layer (HAL), which in turn enables multiple
operating systems (OS) and applications to run on the same underlying hardware of
the parent OS. Although this approach does have advantages in the field of current IT
infrastructure, especially when it involves specific complex software objectives, and it
does continue to have advantages in market share, it is not without defects.

Full implementation of virtual machine (I call it virtualization 2.0 for comparison) can
quickly become a greedy monopolist of system resources, so we always need faster
and more expensive hardware. This is especially true in mixed settings, where
multiple competing operating systems are required on the same computer (not all
applications are always available on the same operating system) due to the array of
applications that must be running and their nature. As a result, the software of the
virtual machine monitor or hypervisor becomes necessary, which makes the system
more complex. Once the setup is complete, the VM implementation becomes
heavyweight and inflexible. After all, in order to run an application, each VM must
contain not only the full space of the operating system itself, but also all the libraries
and dependencies (LIBS / bins) of the entire stack (operating system, device drivers,
applications, etc.). Each VM must also simulate the virtual version of the underlying




hardware, so it does not directly call IRQ (interrupt request), but further hinders
performance through software proxy. Combining this into a real-world cloud scenario
is suitable for organizations with large-scale or strict business objectives, all of which
eventually turn into tossing implementation, software complexity, limited portability,
wasted CPU cycles and GB, and paying more dollars for hardware and labor from the
perspective of IT management. Virtualization is neither cheap nor easy to implement.

Framework for running VM.

7.2New method of virtualization

In the absence of a better term, we use virtualization 3.0, which is containerization.
Software container is not a new solution, because the concept has existed for about
20 years. However, in 2004-2008, Solaris introduced Solaris zones and created an
independent application environment, while Google used containers to deal with
production business. At the same time, Linux released kernel compiler 2.6.24, which
laid the foundation for the maturity of LxC (Linux container). Fast forward to 2013
and beyond: virtualization in the form of containers, not just virtual machines, has
been widely recognized and has good reasons to use. The kubernetes project was
originally designed and created by Google, which opened it up in 2014. It released
version 1.0 in 2015 and teamed up with the Linux foundation to form the cloud

native Computing Foundation, which is now in charge of kubernetes.

Containers are to VM what ballerinas are to sumo wrestlers, and you'll soon see why
| draw that analogy. If your organization needs a very specific form of virtualization
implementation, which may be due to a variety of reasons (that is, running a complex
software environment), then VM may still be your ticket. For others, containers are
the best choice, at least initially. The key difference is that the containers all run on
the same host operating system, so there is no need to copy the operating system
like every virtual machine. In addition, the container utilizes the LIBS and bins of the
host operating system through direct APl calls, and only encapsulates some
additional LIBS and bins in its local module, which are specific to the application they
are running. For these reasons, the container is lightweight and portable, and has far

fewer resources than any VM you might run.

These saved CPU cycles and GB can be used in two different schemes: to make the
same group of container applications run with higher system performance and
response time, or to make better use of the underlying hardware by running more
container applications. If you need to restart the container application after a
software failure or security update, you only need a few seconds - far less than
booting the VM in the same scenario, let alone a mixed VM configuration. Container




virtualization, of course, comes with its own few - arguably less extreme drawbacks.

First, the container should be light, portable and easy to manage. However, if your
business relies on complex applications, you need to run multiple containers. This
increases diversity and eventually leads to performance bottlenecks as containers
compete for access to protected system resources (operating system and hardware).
Second, the container is not as secure as VM by default. This is because they only
provide process level security, not operating system level security. There is only one
operating system running, that is, the host operating system (any security
vulnerability of the host operating system will automatically become a threat to the
container). In the case of critical security, additional software is reasonable. Third,
because it's perfectly reasonable to run the entire collection of containers on any
physical system and optimize the delivery of a comprehensive SaaS (software as a
service) solution, managing them in real time is no longer a manual task. In fact, it
requires software similar to the VMM, such as the software needed to manage
multiple VMS.

Author: Tony Bai
Link: https://www.imooc.com/article/288155
Source: MOOC

This article was originally published on MOOQOCS. Please indicate the source for reprint.
Thank you for your cooperation

7.3 K8s

K8s is an open source container cluster management system, which can realize the
automatic deployment, expansion and maintenance of container cluster.K8s is the
coordination and scheduling container, so that they can run in the best way and
access system resources at any time when the load fluctuates all day. Google is an
expert in the field because it has deployed a large number (possibly the highest) of
servers and applications over the past two decades. The development and design of
kubernetes is highly influenced by the Google Borg system, which was created to
manage large-scale clusters. K8s can be deployed internally or in the cloud, enabling
you to run container applications across multiple physical machines and maintain a
fail safe monitoring layer for restarting a collapsed container. It can also easily publish
updates (including rollback), and automatically expand to close and start containers
based on various performance metrics. Last but not least, k8s allows containerized
applications to run in a consistent deployment, making it easier to monitor them
through third-party software such as Prometheus, Jaeger, efk (elastic search, fluent,




kibana) stacks or ccadvisor. K8s and simplified cm (Container Management) solutions
are basically synonymous.

1. Failover: When a node is shut down or hung up, services on that node are
automatically moved to another node without interruption. This is impossible for
docker or ordinary virtual machine

2.Resource Scheduling: the node can be extended if the CPU and memory are
insufficient on the node. A new pod is scheduled to a newly expanded node by Kube
scheduling.

3. Resource isolation: create three namespace: It is an extension, a timer, a friend,
and a mask. It is an empty pod, and the operation and the supplier name empty
empty pod. This is a mutual association.

In a traditional host or docker environment, logging in will see all the services or
containers.

4. Since the docker container is used, the process does not interfere.

5. Security: different roles have different access rights, such as view probe and delete
probe; RBAC authentication increases the security of k8s

Deploy applications quickly and accurately

Limit only hardware usage to the resources you need

Cabernet Sauvignon

Mobile: public cloud, private cloud, hybrid cloud, polymodal cloud
Extensible: modular, plug-ins, attachable, combinable

Auto repair: automatic placement, automatic reboot, automatic replication,
automatic scaling

Load balancing

The k8s can make updates to new versions more quickly, packaging applications and
interrupting service updates without having to break the server, and the transition
from the development environment to the test and the environment is very useful.

7.4 Kubernetes components are composed of:

kubectl




The client command-line tool formats the received commands and sends them to the
Kube apisever as the operation entrance of the whole system.

kube-apiserver
As the control entrance of the whole system, rest API service provides the interface.
kube-controller-manager

It is used to perform background tasks in the whole system, including node status,

pod number, pods and Service Association, etc.
kube-scheduler

Responsible for node resource management, accept the task of creating pods from
Kube apisever, and assign it to a node.

etcd
Responsible for service discovery and configuration sharing among nodes.
kube-proxy

It runs on each computing node and is responsible for pod network agent. Get
service information from etcd regularly to make corresponding policies.

kubelet

Running on each computing node, as an agent, it receives the pods task assigned to
the node and manages the container, periodically obtains the container state, and

feeds back to the Kube apisever.
DNS

An optional DNS service is used to create DNS records for each service object, so that
all pods can access the service through DNS.

Author: gag
Link: https://www.imooc.com/article/275614

Source: MOOC

8. The following will introduce a
simple example of MySQL deployment




JSP pages directly access MySQL database and display data through JDBC.

In this example, we need to start two containers: webapp container and MySQL

container.

Download MySQL and Tomcat images:

# docker pull mysgl:5.5

# docker pull kubeguide/tomcat-app:vl
Step 2: start MySQL service

First, we need to create an RC definition file for MySQL service: mysgl-rc.yaml. The
code content is as follows:

1 apiversion: vl

2 kind: ReplicationController 2 BIEiE# Erc
3 metadata:

4  name: mysql #2 ACRIEHR. 2K —

5 spec:

6 replicas: 1 #2 podB|F MRS SN ER

7 selector:

8 app: mysql #2 HESBEITAPodAE HIFE

9  template: 22 {718 HH 1R 8132 Pod S I

1e metadata:

11 labels:

12 app: mysql #2 BlEPodiABEMIFE 0 R selector
13 spec:

14 containers: = PodMHFZREX ST

15 - name: mysql ## TEHER

16 image: mysql: 5.5 # TRk

17 ports:

18 - containerPort: 33@6 # FasnlRAS
19 env: # IAFENTREE
28 - name: MYSQL_ROOT_PASSWORD

21 value: "123456"

After creating mysqgl-rc.yaml file, publish it to kubernetes cluster.

kubectl create -f mysgl-rc.yaml




Next, look at the created RC and pod:

1 1# kubectl get rc

2 NAME DESIRED CURRENT READY AGE
3 mysgl 1 1 1 1h
4 ]# kubectl get po

5 NAME READY STATUS
6 mysql-px9th 1/1 Running

RESTARTS AGE
e 1h

After the above creation has no problem, we will create a MySQL service file
associated with it: mysgl-svc.yaml. The code is as follows:

1 apiVersion: v1

2 kind: Service ## BB R KubernetesMservice X+

3 metadata:

4 name: mysql #2 serviceMIZ B — 2

5 spec:

6 ports:

7 - port: 3306 ## REEREBAKROE

8 selector: ## serviceil ZAIPodiTE B0
9 app: mysql

Run the kubectl command to create a service:

kubectl create -f mysgl-scv.yaml

View the created service:

]# kubectl get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP
mysql ClusterIP 10.187.188.209 <none>

Step 3: start Tomcat application

PORT(S) AGE
3306/TCP 1h

Create the RC file of Tomcat: tomcat-rc.yaml. The code content is as follows:




1 apiVersion: vl
2 kind: ReplicationController

3 metadata:
4  name: myweb
5 spec:
6 replicas: 1 # spec.selectorSspec.template.metadata.labels: EFT-FREAER ST —FHE
7 selector:
8 app: myweb
9  template:
1@ metadata:
1 labels:
12 app: myweb
13 spec:
14 containers:
15 - name: myweb
16 image: kubeguide/tomcat-app:vl
17 ports:
18 - containerPort: 8@8@
19 env:
28 - name: MYSQL_SERVICE_HOST
21 value: ‘mysql’
22 - name: MYSQL_SERVICE_PORT
23 value: '33@6°
Create RC:

# kubectl create -f myweb-rc.yaml

Check whether Tomcat RC is created successfully:

1 ]# kubectl get rc

2 NAME DESIRED CURRENT  READY AGE

3 mysql 1 1 1 1h

4 myweb 2 2 2 1h

5 ]# kubectl get po

& NAME READY STATUS RESTARTS AGE
7 mysgl-px9th 1/1 Running @ 1h
8 myweb-fxq9s 11 Running @ 1h
2 myweb-ttSsd 1/1 Running @ 1h

Create the Tomcat service file tomcat-svc.yaml as follows:

1 apiver=sion: vl
2 kind: Service
3 metadata:

4  name: myweb
5 spec:

6 type: NodePort

7 ports:

8 - port: 8@se

9 nodePort: 30001
1@ selector:

11 app: myweb

Create and view the created service status:




1 ]# kubectl create -f tomcat-svc.yaml

2 ]# kubectl get svc

3 NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
4 mysql ClusterIP 10.107.188.209 <none> 3306/TCP 1h
5 myweb NodePort 18.109.48. 285 <none> 8@3@:30001/TCP 1h

Step 4: access the page through the browser

Lol o S Q|gs ~
[#] HPE University Docker&Kube + =
Congratulations!!

Add...

Name Level(Score) |

google 100 |

docker 100 |

teacher 100 |

HPE 100 |

| our team \ 100 |
| me \ 100 |

Click add on the page to add a piece of data, refresh the page, and the data is
successfully stored. Here, our application service is completed.
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