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Complete the following tasks:

Task 1: Verifying No Connection

VERY IMPORTANT:
You should provide screen shots and written narrative/observations where appropriate to record completion of thes

You should already have setup, as a pre-requisite, a suitable environment consisting of:
» Installation of virtual machines in a type 1 hypervisor environment
s Creation of 2 Virtual servers, each with 3 network interfaces, a suitably renamed Backbone Connection an
e Creation of a Windows 7 client with 3 network interfaces, a suitably renamed Backbone Connection and a
s« Appropriate TCP/IP configuration for each of the 3 adapters in the two servers (e.g. 192.168.1, 192.168.1(
e Creation of suitable admin level user accounts

Note: The next activity is to disable the Network Interface on the Windows 7 client in the 10 and 11 networks. The

192.168.0.3 192.168.0.1

Lab-01-01 Cardiff
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192.168.11.1

192.168.11.2

[Complete this task on the Windows 7 client]

¢ Log onto the server

» Right click the 0 network connection — then click Properties, click the TCP/IP protocol and click Properties.

» Select Use the Following IP Address. In the Default Gateway box type the IP Address of the 0 network conr
Done. Already set because got ahead of ourselves in the worksheets

[Complete this task from Swansea]

« Set the default gateway of the 11 network to the IP address of the 11 network IP Address of the Cardiff serve
Done

Viewer - Swannes om server babbagesescamuacuk

S Full Scroen
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1 [« Hetwork and Inbenet + Network Commections

miva_w Pl bl thir nabacek damica_Disonocsthic connactin  Renarme e
x

Eshemet Properties LE]

Hetmorirg |

Internet Protocal Version 4 (TCPPvA) Properties -ll
General
Yo 28 501 1) 4t ndstnd Bmvsbanhy o it Stk P
e capari

ty. Dtherwise, you need b ask your nebwork adenisaler
fox e porograte  mitngs.

Ctrtan P acress automatcaly
) e e folowing I sddress:

o aiees: W M8._ 1. 2

St mank: BE.E5.85. 0
Dot gatemar: T RN
® Lve tre folemn TS server sidbesses.
Fredersed DN server: EE-E
Hnerrae 0 srver:

Valate settngs uoon ext T

o Careel

¢ Use the ping command to attempt to connect to the IP Address of the 11 network IP Address of the Cardiff s¢
Done - failed
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‘iewer - Swansea on server babbage.soac.smu.ac.uk

El Full Screen

Server Manager

Server Manager * Local Server

. PROPERTIES

e+ ] Administrator: Command Prompt

ving 192.168.11.1

F
Failed.
mit Failed.

4 {188+ lo:

» Use ping to attempt to connect to the IP address of the 0 network IP Address of the Windows 7 client. You s
Done - failed
1al Machine Viewer - Swansea on server babbagescac.smu.ac.uk
Action
1-Alt-Del El Full Screen

Server Manager

[l [

Administrator: Command Prompt

HHA]
- ALl »ights @

Task 2: Enabling the Routing and Remote Access Service on a Ser
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[Complete this task from the Cardiff server]

+ Logon to the machine

e« From the Server Manager dashboard choose Add Roles and Features

» Choose the Network Policy and Access Services

e Click Next at following page

e Check on Remote Access role.

+» \When configuring Remote Access, select “Routing”.

s+ Choose Next/Install.

o Upon completion of the install, choose Start Admin Tools — RRAS (Routing and Remote Access service.
+ In the left hand side of the console window right click on your server and choose Configure and Enable Routin
o Choose next

* Choose Custom Configuration

e Select the LAN Routing option, choose Next

+ Click Finish.

» The service should be started (choose Yes if asked by the dialog window).

Done — it was already done

= Viewer - Cardiff on server babbage.ssac.smu.ac.uk

CARDIFF (local) Properties |L-h

Gererdl | Secunty [ IPvd | 1Pve [ 1kEv2 [PPP | Logong

EX Full Screen

f; Routing and Remote Access

Enable this computer as a: I
¥ 1Pvd Router (]
% Local area network (LAM) routing only o
" LAN and cemand-dal muging 3
I™ IPvE Router b

- pt

™ IPv4 Remcte access server
[™ IPvE Remcle access server

ok || Camced |

Up to here — Eben only. Start here 2018-02-08

[Complete this task from the Windows 7 client]
4
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Verify Routing to different computers:

e Use ping to attempt to connect to the 11 network |P address of the Swansea server.
Now try the Internet connection of the other server.

Finally try to connect to and from the hosts in both of the LAN subnets (e.g. 192.168.0 and 192.168.11)
 You may find that the pings fail

Yes ping failed, because different networks?

L ]

B CWandows\system32 cnd.exe

Figure I attempt fo ping Swansea server from Lab machine - failed

This is because we do not yet know the routes to these other sub-networks. To accomplish this we need to either

Did up to here Adam & Eben

Task 3: Add Routing Protocols on the Server and Add Two Routing
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[Complete this task from Cardiff]

e Start— All Programs — Administrative Tools — Routing and Remote Access.
+« Expand the name of your Server— expand IP V4, right click General and then click New Routing Protoc;
+ Inthe dialog box displayed — choose RIP Version 2 for Internet Protocol, now click Ok.

We tried to do this but right clicking as above did not bring up the correct options.

We will now see how to add two Routable Interfaces to the Routing Protocol that has been enabled as part of TCP
The Routing Protocol will learn of the various Routes to other Networks (in our case Subnetworks), hopefully enabl

+ Rightclick on RIP then select New Interface.
¢ Inthe New Interface Dialog Box, select the 0 network — choose Ok
¢ Repeat the process but now add the 11 network as an additional RIP Interface.

= Routing and Remote Access bli-‘

File Action View Help
o sm XEas B

3 Server Status Interface M Update mode Responses sent
4 3 CARDIFF (local) 23 Network 11 Periodic &0

Interf
B Metwork Interfaces ) B2 Network 0 Periadic 60
{2 Remote Access Logging

4 5 IPvd
S General
T8 Static Routes
5 RIP

b B IPv6

LS




Network Assignment P147250

=2 Routing and Remote Access

Fle Action View Help

New Routing Protocol

then cick 0

the routing protocol that you wan

Merfaces

- & Network 0
Aceess Logging

Figure 2 right clicking Routing

Remote Access=IPvd= General - unexpected options

For the last part of this task, look back at your notes and the ping Activities earlier.

You should find that you can now Ping Servers/Clients on other Subnets.

Administrator: Command Prompt lLI_-—

168.14.1
16011012

dministrator’

Figure 3 ping attempt - Cardiff to Swansea failed

=] Administrator: Command Prompt

from 1
from 19
ply from 19
ply from 19

from
from
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Figure 4 ping attempt - Cardiff to Swansea failed, but pinging from Cardiff to Lab succeeded
: Py /L ! ; pimging !

Why did the first of these fail?? Cardiff must be pinging from 0 network, but still, ping shot
= Administrator: Command Prompt |;|_ﬁ

5
8.08.6.8

21-438 —BABCS3:

- MHedia disconne
Suffi

izatap. {?H6D7ELIP-31FS -468E- 8463 - HFDARWA 45

* Media disconnecte

rporation. ALl righ erved.

ration
Destination
ration

Figure 6 ping attempt - Lab to Swansea - failed
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“E Wdam>ping 192.168.11.1

Pinging 192.168.41 .1 with 32
y fr 92.168.11.1: }
ply from 192.168.11.1:
1ly from 19:

Hinimum = Bms,. Maximum = 1lms

s \EbenfAdamn>

Figure 7 ping attempt - Lab to Cardiff 11 network - success

Why were we able to ping cardiff 11 network from Lab which is 0 network but not then ping

Aha! In fig 5, ipconfig shows that ‘media disconnected — We went back into the network adi
successfully ping from network to network.

Wdam>ping 192.168.11.2

1922.168.11.2 with bytes of data:
rom 192.168.11 ] time=1ims
time<ims

time<ims

2 time<ims

=
L R L L
EMEmENE™
o
e

for 192.168.11.2:
4 R xived
in
Min imuam , Maximnum ims -

‘henfidam> o

Conne
Lin
I Puv4 .
3 L MHask

ault Gateway .

unnel adapter vp . {97FD . BREC

disconnec

Sent = 4
round trip time
Minimum Bns, Maximum 174ns .,

fidministrato

Figure 9 ping attempi - Swansea fo Lab success (after connecting both to networks)

So why were the networks disconnected? We are sure that they had been connected. ..
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Task 4: Learning about Local Area Network Routing

Question:
e Open up the command prompt, enter the following syntax: route print

What can you determine from the resulting Routing Table?

Figure 10 the Routing Table, from Cardiff terminal window

The interfaces for all of the destinations are either the loopback address or one or the other

Task 5: Additional Observation Tasks:

Ensure these tasks are answered in appropriate detail and the sources and source materials are referenced using

e |dentify the benefits of Type 1 Hypervisor software services and briefly evaluate some suitable products.

e Define the role of Routers in the Network Architecture, what types can be used?

e |dentify and discuss the usage of common Routing Protocols, what are the associated benefits of using R¢
e Define the role of Routing Tables, what are they. Breakdown and analyze the information a Routing Table
e What is the Subnet Mask, what is the significance of this in the Routing Table?

You will find the Answers for this Question are on the bottom of the very page.

B.Sc. Year 2
Network Services and Web Technology

10
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Worksheet 2: Routing and Remote Access
Services in Windows Server: ARP, Managing
TCP/IP & ICMP Operations using Packet

Filtering.
Group Name: Group 1 AdamEben
Date: February 9, 2018
Author(s): Eben Stewart & Adam McGowan

Complete the following tasks:

Note: you should take observations and screen captures when completing these

tasks. It is also essential to produce an introduction to the scenario for this worksheet;

you can only write this summary when you have finished all practical tasks.

Introduction: write intro here, as above

Task 1: Using the ARP Protocol to obtain Physical/Logical

Network Node information

You may need to disable Windows Firewall for part 3 of this worksheet.

[Complete this task from Cardiff]

The ARP table ‘maps’ logical IP (Internet Addresses) to Physical Addresses of Network Interfaces, this is
how a packet is sent/received on a Network Interface, or if you like, how packets arrive at your machine

over the Internet.

+ Click Start — run — cmd

»  Atthe command prompt type ARP -A

11
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A p-a
d as an internal or external command,
file.

A

Type

81-88-5e-88-80—-16
81-08-5e-00-00-fc

Interface: 192.168.11.1
Interne "85S F

B1-P8-5e-BB-B8—fc

ershAdmninistrator>

re 11 result of arp -a

Hmm, I thought we had assigned these (192.168.0.3 and 192.168.11.2) statically...?

+ The information you see displayed comprises of:

- The Interface (NIC’s) in your Machine.
- The Physical (MAC) Address of this NIC
- The Internet Address of this NIC.

You may not at present have any (or you may have very few entries). As you connect to, are connected
to; other servers, this ARP Table (MAC Table) will be updated;

One common way to see this in practice, is by using an ICMP operation such as ‘PING’

Attempt to ping other Servers in the network, note on successful attempts, check your ARP Table
using the arp —-A command, note the entries being updated as more servers connect/are
connected to.

222? we don’t know any other working addresses. These are closed networks aren’t they?

-

Task 2: Permitted TCP and ICMP Operations
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[Using Routing and Remote Access Services for configuring IP packet filtering]

[Complete these tasks from Swansea]:

+ Navigate to the Server Manager Dashboard.
+ Add Roles

+ In the list of Server Roles — check on the Web Server (IIS) — Choose Next.

+ Choose Next at the Intro to web server (lIS) page.

+« Atthe Select Role Services page, scroll down and check on FTP Service, click Next.

+ Now install the service, and wait for the wizard to complete.

Server Manager * Dashboard

Add Roles and Featuras Wizard

Local Serv
miserverll  Sglect server roles
File and S

13

TARN-

L BEAE Select oom or more robes 1o natell on the sedected serves,

Deseription

Windows Server Update Services

< Previous. Next »

es a redisble.
de Web

{1 Canced

f"igm'c' 12 webserver IIS services installed

»  Click Start — Administrative Tools - Computer Management

» Expand Local Users and Groups - Right Click on the Users Folder — New User

*“VERY IMPORTANT*

Ensure that you Check off the ‘user must change password at next logon

setting’.
Name: ftpuser
Password: P@sswOrd

13
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Computer Management (Lecal| Name Full Name Description
[l System Tools & Administrator Built-in account for administering...
b (B Task Scheduler

b [ Event Viewer # Guest Built-in account for guest access t...
b @ Shared Folders
4 & Local Users and Groups
1 Users
1 Groups

Figure 13 created fipuser

+  Start — Administrative Tools — Internet Information Services Manager.

+« Expand the Computer Name — Right click on Sites — choose Add FTP Site
+ In Site information type test

+  Click on the browse button [...] next to Content Directory/Physical Path
+ Choose root drive (e.g. C:\Inetpublftproot) —

L] Internet Information Services (IIS) Manager

e Site Information

-} Application Pools |:: o
b @l Sites
Content Directory
Physical path:
|C:\ir|ltpub\ﬂpmul | El

Figure 14 added fip site test”

+ Next: At the bindings and SSL settings page — choose No SSL

« Take note of the Port Number (20 & 21) can be used via the TCP protocol when using the FTP
Service.

14
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Port 21
+ Chose basic authentication as the preferred mode.
»  Alongside the authentication textbox, click the drop down menu and choose Specified Users.

» Type in the name of your server (Swansea) followed by a backslash and the user account you
created above (e.g. Swanseal\ftpuser).

+« Ensure you check on both the read\write options. Choose Finish.

5 » SWANSEA -
Add FTP Site
o t View Help -
0 i

S ¢ SWANSEA
o Vew Hip AadrTh s b L
e and g Start Page
d 12 18, 5 SWANSEA BWANSERm. g hentication
o e Fage ! Appheaton Pock HEE
5 TwaANIES CWAMSEN R bkl Sites [ Anenymeous
| .-3 .:::k-mﬁmr. P b Basic e
o Base
Authorizal
Auhericeon Allow a 6 A site with this name alntady exists.
Al o Specitied
Spmrcifued ey 0
Twanses mpuner |Suamre 3
Pesmisgions
W Readd [+ Read
o Wirke [ Wirike

Figure 13 Figure 6 but the site already exists Figure 16 setting up fip site

Oops! Must have done this months ago!

»  We can setup banners/welcome greetings as a way of knowing if we are connecting to the right
server.

+« To setup a banner, choose Start - Administrative Tools — IS Manager.
» Expand the servername — Expand sites click on your ftp site you created earlier.
» Choose “FTP messages”.

» Here you can enter banners, welcome greetings and exit messages. Set ‘appropriate’ messages
up here — you should indicate to the user that they’re connecting to the Swansea server.
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LTI WU UL JET VILES (R g

; ™ |ﬁ » SWANSEA » Sites » test »
& Vew el
i
p—ow
TN 0 FTP Messages
i S2art Page i
M prior
93 SWANSER (SWANSER\Admin easage Behani
{0} Poplication Pools Suppress default binner
2 @) Sites i .
b Delouk Wi See Support uses variables in messiges
b test ¥ Show detailed messages far local requests

Message Test
Banner:

Warning Private server =

Maimum Connections:

»  Click Computer - Within the C:\Inetpub\ftproot directory, create a new text file, call it
testftpdownload.txt

»  We now have our FTP Server running on the Swansea Server:

» We can upload files to or download files from the FTP server (using the appropriate windows
authenticated account).

We are now going to attempt an FTP operation from our Cardiff server (The Router) remember: THE FTP
SERVICE IS RUNNING ON THE SWANSEA SERVER.

[Complete this task from the Cardiff]

Important Note: if at any stage your ftp session is ‘timed out’, type CTRL & C
and/or type bye at the ftp> prompt;

We need a host directory to store the folder that is going to be ftp'd across from our FTP server.
+  Click Start — My Computer — C: and create a new folder called ftpdownloads

16
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Virtwal Maching Viewer - Cardiff on server bobbagesoacsmu.ac.uk
le  Action

3 Cirl-Alt-Del  ES Full Screen

Server Manager

* ftpdownloads

s - ¢ » ThisPC » Local

Disk (C) » fipdownlosds v &

Favorites
I Desitep testftpdownload
& Downloads

i
f = Recent places
[

Figure 17 created fipdownloads folder in ¢ drive

+ Click Start — Run - Type in cmd to launch the Command Prompt.

+ We are now going to access the ftp service on the Swansea — type the following command:
ftp IP of Swansea Server

© Virtual Machine Viewer - Cardiff on server babbage.soac.smu.ac.uk
File  Action
&3 Ctrl-Alt-Del EX Full Screen

am Administrator: Command Prompt

#1-88-He-BO-BH-f c

SOLVED - 2018-02-16- Tim fixed it. He adjusted bindings that had been to a non-existent IP address. Now open to
‘ANY’. ftp now connects.
So we attempted to login, however the wrong password was assigned, so I went back into Computer Management

and changed the ftpuser’s password to “Pl@sswOrd’. We are now able to login as below:
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Virtual Machine Viewer - Cardiff on server babbage.soac.smu.ac.uk

Gile  Action

#gctrl-alt-Del  ES Full Screen

' Windows Firewall with Advanced Security
4 o Administrator: Command Prompt - ftp 192.168.11.2 =8

Frpuser

Figure 19 login to fipuser success. dir successfully lists contents of (remote?) host directory. It already contains the files for the

next few exercises, so these were done earlier

You may select any network interface from the Swansea server.

= fip service should be enabled, Repe-yes
+ servername\ftpuser [don’t type in servername use your own servers name e.g.) User:

Swansealftpuser.
+ password P@ssword.
+  You are now logged into FTP server. No—were not—Conneetionrefused. yes

+ Type dir to give you a list of what is stored in the Host Directory on the FTP Server. Note the
file name testftpdownload.txt done — see above screenshot

+« We need to change our Host Directory (done at this server not the ftp server) to specify
where we want the FTP server to put the file to when it downloads.

+ To do this we need the Local Directory Change Command, type lcd c:\ftpdownloads
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Virtual Machine Viewer - Cardiff on server babbage.soac.smu.ac.uk
e  Action

3 Ctri-Alt-Del |E4 Full Screen |

Windows Firewall with Advanc

@ Administrator: Command Prompt - ftp 192.168.11.2

= 4,
1 trip time
H.!:-:'llllln

ul.
y open; Transfer s

Figure 20 changed fip host directory fo c: \fipdownloads on Cardiff

+ Atthe ftp prompt, type get testftpdownload.txt
+ The ftp program should inform you that the process is complete.

o Administrator: Command Prompt - ftp 192.168.11.2 ];]E-

Figure 21 get testfipdownload ixt — success ftestfipuploads.ixi is also already in place so must have been ‘put’ there earlier.

&

+ Go to My Computer, C:\ — create a folder called ftpfilesupload, within this folder create a new
text file here call it testftpuploads.txt Done

19
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+ In the ftp prompt type the following
+ led C:\ ftpfilesupload

« dir

+  put testftpuploads.txt Done

[Complete this task from Swansea]
+ Go to the c:\inetpub\ftproot folder and verify that the file has been uploaded.

Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk

e Action
b Cirl-Alt-Del BN Full Screen

ftproot

* 1 » ThisPC » Local Disk (C) » inetpub » ftproot v G
{ Favorites
[ Desktop N testfipdownload 29/11/2017 1454 Text Doc
#§ Downloads _ testftpuploads 1172017 12:45 Text Doc

Figure 22 tesifipdownload and festfipuploads text files are indeed in the Swansea c: \inetpub\fiproot directory

Task 3: Restricting ICMP Operations Using IP Packet Filtering
with the Windows 2012 Server Routing and Remote Access
Service

[Complete this task from Cardiff]

BEFORE BEGINNING, PLEASE CHECK THAT THE ROUTING AND REMOTE ACCESS SERVICE IS
RUNNING ON YOUR MACHINE.

Configuring a Simple Inbound Filter (Remember filters are configured on the Router as traffic info
our network arrives here first).

[Stopping the client from Pinging a Particular Network Host]

+« Start — Administrative Tools — Routing and Remote Access Console
+« Expand the Computer Name — Expand IP Routing — Then Click General

+ In the details pane — right click the Appropriate (think this through) Network Connection
interface, click Properties.

(Done this - 12/Feb/2018)

20
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= - Network 0 Properties |L-

File Action V| | General | Mukicast Boundari ]M;Iicastl' b —'|

g jﬂ %% IP Interface

! B Routing and R
% Server Stat
4 {3 CARDIFF (| v Enable IP router manager
= Networl | [~ Enable router discovery advertisements
‘2 Remotg —
4 5 IPvd Advertisement lifetime m | =
E GEI"I wwal 0 -
F Staf I =
= e ] I T e
b B IPvE -
I |
I astirnim i rid I: ._l:l
Inbound Fiters... I Qutbound Fiters....
[~ Enable fragmentation checking
< 1]

g

| ok || canca ]

Figure 23 navigating to ICMP inbound filtering

»  Click the General Tab — Inbound Filter (anything coming into the Router on this Partner
Interface).

+ Source IP Address This will be the IP address of the Client that you want to disallow. Set this to
192.168.0.3, and the subnet mask 255.255.255.255.

» Destination IP address: 192.168.11.2

» Destination Subnet Mask: 255.255.255.255 (This is because we know the exact Network/Host
Address for the Destination).

+ From the Protocol menu — Choose ICMP

+ Note: you could also specify the port number here, if you do not specify a port the setting
defaults to 255 meaning any type. Ok

(Done this - 12/Feb/2018)

21
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Sl Shaou Thots Administrative Took:
Mimr e Taw Mansge

oper ) = e
Lanan e [ Mican Bt | Wibcast -
»| aim|
mEagmd E’a I Finlaee Thtsel| ' S vt
| Serve Sami ral st EEER
§ Carme ] | 7 Gratie 1P muter marnger )
Em T Eratie i drcovmy samsamerty | - | St e LR R R
T - ‘ fond| P Dvsaeirmtmot
Xt |
2o ol et T ]
e Suboot makc R R
e
[ 3 =]
i = fra—- [ —
veoursraom | ooarzon || 1 eir ot 3
I Eratie tuapartatin chacira

Figure 24 restricting [CMP operations using IP packet filtering stopping Lab from connecting to Swansea

« From the Filters dialog select the Filter Action: Receive all Packets, except those that meet
the criteria below

Virtual Machine Viewer - Cardiff on server babbage.soac.smu.ac.uk

le  Action
Bctr-Alt-Del Bl Full Screen

Theesa fikiers control which packists are forwarded or procssssd by this networ.
Fiter action:

(¥ Receve al packets txcept those hat meet the crteea be

™ Drop all packsts except those that meet the crteria below

and redone 2018-02-16 after ftp was fixed.

Figure 235 inbound filter created on Cardiff between Lab(source) and Swansea(destination) blocking all commmmication

Rationale:

In this instance, we are creating a filter on a specific interface. If you had other interfaces across
the network(s), you'd still be able to ping the other network(s) on Swansea from the client.

To confirm this:

[COMPLETE THIS TASK FROM THE CLIENT

22
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+ Attempt to PING Swansea (192.168.11.2) you should NOT get any response from this IP
address (you may get a reply from another bound IP telling you this host is unavailable).

L ]

(Done - 13.2.2018)

Wirtual Iachive Viewer » Labi=01.07 oo corves babbiagecone s sl

File  Action

@5 CtrsadtsDel B Full Soreen

Figure 26 attempting to ping Swansea from Lab machine - failed due to ICVP filter

e« Attempt to PING the Cardiff 11 Network address (192.168.11.1) (This time you should find
you receive a response)

File  Action

#fCrlale-pel  EE Full Soreen

emiZ\omd.exe

Figure 27 attempting to ping Cardiff from Lab machine - SHEEESS

So we do have access to the 11 network, but the specific operation Lab to Swansea is
blocked.

23
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Task 4: Restricting TCP Operations Using IP Packet Filtering

with the Windows 2003 Server Routing and Remote Access
Service.

[Complete this task from CARDIFF]
Configuring an Outbound Filter (packets travelling out of the Router).

First — remove the previous Inbound & Outbound Filters, this helps us avoid ‘Contradictory
Filters’.

— Netwark 0 Properties == 05

R l 2ar
e = .
Flle Action View Help Inbound Filters = |
= L4 |l E B Jer
A : J x - These fiters control which packets are forwanded or processed by this network
== — it
] a8 _Eourmg and Remote Access Fltor aclion:
S5 Server Status -
4 E‘;; CARDIFF (local) e
B Network Interfaces «
S} Remote Access Loggind! race:
4 'g-l.p:“ Source Addmss | Source Network Mask | Destination Address | Destination Mask | P
& General
X Static Routes
AP
b B IPvE

Hew... | | | it

it

0K Cancel :

m » .
| - o - ro— I noncut

Figure 28 inbound ICMP filter blocking traffic to Swansea from Lab removed (from Cardiff)

Earlier we performed FTP operations from the Swansea Server, we needed to Connect to the FTP
Service that was running on this server to complete the FTP operations.

Here we block all outbound traffic from the Router, in this instance we will block everybody from
accessing the FTP service that runs on the Swansea Server in our Network.

+ Start — Administrative Tools — Routing and Remote Access Console
+ Expand the Computer Name — Expand IP Routing — Then Click General
+ In the details pane - right click the Partner Network Connection interface, click Properties.

24
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»  Click the General Tab - Click Outbound Filter.

» Source and Destination IP Addresses these should be left Blank, as we intend to filter all
packets that what to go out from the Router on this interface.

+ Protocol: TCP (FTP Service is accessed using TCP port 20/21). You may need an identical rule
for 20 and then 21

» Destination Port No: 21 (Note this value from earlier when we checked on default ftp site values).

Choose OK.
.— Qe Properties  L* L &=
e Adion V Geners | Mubicast Boundanss | Mubicast Heatbeat

o 2 Outbound Fittrs 2|

-.RcutingandR. These filters control which packets are received by this network.

ety Fiker action
e r (¥ Transmt al packels except thase that meet the criera
- W S
&3 Remotd (™ Drop all packets except those that mest the crtena below
4 E IPd Fiters:
F Ger{ ||| hok | Destiton Address | Desiation Mask | Protocel | Source Portor Type | Desth
H st Ay Aoy TP Aoy p]
e :
p B I

Figure 29 TCP filters on outbound port 20 and 21 to block evervone from accessing the fip (porits 20 & 21} in Swansea

»  From the Filters dialog select the Filter Action: Reeeive transmit? all Packets, except those
that meet the criteria below

[Complete this task from CARDIFF]

+ Click Start — Run — cmd
+ ftp (and then the IP Address of your Swansea server e.g. the 0 or 11 address
+ You should find that you get no reply, we cannot access the FTP service
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Virtual Machine Viewer - Cardiff on server babbage.soac smu.ac.uk
le  Action
ZCtri-Alt-Del S Full Screen
Server|

= Administrator: Command Prompt - ftp 192,168,

f dat
tine{lnz

Figure 30 attempt to connect to fip server on Swansea fimed out as all oulgoing traffic on that network from Cardiff is blocked

[Complete this task from CARDIFF]

Configuring an Inbound Filter.

First — remove the previous Inbound & Outbound Filters; this helps us avoid ‘Contradictory
Filters’.

—— Network 11 Properties i =

Cutbound Fifters jE |

Theste flurs control which packets e mesrved by tha retwolk

Fiter et

Fitery

Source hddess | Source Netwodk Mak | Deatinaton Address | Destination Mok |

P@ﬂb\@d Clu-' FJL els

Hew

Figure 31 removed all filters from 11 network traffic

Here we block all other Network Traffic, from accessing our FTP Service, with the exception of
Cardiff (Our Router), which WILL BE GRANTED ACCESS.
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THE NEXT STEP IS EXTREMELY IMPORTANT:

*

*

"

Start — Administrative Tools — Routing and Remote Access Console

Expand the Computer Name — Expand IP Routing — Then Click General

In the details pane - right click the 0 Network Connection interface, click Properties.
Click the General Tab - Inbound Filter (anything coming into the Router).

Source and Destination IP Addresses should be left blank, as we intend to filter all packets.
Protocol: TCP (FTP Service is accessed using TCP port 20/21).

Destination Port No: 21 (Note this value from earlier when we checked on default ftp site values).
Choose OK.

From the Filters dialog select the Filter Action: Receive all Packets, except those that meet
the criteria below.

-1 Network 0 Properties X r;
: Adin V Inbound Fites B
* 20|
1| These fiters cortrol which packets are forwarded o processed by Ehis network
Routing and Ry Fter
::;jSewerSml o
@ Carwe (i % Receve a packets excest thase that meelthe crtenia below
I Networl ™ Drop ol packiets excent those thal meel the crteds below
Hﬁemo:q_ Fers
42 bak | Destinaton Address | Destination Mask | Protocol | Souve PotorType | Dest
A G
H st oy Aoy TP Aoy 2
e

Figure 32 inbound filter on all traffic to awwhere on O network on ports 20 & 21 (fip)

Only our Router can now Ping the FTP Server as it is the only server that can connect to our FTP
Server, via the Partner Connection Interface (which has no filters applied). (11 network)

See if you can access your FTP server from your Router (NOTE: remember you will need
to access the FTP server using the Partner Network Connection IP address
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Virtual Machine Viewer - Cardiff on server babbage.sc

File  Action
#% ctrl-Alt-Del BN Full Screen

@ Administrator. Command Prompt «

Figure 33 Cardiff can access fip server with 0 network ports 200 & 21 incoming blocked

+ Now see if your friends can access your FTP server from their Network. Since we are
completing this so late, there isn’t anyone else to do this with

Virtual Machine Viewer - Lab-01-01 on server babbage.soac.smu.ac

File  Action

@3 Ctrl-Alt-Del B Full Screen

B C\Windows\system3Z\emd.ene - fip 19216811,

a FTP server

Figure 34 but Lab should not be able to... why can ir??
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Network 0 Properties G

Action  View

Inbound Filters ?

‘outing and

These fiiters corérol which packsts are forwarded or processed by this network.
Fiker action

(v Raceive all packets except thoss that mest the crtena balow

(" Drop &l packets except those that meet the criera below

Fiters

£ T Destnaton Addrss | Destaton Mask

Figure 353 it works as expected, blocking fip login from 0 network, when inbound rule specifies Source ports 20 & 21 with
Destination as Any’

5 Virtual Machine Viewer - Lab-01-01 o server babbage.soac.smu.ac.uk

File  Action

@3 Ctrl-Alt-Del Bl Full Screen

e s -t 1920688112 Virtual Machine Viewer - Lab-01-01 on server babbage.scac.smu

s [ File  Action

@} curl-alt-Del B Full Screen

. A1l rights re

& C'Windows!

A1l rights res

Figure 36 testing inbound rude that should block fip traffic to sowrce 20 &21 dest any Figure 37 oh no! it connects with
source or dest ports 20

& 21 specified
Configuring an Outbound Filter.

[Complete this task from CARDIFF]

Here we will block access to the FTP Server for only our Router (Cardiff). All other Networks should
be able to FTP into our FTP Server:

First — remove the previous Inbound & Outbound Filters, this helps us avoid
‘Contradictory Filters’.

» Start - Administrative Tools — Routing and Remote Access Console

» Expand the Computer Name - Expand IP Routing - Then Click General

+ In the details pane - right click the Partner Network Connection interface, click Properties.
#+ Click the General Tab - Click Outbound Filter.

+ Inthe Source IP Address enter the IP Address of the Partner Network Connection on the
Router (or the Lower Number Server in your Group).
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» Destination IP Address: is the IP address of the Partner Network Connection in the
Swansea Server.

+ Source Subnet Mask: 255.255.255.255
» Protocol: TCP
» Destination Port: 21

»  From the Filters dialog select the Filter Action: Receive all Packets, except those that meet
the criteria below.

ﬁ Network 11 Properties
i

3 Outbound Filters L7 -
e Ad Outbound Filters
(x ) These fiters control which packets are received by this network
Thess fiters control which packets ans received by this network 2
3 Rout Fiter acton:
i 2 Rter sction:
& Seny % Transet 3l nackets ncagt these that mest the criena below

i 3 CAl (¥ Transmi al packets except those that meet the criena below )
& - " Drop all packets except those that meet the crteria below
" Drop all packets except those that meet the crteria below

Fters:
S| e )

JH = - - Vask | Destnation Address | Destration Mask | Protocol  Souce PodtorType  Das
Source Address | Source Network Mask | Destination Address  Destnation Mask | Py | | 12168112 255252505 TP 21
192168111 265.265 265 065 192 168112 255 255,255 265 192.168.11.2 265265255 055 TCP ey 2
132168.111 2552585 255.255 152188112 25205252 T

Figure 38 outbound filters that should block traffic through dest ports 20 & 21 from Cardiff server's 0 network address to

Swansea server's address fon 11 network)

[Complete this task from CARDIFF]

+ See if you can access your FTP server from your Router (remember you will need to
access the FTP server using the Partner Network Connection).

{117

=| Virtual Machine Viewer - Cardiff on server babbage.scac.smu.z
File  Action

@3 Ctrl-Alt-Del Bl Full Screen

o} Administrator. Command Prompt - ftp 192

dministrato rftp 192.168.11.2

connect :Connection timed out

Figure 39 unable to log in to fip server from Cardiff, connection blocked by outhound filters on iraffic through dest poris 20 &
21 from Cardiff server s 0 network address to Swansea server's address {on 11 network)

No couldn’'t connect.

Rationale:
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Our Router will essentially stop itself from sending packets to the Partner Server, via the Partner Network
Connection, the filter parameter is the source IP Address: which as specified is indeed the IP Address of
the Partner Network Connection Interface on our Router.

No other filters are setup so the Router will forward all other requests from other networks.

3 Virtual Machine Viewer - Lab-01-01 on server babbage.soacsmu.ac.uk
File  Action

@4 Ctrl-Alt-Del Bk Full Screen

Figure 40 although filters have blocked Cardiff access o fip server, Lab machine can connect successfully (even though that
connection goes through Cardiff)

Task 5: Exercise

Here we want to only allow our Router to FTP. All other traffic from our Router and all other traffic from
other networks (including PINGS) must be blocked.

Explain your method for achieving this:
1. Remove this last set of filters to start clean and avoid conflicts.
2. Then create filters to block all but TCP traffic coming in on ports 20 & 21
from Cardiff's 11 network to Swansea. As Below:

Network 11 Properties L] S
pert Network 11 Properties 1 x|l

Ach OQutbound Filters Outbound Filters

These fiters control which packets are received by thes network
d These fibers conteol which packets are received by this network

g Fiter acton g [ -
S | chion
, Seny
Bcall ¢ Transmt ol packets except those that meet the crtena beiow cad T Traremt ol packets exept thoss that meet the crter bk

H | Drop ol packets except those that meet the crtess below
=]

Fiters

5 * [Dimp all packets except those that mest the crtena below
= ]

Fiters:

| Source Address  Source Network Mask
1 :thii JEE WL

168111

jress | Destination Mask | Protocol | Source Poror Type
®EXE 0P hey

Destration Fort or Code
>
2

Figure 41 filters restricting all fraffic except from Cardiff 1 network address to Swansea on fip poris (via TCP)
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The Cardiff 11 network address is specified as the only permitted source, the Swansea server is the permitted
destination and since only FTP traffic is to be permitted, only the ports used for that service are permitted. All other
traffic is specified as to be dropped (by selecting “Drop all packets except...). These results are illustrated in the

figures below.

Virtual Machine Vievies - Cardif on server babbagesoacsmuacul 2 iy, ol Machine Viewer - Lab-01-01 on server babbage soac.smu.a

File  Action

@} Ctrl-alt-Del B Full Screen

File  Action

@3 Ctrl-Alt-Del Bl Full Screen

m Administrator: Command Prompt

BY C\Windows\system32\cmd exe

Figure 42 Cardiff can access fip server on Swansea bui cannot ping it

Figure 43 Lab can neither fip nor ping Swansea

Observational Tasks:

=4 {188z

Q1). Describe (using appropriate illustrations) how the ARP process operates in Networking Contexts?

Q2). What is Packet Filtering? In our context, why is Packet Filtering termed 'IP Packet’ Filtering? Why
would you use Packet Filtering in your Network? What are the perceived benefits?

Q3). Why is it possible for contradictory filters to occur when you use packet filtering? Give an example of

a Contradictory Filter:

Q4). FTP Server is just one Role/Service we can configure our Server to provide? What other roles can
the Server provide that would benefit our Infrastructure in both a local and remote context?

You will find the Answers for this Question are on the bottom of the very page.

Stuck in at end as don't know where it goes just now:
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Virtual Machine Viewer - Lab-01-01 on server babbage.soac.smu.ac.uk
File  Action
@3 ctrl-alt-Del B Full Screen

M C\Windows\system32\cmd.exe o -2 |-i:3-||
Sent 4, Rec B 4 {188z lo -
Adam>ping 192.160.11.1
168.11.1 with

160.11.1
168.11.1

Minimum = Bme, Maximun

Ehenfidam>_

ad
ad
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P, Prifysgol Cymru
» Y Drindod Dewi Sant

" University of Wales
Trinity Saint David

B.Sc. Year 2
Network Services

Worksheet 3. TCP/IP Configuration using DHCP
(Dynamic Host Control Protocol).

-

Group Name: group

Author(s): 1 Adam McGowan & Eben Stewart
Complete the following tasks:

abstract

Pre-setup

Configure your network such that each virtual machine is connected to each virtual
network. LE. Cardiff, Swansea and Lab-01-01 should each have 3 interfaces, with one
interface on Network 1, one interface on Network 2 and the third interface on Network
3. You do not need to assign IP addresses to newly created network interfaces.

Eben —1 shut down the VMs to install new network cards, using wksht0 as a guide. On Lab, |
mimicked the set dynamic IP, dynamic MAC & enable virtual switch optimization.

But I got this error message:

VMM cannot enable or disable the MAC addresses spoofing or VM network optimization settings because the
Virtual Network Adapter associated with virtual machine Lab-01-01 is not connected to a virtual switch.

Connect the virtual network adapter to a virtual switch, and then try the operation again.

Looking at the setup of adaptor 1, I unchecked virt. Switch optimization and it worked. All three machines
now have three network adaptors connected to one of the three available networks. DONE

ID: 10692

Task 1: Understanding Different TCP/IP Configurations

We know that Computers use |IP addresses to communicate over TCP/IP protocol. Windows
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2012 provides three different ways to configure |IP Addressing.

Manually — Static |IP addresses, usually assigned to Servers running Windows 2012 Server. All
the servers on our 192.168.1.0 network are configured, at present with manual/static IP
addresses

Dynamically — If a DHCP server is installed |P addresses are assigned automatically on boot-up,
DHCP is the default TCP/IP configuration and is in most cases automatically setup on Windows
Workstations.

Alternative - When you install Windows 2012 you are automatically configuring that Server to
be a DHCP client.

+ Obtain an |P address automatically uses a DHCP server for dynamic IP addressing
+ Use the following IP address — Statically defines the IP address

If you are a DHCP client, and you are unable to locate a DHCP server, you get your address from
arange of IP addresses known as the APIPA (Automatic Private IP Addresses).

An APIPA type address is a class B IP address. |t is allocated from the range 169.254.0.1 to
169.254.255.255. |t has a Subnet mask of 255.255.0.0. This is a private |IP range; you would not
find another computer attached to the public internet using any APIPA addresses.

The DHCP client (if no host can be contacted) picks a random |IP address from this range, and
broadcasts it out on the network. If this address is in use the owner will send a packet informing
the client it is already in use. If the |IP address is not being used, the client ‘binds’ this IP address
to the specific network adapter. The client will send out requests periodically to the DHCP server,
until DHCP automatic IP address can be assigned.

VERY IMPORTANT:
BEFORE YOU UNDERTAKE THIS TASK MAKE A NOTE OF ALL STATICALLY DEFINED IP
ADDRESSES; YOU WILL NEED THESE LATER ON.

On Cardiff - arp —-a:

Note that 3% interface is within Apipa range.
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Interface: 192.168

B1-88-5e-P-00-16
01-80-5e-00-00-f ¢

A1-88-5e-BA-BA-16
A1-00-5e-PB-B0-fc static

Type
- static
B1-80-5e !;tat_@u::

& Note that 2" and 3" interfaces are within
al Addres Type 1
d-86—-@: dynamic Aplp& LSS
£ = :
-A8-B8-16
AB-5e—-00-00-fc
Bx1?

Physical Addre
FE—fE—ff—FE—£EF-F
B1-A8-5e—00-B@-1¢
a1 -88-5e-08-00-
FE—fF—FF—FF—FF

78.55 Bx1ih

5e-08-B0-fc : ic nd d
P rpiPEirE peps : N(‘)te‘ that the 2 and 3" interfaces are
within the Apipa range

81-B8-5e-80-88-16
01-88-5e-80-08—fc

183.183 Bed

Physical Address

FE-FE-FF-EF~FE-FF

91-00-5¢-00-08-16

A1-08-5e-00-00-fc

FE—FE—FEf—EF—FE—£F
54.229.194 —- Bxe

Physical Address

FE-FE-Ff—£F—FE—FF : : c

180 o—08-8B-16 These new interfaces all have apipa

81-80-5¢-00-00-F statid addresses because they were not

b o o s specifically assigned static addresses
when the new adaptors were connected to
the networks and the machines have not
had access to DHCP servers yet. Once such access is enabled the Apipa addresses should be replaced by

dynamically assigned addresses starting 192.168.x.x.
36
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[Complete this task from Swansea and the Windows 7 client?]
* Locate the Apipa setting only for the 0 Network interface

* Set the networking to automatic private |P addressing on both servers?? (You will only
need to complete this task on one of your networks).

Machine Viewer - Swanses on server babbage.scac.smu.ac.uk
stion

ait-Del B Full Soreen

Server Manager

¥ Network Connections =i T

| B = Network ind etimat » Netwark Cosnectiens

Oegance = Dewable the network device  Duagnose thes connection.  Rename thas coanection 2 e v L
L’ et L! i‘.lm.—«.f l! hhrvf.i
Ethernet 2 Properties L1 Intesmet Protocol Version 4 (TCP/1Ped) Properties
Netwadng | Shamg Gererd | Mmmate Corfiuraton
Comectuang

¥ou Can et [P seTangs aesgred automatoaly  your metork .oponts
5 " —— s capatilty. Cohermase, you need 1 ask your network admneratr
' Mcrmach Hyper Y Netwsrk Adctr 52 Tor e accregrats B aetings.

Carfigure # Cetan i I° address aiomatoaly
Ths cormecton uses the folowng lems i the el P ackbess
¥ & Ot r Mot Networis
£ éins\: Forter Shamg for Mcrosch Netw

Figure 47 setting Swansea network 2 fo use Apipa

fortusd BApching Viewt? - Lab-01-07 0 strver BabDagesoacsmuscak
Atizn

CtrlamDel B FullSereen

Disabletres network device  Coagnoss thas conmecion.  Rename the commemion  ® - 0 @
q;! Lecal dues Connection ;_ Lecal Area Connextion 2 ;_ Loal Avea Commection 3
£ . o] netwink L el network

o Properties T ||| iohamet Brotacol Vertion 4 (TCP/B) Properties v =
Htmodang | Stamng Goneral | et Gonfigaraten

[ You tar et P st mnsgres] ubomabialy f your rebwort supprts
§ Mcrnsok Vnual Maches Bus Nstwod: Adupter “\-m?‘.--w-@i;;ﬂﬂwﬂ|wmw(m.ai’

o g oo
YO S——

N leming
This cormsection uses e bl loma Ve e ko B ko

% Clert s Mercech Nebwosis
W g.:s Packet Schaduier

Fe ared Pt Sharrg for Mhcroscht Hatworcs

bt DS survie ackh s i tnema beady
@ Use he obomrg D05 server sidhesses
Freterred D865 server 92168 0

[a—

alrerrate 0P server

Figure 48 choosing anutomatic addressing om Lab 0 nefwork

Choose Start — run —cmd
ipconfigirelease (just to make sure our static address is completely erased.
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Virtual Machine Viewer - Swansea on server babbagesoac.smu.ac.uk

File  Action
@ Ctri-alt-Del  ES Full Screen
o]
“Admini ato

IP Configuration

[Et hernet adapter Ethernet 3:

ection—s
Link-1lo
Autoconf ig
Subnet

Default

Administrator: Command Prompt ].

:854b:1b53
.11.2

}—4BBA-BB72 685 43

tap.{8DEAB4DA-E748

: Hedia di

8097 J4E~

: Media disconnected

Figure 49 running ipconfig/release on Swansea.

Apipa was set up only for 0 network, so Swansea 11 network interface is still as previously assigned. le

192.168.11.2
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File  Action
45 Ctrl-Alt-Del ES Full Screen

Figure 50 running ipconfig/release on Lab

Lab says Media disconnected on 0 network (Ethemet 2) and both of the newly set up network adaptors
have addresses in the A pipa range and no default gateways.

Swansea has Apipa addresses for the two networks it is newly attached to, but still has its old assigned P
address (192.168.11.2) as we did not clear settings on the 11 network, only the 0 network as instructed.

ipconfig /renew, it will take a few moments for our computer to realize that it cannot find a
DHCP server on the network.

+  We will get an error message informing us the request is timed out (because a DHCP
server could not be contacted).

5 Virtual Machine Viewer - Swansea on server babbagesecac.smu.ac.uk

File  Action
@#% Ctrl-Alt-Del Bl Full Screen
m Administrator: Command Prompt ILIl-

: unahle to contact wour DI

: unable to contact wour D

Figure 51 running ipconfig/renew on Swansea
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File  Action
@3 cerl-Al-Del ES Full Screen
indows\system32icmd.exe & =

to ¢

Figure 32 running ipconfig/renew on Lab

As expected, requests timed out as no DHCP server found by either machine. Now both machines know
that there is no DHCP server available and hopefully will assign Apipa addresses.

+ We should now be able to obtain an APIPA, in the cmd prompt type ipconfig
Virtual Machine Viewer - Lab-01-01 on server babbage.soac.smu.ac.uk

File  Action

@3 ctr-Alt-Del Bl Full Screen

|B C:\Windows\system32\cmd.exe
Adan>ipc

Windows IP Configur
Ethernet adapter Local Area Connection 3:

Subr
Default

Ethernet adapter Local fArea

576712

BN 81-FiA5-4D59-9398-B4C36 CBFDA

onnected

unnel adapter 69 g AF?A85DA16D3

Hed State
( tion

Tunnel adapter

Hedia State . .
Connection—spec

henfidan>_

Figure 33 result of running ipconfig on Lab
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3 Virtual Machine Viewer - Swansea on server bab bagesoacsmu.ac.uk
File  Action
@2 ced-Altpel B Full Sereen
= Administrator: Command Prompt |;
J Request has timed out.

trat

s 1P Configu

h81b: 4637215

Aninistratord

Figure 54 result of running ipconfig on Swansea
*  We should now see for our Network Connection, that an Auto configuration IP address
has been assigned, with a subnet mask of 255.255.0.0
Yes on both machines 0 network
+ \We see now that AutoConfiguration has been enabled, note no Default Gateway is
assigned. This means that clients beyond the same switch or LAN that live on remotely
separate networks cannot PING each other

0 network IPv4 addresses on both machines are autoconfig, No default gateway on either machine.

Try to ping the two other servers on the other network; record what happens.
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Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk
File  Action
@3 Ctrl-Alt-Del Bl Full Screen
o] Administrator: Command Prompt

istrator>ping .168.8.3

1wy 192.16 3 with 32 hyt

from .168.11.1: tin

from -.168.11.1 timation
P

4.

ximate round trip time in milli
Hinimum = Bns, Maximnum im five

dministrator>ping 192.168.11.

Pinging 1
2ply F

d = 4, L
in milli
ims, Aver

Figure 35 attempted ping from Swansea to both Cardiff IP addresses and Lab's former [P address

Swansea cannot connect to Lab on 0 network but can connect to Cardiff on both of its interfaces. Since its
original 11 network IP address nor the 11 network itself were not interfered with, it is not surprising that it
cannot ping Lab, which is only reachable through the 0 network, but it can ping Cardiff 11 network
address. I'm not entirely clear on why it successfully pinged Cardiff’s 0 network address.

[from here on working with Adam]
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S Virtual Machine Viewer - Lab-01-01 on server babbage.soac.smu.ac.uk
File  Action
@3 ctrl-Alt-Del Bl Full Screen

B C\Windows\system32\cmd.exe

nnection—specif

4 C108x 1

4 <188z 1

st = 4 (108 1

Figure 36 attempied pings from Lab to Cardiff both inferfaces and Swansea — failed all

As Lab is only on the 0 network it is not surprising that all pings failed.

Task 2: Installing the DHCP Server

Installing the DHCP Server:

Note: Before we do this task we need to reset our configuration back to the static IP
addresses that were entered earlier, do this here.

Figure 57 resetting previous static IP address of Lab local connection 1 (0 network)
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3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk
File  Action

@3 Ctr-Alt-Del Bl Full Screen

= Server Manager

@l 3~ Shortcut Tools Administrative Tools -8 X
I Dasht s Network and Sharing Center [;lﬂl_
B Local T |5 « Networkand Internet » Metwork and Sharing Center v G Search Control Pane J
BE All Se ; ; 3 : .
= View your basic network information and set up connections
W File a Control Panel Home
- View your sctive networks
o IS Change adapter settings
brik 3 Access type: Mo Intemet access
o - x -
i Ethernet Properties I—' network Connections: |§ Ethemet
Networking | Sharing
Connect using: : Ecuﬁs type . l;lo Imern:at access
& Microsoft Hyper'V Network Adapter fr ey onnections: § Ethemet 2
& Ethemet 3
| Corfigure... Internet Protocol Version 4 (TCP/IPv4) Properties .
This connaction usas the following tems: ur networking[f 1
=T General
o) 7 Client for Microsoft Networks Sot up a new ¢
o g5 File and Printer Sharing for Microsoft Networics Set up a broad| You can get IP settings assigned automatically if your network supports
~ Qo5 Packel Scheduler this capabilty. Otherwice, you nead to ask your network administrator
O -+ Micrasoft Network Adapter Mutiplexor Protocol reoubleshoot || T e 2Preomiate 1P setiings.
M - Link-Layer Topology Discovery Mapper 1/0 Driver 2
M i Lirk-Layar Topolaqy Discovary Raspondar Diagnose and r ) Obtain an IP address automaticaly
M -4 Intemet Protocol Version § (TCP/IPvE) @) Use the following [P address:
| ¥ - intemet Protocal Vession 4 (TCP/IPv4) I (2.1 . 11. 2 |
i Lofo Subnzt mask: [255.255.255. 0 |
Desciption [ 1
Defaut gateway: 192 .168 . 11 . 1
Transmission Control Protocol/Intemet Protocol. The defaut prEn = .
wide area network protocol that provides communicaiion
across diverse interconnected networks. Obtain DNS sarver address automaticaly
@) Use the following DNS server addresses:
Preferred DNS server: | 192.188. 11 . 1 |
Alternate DNS sarver:

L ST — L 1 L
Figure 58 Swansea's settings for 11 network are inchanged

We've seen previously how to configure dynamic IP addresses on our Network Adapter. DHCP.
DHCP gives us centralized control over IP addresses and TCP/IP default settings (subnets,
default gateways). When we set up the DHCP server, we can rely on this server to supply the
TCP/IP settings.

DHCP lies at the application layer of the OSI| model, it is one of the applications, that utilises the
services of TCP/IP.

Note at the moment; the Connection is configured with a Dynamic IP address (as a DHCP client).
‘Which connection?
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[Complete this task from Cardiff]

Add a role from the dashboard.

Choose next and the default screen

From the list of available services to install check on DHCP Server - .
Choose Next at the next notification page. Complete the dialog.
Access the DHCP Post-Install configuration wizard.

Select “Commit.”

5 Virtual Machine Viewsr - Cardiff an sarver babbage.saac.srmu.se.uk
File  Action
@ od-alDel B Full Sereen

Add Roles and Features Wizard

View installation progress

@ Feeture installation

DHCP Server
Launch the DHCP post-install wizard

Camp P eanfigura
Remate Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wezard without INtemUphng running tasks. View task pre Qress of open this
Bl page sgsin by clicking Netfizstions in the esmmand bas, and then Tagk Detsils

Clese

Figure 39 installed DHCP server role on Cardiff. Did I configure it right??

Task 3: Authorising the DHCP Server

YOU WON'T NEED TO DO THIS YET — THIS WILL BE NECESSARY ONLY ONCE WE
CONFIGURE ACTIVE DIRECTORY, BUT COME BACK TO COMPLETE IT. WITHOUT
COMPLETING THIS STEP, YOUR DHCP SERVER WILL NOT WORK AFTER INSTALLING
ACTIVE DIRECTORY.

Authorising the DHCP Server:

One thing that Windows AD Domains protect against, is rogue DHCP servers or rather, the
addition of them in our Network Infrastructure. DHCP clients are not really concerned which offer
of an |P address they respond to (they just want an IP address).
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To avoid network communications problems, we must have a way of ensuring that our clients get
a correct address from the right DHCP server in the right scope.

In order for Domain clients to receive |P addresses from a DHCP server, the DHCP Servers must
be authorised in Active Directory. To be an authorised the DHCP server must be:

e Running DHCP console
¢ A member server or a Domain Controller in the Active Directory domain.

[Complete this task from Cardiff]

e« Start — Administrative Tools DHCP
¢ Inthe Console Tree — Select the Server
¢ On the Action Menu - click Authorise

o Verify that the DHCP Service is authorised: in Console Tree, press F5 to refresh
Confirm that DHCP Server now displays with a green arrow that points up

e Close the DHCP console.

Task 4. DHCP Scopes

DHCP Scopes:
When we have installed DHCP onto our Network, the next step is to create a scope.

A scope is a range/pool of IP addresses (held within an |P address database), that are valid to be
leased/assigned to DHCP clients within a particular NETWORK. Here we will create a scope for
our Private Network.

The scope must be configured before clients can use DHCP server for dynamic TCP/IP
configuration.

Each subnet is allowed a single DHCP scope that has a single continuous range of addresses.
Specific addresses for applications (e.g. Web Servers, Print Servers) should be made
exempt/excluded from the range that DHCP scope specifies (e.g. Reserved IP Addresses).

Question.

Why is it important to use Reservations when using DHCP?

Adam post this answer to this question in independent work.

Reservations are used for DHCP enabled devices like print and file servers or other application
servers that always have the fixed IP address on the network. [1]

46




Network Assignment P147250

Question.

Why is it important to use Reservations when using DHCP?

So that IP Addresses which need to remain constant (static) are not given away by the DHCP server. They
need to be taken out of the pool of addresses that the DHCP server might assign and reserved. F-ben post
this question in independent work.

Tasks:

Part A: [Creating a DHCP scope for initialization of ‘Leasing’ IP addresses to DHCP clients
on the 0 network]

[Complete this task from Cardiff]

Navigate to Start — Administrative Tools — DHCP.

Expand the server name, right click IPv4 and select “New Scope”.

Name it “0 Network DHCP Scope”.

Set the start IP address as 192.168.0.2 and the end address as 192.168.0.254.

3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk —
File  Action

@ Ctrl-Alt-Del Bl Full Screen

[ Server Manager

Server Manager * Dashboard

2 DHCP New Scope Wizard
File Action ‘View Help IP Address Range
. ‘e I<'| |._|-| g_ You define the scope address range by identifying a set of consecutive IP addresses.
Locq —
- P oHCP Contents of DHCP
B AIY 7 condiff 3 cordiff Configuration ssttings for DHCP Server
“ DH( 4 [y Pt Erter the range of addresses that the scope distrbules
P 3 Server
5 File| 3 Poiicie Qat P addess: [192. 168. 0 . 2
io ns : T Filters End IP addrass: |]92 168, 0 254
T"' NAR b B IPvE

Configuration settings that propagate o DHCF Client

Length: -

Subnet mask |2‘35 255.285. 0

Figure 60 setting up DHCP scope for 0 Network on Cardiff

We chose not to exclude any addresses from the range at this point as we suspect that the now statically
assigned Lab machine address is intended to be assigned by the DHCP server.
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+ Atthe Select Network Connection Bindings screen choose an appropriate Network
Connection adapter.
Do not add an exclusion. okay
An 8 day lease is fine, and normal for a wired connection. 8 days it is
Select “Yes" and continue.
Enter the IP address Cardiff on the relevant network and hit “Add”.
Immediately hit “Next” on the DNS and WINS options.
Select “Yes, | want to activate this scope now.”

All above mnstructions followed without a hitch.

Part B: [DHCP Client obtains a leased IP address]

[Complete this task from Swansea]

+ Login to the server if needed.
e Choose Start — Control Panel — double click Network Connections.
+ Right click the Partner Network Connection

We are assuming you mean the 11 network that Swansea was connected to Cardiff with previously?? Ah,
no we just set up

Choose Properties

Choose Internet Protocol (TCP/IP) click Properties.

Check on the Obtain IP address automatically option.

Check on the Obtain DNS Server address automatically option
Choose Ok — Close
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smu.ac.uk

Virtual Ma Viewer - Swansea on server babba:

File  Action
@ cul-ah-Del B Full Screen

A ond Do - & x |
Ethernet 2 Properties Intemet Protocol Version 4 (TCP/IPv4) Properties -

it Netwarks
riner Sharing for M

croscfl Hetworks

<

% (%] K] &1

Advanced...

o Cancel

Figure 61 Swansea 0 network (Ethernet 2) connection sef to obtain [P address from DHCP server

e Start- Run—-cmd
e Type: ipconfig /release

Virtual Machine Viewer - Swansea on server babbage.svac.smu.ac.uk
File  Action

#3 Ctrl-alt-Del  EL Full Screen

= Administrator: Command Prompt

ratorrip

urat ion

adapter Ethernet 3:
onnection ific DNS

Link-local IPv6 Addr

Autoconf iguration

‘thernet adapt

Connection— =
Link-1 a1l S - = fe g 548:-8eH1:14

Ethernet adapter Ethernet

Subnet =
Defanlt Gatew
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Figure 62 releasing the IP address of Swansea 0 network so that the DHCP server is free fo assign it

¢ Type: ipconfig /renew (to obtain an IP address from DHCP Server)

File  Action
#fcurl-alt-pel BN Full Screen

= Administrator: Command Prompt

ng interface Ethernet 3 : unable to contact your D
out .

540 :0ef1214

5851892 :

nnecte

Hedia dizconnected

Figure 63 ipconfig/renew results on Swansea

The statically assigned IP address stands. The Apipa address that was on ) network interface (Ethernet 2)
has been replaced by DHCP server to the first address in its range.

+ Type: ipconfig /all

Verify that the DHCP server IP Address for the Partner Network Connection, is the |P Address
of Swansea server.
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Virtual Machine Viewer - Swansea on server babbage.soac. smu.ac.uk
File  Action

@ cirlal-pel B Full Screen

: ] Administrator: Command Prompt I;Ii-

DA-3

21-BA-DA-3F-88-15-5D-06

unne 1 ada 104DA-E748

Figure 64 DHCP server address of 0 Network fethernet 2) is Cardiff's 0 Network address, not Swansea's.

I believe that is correct as we just set up Cardiff to be the DCHP server.
[Complete this task from Cardiff]

e Start — Administrative Tools — DHCP Console

e Inthe console tree - Click Address Leases, verify that the Computer Name displayed is
that of your Partners Computer.

Task 5: Configuring DHCP reservations
Configuring DHCP reservations.
[Complete this task from Cardiff]

+ Navigate to Start — Administrative Tools — DHCP.
s Expand the server name, then IPv4 and select “Address Leases”.




Network Assignment P147250

+ You should see a single lease: 192.168.0.2 — Swansea. We'll convert this into a
reservation.

'g Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk

File  Action
@3 Ctrl-Alt-Del B Full Screen
g DHCP

File Action View Help

@« 2m = Him

|2 DHCP Client IP Address  Mame
4 § cardiff i8192.168.0.2 Swansea
4 g IPvd
4 7] Scope [192.168.0.0] 0 Network DHCP ¢
{3 Address Pool

& Address Leases

Figure 63 tvhe lease for the only dvnamically assigned Address, that of Swansea's ' Network

3 Virtwel Machine Viewer - Cardiff on server babbage:soac. smu.ac.uk

File  Action

i ctrl-akt-pel B Full Screen

< DHcP =
File Action View Help

e« 2m = Bm

F DHCP Client IP Address Mame Actions
o [ condif #F 19216802 Smansea P —
4 @ Pl
4 (7] Scope [152.168,0.0] 0 Network DHCP DHCP
i Address Pool
& Address Leases

4 | Reservations

! B, Lewse convented successtully to resenvation
& [192.168.02) Swansea = %

Scope Options
J Policies
3 Server Options K |
I Policies
p G Filbers T

Figure 66 the dynamically assigned address is now reserved

Stopping here for the day, will resume tomorrow, Wednesday
Dual my iliness | wouldn't carry on with this part of the work. - Adam
+ Rightclick the reservation and select “Add to reservation”. This will convert the lease into
areservation. This is the easy way to create a reservation when a lease already exists.

We'll now create a lease for a computer for which we do not have a lease.

[Complete this task from the Windows 7 clienft]

e Start — Computer — Right click Network and select “Properties”.

e Change adapter settings.

e Select the 0 network and choose “status”.

e “Details".

e Copy (exactly) the “physical Address”. It should be in the format 00-00-00-00-00-00, e.g.
00-15-5D-86-03-3F. Close this.
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[Complete this task from Cardiff]

Navigate to Start — Administrative Tools — DHCP.

Expand the server name, then IPv4 and right click “Reservations” and select “New
Reservation.

Set the reservation name to “Lab-01-01" and the IP address 192.168.0.5.

Set the MAC Address to the physical address noted above. This must be exact.
Select “Add".

[Complete this task from the Windows 7 client]

e Start—cmd.

e Type “ipconfig /release”

e Type “ipconfig frenew"

e Type “ipconfig” — what IP address has been obtained?

[Complete this task from Cardiff]

e Change the reservation for the Windows 7 client to give it the IP address 192.168.0.3.

[Complete this task from the Windows 7 clienft]

s Start—cmd.
o Type “ipconfig” — what IP address has been obtained? Has it changed? If not, why not?
e Again, release and renew the |IP address. Has it changed now?

Task 6: Observational Tasks:

Q). Define the role of the DHCP Server in your Network?
Q). What happens when we have dynamically configured TCP/IP for our NIC, but then consequently
cannot contact a DHCP server?

Q). lllustrate (with illustrations!!) the 4 stage process involved when DHCP clients look to obtain an IP
address via DHCP?

Q). Describe the advantages of using a relay agent. Explain (with descriptions and illustrations) how
and why we would setup the Relay Agent on our Router?

You will find the Answers for this Question are on the bottom of the very page.
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Worksheet 1

Task 5: Additional Observation Tasks:

Ensure these tasks are answered in appropriate detail and the sources and source materials
are referenced using the IEEE Referencing system.

¢ |dentify the benefits of Type 1 Hypervisor software services
and briefly evaluate some suitable products.
+ Type 1 Hypervisor software has a fast direct connection of input and

output at one way at a time to the operation system to hypervisor
and to the host.

* Type 1 hypervisors are gaining popularity because building the hypervisor
into the firmware is proving to be more efficient. [2]

+ With a type 1 hypervisor, there is no operating system to load as the
hypervisor that you load IS the operating system. [3]

e Define the role of Routers in the Network Architecture, what
types can be used?
* To connect routers to other networks or multiple computer networks,
router are small or big and can be wired or wireless. Routers have a

small operation system built in, routers doesn’t require keyboard or
display. [4]

¢ |dentify and discuss the usage of common Routing
Protocols, what are the associated benefits of using Routing
Protocols?
+ A common Routing Protocols of its purpose is to learn of available
protocols exist and each router calculates what route is the best.

+ Some of the most common routing protocols include RIP, IGRP, EIGRP,
OSPF, I5-IS and BGP. [5]

e Define the role of Routing Tables, what are they. Breakdown
and analyze the information a Routing Table provides us
with.
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A routing table is when information is match of its destination when
the network examines the packet to where it goes and workout how
to send it there. The table also stores information on IP networks and
how they can reach directly or indirectly.

The table then provides the device with instructions for sending the
packet to the next hop on its route across the network. [6]

Because all IP nodes perform some form of IP routing, routing tables are
not exclusive to IP routers. Any node loading the TCP/IP protocol has a
routing table. [7]

is the Subnet Mask, what is the significance of this in

the Routing Table?

*

Worksheet 2

Subnet Mask is an organization that masks Addresses network into
subnets, to protect IP and Addresses it turns the true address that is
assigned into a hidden private number or combination or pin number.

It is fixed for the organization. The host address is the part that can be
assigned by the organization. This is the variable part, and can assigned
any combination of 0s and 1s by the organization. [8]

Task 6: Observational Tasks

Observational Tasks:

a1). Describe (using appropriate illustrations) how the ARP process

operates in

o

(o]

Networking Contexts?

ARP is a mapping IP address so that a physical machine address is
recognize the local network.

IP Version 4, the most common level of IP in use today, an address is 32
bits long. [9]

The internet needs ARP to translate IP networks address that runs on
Ethernet and Wi-Fi in order to function.

ARP operates at Layer 2 in the OSI model. Protocol support is
implemented in the device drivers of network operating systems. [10]
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Q2).

e What is Packet Filtering? In our context,
o This is part of a firewall that is protecting the network from unwanted
hackers, unwanted intrusion.
O Onthe Internet, packet filtering is the process of passing or
blocking packets at a network interface based on source and destination
addresses, ports, or protocols. [11]

O As part of the overall security plan, a firewall restricts access from one
network to another network, with the goal of reducing or preventing the
spread of unwanted or malicious programs or data. [12]

e Why Packet Filtering is termed ‘IP Packet’ Filtering?

o So that security is provided to the router and that it can allow or disallow
by administrator standby.

o IP packet filtering is an important element of connecting corporate
intranets to public networks like the Internet. [13]

e \Why would you use Packet Filtering in your Network?

o The benefits of using packet filtering in network is the firewall program
tools can block access to anything coming from the internet as unwanted
intrusion.

o Packet filtering firewalls is the first generation of firewalls. Packet filters
track the source and destination address of IP packets permitting packets

to pass through the firewall based on rules that the network manager has
set. [14]

e What are the perceived benefits?
| do not understand this question.

Q3). Why is it possible for contradictory filters to occur when you
use packet filtering? Give an example of a Contradictory Filter:

o Theinbounds and outbounds can be created to allow what the user
wants into the network. If there a server that is not allowed on a private
network, it can be blocked by putting it’s IP address into the networks
inbound or outbound, this will prevent the unwanted host in as it will
time out.

o itis possible to create contradictory filters. For example, the input filter
on one interface allows the inbound traffic but the output filter on the
other interface does not allow the same traffic to be sent. The end result
is that the traffic is not passed across Router. [15]
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Q4). FTP Server is just one Role/Service we can configure our
Server to provide? What other roles can the Server provide that
would benefit our Infrastructure in both a local and remote
context?
o The FTP which is called Files Transfer Protocol is a standard network used
to transfer files to a computer that is either part of a server or a client.
This can be created by making files and putting them into the ¢ program
system then adding an upload and download with text - note. Then the
user has to make a username and password so that the user can connect
anonymously in secured.
O FTP is built on a client-server model architecture and uses separate
control and data connections between the client and the server. [16]

Worksheet 3

Task 6: Observational Tasks:

Q). Define the role of the DHCP Server in your Network?

o A DHCP server role is to enable automatic private IP addresses to assign a
network as it holds a pool of IP address for each network.
DHCP (Dynamic Host Configuration Protocol) is a server service that
dynamically assigns, or leases, IP addresses and related IP information to
network clients. [17]

Q). What happens when we have dynamically configured TCP/IP for
our NIC, but then consequently cannot contact a DHCP server?

o |think the TCP/IP gains a high overhead protocol and requires
configuration than DHCP server.

o TCP/IP network, each network client must have a unique IP address and
an appropriate subnet mask. Without these items, a client cannot
communicate on the network. [17]

Q). lllustrate (with illustrations!!) the 4 stage process involved when
DHCP clients look to obtain an IP address via DHCP?
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DHCP 4 stage in process involved with the clients is: First: DHCPDISCOVER
it when the clients can request or broadcast. Second: DHCPOFFER is
when the DHCP server can offer network to clients. Third: DHCPREQUEST
is when clients asks for IP address from the DHCP offer, and Fourth:
DHCPACK it when a new clients join the DHCP server and the DHCP
acknowledge the client that it joined and the DHCP updates it's database.

DHCP is a client-server protocol that uses DHCP servers and DHCP clients.
A DHCP server is a machine that runs a service that can lease out IP
addresses and other TCP/IP information to any client that requests them.
(18]

Q). Describe the advantages of using a relay agent. Explain (with
descriptions and illustrations) how and why we would setup the Relay
Agent on our Router?

The relay agent has a password protection.
It can enter a global mode.
It supports the BOOTP for all clients.

DHCP relay agent is any host that forwards DHCP packets between
clients and servers. [19]

The relay agent supports the server when remoting clients network.

Network booting — Clients can use DHCP to obtain the information that is
needed to boot from a server on the network. [20]

Large network support — To make DHCP support for large networks
better: [20]
= The deployment of DHCP servers can be centralized or
decentralized. [20]

= SC DHCP provides failover between servers, so that when one
server fails, the other will cover for it. [20]
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Worksheet 4

Task 4: Observational Tasks

Q). What steps does a client take (what is the process involved)
when trying to resolve a Name to an IP address?

o Stepsl:toresolve an IP address is to open “cmd” from run and type in
the host name this will check the host is active or not.

o Step2:is to gointo my computer but right click on it and view
properties click on that and then verify the full computer name.

o Step3: back to “cmd” in run and type in “ns_lookup host _name”
o Step4: ping host name this will tell you if out of reach or no media.

o Step5: goto network right-click open network and share center this
then takes you to the network

o Stepé6: click on connections that might say “local area connections”

o Thenclick on properties and then goto internet protocol version 4

o Click on properties and you can either obtain an IP address
automatically or use the following IP address.

o Step7: If picked use the following IP address type in the IP for that
computer host which might come up in “cmd.” This might fix the
resolve.

o Domain names or IP addresses on a local computer can be resolved by
adding entries in the local hosts file on a computer. [21]

Q). Describe how the Recursive Query and lterative Query
Processes resolve DNS Client Requests?

o When the client requests from the DNS server it either record or error
in a message that tells the client the name or file doesn’t exist.

o Recursive name queries are generally made by a DNS client to a DNS
server, or by a DNS server that is configured to pass unresolved name
gueries to another DNS server, in the case of a DNS server configured
to use a forwarder. [22]

Q). Explain the significance of root hints and how this process
enables us to resolve names that are not managed (or kept in an
authoritative DNS server in our network)?
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o The significance of root hints are when the DNS server stores data, it
has a list of records so that the DNS server can use to locate other
DNS servers
o Root hints are used to prepare servers authoritative for non-root zones so
that they can learn and discover authoritative servers that manage
domains located at a higher level. [23]
Q). We have a Server called Server1, this server will be hosted in
a subdomain called ‘subcontA’ with a root domain called
nwtraders.msft, answer the following questions:

(1). What is the exact FQDN for this host.

o FQDN is called Fully Qualified Domain Name, it is for a computer or a
host on the internet.

o The FQDN consists of two parts: the hostname and the domain name. For
example, an FQDN for a hypothetical mail server. [24]

(2). Illlustrate how the Domain Name System breaks up this
FQDN into Host and Domain Namespace.

o The internet needs and supports the use of a host name to identify
both the clients and server. But most important use is a database
system known as DNS which DNS runs an application on the internet
using the IPV4 or 6, maybe both. Namespace is a set of all names that
the DNS use, in the so-called top level domain.

o DNS is a distributed client/server networked database used by TCP/IP
applications to map between host names and IP addresses (and vice
versa), to provide capabilities like electronic mail routing information and
service naming. [25]

o Another example to explain the host and namespace: In school, the
little kids in primary school look up to the big kids in secondary school.
But on the Internet, it's just the opposite: The hig kids are the primary
name servers. [26]

Q). Explain how DNS Zones are used in DNS, give examples to
illustrate the use of multiple zones and how these can be used to
manage resource records of domains. What important
factors/characteristics do we need to be aware of?

o The DNS Zones contain all domain and subdomain names for an
example: domain com(for United State)
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O ADNS Zone is a portion of the DNS namespace that has been delegated
to other servers/administrators. [27]

Worksheet 5

Task:
A 3-tire web application is an program that organize 3 major parts of a network.

1. Workstation which the program gives the user graphical interface which kept on
hard disk.

2. Business logic acts as a server for clients and requires workstation for clients to
use access in graphical interface to which data need for programming which
located on hard disk or mainframe.

3. Database and programming that reads and writes for the business and
workstation this is the third tier which is in a large scale.

Each of the tiers uses clients and server to work on the computer and these three
programs act as a packager. the Enterprise uses these software’s to keep all clients and
server in order and tidy so nothing is not missing or gone, they also act as a type of
cluster so that more than one computer can work on one server than separate. This is bad
as there could be failures that can be a disaster to anyone using the computer with
unsaved work that could go missing or destroyed., as this could be faults in hardware or
power supplies.

3-tier application uses the client/server computing model. Because the programming
for a tier can be changed or relocated without affecting the other tiers, the 3-tier model
makes it easier for an enterprise or software package. [28]

Server clusters are designed for applications that have long-running in-memory state or
frequently updated data. Typical uses for server clusters include file servers, print
servers, database servers, and messaging servers. [29]
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RESEARCH-INFORMED LITERATURE

[

y“ A good number of sources used, though pretty
much exclusively from the web, many being non-
authoritative. Some web sources can be acceptable
- e.g. you've used TechNet in a fair few places.
Microsoft can be considered authoritative, though
not necessarily objective on their technologies - fine
to cite, though caution must be taken when talking
about anything potentially subjective.

KNOWLEDGE AND UNDERSTANDING

4.5

[

y‘ Some limited evidence of knowledge and
understanding - unfortunately hampered by the lack
of completeness of the work. This is the main
limiting factor for the mark throughout this work.

ANALYSIS

[

y‘ Some analysis present - reasonable synthesis, and
some concluding remarks made.

PRACTICAL APPLICATION AND DEP.

7.5

[




® Worksheets partially completed. Again, mark limited

due to the lack of worksheet 4, but nonetheless, a 1 8
valid attempt made.

SKILLS FOR PROFESSIONAL PRAC.

[

y‘ Your spelling, punctuation and grammar need work. 4
I'd suggest carefully proof read your work before
you submit, for both coherence and SPG.
Document presentation could also be a little better.
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