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Abstract- This report researches the importance of data security and compliance by considering papers and regulations specific to the water industry. Reviewing the importance of creating environments which protect, detect and react safeguarding applications through the use of IT systems and infrastructure within modern organisations. By focusing on a specific industry, clearer examples and guidance surrounding topics such as cyber security and risks to be considered can be explored. The government and several regulatory agencies reference one another, including Ofwat, The Drinking Water Inspectorate (DWI [1]), National Protective Security Authority (NPSA) and National Cyber Security… (NCSC [2]). Preparations and measures should be in place against threats leading to loss of life and the compromission of national security. Consideration to Critical National Infrastructure (CNI) and Security and Emergency Measures Direction (SEMD) is referenced and highlights the level of robustness required. Key topics research refers to security frameworks such as ISO27000 and the recently published NIST 2.0. Other Security tools paired with Intrusion Detection and Prevention Systems can be utilised in consideration to SEMD. Whilst assets, infrastructure, systems and communications are vital, so are the people involved at every stage, senior leadership should understand security frameworks and staff of all levels should have the appropriate level of training and security clearance, both in terms of physical access and system access. Physical security paired with security technologies within a virtual environment such as firewalls, VPNS, access control and more allow several layers of protection. Notably NIST 2.0 emphasises the focus on accessibility and understandability, referencing other up to date material in order to stay consistent and referable, welcoming feedback and translations on a national scale, thus contributing to a current, scalable and applicable security framework, designed to work with rather than replace existing procedures [3]. 

Keywords data security, water utility companies, security framework, NIST, ISO27001, Intrusion Detection, Information Security Management, compliance. Introduction

INTRODUCTION
Data is an ever-increasing valuable resource. As data becomes more relied and preyed upon, protection of said data becomes all the more critical. This research will focus on data security and compliance within the context of the water industry. Open data initiatives along with recent media attention to pollution, have increased public interest in the environment. Simultaneously ensuring data security is a crucial aspect of public health. Customer data must be protected, but the industry itself must also limit access to those who may wish to cause harm. 

Institutions such as Ofwat, Drinking Water Inspectorate (DWI) and Critical National Infrastructure (CNI) enforce regulations and requirements which aim to safeguard the public consumer. A primary example of which is outlined in the DWI Network and Information Systems Regulations (NIS) enforcement policy [4]. Consideration will be given to the guidelines and standards set by these bodies. Regulatory compliance for water utilities outlines requirements in order to ensure operational security whilst managing risk to infrastructure and supply to customers. The world of technology is rapidly changing with new challenges and opportunities with the likes of cloud storage and AI. Companies must embrace and evaluate the use of these technologies to remain resilient and regulatory compliant. 

[bookmark: _Toc173791273]Security Frameworks
Security Frameworks 
Security blueprints dictate the security policies through design, implementation training and technological controls. A key component of which is the security framework, detailing the organisations information security strategy. In order to stay current and practical for present and future practices, the plan should be scalable, and upgradable. 

The National Protective Security Authority (NPSA) describe “National Infrastructure are those facilities, systems, sites, information, people, networks and processes, necessary for a country to function and upon which daily life depends.” [5] Water is included amongst the 13 national infrastructure sectors within the UK. To be classified as ‘critical’ the official UK government definition focuses on the potential outcome if they were compromised. To be classified as critical the loss of systems, facilities assets, networks or critical operators, could result in casualties, loss of life, and social or economic impact as a result of essential services integrity and availability being severely impacted. Additional considerations include the impact on national defence and security. 

Given the significant risk and potential consequence, rigorous safeguards are in place to protect such services, the measurement of those safeguards can be established by utilising the standards set out by organisations such as Ofwat who are primarily focused on economic regulation, the DWI who are concerned with drinking water quality, and NCSC, with tools, techniques and extensive guidance in the form of official authoritative technical documents [6]. Cyber Security is an ever-evolving complex subject, guidelines seek to make such a dense topic accessible, understandable and available. 
Non-compliance regarding data breach notifications result in penalties from Regulations such as General Data Protection (GDPR), emphasizing the need to maintain records and communications. The primary focus usually being the protection of customer data within the water industry for example. Appropriate training should be in place, security clearance and suitable technologies. 

Part of the UK’s critical national infrastructure is formed by Operational Technology (OT) environments and as such guidance has been written by National Cyber Security Centre [7]. Defined as “technology that interfaces with the physical world and includes Industrial Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA) and Distributed Control Systems (DCS).” Whilst still a concern in regard to cyber security, safety, availability and reliability are often prioritised whereas typical Information Technology (IT) concerns would usually primarily focus on confidentiality, integrity and availability, often depicted as the CIA Triad. IT and OT must both be considered in a water utility company. For example, the risk to either system type, whether regarding customer data protection or the possible physical danger associated with OT failure or malfunction, can be addressed by implementing sound risk management principles. 

When selecting a security framework, laws, regulations and contractual obligations required of the organization will influence the decision. Similar organisations may have experience in successful implementation and have relevant recommendations. Resources available to implement and maintain a framework must also be considered, unlike ISO frameworks which cost to access, NIST is free, two widely implemented security frameworks. When requirements are specific enough to require professional experts or consultants, they should also be factored into the scope.  Evaluation of the IT and business strategies may identify that some components require specific frameworks.   Tasks and instructions regarding the order they should be achieved. 

In the possible event of catastrophic consequences, cyber security must be robust, for which the Cyber Assessment Framework (CAF) collection has been developed by NCSC [2]. The aim is to help organisations demonstrate appropriate levels of cyber resilience, specifically if a function is vital and at risk of severe disruption by serious cyber incidents. To protect the public, businesses and services, an organisation would be subject to Network and Information (NIS) Regulations [8].  “The CAF – A set of objectives and underlying principles, outcomes and indicators of good practice (IGPs)” works with cyber regulators and GovAssure when considered in the context of Network and Information Systems Regulations. INTEGRITY
CONFIDENTIALITY
AVAILABILITY
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When selecting a security framework, laws, regulations and contractual obligations required of the organization will influence the decision. Similar organisations may have experience in successful implementation and have relevant recommendations. Resources available to implement and maintain a framework must also be considered, unlike ISO frameworks which cost to access, NIST is free, two widely implemented security frameworks. When requirements are specific enough to require professional experts or consultants, they should also be factored into the scope.  Evaluation of the IT and business strategies may identify that some components require specific frameworks.   Tasks and instructions regarding the order they should be achieved. 

A widely considered framework is ISO 17799/BS7799 focusing on managerial direction and support through organizational security. A water utility company may adopt a security framework such as ISO/IEC 27001:203, mostly used outside of the USA, Bogdan writes in favour of adopting IS)/IEC 27001:2005 as the international standard as a “durable and well-known way to achieve security for organizational information” [9]. An aspect which cannot be understated is the need to efficiently communicate a security plan; well established and revised frameworks support this. ISO/IEC 27001 provides a basic security control overview and cannot be compliant without the supporting document ISO 27002, which is not alone certifiable, however ISO 27002 details the specific controls for necessary implementation in order to certify. Outlining steps and deliverables, the recording of communications with interested parties, and the measurement and monitoring of records and results. 

The National Institute of Standards and Technology (NIST) has recently updated the Cyber Security Framework (CSF) guidance documentation with the intention of reducing cybersecurity risk [3]. The latest 2.0 edition targets a range of organisations and industries varying from nonprofits to large agencies with fluctuating degrees of cybersecurity sophistication. With the intent to be easily actionable and enabling users to get the most from the framework. A notable change will be the additional focus on governance, emphasizing the enterprise risk of cybersecurity, to be considered alongside reputation and finance by senior leadership. Supply chain risk management is also closely evaluated. [bookmark: _Toc173844999]Figure 2 NIST Cyber Security Framework
Detect
Identify
Recover
Protect
Respond

NIST CSF
Govern


These challenges are illustrated within the water industry who must balance the financial requirements set by the likes of Ofwat, whilst seeking to improve overall reputation by simultaneously investing in environmental monitoring and protection. Originally NIST’s CSF focused on critical infrastructure, the recent update seeks to aid a broader audience effectively [10]. 
“The CSF does not prescribe how outcomes should be achieved. Rather, it
links to online resources that provide additional guidance on practices and controls that could
be used to achieve those outcomes.”

Security frameworks provide a structure approach to risk management and compliance. Much of the effectiveness comes from a methodological approach, considering assets, technology, customer data, process and network protection, identifying and reporting risk and maintaining public safety and organizational operability. 
[bookmark: _Toc173791274]Intrusion Detection and Prevention
Intrusion Detection and Prevention
As established, the water industry has a considerable need to be protected in both physical and cyber environments. Intrusion Detection and Prevention Systems (IDPS) often play a role in protecting critical infrastructure. 

The DWI operates within England and Wales as an independent regulator assuring clean drinking water. In order to mitigate effects of civil emergency through the maintenance of water supply and sewerage systems, hand washing for example, was vital during the coronavirus epidemic. Additionally, the DWI is responsible for Security and Emergency Measures Direction (SEMD) including the auditing of Critical National Infreastrucutre (CNI) enforcing compliance [11].  Not only is water consumable, but it is also vital to public health and hygiene, as is the removal and appropriate treatment of waste, making the water industry a considerable target risk. If compromised, in addition to public health, economic and national security could be adversely affected, it would affect households, schools, farmers, restaurants as some examples of disruption. 
Principles of enforcement withing the SEMD policy include [1]:
Accountability
Proportionality
Consistency
Transparency
The Water Industry Act 1991: Section 208 details the need to identify necessary assets and infrastructure, security risks, supporting infrastructure, required activities and processes [12],p5]. Companies must also have measures in place to avoid or mitigate security event risks and “use such up-to-date technology and systems as are appropriate to ensure the ongoing security of relevant assets, supporting infrastructure and their operations.” Incident reporting encompasses the need to have security measures in place including appropriate security practices, relevant to identified risks, reporting processes regarding risks and incidents, security incident response should be robust and appropriate security clearance measures. Executives
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Additional data will need to be sorted to identify and prioritise vulnerable customers in an emergency or supply interruption whilst maintaining communication through facilities and procedure in order to maintain support throughout such security events or emergencies [12],p4]. The appropriate training of staff, and establishment of command-and-control arrangements allowing the management, regular testing reviewing and addressing of identified vulnerabilities. 
[bookmark: _Toc173791275]Implementing Information Security
Implementing Information Security
Training and Security Clearance
From outlining the importance of easy-to-follow security frameworks and the emphasis on security clearance, it should be established that personnel training is paramount. However modern organisations face new challenges with the rapid introduction of technologies such as AI and the cloud, mass migration of files and documentation as a result, the NCSC details how chosen cloud services should be configured securely “as required by the shared responsibility model” [13].  Recently there’s the added uncertainty of granting access to AI. Experienced personnel may soon find themselves in entirely new environments as we move away from Public Switched Telephone Network (PSTN) voice communication toward machine to machine (M2M) utilising Wi-Fi, satellite and cellular networks to transmit data. The introduction and emphasis on governance in NIST 2.0 will lend itself to the introduction to AI, as access, and standardisation of labelling and categorisation become even more essential. 
Clearly identified stakeholders and structures are also emphasised in section 5.1 “Improving Risk Management Communication… the CSF fosters bidirectional information flow” [10]. The National Cyber Security Centre has some guidance regarding the cyber security risks of using AI, these include ‘AI hallucinations, flaws in which it’s essentially wrong, a significant risk with regulatory data [14]. Additionally, AI can be misled by phrasing, gullible and biased, misused to follow instructions, creating negative content or even injection attacks. AI can be useful, unless the data well has been poisoned, resulting in manipulated data. Measures should be in place to prevent AI sharing sensitive data with suitable restrictions in place, such as Data Classification. 

Physical and Cybersecurity Measures

Additional technologies such as VPNs, as explained by Jain and Kumar, firewalls and identification with controlled access will play a significant role in the physical protection of physical and cyber space [15]. VPNS allow secure communications over public networks, different VPN protocols should be evaluated for security implications. Firewalls should be explored, technologies include packet filtering, application-layer firewalls, stateful inspection, deployment strategies, management and configuration to enhance network security, as detailed by Cheswick, Bellovin and Rubin [16]. 
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CONCLUSION
When national security and human life is at risk, it is understandable that a considerable effort is applied to establish clear guidelines and protective measures which are not only recommended but enforced within the water industry. Whilst security frameworks such as NIST 2.0 are designed to be flexible and accessible from any organisation, it is within the context of utility companies, mandatory and regulated. Policies should be in place and carried out by trained staff with appropriate level of clearance, whilst enabled to identify and detect risks, react, document, and consequently report appropriately. Systems should be robust, reviewed and audited. Critical National Infrastructure should be protected, and considerations set out by the DWI and SEMD enforcement policy should be followed. National Health requires several layers of protection, the vulnerable should be identifiable and contactable and like all customer data, this information must be protected. In conjunction with IT environments, OT must too be protected, with physical harm also being a potential consequence, making the CIA triad insufficient. 
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Case Scenario
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The following report outlines decisions made and outlined for the benefit of executive directors when implementing a new information security unit within the Generic Incorporated Organisation. Detailing the likes of NIST for their cyber security guidelines, whilst complying with the likes of GDPR and other regulatory bodies. What is apparent is the need for involvement from senior management at every level, as outline in the organisational structure. Policies, procedures, security standards, risk management, data protection compliance and contingency planning will be explained for the consideration and approval. 
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[bookmark: _Toc173791282]Introduction 
This report seeks to outline the approach needed by the company, Generic Incorporated ltd., when creating a new information security unit. With guidance sought from the likes of NIST Special Publication 800-53, and governance practices outlined by the likes of DAMA. For the ease of communication, recognised frameworks will be adopted having researched their effectiveness and suitability for business needs. It is advised the information security unit adopts a top-down approach, meaning this document is for the information and approval of the Mystery Incorporated’s executive directors. It should be stated at this stage that senior management should be involved throughout the decision-making process, risk assessment, implementation and maintenance of the information security unit to ensure success. 
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Organisation structure 

When considering the organisation structure, two main approaches were considered. Top down and bottom-up approaches. The bottom-up approach, whilst enabling technical expertise of individual administrators, runs the risk of creating a single point of failure which relies on experts, lacks participant support and staying power within the organisation. The inverse, top-down approach, enables upper management to initiate policies, procedures and processes. They are suitably placed to set expectations, goals and desired project outcomes. As a result, the top-down approach has been selected in this proposal.
“In a large organization, there may be many of layers of management and each may form a distinctive stakeholder grouping, for example: board-level senior managers, middle managers, junior managers, and front- line supervisors.” [17],p146]
[bookmark: _Toc173791285]To further support the top-down approach, a strategy should be in place to formally develop, known as ‘systems development life cycle.’ 
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A diverse information security program requires a wide range of professionals to support and deliver. Administrative and technical support and expertise are required to implement the IS program, working in conjunction with senior management who act as a key component in the proposed top-down approach. The Chief Information Officer (CIO) for example will have the Chief information Security Officer (CISO) reporting directly to them. An additional project team may be required to facilitate technical and nontechnical areas, including a Team leader, security policy developers, specialists in risk assessment, security professionals and system administrators ultimately landing with end users. 

Policies and Procedures 

The implementation of a Systems Development Life Cycle (SDLC) acts as a methodology behind the design and implementation of an information system. The methodology is a formalised approach to problem solving, a sequence of procedures which are structured. Their use ensures clearly defined goals and a rigorous process, ultimately increasing the probability of success within the organisation.

The SDLC waterfall methodology illustrates the aspects which rely on and inform one another:
Investigation – Analysis – Logical Design – Physical Design – Implementation – Maintenance and Change. Each stage feeds into the next in a bidirectional manner, repeating until no longer viable outlined by Royce [18]. 

Before decisions can be made, investigation should take place to determine the problems which require solving, with consideration to constraints and objectives in order to scope the project. Developing the preliminary cost-benefit analysis is a key enabling component. Assessing the technical, economic and behavioural feasibilities can determine and ensure implementation is feasible and beneficial in terms of time and effort required. 

As the organisation is not new, the organisation’s existing systems and capability to support the proposed changes to the system, determine how it will interact with the existing. Finalising with documentation of said findings, updating as necessary to reflect feasibility. The business need and service need will drive the applications which are decided. Before the feasibility analysis can be completed, there is a need to understand the data structures and support which would be capable of providing inputs as identified. This stage will generate cost estimates in comparison which benefits and inform options available. Specific technologies and components should be evaluated to inform the physical design with alternatives considered, this documentation seeks to outline these solutions for management approval. 

Once approved, further testing or ordered components and created software is vital with supporting documentation instigated as a result. The feasibility analysis will allow performance review and acceptance test. It’s important to note at this stage that implementation is not the end, once in place maintenance and change must be considered, in fact this stage can be the most intensive in terms of time and cost. The system may need modification in addition to support for the duration of its life, continuing until the process is required to start again possibly at end-of-life stage of the system. Even when at the end of the life cycle, a new project should be implemented restarting the process to continue supporting the organisations mission. 

Policies will specifically relate to the set of procedures, people and technology of which the Information System (IS) is composed of, enabling the business to use information with suitable access for security purposes, balanced with the access and availability to enable task completion whilst simultaneously providing protection from threats. Information security is an ongoing process rather than and accomplishable task achieving a perfect goal. 

· Software
· Hardware
· Data
· People
· Procedures
· Networks 

[bookmark: _Toc173791286]NIST special publication 800-64 rev.5 has been selected as a security framework, as it maintains that early integration of security in the SDLC allow maximum return on investment [19]. By identifying and mitigating security vulnerabilities and misconfigurations early, bringing awareness to engineering challenges, identifying security services which are shares and re-use of strategies and tools for security which can be utilised, and ensuring informed decision making at an executive level is facilitated. 

Data Protection Compliance 

Data has key involvement in a number of areas which require responsibility and ownership. A data owner usually falls within the realm of senior management who are responsible for the use of a set of data and its security. Data compliance must consider regulations set forth by the likes of GDPR to ensure customer protection at all levels as set forth by the European Parliament and Council [20]. Data custodians will more specifically be responsible for the transmission, storage and processing of data of the required information and systems. Finally, Data users with information security as part of their role will interact with the actual data. In order to protect data, it’s value can be assessed by evaluating the characteristics:
· Availability
· Accuracy
· Authenticity
· Confidentiality 
· Integrity
· Utility
· Possession
The McCumber Cube illustrates the level of education technology required whilst considering various aspects in the data life cycle initially created by McCumber [21]: [bookmark: _Toc173845002]Figure 5 mcCumber Cube Illustration
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[bookmark: _Toc173791287]It is not only customer data which needs to be protected. Businesses will often create and own original ideas, known as Intellectual Property (IP). Software piracy is commonly a target of IP breaches. There are watchdog organisations which investigate the abuse of software including the Software & Information Industry Association (SIIA) and Business Software Alliance (BSA). Copy right law may apply to technical security mechanisms, although this proposal suggests utilising existing frameworks rather than write and protect new initiatives, ease of communication is a key consideration when selecting a framework and one which is tried, testing and recognised is usually easier to implement, audit and asses. 
Security Standards 
This report seeks to outline the approach undertaken by the new information security unit. As such Security standards are a main component and consideration, seeking to create a secure environment free from danger or harm with tasks and actions in place to make clear to those at eery level. The organisation requires multiple layers of security in order to protect the following: 
· Operations
· Physical Infrastructure
· People
· Functions
· Communications 
· Information[bookmark: _Toc173845003]Figure 6 Components of Information Security
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[bookmark: _Toc173791288]The illustrated pillars of computer, data and network security, focusing on confidentiality, Integrity and Availability are widely referenced, Stallings being one source [22]. The protection of systems and hardware working in tandem to store and transmit information will be the focus. Information security management becomes more important every year with added layers of complexity. An expanded model of the CIA triad expands on the Confidentiality, Integrity and Availability key components, whilst also considering computer, data and information security, the management of said information security, and finally governance.  
Key concepts within the security standards include:
· Access and Asset 
· Attack and Loss
· Control, safeguard or countermeasure
· Exploit and Exposure
· Protection profile or security posture 
· Risk and Threat
· Subjects and objects of attack
· Threat agent, Threat Event and Threat Source
· Vulnerability 

An example of an ‘object’ under attack, for example a computer, in an attack it may be an active tool used to conduct said attack or the entity being attacked. Attacks can be intentional or otherwise, but ultimately can cause damage or compromise information. Exploiting will more specifically be a technique used to compromise a system. Yet again, management need to stay aware of various threats, meaning a potential risk or loss of value to an asset. Inevitably as security improves, the number of potential hackers also increases over time often from anywhere in the globe. 

Contingency Planning 

The information security programs primary focus is to ensure information systems, housing and assets are safe and useful. Threat of attack should be a constant consideration. Contingency planning should enable the protection of the organisation’s functional ability, the data and information being collected and used. Applications within the IT systems need to be enabled to operate safely, and technology assets safeguarded. The information security unit will work in conjunction with IT management to facilitate the security program as ultimately the management will often preside over the technology. Consideration will be given to interested communities where relevant to business cost and interruption. 

Data is integral to the delivery value to customers by capturing records or transactions, therefore data in transmission, being processed and being stored (at rest) is a critical aspect which data security. Protecting said data is achieved by enabling safe operation of applications, using environments designed to safeguard applications interacting with IT systems. At every stage management should oversee infrastructure and stay informed rather and relegate to a department such as IT. 

Contingency planning must account for organisational growth, anticipation of changes considered as part of hardware selected to fulfil requirements dictated by the size and scope of the enterprise. Reviews should take place to identify when more robust security programs are required as existing solutions are outgrown. 
[bookmark: _Toc173791289]
Not all risks are as a result of human intervention. Forces of nature can pose a serious threat, whilst the UK is not subject to the likes of hurricanes, flooding, power cuts, storms, dangerous driving conditions can all impact the storage, transmission and maintenance of information systems. The organisation will need measures in place to limit damage and have contingency plans in place for continued operations. 

Governance and Strategic Planning for Security 

To fulfil governance requirements, a committee will be formed compromising of senior management and key stakeholders, including the CIO, CISO, legal advisors. This committee will be tasked with overseeing the security program, setting policies and standards to adhere to ensuring compliance. 
The clear definition of roles and responsibilities will contribute to a successful implementation. Assigning accountability for specific security tasks and establishing a chain of command will be essential. A governance charter will also be required to outline the structure, mandate and operating procedures of the security government committee. The document should not sit idle but be regularly reviewed, for example every quarter, and consequently approved by executive management. 

Suitable components from the DAMA Data Management framework will be implemented as a recognised source. The DAMA wheel illustrates key knowledge areas and demonstrates the centrality of data governance, in short it sets the standards and responsibilities required to effectively manage data. “… other Knowledge Areas (e.g. Data Security) are balanced around the Wheel. They are all necessary parts of a mature data management function, but they may be implemented at different times, depending on the requirements of the organisation.” Page 35 [23], p 35][bookmark: _Toc173845004]Figure 7 DAMA wheel
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“Enterprise architecture defines the information assets and components of an enterprise, their inter relationships, and business rules regarding transformation, principles, and guidelines.
Data security architecture is the component of enterprise architecture that describes how data security is implemented within the enterprise to satisfy the business rules and external regulations.” [23], p 254] 
[bookmark: _Toc173791290]



Risk Management 150

[bookmark: _Toc173791291]Independent support systems operate and are dependent on by the Information System. Modern organisations must consider the internet, communications, as information availability can be seriously undermined through the failure of an Internet Service Provider (ISP). There is cause to outsource a web hosting provider to assume responsibility for all internet services, potentially also incorporating hardware and websites.  Power interruptions may also be a consideration, depending on the likelihood and risk involved, implementing the use of generators may be required if critical enough, to maintain the overall availability of information and systems. The NIST Special Publication 800-39 will be utilised to as part of the risk assessment, specifically the ‘Guide for conducting risk assessments [24]. 

Obsolete technologies, Sabotage, Vandalism, Theft, software attacks, technical hardware and software failures or errors, all must be considered within risk management.  Risk management must consider and protect against unauthorised access to protected information. Categorised as illegal industrial espionage and legal competitive intelligence. Even indirect access poses a risk, an example being shoulder surfing where a person is able to access confidential information. Trespassers should know they are encroaching on the organisation’s cyberspace through the use of controls. Staff training will need to be delivered at all levels to protect against the efforts of hackers who use skill or fraud and a number of techniques such as phishing to bypass controls designed to protect information, often disguised as official or emotional sources with an emphasise to disclose information in a timely manner. 
	 
Human error can occur even without the influence of a hacker or malicious intent through unintentional ignorance. Through the lack of training or experience, or making assumptions, they pose a significant threat, and this plays a significant role in the deployment of the information security plan. All efforts to protect data, hardware, systems and networks are null and void if employees within the organisation do not know how to properly interact with the systems. Mitnick captures this risk expressively [25]. 

“People are the weakest link. You can have the best technology; firewalls, intrusion-detection systems, biometric devices… and someone can call an unsuspecting employee. That’s all she wrote, baby. They got everything.” Kevin Mitnick. 

[bookmark: _Toc173791294]



Conclusion

In conclusion, the selected NIST 800-53 will be the source of many of the guidelines outlined in this report. Further supporting documentation will be utilised such as the DAMA governance framework. Compliance to the likes of external regulators is essential to avoid penalties, such as GDPR to protect customer information. A top-down approach will be utilised to allow and encourage key stakeholders and senior management involvement at every stage. Future resiliencies will need to be considered for the likes of AI technologies which may aid and introduce new risk into the information security realm. Considering publications like the likes of Chen, He and Li as they explore the protection issues in cloud computing [26]. 
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