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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

As a police officer, my actions are accountable to the public. The code of ethics (2014) sets out the public standards that are expected of me and fellow officers. Organisational justice has a direct impact on officers’ engagement with the organisational and ethical policing (Quinton et al 2015). Therefore, it is important that I recognise organisational justice within my organisation and its effect directly on me as we all have a part to play in ensuring a sense of fairness and holding each other to account resulting in ethical policing. I will look at how my force promotes organisational justice and using Driscoll’s reflective model (2007) reflect how I feel that impacts on me. 
Research indicates good organisational justice has a positive impact on behaviours and values of police officers resulting in ethical decision making and valuing the public. Public who feel valued are more likely to be open with the police having a positive impact on the self-legitimacy of an officer and so further reinforcing ethical behaviour (Quinton et al 2015). I get the most satisfaction from incidents when I feel connected and trusted by a member of the public and am more inclined to go the extra mile to help in those situations and can see how this increases my personal feeling of self-legitimacy. 
An inspection by HM Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) (2017) of Gwent Force was graded good at treating the workforce fairly and respectfully, ensuring ethical behaviour. There were many practical examples of how Gwent promotes staff wellbeing and engagement to ensure organisational justice and promote ethical awareness: Staff engagement and information sharing using the intranet such as ‘Ask the Chief ‘with a personal response to all queries, ‘Chiefs Blog’ which sets out his expectations for staff and feedback actions from ‘Time to listen’ meetings where staff can raise concerns. The force intranet also feedback actions in response to the annual staff survey so staff can see their voice is heard. There are ethical dilemma discussions using simulated, hypothetical scenarios which I have taken part in and found to be useful, not only making me think but also seeing how my colleagues think and would act.  There is an effective health and wellbeing strategy with training for supervisors in supporting staff positively impacting sickness figures, a robust ethics committee that helps addressing changes in an ethical manner and accessible policies and procedures that are scrutinised by the ethics committee and are respectful of equality and embed the code of ethics.
I had not really considered how I felt organisational justice applied to me, probably as I feel that I am treated fairly and that my immediate team seem to have the same standards as myself. I always feel we pull together as a team, supporting each other. The rolling shift rota has always enabled me to balance homelife and childcare. 
I think that my sense of fairness stems from my direct management by my shift sergeant. (Quinton et al 2015) state that fair leadership that makes staff feel valued and able to be open and honest and involve staff in decision making is vital to good organisational justice. The allocation of crimes and prisoner handling are managed by him, and I feel workloads are distributed equitably amongst members of my shift except for more complex incidents which are often given to more senior members of the shift to progress. He often conducts one to one sittings to discuss workload’s and wellbeing. These are informal and provide me with opportunities to question areas of work that I have been unsure about encouraging me to think about how I apply discretion. On the other hand, I feel that my inspector micro-manages and often seems to be involved where he does not need to be. However, leadership in policing is complex as it requires both a command style of leadership and a style that fosters participation (Campbell & Kodz 2011) so on consideration I feel that between my inspector and sergeant that they fulfil this requirement giving a balance to the shift. I do have a mixed personal perspective of the impact of organisational justice within the wider team at my station as there are five response teams in total under the inspector, each with different sergeants. I have seen a totally different management style with another sergeant who is completely opposite in nature to my own. He tends to protect his own shift by not accepting jobs that are passed on and deferring complex incidents to other shifts. This keeps his own shift happy but causes bad feeling amongst other shifts. Sometimes I feel it would be nice to be on his protected shift, however from a personal stance I do not feel I could justify not tackling some jobs as they happen.
In the year with my station, I have not taken part in a staff survey and was not aware they existed until now. Looking at the HMICRS report I have become aware of routes that are available to me to have my say. While I can informally voice my concerns to my current sergeant I may end up in the future with a different sergeant who I cannot be so open to. Due to the volume of my workload and studying I only focus on emails that directly relate to jobs and study and tend to delete other seemingly irrelevant emails that are predominantly bulletins. Asking colleagues, I now realise I may be deleting opportunities that may contain survey links or chances to feedback my thoughts. Having previously had a long military background I always felt that I had to accept things as they were and that as a unit we were not usually asked for opinions and doing so singled you out.
I am conscious I am a new officer and things that may just niggle me now might have a negative impact over time so I should look at how I can voice niggles constructively. Moving forwards, I will actively look for those feedback channels, continuing to use the informal routes I am already using, but also looking for the formal routes such as staff surveys. Although I feel at a personal level that the organisation supports me to make ethical decisions and I do not have a negative attitude, it is my opportunity to provide a view on what does work for me and hopefully build a picture of how the Force can continue to promote a good sense of organisational justice with a positive impact on ensuring ethics is at the centre of all decisions.
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

I will reflect on an incident whereby late one evening, I was dispatched to a street where several residents reporting loud bangs followed by voices screaming. The incident required me to consider a multi-agency approach to action the situation for the best result.

Working within the National Decision Model framework (NDM) (College of Policing 2014) I began to gather information and intelligence, asking the operator for more information, they were unable to tell me where the screaming was coming from or who was involved. With information limited I went to the second stage of the NDM: ‘Assessing Threat and Developing a Working Strategy’. Being single crewed I requested another unit to assist as the situation was unknown and potentially dangerous. 

I planned to start a dynamic risk assessment of the situation once on the scene, however on arrival all was silent. It was nearly midnight. With no apparent immediate threat, risk or harm, I went back to the first stage of the NDM, to gather information. I spoke with one caller to establish the general area of the noises and walked that way. 

I found an address with lights on and the front door wide open. In the front garden was a boy approximately 5 years old, shivering and wearing shorts. I remember looking down at his feet which were black with dirt! 

I activated my body worn video (BWV), a small camera to document incidents. I felt it would accurately capture the poor condition of the boy. Bowling and Shruti (2019) suggest BWV is replacing the task of notebook taking. I felt that the visual evidence would be the most accurate capture of the situation, especially as a situation develops and notes may be taken in retrospect with the possibility of missing detail.

The boy said his mother had been shouting so had gone outside to play. Looking into the property I could it was in poor condition, I could barely see the floor for clutter, so assessing the risk I entered under Section 17 of the Police and Criminal Evidence Act (PACE)(1984) which allows an officer to enter a premises without warrant if they have reasonable grounds to believe there is a risk to life, property or in the execution of an arrest where there are grounds to do so. 

I found 2 young boys in the living room, one approximately 10 years and the other 4 years. The youngest was curled up in a ball rocking himself backwards and forwards. I was concerned for him, but the older boy confirmed he was his brother, and he was always like this, so I made some eye contact and smiled at him to try to reassure him. 

I heard someone clambering over the mess on the stairs which turned out to be the mother who became hysterical saying she had taken her 15-year-old daughters phone off her. The daughter then threw a wardrobe, bedside cabinet and desk down the stairs and causing damage to several items in the house.

Aware there is two sides to a story and trying to not to prejudge the situation as I was already finding the conditions in the house difficult, I made my way upstairs while my colleague took more details from the mother. Looking for the daughter I saw what I believe was the boy’s bedroom, riddled with damp, rubbish scattered everywhere with bare mattresses on the floor. I felt that given the young boy I had seen outside and the living conditions that there was neglect. Neglect or abuse at home compromises a child’s human right under Article 3 of the Human Rights Act 1998 (Drew 2000).

I found the daughter sat on her bedroom floor facing the wall. I introduced myself by my first name as I have found that to be less formal when dealing with children. Sitting down, it took a while for her to engage, and I explained I just wanted to hear her side, she eventually confirmed she had argued with her mother over the phone and thrown items down the stairs. 

I went back downstairs to liaise with my colleague. Still following the NDM I moved to the third stage which is “Powers and Policies”, my colleague and I discussed our options:

We established that a criminal offence had been committed under Section 1 of the Criminal Damage Act (1971) as the daughter had caused damage to her mothers property without a lawful excuse. In England and Wales the age of criminal responsibility is 10 years (CPS 2017) which meant we had grounds to use Section 24 of PACE (1984) which gives an officer the power of arrest without a warrant for a person who has committed an offence. Considering the advantages and disadvantages of this action we felt there were more negatives than positives. Arresting the daughter would have only provided short term safeguarding to the mother. To arrest would potentially mean the criminalisation of a 15-year-old which felt ethically wrong, so applying discretion we chose not to arrest.

A charity working with the National Police Chiefs Council to reduce the number of child arrests, particularly in black and ethnic minorities, child victims of organised exploitation and those in residential care review the latest evidence, recognise that criminalisation at an early age results in further activity as they grow older (Howard League 2019). Their campaign and partnership working has decreased child arrests by 75% between 2010 and 2019. Gwent Police have decreased from 2503 arrests in 2010 to 594 arrests in 2019. This clearly has a positive impact and enables police resources to be saved and is a positive example how working together to understand the whole picture, rather than managing it as just an incident or crime is beneficial for everyone.


The level of damage caused still warranted action. We considered the use of partner agencies for an out of court intervention. An evidence review strongly indicates that repeat adult offenders frequently have an upbringing where factors such as familial criminality, family conflict, abuse and neglect are common in their childhood (Katsiyannis et al 2017). This indicates that tackling these childhood factors may have a positive effect on reducing a child’s entry into criminality. Trotter (2018 p.353-354) supports this view, suggesting that using a family model of support reduces the statistics of young offenders reoffending. It was clear that from the poor living conditions and neglect of the children that the family needed help. There were two suitable approaches:


One option I have previously used successfully was Youth Offending Services (YOS). YOS work with juveniles aged 10-18 who are likely to or have been dealt with by police. They include several agencies such as social workers, restorative justice workers, caseworkers, police and psychologists from child mental health services to assess and help a child understand what has led to their referral and recognise the risk to themselves and others. YOS has many disposal options such as youth caution, actively working with YOS staff for a 3-month period taking part in offending behaviour workshops, alcohol and drugs awareness and employment and education training. (Brighter futures for children 2021).

The second option I have recently become aware of is Reach, Engage and Change Happens (REACH). REACH is another diversionary scheme for young children headed by Caerphilly County Council. The advantage of REACH over YOS this is that REACH can work with children from 8 years of age. Their aim, like YOS is early intervention. REACH is aimed predominately at anti-social and criminal behaviour but can also support children lacking self-esteem. The child volunteers to work with the scheme and are assigned a REACH worker who works with them for up to 6 months and supports the child’s parent or guardian by partnership working with other organisations to providing parenting classes to develop skills when dealing with their children, which has proved successful in reducing reoffending (Caerphilly County Borough Council 2021).

To prevent further conflict and following force policy we took the daughter to stay with her grandmother for the night before returning to the station.  

Once at the station I was able to consider my options and contingencies, stage 4 in the NDM. I had to decide what action to take giving the best results with the least risk.

“Action and Review” is the last stage of the NDM.  Knowing little about REACH I looked at their role and spoke with colleagues about REACH. From a personal aspect, I had already had YOS involvement but not yet any involvement with REACH. This presented a good opportunity to develop my knowledge about them. I felt that REACH was a better option in this case. This was because they had a wider team with partners such as social services and the local council that offered this family the increased support that they all needed, not just the child support offered by YOS. Additionally, REACH offered the extra time that they would be supported to give them the best chance of succeeding.

I was very concerned about the poor conditions that the children were living in and neglect. So, I also submitted a Public Protection Notice, a report summarising vulnerabilities and risk posed to members of the public. This referral was submitted to the Public Protection Unit who work alongside several partner agencies such as social services in this case. My referral requested social services attend the address and conduct an assessment immediately!

I am increasingly realising that frontline policing is not all ‘cops and robbers’. Most of my policing is attending complex domestic incidents which are not solved by the power of arrest alone. This incident demonstrates a need for understanding of factors that influence a situation. Being aware of these and using schemes that adopt a multi-agency approach to support a person, are key to ensuring that the right referral for support is requested with a positive outcome for the offender, victim, general public and police. 
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Using Driscoll’s reflective model (2007) I will explore a domestic assault defined under the Criminal Justice Act (1988) Section 39, as when a person intentionally or recklessly causes another person to suffer or apprehend immediate unlawful violence. I have chosen this specific incident as attending officer to support the victim who was a repeat victim of domestic abuse. Farrell (2010) defines a repeat victimisation as the “recurrence of a crime against the same target”. 

I attended an address following a report of a female being attacked by their husband. I was informed the husband had a warning marker as a domestic violence aggressor against the caller. The caller had bruising around her neck. She told me that her husband, who was alcoholic had grabbed her around the neck and thrown her to the floor during an argument. He had then left the property.
This incident had taken place in front of their two children aged 5 and 7 years. They were clearly traumatised by the incident as they were crying and clinging to her as we spoke. These Adverse Childhood Experiences (ACEs) increase the risk of children entering criminality and misusing drugs and alcohol (Centers for Disease Control and Prevention 2019). Furthermore, many domestic abuse victims have a history of ACEs. Therefore, there is a clear cycle and helping a child in this circumstance may break the cycle.

An approach I am aware of within Gwent to manage vulnerable children at risk of harm is Operation Encompass which shares information between police and schools. Police contact a designated school staff member when following contact with a child due to a domestic incident so the school can provide additional support to that child. This approach was praised in a report by HMICFRS (2019). As a response officer I personally have never seen this in action as I typically only deal with the incident itself and leading on from this will actively seek to increase my knowledge of the process past my involvement. 

In line with the National Vulnerability Action Plan 2020-2022 recognising vulnerability early and assessing risk is essential at first point of contact, as the responding officer this is me. A thorough and accurate risk assessment allows action taken and signposting to help is appropriate and more likely to be taken up and effective. To assess the level of risk posed to the caller and children I used the Domestic Abuse, Stalking and Honour Based Violence form (DASH)(2009); a risk management assessment to proactively identify, intervene and prevent used by forces across England and Wales. It is a lengthy process, but I have found the questions relevant and helpful when assessing levels of risk. Robinson et al (2016) recognises that the DASH assessment is lengthy but also that the best person to complete the assessment is the initial attending officers as they also observe body language and demeanour that cannot be captured by a third party. Therefore, a poor assessment can lead to severe consequences, so I always aim to complete this process. 

They consented to the Dash process and for information to be shared with partner agencies who would be able to offer support and safeguarding. It became apparent she was a repeat victim, so I graded the DASH high risk. Before returning to the station, I drove them to a friends address for the night to keep her safe should the husband return. At the station, looking at previous incidents I was disgusted to see one incident where she had been beaten that had resulted in a charge which he served a prison sentence for.  I was aware that several incidents disclosed to myself had not been reported to police which solidified my grading of high risk. It is difficult to be supportive, maintaining the ethical code to act with fairness and impartiality when on the face of things, she continually put herself back in the same situation. I have to dig deep to look for a deeper level of understanding, respecting that I do not understand all her circumstance and reasons why, what is sadder is continuously putting your own children at risk time and time again.

Regardless of my own difficulty understanding why a victim would put themselves at continual risk I have a professional duty to accurately document and record the incident. A report by Farrell (2010) on repeat victimisation states the police often under record incidents of repeat victimisation. If crimes are not recorded properly, we will fail to recognise victims. I myself rely on information stored on previous incidents to help me formulate my response. Farrell believes that to tackle repeat victimisation there must be a strong preventative approach with a strong plan which is supported by the victim. As reported figures rise the HMICFRS (2019) suggest confidence in reporting and being taken seriously, more accurate recording of crimes and prioritising these crimes is likely to account for the rise. This reinforces that my approach in being open and non-judgemental along with accurate recording and appropriate referrals to partner agencies for support are essential to the ongoing management of domestic violence.

In this incident I needed to implement a strategy to adequately safeguard the caller so drawing on experience from a similar incident I attended I referred them to MARAC which stands for Multi-Agency Risk Assessment Conference. This is a meeting shared by several agencies such as child protection, probation, police and Independent Domestic Violence Advisers sharing information on high-risk victims of domestic abuse to provide a co-ordinated response to safeguard the victim. MARAC claims that up to 60% of victims referred never report further violence, Safe Lives (2014). This implies that this strategy is effective, although it must also be recognised that these are victims behind closed doors, and some may simply not report further offence. However, partnership working is recognised as key and HMICFRS (2019) praised forces for their use of Multi Agency safeguarding hubs (MASH) who share three common principles these being, sharing information, joint decision making and co-ordinated intervention.

While this reflection focuses on the repeat victim of domestic abuse. This repeat victimisation is recognised to be common to many types of crime and not just individuals as households, businesses and particular properties or vehicles may be vulnerable to repeated crime (Weisel 2005). Furthermore, external factors increase vulnerability to repeated crime, for example, alcohol abuse, physical isolation and risk-taking behaviours. Without an understanding of the factors that apply to a situation, individual or group it is not possible to prevent further instances by developing strategic approaches that address these risks and as a front-line officer I will always just be ‘fire-fighting’.

It is recognised that a public health approach is needed to achieve long term benefits. This involves looking at the population, understanding factors that influence the situation and using best evidence to implement plans that proven to be effective. Understanding the problem police, partners and communities can formulate a multi-agency approach to prevent an issue initially arising, stopping an emerging issue establishing itself and stopping an established issue escalating to crisis level (Christmas and Srivastava 2019). This preventative approach supports the Policing Vision (2025) which also recognises that society is becoming more diverse and complex, crime is evolving with modern technology and increased partnership working is key to identify and protect the vulnerable using preventative approaches. Using models such as the SARA model to scan, analyse, respond and assess strategies put in place help organise an approach to recurrent issues (ASU 2021) and the crime triangle provides a way of understanding how a victim, offender come together at an opportune moment, to understand factors that influence the event, so identify weaknesses to exploit and disrupt the triangle.

As a response officer still new in service I naturally look at the enforcement of legislation often focusing on the individuals and not the wider picture, recognised by Christmas and Srivastava (2019) who suggest that response officer’s often focus on “individuals and enforcement”. Being aware that factors increase vulnerability to crime and repeat victimization will enhance my approach, gaining an understanding and trust, improve my accuracy in reporting of events and contribute to the bigger and multi-agency picture by providing the first-hand detail to help inform future approaches and strategies.

Word count 1369



Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

Using Driscoll’s reflective cycle (2007) I will reflect on an incident as the attending officer to an incident playing a significant role with the victim and identifying the offender. I have limited experience of serious and complex incidents and the seriousness of this incident is not in the incident itself but the potential that this type of behaviour might escalate to. Gathering information to identify the offender was complicated by the protection of personal data.

I was dispatched by the control room to a Highstreet shop where a lone female staff member had reported a male exposing his genitals. While on the surface this non-contact crime may appear to be minor compared to some sexual crimes involving contact such as assault and rape, research from a review of 12 studies indicate that frequently more than 10% of offenders who commit contact sexual crimes has a history of prior exhibitionism and approximately a quarter caught will reoffend (McNally & Fremouw 2014). This indicates that these types of crimes need to be taken seriously as they may link to a more serious crime in future.

Using the National Decision-Making Model (NDM) (College of Policing 2014) I began gathering information immediately, so on route established the offender was no longer in the shop and obtained a description of him. Utilising local council closed-circuit television (CCTV) I requested they pass the description to CCTV operators. I thought CCTV could be used to assist in the apprehension of the offender and minimising the threat of a repeat incident or more serious offence by this individual, also if the offender was observed by CCTV in the general area, that footage could be used as evidence in an investigation as it would place them near the scene. A study of use of CCTV by British Transport Police suggests that useful CCTV significantly increased the chance of solving crimes, however this is dependant on quality of CCTV (Ashby 2017). Having previously viewed CCTV images from the council in relation to other incidents I was confident that if his image was captured that it would be valuable to the investigation as the quality of images was good. 

When I arrived, it was clear she was very shaken by the incident. I tried to put her at ease by introducing myself, not invading her personal space and asking her if she was comfortable speaking with me. It was important I approached and responded in a manner that would encourage her to be open and informative, particularly as a male officer. A study found that women who had been exposed to reported feeling distressed and felt that police and men in general trivialised the incident (Riordan 1999). I find this concerning as I imagine how angry I would feel if my partner was subject to this incident, and it was clear that this caller had been distressed by the incident. Guidance notes from College of Policing (2021) reinforce first responders’ approach to victims of rape or sexual assault as critical to ensuring victim engagement by using approaches including empathy, being non-judgemental and considering if a person needs an interpreter or registered intermediary.

She confirmed the information given by the operator was correct and this was backed up by store CCTV footage of the act. I was satisfied that the offence of exposure had taken place which is defined under Section 66 of the Sexual Offences Act (2003) as a person who intentionally exposes their genitals intending someone to see them and be caused alarm or distress.

Taking the victims first account I established the offender’s identity was unknown, therefore, without being located on CCTV the likelihood of making a quick apprehension was slim. Using the NDM to help assess the situation, ethically I had to make the difficult decision to leave the caller as the protentional risk and harm the offender presented outweighed staying and taking a formal account and recovering the CCTV. Before leaving I ensured that the store manager had been contacted, the store closed that evening, and a family member was coming to collect the victim. Advising her that she would receive contact leaflet from victim support as they would automatically follow up and advising her to keep door locked and phone on until collected, I left her as safe and reassured as I felt was possible.

Unfortunately, after an extensive area search the offender was not located so the following day, I arranged with the caller to obtain the CCTV footage and take a formal statement. Gathering evidence in the form of a statement taking is a core element of policing and forms the foundations of any successful investigation (College of Policing 2013). Furthermore, without statements from key people in an investigation such as witnesses that other evidence such as CCTV and forensics may have little value. Therefore, I felt without a formal account from the caller there was little evidence to say an offence of exposure had been committed as only her statement could support that the incident had caused her distress.

While initially attending this incident, I considered the assistance of Crime Scene Investigators as the offender having entered and left via the main doors meant a possibility that fingerprints could have been left. However, drawing from experiences of previous investigations I knew because of the large foot traffic who had touched the door as well as the elements being wet, the possibility of recovering prints would have slim. I have also found that waiting for results can often take months. Therefore, I chose not to ask for their assistance in the hope that I would be able to use the CCTV footage to identify the offender. Had circumstances been different, for example the possibility of more reliable forensic evidence such as bodily fluids, more serious assault or greater risk indicated by perhaps a weapon then I would put greater weight on the need for forensics and calling for specialist help such as CID. 

On returning to the station, I felt identifying the offender quickly was important. Again, learning from previous experiences I distributed photos of the offender with other officers and local police community officers hoping someone might recognise them as this had worked for me before. 

Considering the link of low-level sexual offending to more serious offending and considering all sources of information held at my disposal I contacted the MOSOVO team, a team I had previously become aware of an earlier university assignment exploring public protection and have now used twice since. They are a team responsible for the management of sexual and violent offenders (College of Policing 2020). 

Sadly, all attempts to detect the offender through identification alone were unsuccessful. At this point I regretted not taking the forensic opportunities at the time of the incident. Nevertheless, it was not a wasted exercise as it did raise awareness of the incident with other colleagues.

This left me in a difficult position as all reasonable lines of enquiry had been exhausted. I felt that without further information the case may be closed. I contacted the victim to update them on the investigation. When discussing the difficulties in identifying the offender they informed me their colleague had identified the offender from CCTV as they had served them a few days prior to the incident.

With the prospect of further leads I reattended the store and viewed earlier footage which showed the offender entering the store and purchasing some items using contactless payment. I asked the staff at the store to provide details of the transaction. Analysing the information, I was able to identify bank details of the offender which I established from matching the time shown on CCTV and transaction details provided by the store.

Having identified bank details I needed to develop that information to reveal the offender’s full details. My plan was to contact the bank and obtain a name, date of birth and address. This turned out to be more difficult than first thought as the bank refused to provide details stating there was not an immediate threat to life, and they were not a missing person.

Due to the sense of urgency to identify the offender I contacted my local intelligence officer whose role is to evaluate intelligence and assess risk, harm and threat. Following their advice, I contacted the bank again expressing my concerns. I explained if this individual was not apprehended that the risk posed to members of the public could potentially be very serious. A recent high-profile example of exposure escalating to serious crime with devastating consequences is the abduction and murder of Sarah Everard by serving Police officer Wayne Couzens of the Metropolitan Police. Failing to act on allegations of exposure 6 years earlier and a few days before the murder was revealed in court (Bates 2021). As a serving officer I find this unacceptable on a personal level and find it difficult that one officer can break the trust that the public have in us as one bad apple!

Along with an email expressing my concerns, I submitted a request of information form under Schedule 2 Part 1 of the Data Protection Act (2018) which allows the lawful passing of personal information to law enforcement when in the prevention of a crime, apprehension of an offender or the collection of tax or duty. This is compliant with the General Data Protection Regulation which is a framework setting guidelines for the collection and processing of personal data within the European Union (Information Commissioners Office 2018).

Eventually the bank provided me with a name and address. Using available sources, I searched Niche, a record management system used for managing incidents and investigations, documenting names and addresses and recording intelligence (Niche 2021). Searching Niche, the details provided by the bank did not match so I had to use alternative methods. One method I have previously used is checking the electoral register and using information held on the electoral register I was able to verify their current address. A colleague also checked the Police National Computer records, as I am not trained to do so, and it showed he had no previous convictions.

Satisfied I had gathered all the evidence, analysed the information to establish their details and evaluated the risk posed to the public I attended their address where they were located and arrested them. As a result of the work, I had put into this investigation the offender was charged. 

CCTV was essential in this investigation, although I was unable to identify the offender with images alone, it gave me the lead I followed when I observed him using his bank card earlier that week. Wanting to identify and apprehend him as soon as possible, I was disappointed that the bank did not initially respond to my request, and I had not really considered data protection at the time as my only thought was identification. However, pleased I took steps to consult the intelligence officer for further guidance and that being persistent and focused achieved my goal. I feel that though this is not the most serious of crime that I will likely encounter that I feel more confident.
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Task 5

Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Using Driscoll’s reflective model (2007) I will reflect on an online blackmail incident I recently dealt with. I will explore what actions I took to reduce harm caused and what makes victims vulnerable to this type of crime. 

Blackmail is defined under Section 21, Theft Act (1968) when a unwarranted demand with menaces is made to another with the view of gaining for himself or another or have intent to cause loss to another. Blackmail offences have gradually and dramatically increased over the past 10 years, rising from 491 to 16181 cases (Clark 2021). ‘Sextortion’ is regarded as the online threat via phones and social media to share explicit images to gain favours or coerce a person into sharing further images or engage in sex (Wolak et al 2018).


A young male called police in the early hours of the morning concerned they were a victim of blackmail. The victim requested police not to attend their home address as they resided with their parents and did not want them to be aware of the incident.
As requested, a diarised appointment was arranged at their nearest Police station, and I was the on-duty officer taking appointments. I greeted the victim and introduced myself, welcoming them into the station. He seemed very anxious due to his tone of voice and constant fidgeting, and I needed to reassure and gain his trust. Building rapport was going to be essential to ensure he felt he could be open and give me as much information as possible, as I would need to gain evidence and help safeguard him from further attempts of blackmail.


I have found that building rapport with victims helps gather a more comprehensive first account, a view supported by College of Policing (2020a) and incorporates the ethical code by behaviours such as honest, open, non-judgemental and being culturally aware. I noticed the local rugby club emblem on his jacket, having played rugby myself I used this as an area of small talk which seemed to bring him out of his shell, then I was able to lead the conversation into the incident. Using small talk and common interest to establish a connection is widely used and nonverbal techniques such as friendliness, open body language and being non judgemental are key to good rapport (Vallano et al 2015). 


The victim explained that because Covid-19 pandemic restrictions he was unable go out socialising and had turned to online dating. He began speaking online to a person he believed to be female. Over a week or more they spoke daily which he described as “everyday chat” and had then befriended them on their social media platforms Facebook and Instagram. The “everyday chat” got more personal such as asking about family, friends and their home address and overtime became sexual. Again, becoming embarrassed he needed my reassurance to continue. I reassured him anything said stayed confidential and that I wanted to help, staying non-judgemental, applying the standards and principles of the code of ethics (College of Policing 2014).

The victim explained they were asked to send photos of a sexual nature with the promise of photos being sent back in return. They agreed, sending several images of themselves exposed. The victim received back a screenshot of a pre-written message drafted to several of their social media contacts. The message contained the images he had sent, his personal details and a message threatening to send the images unless a payment of $250 was paid into a cash app account. At this point the victim contacted police, reporting the incident.  

I reassured him he had taken the right steps by reporting the incident, reminding him that the matter stayed confidential. The incident had clearly left him in a state of fear so I knew being able to provide a good initial first response would help reduce risk and harm.

When assessing vulnerability and risk I have found guidelines set out by the College of Policing (2020b) a useful tool helping me in identifying and responding to risks posed to a vulnerable person (a person who by circumstance are unable to protect themselves or others from harm). Underpinned by the code of ethics they guide in recognising a vulnerable person, communication skills to establish facts and risk and plan action to protect the person. I had already worked at establishing a rapport, recognising the influences that exposed him to dating online and sharing personal information and the resulting embarrassment and fear of being exposed to people that knew him. Now I had to take action to safeguard him from the initial threat and minimise future threat.  

I wanted to firstly ensure that they were not at financial risk. The victim confirmed they had not made payment but questioned if they should. I had not yet dealt with an incident of blackmail, so my knowledge was limited. Going on gut instinct I thought the most appropriate advice was to not to comply with their demand for payment. 

I advised the victim not to engage with what we then named “The Blackmailer” and instead block and delete them. Taking learning from other more common digital offences I had dealt with such as Malicious Communications I knew it was essential to document the messages along with the account details which would be needed later in the investigation process. Once this was done each account was reported to their respective social media platforms.


To prevent him from being contacted from accounts that could be associated with the blackmailer I changed the victims social media privacy settings to private with him. While social media platforms have positive benefits in connecting people and sharing information, this also increases the risk to privacy and security and a survey of users showed that frequently users accepted default settings which did not fully protect their accounts and left them open to many forms of online intrusion and exploitation (Ali et al 2018).

When all this was done, I took the opportunity while the incident was still vivid in the memory of the victim to document their account in the form of a statement making sure it contained as much detail as possible.

With everything now evidentially documented I spoke with the victim in depth about their use of social media particularly their use of dating websites. I sympathized with the victim aware that current circumstances surrounding the COVID-19 pandemic made it difficult for young people to socialise, but as an officer I had a duty to advise him on the risk associated with using such platforms.

Before the victim left, I reiterated the advice I had given such as not to engage with the Blackmailer as well as informing him further incidents would need to be reported. I was concerned about his mental state and felt he needed emotional support. Therefore, I signposted him to the Samaritans, a charity that offer 24hour support for people struggling emotionally or at a point of crisis.

Reflecting on these actions, although I was acting on my instinct, I am reassured to see they comply with the National Crime Agency (NCA) (2021) web advice: Not to panic, not to pay, don’t communicate and get support.

After the victim left, I immediately notified the NCAs Anti Kidnap and Extortion Unit who work in partnership with police providing specialist support. They are a global leader tackling anti-kidnap and extortion and recognise sextortion as a growing threat (NCA 2021).

[bookmark: _GoBack]The last immediate action I took was taking all the information I had gathered and start what is known in Gwent Police as Charter work. Charter is an application to acquire digital information such as subscriber information with the aim of obtaining information such as names and IP addresses. Once submitted the application form is passed to a Single Point of Contact (SPOC) who can acquire digital information in line with Regulation of Investigatory Powers Act (2000) which regulates how public bodies operate to obtain information whether that be through covert surveillance or digitally. 

A review of available research by Al Habsi et al (2021) concluded that those who were more likely to be at risk are those that are looking for relationships, wanting to express themselves and have lower self-control. They tended to be younger females happy to share images on social media. The increased information sharing on social media automatically puts them at more risk of being targeted by social blackmail, however they highlight that there is a lack of research, and the gaps mean that planning strategies to combat this area difficult due to lack of information.

Differing to the research review crime statistics from the National Crime Agency suggest that mostly teenage and young males appear to be victims. These statistics relate to the filming and recording of sexual acts and used by gangs to extort money (Whitworth 2018). The article also suggests that a small number of males had lost their lives due to suicide because of this. Whilst I could see the embarrassment caused to the victim, I had not really thought that the effect of this could be so severe as to cause someone to contemplate suicide and whilst I had signposted him to the Samaritans it wasn’t because I thought he was a suicide risk, just that he needed someone to speak to confidentially.

The only real similarity between these 2 sources of information seems to be generally a younger person who accesses social media and engages in crossing the normal boundaries that a face-to-face encounter might normally discourage. It clearly is a growing problem and highly likely under-reported. As a police officer in todays digitally growing age I will need to keep up to date with digital crime. People who become victim of this crime are reluctant through shame or embarrassment to report so being up to date and providing the police response and signposting to help is essential to public protection.
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Task 6 
Recognition and confirmation of progress on the Occupational Competency Portfolio (OCP). 
  
 
 
By signing the section below you are acknowledging your continuing progress on O.C.P.  

This is recognised by the university as work that is fully supporting this module BMPP 5003D; Policing in the workplace 2and in signing it will be equivalent to 1000 words towards the 8000 words equivalent total. 
 
 
 
 
Confirmation of the progress on the Occupational Competency Portfolio (OCP). 
 
I confirm that I am progressing with the Occupational Competency Portfolio (OCP) in accordance to the regulations.  
 
Signed:  C.Coomer (Learner – electronic signature accepted.) 
 
Date: 12/10/2021
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