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[bookmark: _Toc89808903]Introduction:  in this report I will be discussing the importance of having a safe organization’s IT systems and infrastructure and how to protect it, by providing evidence on topics like Security Technologies in which I explain as to why modern organizations need to create an environment in which the personal will be protected, detected, and safeguarded.
Secure technologies:
 I have picked secure technologies as a topic to discuss, as to why modern technologies should use this to create a safe environment that will protect, detect, react, and safeguard applications from different malware, hackers and others that can potentially damage an organization's IT systems and infrastructure. The reason why I have picked this topic over the others, is due to the benefits that this can provide to strengthen the organization’s IT systems and infrastructure.

[bookmark: _Toc89731325][bookmark: _Toc89731333][bookmark: _Toc89808904]VPN
One of the benefits, I have previously mentioned would be VPN, and what it allows to do is to secure and establish connection between you and the internet, redirecting the IP address from the source which would be from a local network or a home router as an example, and then set a new IP address while keeping the connection. The way that this will benefit the organization’s IT systems and infrastructure is by providing anonymity to the network which means that the company can safely browse through the internet without being too scared to start getting tracked by hackers, websites, and others. 

This would especially imply towards the workers that are part of the IT system, as some of them could be working from home and that is when they would be the most vulnerable, as from their IP addresses the hackers and the scammers can get a lot of valuable information like their identity, bank details, personal records and other. That is why VPN is the necessity to have around.  



[bookmark: _Toc89731326][bookmark: _Toc89731334][bookmark: _Toc89808905]Firewall
The reason why a firewall would be important for the organization’s IT systems and infrastructure is because it allows it to monitor all the incoming and outcoming network traffic and block or pass based on how safe it is. It is an essential part of protection that everyone and every company should have up to date and ready, as it is a prime source of protection against hackers and scammers. The way that can firewall can be utilised would be through the antivirus, that is able to provide with an advanced firewall that would help even more with tracking an income and outcome traffic, also it will give other benefits like cleansing the computer from all the viruses and safe browsing through the internet. 

Just like with VPN a lot of people can work from their homes, and at home, their safety would be even more at risk, than during the work hours at the organization, due to the fact that they would be more open to dangers that the internet could provide, and in order to safeguard them, antivirus is a big necessity to have as not only would it protect the person from hackers, but it would also stop the person into going to fake websites and getting scammed on them.


[bookmark: _Toc89731327][bookmark: _Toc89731335][bookmark: _Toc89808906]Access control
Access control, unlike firewall and VPN is not directed to the software that will bring such utility, instead access control is created within the network that allows to assign role to different variety of stuff. As an example, there is an admin who oversees everything and as the result will hold full power of control and responsibility for the company. Also, there is, regular workers who won’t have as much power as an admin would have, but they would still be able to do their work and would still have access to some power to the network. 
This was created in order to keep confidentiality of personnel in check, and also in order to save the network from the disaster, as there could be case where the personnel would mess around with the network, which as result will heavily damage the network and bring other problems, on top of that there could be people who want to get the personal data of other personnel in order to use it, for their own benefits, which could put company’s image on the line. Because of all of that, access control was created, to give the right amount of power to correct person/staff.

[bookmark: _Toc89808907]Cryptography 
Cryptography is another way of boosting the protection of organization’s IT systems and infrastructure, the reason why cryptography is important, is since it encrypts the data, so it becomes a lot harder to read and bypass than usual. As an example if the business like Apple has a lot of customers personal data and credit card information if they get hacked all of that data would get leaked and stolen by hackers, but if the business encrypts the data, then it will take time for them to decode the data in order to get something out of it, which is super beneficial for the business as they can take precaution and action against the hackers.  In the picture below, will be the simple example of the encryption 
[image: Cryptography—What Is It and How Does It Work? - Chris ...]

As shown in the screenshot, the word “Hello” has been encrypted to “URYYB” so if the hacker hacks into the computer to get the information out of it, what he would see, is the data that can be easily stolen, but if it is encrypted, then it will take much longer to bypass as he would have to decipher the data using the ROT13 encryption as shown in the screenshot above and that is why encryption is a necessity in organization’s IT systems and infrastructure.


Flowtech tools and frameworks
[bookmark: _Toc89731328][bookmark: _Toc89731336][bookmark: _Toc89808908]Organization structure
The way that the Flowtech company can take advantage of something like organizational structure, is by applying previously mentioned benefits of access control. As before any company, can launch its name for public they have to be sure that their network is limited to them, and proper roles have been assigned to the proper stuff. Otherwise, if that won’t be followed a random trespasser could potentially access something that only an admin should be allowed, which would be something like credit card details and personal information and that will lead to a lot of disasters. So, that is why establishing organizational structure is important, and below will be the example of its most effective use
[image: Diagram
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Based on the screenshot above, Flowtech can set the correct authority access to the correct number of staff, which brings the stability within the network. Also, as shown in the screenshot above not just the authority has been given to all member of staff but also their responsibilities, and this is crucial topic that cannot be neglected as if it will, then a wrong member of staff will be assigned to the wrong place, which will decrease his efficiency and bring trouble to him and slow down the effectiveness of the network. 
 
[bookmark: _Toc89731329][bookmark: _Toc89731337][bookmark: _Toc89808909]Compliance 
Another important feature that Flowtech would have to implement would be compliance, which is the set of rules and ethics that must be followed within the stuff, and the reason to why this should be implemented into the business, is because it will bring the balance within the business industry. As without the ethics and rules, it will be hard to maintain the business, so in order to create the balance the Flowtech would need to negotiate with the CEO of the company and create a set of rules and laws that has to be followed within the premises of the business area, and create the department of law which would watch over the balance within the business, and if something does happen like somebody been caught slacking as an example, they would take the measures accordingly.
Another compliance method that can be established by Flowtech in the business environment is the insurance and risk management procedures, as nothing would be catastrophic as an accident that can occur within the workplace, and that is why every bit of equipment must be tested before any member of the staff could use it. Also, members of staff must follow set of procedures that will be set by the company, to avoid the incidents, such as not drinking in front of electric workplace or for the technicians to ensure that all the equipment is switched off before proceeding with procedures to repair, replace e.g 
Finally, compliance also touches a law of Copyright which is another essential within the business industry, as this allows a CEO of the company to claim the name and the idea of business so in the future, nobody else could use it or steal it. Otherwise, if the CEO does not create a set of Copyright laws, he might lose all the power and control over what he has created, so therefore Flowtech must establish this compliance with the CEO as soon as the business has been formed.
[bookmark: _Toc89808910]Psychical security and protection mechanism 
A different utility that the Flowtech can use within the business would be psychical security, the way that this would benefit the business is that psychical connection would increase the levels of the security within the building making the, as result it helps with risk management which in the professional environment is very important. So just like that, Flowtech can establish different cameras, motion detection system and sirens to create a save environment, in which the employees would be safe to work at. 
Furthermore, Flowtech can establish a protection mechanism system for the network such as creating data integrity and encipherment as an example, and the way that would help is as previously mentioned encryption, has elements of encipherment in which you encrypt the sensible data so it doesn’t get stolen and the data integrity provides with the overall accuracy and consistency of data which is designed during the design phase, and what it helps with is data transfer errors as an example, if the data doesn’t get through the data integrity the person would be able to identify the problem or the system would do it for him. Also, it goes through the firewall which helps with the virus’s problem in which case, because of them the data can be damaged or altered.

Conclusion
Briefly, this is how Flowtech would be able to bring the data recovery consistency and risk management into the business cloud storages and services. With the help of utilities such as VPN and Firewall within the secure technologies which will bring extra consistency and the data flow and security within the network. 
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