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[bookmark: _Toc215849218]Introduction
This Technical report will briefly cover some key aspects in engineering and skills required for engineers to be effective in their role. This includes between colleagues and clients, within a business and within society. The report will investigate health and safety, risk matrices, engineering responsibility in society, problem solving techniques and finally team structures.
The findings from each of these chapters will be summarised in a conclusion.
[bookmark: _Toc215849219]Health and Safety with Risk Assessments
Risks												 This chapter will examine the risks, health & safety considerations and legislation when sanding, priming and painting a chassis on a car. Largely, the risks associated with spraying are aerosol risks. When striping the old paint from the chassis, there is lots of dust released into the air. This dust will contain a mixture of old paint, metal fibres from the chassis and other build-up of residue including mechanical fluids and dirt from the road surface. Inhaling any of these substances, even in small amounts, can be harmful, causing short-term and long-term symptoms. The aerosol primer and paints contain various chemicals which can result in a range of symptoms if the proper health and safety precautions are adhered to. Paints and coatings can contain a number of different substances. Some of these can harm you by causing a number of short and long-term health problems:
· Skin, eye and mucous membrane irritation
· Headaches, dizziness and sickness
· Lung problems
· Effects on the nervous system, blood, liver and kidneys
· Cancer 
(www.hse.gov.uk, 2014).







Legislation
To combat these risks, employers have legal responsibilities to control the number of incidents and their severity. According to the COSHH regulations in 2002, employers must: 
· Identify hazardous substances.
· Conduct risk assessments.
· Implement control measures (ventilation, extraction systems).
· Provide PPE (respirators, gloves, protective clothing).
· Monitor exposure levels
(Hsedocs.com, 2024).
The PPE requirements for spraying include respiratory protection, eye protection and skin protection. Each of these come in various forms and with a range of protective capacities.
 [image: ]
(Health and Safety Executive SMART paint spraying, 2014).
These Figures show 3 different PPE & RPE (Respiratory Protective Equipment) systems to protect the user from the airborne chemicals to minimise respiratory risks, eye irritation and skin irritation. This PPE should be paired with a ventilation system in a designated spraying booth. This will maintain airflow meaning contaminated air will be taken away from the person spraying the car. These systems, paired together, seek to minimise the contact of the user with the harmful airborne chemicals and therefore, minimise the risk of negative health implications.



Risk Assessment
	Risk
	Causes & Consequences
	Likelihood vs severity
	Mitigating systems
	PPE

	Falling components
	As the chassis is being prepared for painting, all mechanical components must be removed to avoid damage. These are often heavy and may cause injury if they fall onto someone’s foot.
	This is reasonably likely as there are many components to be removed before painting can begin. This means that there are many opportunities for an injury to occur. The injury at its most severe would be a broken foot.
	Anyone who is involved in the job should be properly trained in tooling and stripping the car so that they are less likely to make a mistake and cause something to fall.
	Steel toe capped boots.

	Airborne dust 
	The dust released from the chassis when it is initially cleaned/ sanded can likewise cause lung, eye and skin harm.
	This is considerably less likely as the dust released is much heavier and coarser meaning it will fall to the ground rather than remain in the air. It will be severe as the dust contains metal shards and unclean paint residue.
	The material that is taken off the chassis when it is sanded should be swept up and disposed of regularly to maintain a clean environment.
	Face mask/ respirator, Gloves and long sleaved clothing, protective glasses.


	Airborne chemicals 
	[bookmark: _Int_77tLoSkg]The paint from the aerosols contain chemicals that can be harmful to the lungs, eyes and skin.
	Inhaling chemicals is likely and can have a range of severity from headaches and nausea to lung cancer, depending on the chemical.
	A designated spraying booth should be used with an operational ventilation/ extraction system. This is to dispose of harmful chemicals from the air.
	Face mask/ respirator, Gloves and long sleaved clothing, protective glasses.







[bookmark: _Toc215849220]Security Risk Matrix
The automotive industry stands at the crossroads of extraordinary technological innovation and mounting cybersecurity challenges. With the rise of software-defined vehicles (SDVs) and AI integration, alongside increasingly stringent global standards, the landscape is evolving at an unprecedented pace. These advances bring incredible opportunities, as well as risks that demand urgent strategies for mitigation. (RSM Global, 2025). This extract highlights how the rapid innovation in the automotive industry in recent years poses a security risk. The move towards a more connected and automated industry is seeing the industry become more reliant on complex computer software and AI technology. As the technologies, especially the AI technologies, develop rapidly, it opens doors to hacking and cyber crime that could cause potentially catastrophic damage.  This risk matrix will evaluate the likelihood and the consequences of some security risks for the automotive industry.
Risks
· People’s data may be at risks as vehicles connect to the internet with information such as saved map information and voice assistance for internet searches and messages. Cyber breaches may expose the addresses, messages and internet searches of anyone owning a car with the breached software.  Subaru and Kia being examples of where vulnerabilities in software portals and connected networks left millions of vehicles and consumer data at risk. (RSM Global, 2025). 
· Cyber criminals attack/hack autonomous systems in the cars causing them to not be controlled by or driven as the system is intended to. This could result in collisions leading to driver and passenger injuries or potentially fatalities.
· A cyber-attack on a company’s server results in cars not being able to connect to the internet. This will result in car owners not being able to use the hands-free system at all.
· Data stored in the car’s system could be leaked. This might include tire pressures, recent fuel economy and milage, average speeds on a journey etc.
	
	Small impact
	Large impact

	Small likelihood
	System data leakage. Insignificant and non-personal data is leaked.
	Attack on autonomous system leading to injury and damage.

	Large likelihood
	Attack resulting in no internet access for cars.
	Data security breaches – people’s data is exposed to criminals.


A potential holistic solution to the risk of data being breached is to encrypt the data for each car to the car’s software itself. That way, cyber criminals won’t be able to access a whole customer base’s data all at once.

[bookmark: _Toc215849221]Motorsport Engineer’s role in society
In 2005 the Royal Academy of Engineering and the Engineering Council jointly created a statement of ethical principles to guide engineering practice and behaviour. A revised statement was jointly produced in 2017. (Engineering Council UK, 2017). The Engineering Council goes on to explain that the objective of the statement of ethical principles is for engineers to be seen as trustworthy and ethical professionals. The fundamental points that the council highlight are:
· Honest and integrity
· Respect for life, law and the environment
· Accuracy and rigor
· Leadership and communication
The IET (Institution of Engineering and Technology) is another organisation that has created a rule of conduct document for engineers. The IET seeks to raise the level of public trust and confidence in the positive contribution to society made by science, engineering and technology. Commitment to a shared code of conduct is a defining characteristic of a profession. The IET Rules of Conduct are designed to guide members to meet the standard of professional conduct as specified in the Byelaws. (The IET, 2024). Both organisations share their objective to enhance the public’s trust. This is trust in the positive impact engineers have on society and that the work is done ethically.
When applying this to Motorsport, the first thing to highlight is how the engineering innovations in motorsport translate into the automotive industry. Since motorsport teams are competing, the rate of innovation is greatly increased. Examples of this include disk brakes which were first proven to be effective by the Jaguar C-Type which ran in the 1953 Le Mans 24 hour and fuel injection systems which was seen in the Mercedes 300-SL. These innovations have improved safety, efficiency and power in road cars. This shows how Motorsport engineering has had a positive impact on society in the past. 
A key challenge for the motorsport industry is how to protect the environment alongside running a range of racing series which generally burn some kind of fuel which release carbon emissions. Organisations such as the FIA and Motorsport UK are tackling the push from governments to move towards net-zero. Each quarter, our dedicated Sustainability Committee meets to assess how the sport can adapt to reduce its environmental impact. They assess how new technologies can be embraced to support the transition to net zero within motorsport, alongside how they can benefit the mobility sector in wider society, where relevant. (Motorsport UK, 2023). Sustainable fuels, electric powertrains, and more local racing series are a few holistic engineering solutions to the issue of too much carbon emissions. These seek to minimise emissions from the race cars themselves as well as the significant emissions released during travel between event locations.
[bookmark: _Toc215849222]Problem Solving
Problem solving is a fundamental skill in engineering since, largely, engineers design products and systems to overcome problems that already exist. The design process is often full of problem-solving challenges that arise. This could be parts not functioning as they are designed to, having to cut costs due to budgets or trying to meet the wants and needs of the target demographic for a product.
Flowcharts are commonly used in manufacturing, architecture, engineering, business, technology, education, science, medicine, government, and administration. They are widely used in engineering to document processes, visualize complex ideas, organize teams and assign tasks, and make and break decisions. Flowcharts simplify the understanding and communication of complex ideas, making it easier for engineers and business users to understand and communicate complex ideas. (DuitDesign,2025).
[image: A diagram of a problem]Below are two flow charts made by Ford showing the procedure if a problem is discovered in a design. This would be implemented by a team of engineers working to resolve the problems and negate the symptoms that were identified.
[image: A diagram of a flowchart

AI-generated content may be incorrect.]




(HubSpot,n.d.)
[bookmark: _Toc215849223]Team Structure
An example of when I have worked in a team, is with a company called Empire Race Cars that manufactures single seater Hillclimb cars for clients. I worked for Bill who owns the company and with Ron who is employed by Bill in the workshop as the technician who does much of the manufacturing and installation. Willem Toet designs the bodywork as the aerodynamicist. My role was to assist Ron in the manufacturing of components for the car and installing them. During my time with Empire, we went to meet a client whose car we had been working on for a test at an airfield. Bill dealt mostly with the client whilst Ron and I made sure the car was ready for each of its runs and making small modifications between runs. The team structure was relatively fluid but was a clear vertical structure as we all got involved with similar jobs, but Bill had the authority as the boss to assign jobs for Ron and I and Ron had much more experience than I did so he gave me jobs and provided help where I needed it. If I had any concerns I would go to Ron first. We worked alongside Willem although he was never in the workshop, he dealt with bodywork issues and design remotely. Some team structures such as product teams and matrix team structures would not have worked in this example as there are not enough people to implement into different teams for different objectives. Horizontal would not have worked, at least whilst I was working as I had so much less experience so did not have the authority to make decisions for the business. Therefore, a fluid vertical structure was appropriate as the productivity was optimised by us all working under Bill.
Conclusion
This report has investigated some key engineering skills. The key findings include the proper procedures for cleaning and spaying a chassis on a car, an overview of some risks involved with autonomous cars, engineering code of conduct by the Engineering Council and the IET and finally a look at how Ford uses flow charts to aid in problem solving and a personal experience of team structure within engineering.






References
Health and Safety Executive SMART paint spraying. (2014). Available at: https://www.hse.gov.uk/pubns/indg473.pdf.
Hsedocs.com. (2024). Risk, Method and COSHH explained. [online] Available at: https://www.hsedocs.com/blog/category/risk-method-and-coshh-blog-post/ [Accessed 5 Dec. 2025].
RSM Global. (2025). 2025 technology and cyber security trends in the automotive industry. [online] Available at: https://www.rsm.global/insights/2025-technology-and-cyber-security-trends-automotive-industry.
Engc.org.uk. (2017). Guidance on ethical practices. [online] Available at: https://www.engc.org.uk/resources-and-guidance/guidance-for-the-profession/ethical-principles.
www.theiet.org. (2024). Rules of Conduct. [online] Available at: https://www.theiet.org/about/governance/rules-of-conduct.
Environmental Policy - Motorsport UK. (2023). Motorsport UK. [online] doi:https://doi.org/10/21141256/Drivers-2MDH0352-2048x1365.
DuitDesign.com. (2025). Engineering Flow Charts. [online] Available at: How Are Engineering Design Flowcharts Used
Workbook Global 8D Workbook Understand the problem Use a team approach Share the lessons learnt. (n.d.). Available at: https://cdn2.hubspot.net/hub/170850/file-18472412-pdf/docs/global_8d_workbook.pdf.


	
	
	




2

image1.jpeg
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




image2.png
1\

Figure 3 Air-fed mask Figure 4 Air-fed visor Figure 5 Filtering RPE for
non-reactive products





image3.png
D8 - Recognise Individual and Group Contributions
- Process Flow

INPUT
Prevent Actions for
Present Problem

INPUT
Prevent Actions for
Similar Problems

Select key documents and
provide for their retention

l

Review the tearn's process|
and document lessons.
leamed

v

Recognize the entire
tearn's collective efforts in
solving the problem

v

Mutually recognize all
contributions to the
problem-solving process

[

INPUT
Systemic Prevent
Recommendations

ouTPUT
Celebrate completion of 8D Completed
Team Closure

team's task





image4.png
DO - Prepare for Global 8D - Process Flow

s 1 Define and quantiy
e
omptom; den
§ Avarenoss of 1y Smelom: ey
the symptom affected parties

Mo is an Emergency.

ves

Develop acton
plan, implement
and validate ERA

Gathor and

 Addrass symptom
using othar
mathods

Provide datato
existng G8D team

oUTPUT
GED process
iated





