2 Prifysgol Cymru

% Y Drindod Dewi Sant
" University of Wales
Trinity Saint David

Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David

*
::.Q
%

Cloud Engineering Principles and Practice

ACCAT7027
Student Name : Jay Shaileshbhai Lad
Student ID:2504388
Program: MSc Cybersecurity and Digital Forensics

Submission To: Renuga Jayakumar




P Prifysgol Cymru
N Y Drindod Dewi Sant

S University of Wales
Trinity Saint David

Table of Contents

L INEEOAUCTION ...ttt ettt e et e bt e st e e bt e eabeesbeeeateenaeeens 3
2. Cloud Technology (Docker) and EXamples..........cccviiriiiiiiiieiiieeieeeieeeeeeeee e 3
2.1 Principles of VIrtualiSAtion .........cccvieiiiieiiieeeciieeeiieesiteesiee e e e eiveeetaeesseeessseeesnseeesasee s 3
2.2 Principles and Benefits of ContaineriSation..........cc.eeecveeeriueeesieeeieeeeiieeeieeesveeesveeeseneens 4
2.3 Docker Images and the Process of Publishing Images .............cccevveeviieniieciienieciees 6
2.4 Docker Volumes and PersiStent StOTrage........cceevvieruierieiiiieniieeiiesieeieesieeeveeseveeseeseneens 8
2.5 Container Networking and Service Communication ............ccveeveerveenveecreenveerneenneennnes 10
2.6 Combined Example: A Complete End-to-End Container Workflow ..........c.cccccceeenne. 15
2.7 VIACO DIMNO ...ttt ettt et b et e bttt et sbe et sanen 17
3. Cloud CompPuting CONCEPLS ....eeuviererieiieetieitieeieeriteeteeteeereesseeeseesseeesseesseesseesssessseesseessens 17
3.1 Load Balancing in Cloud COMPULING ......cccverieriieiiiriiniieieeieeieeie et 17
3.2 Scalability in Cloud INfrastruCture..........cocueevuieiiieiieiieeieeee e 18
3.3 Application Gateways and Intelligent Traffic Management.............cccccocevviiniencnncnnn. 19
3.4 Why Load Balancing and Scalability Are Complementary Concepts.........ccceeveevenneene 20
3.5 Benefits of Combining Load Balancers, Scalability and Application Gateways .......... 20
4. Main Driving Forces Leading to the Expansion of Cloud............ccocoeviiniiiiiiniiiiieeee, 21
4.1 Cost Efficiency and Reduction of Capital Expenditure............ccoceevervinenviiniicneencnnne 21
4.2 Flexibility, Scalability and Rapid Provisioning.........c..ccceceeveeniiiieinienieenieeieenieeeen 22
4.3 Innovation Through Automation and DevOps Practices ..........cccccveevireecrveencnieercreeenne 22
4.4 Reliability, Availability and Global Reach...........cccoocviiiiiiiiiiiiee e 23
4.5 Security, Compliance and Managed SerViCes.........cevvuvreriieeriieeenieeeiieeeiieeeveeeevee e 23
5. CONCIUSION ..ttt ettt e bt e bt e bt e st e esbeeeabeesbeesabeenbeeens 24
RETEIEIICES ...ttt ettt et e s eateas 25




P Prifysgol Cymru
N Y Drindod Dewi Sant
S University of Wales

Trinity Saint David

1. Introduction

The design, deployment and management of current digital services have been changed by
cloud computing to present efficient, scaling and highly comprehensive computing solutions.
With organisations moving workloads to cloud environments more often, portability, support
and automation-supported technologies and operational consistency are now a necessity.
Docker, which is a popular containerisation platform, is at the centre of this change as it allows
applications to be deployed in a more reliable manner across multiple computing environments.
Docker is used to distribute software via light and isolated containers and removes much of the
complexity that is believed to be inherent with the use of virtual machines. In the provision of
responsive, resilient and secure services, along with containerisation, cloud platforms are based
on important architectural principles, such as load balancing, scalability, and application
gateways. All these mechanisms improve performance and ensure system overload is avoided,
as well as intelligent traffic routing among distributed systems. Economic and operational
reasons such as lowering infrastructure costs, flexibility in resource assignment and quick
deployment are even further motivating the development of cloud computing. The recent
development covers serverless computing, where functions are done on demand, and you need
not worry about operating the servers. The analysis of serverless models and container-based
deployment shows the dynamic nature of cloud-native engineering and the solutions that can
be offered to various application needs. These technologies are collectively characterised as

the practices that constitute cloud engineering in the present day.
2. Cloud Technology (Docker) and Examples

2.1 Principles of Virtualisation

The overriding principle under cloud computing is virtualisation, which makes cloud
computing work effectively. It also enables the physical hardware to be abstracted into a
number of isolated environments, in that a single physical server may contain lots of
independent virtual machines. The virtual machines have their own operating system, memory,
virtualised computer and virtualised storage resources, though these resources are anchored on
a single physical host. It is an abstraction designed by a hypervisor, a software layer charged
with the task of creating, administering, as well as isolating several virtual machines on the

same hardware platform [1].
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Practically, the benefits of virtualisation are better hardware revision, lower operating expenses
and is ability to roll out computing capacities. Instead of allocating a specific physical server
to a certain application, virtualisation can have multiple applications safely run in separate
virtual machines with no harm. The model has allowed data centres and cloud providers to
scale their services by dramatic factors since servers can be used more effectively, and
heterogeneous workloads can be hosted in the same place.

Class examples usually consist of trying to illustrate how virtual machines are allocated by the
cloud provider on demand. An example of this is where a student who is testing a Linux server
on a cloud computing system is running a virtual machine which is sharing hardware with
numerous other clients. This is seen as a dedicated environment to the user in spite of the fact
that the underlying physical resources are shared [2]. This degree of abstraction is important in
explaining the subsequent emergence of Docker: despite having eliminated important
constraints on the degree of hardware utilisation, virtual machines created overhead due to
complete emulation of an operating system. The alteration of solutions toward being more
efficient led to containerisation.

2.2 Principles and Benefits of Containerisation

Containerisation is an effort based on virtualisation, but in a fundamentally different manner.

Rather than emulating a whole operating system to put it within each environment, containers
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use the same kernel of the host system and provide isolation at the application level. This causes
containers to be much lighter and quicker to initialise, in addition to being more resource
efficient, as compared to conventional virtual machines. Docker has created an open-source
ecosystem of containerisation, which includes application building, packaging, and running
tools in isolated settings.

Reproducibility is a major concept of containerisation. Since a container contains its
application files, dependencies and runtime configuration, it will act in the same manner
regardless of the environment it is run in [3]. The consistency removes historical problems in
software development, including environment mismatch, dependency conflicts and
configuration drift. A common example in a classroom situation is where students find out that
an application that works on one system can crash on another based on the absence of
dependencies or different operating system setups. These variables are captured in the container
environment with containerisation, and as such, these variables exhibit homogeneous
behaviour.

There is also an enhancement of scalability through containerisation. The containers are rapidly
replicable, hence they are ideal for load-balanced or distributed cloud applications. They come
online nearly instantly, allowing the ability of cloud orchestration platforms to scale capacity
down to a fine-grained level. Besides, containers facilitate the microservices architecture where
large applications are segmented into discrete, modular services that can be developed and
deployed independently, and scaled independently. The model is very common in the current

cloud platforms, and it is also part of the skill set required in cloud engineering [4].
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On the workflow side, the creation of a container image starts with the definition of the base
environment and specification of the files and configuration of the applications. Though the
process is defined with the help of a configuration file in practice, its conceptual framework
can be defined without any references to code. The base environment is selected, application
files are added, and documentation of how to set up the runtime environment is established.
When such a setup is run, Docker generates a containerised image that can run anywhere.

2.3 Docker Images and the Process of Publishing Images

A Docker image is a packaged, self-contained plan of execution of an application. It contains
all that is needed to run the application: runtime environment, libraries, settings and code of
the application. Images have a layered architecture whereby a new read-only layer is added
with each instruction in the build process [5]. This hierarchical method maximises the storage,
facilitates effective caching and eases the distribution. An illustration is when different pictures
have a similar base environment, then a single copy of such a layer is required to be stored.
When performing classroom exercises, image building usually commences with a description
of the application environment and an explanation of how the application is to be prepared to
be executed. After creating an image, it is a portable object and can be executed the same on

any device or service that supports Docker. It is one of the most important strengths of Docker,
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and, therefore, it comes in especially handy with cloud engineering, where applications can
frequently be transferred between development, testing, and production environments.

In cloud processes, it is vital to publish an image to a store-like DockerHub. A registry is a
centralised database in which images can be stored, revised and shared [6]. In a classroom
exercise, the student, after generating an image locally, authenticates to a registry service,
where they give the image a tag to distinguish it and submit the image to the far-off storehouse.
When it is published, the image may be downloaded and run on any other system of choice.
This feature facilitates collaborative development due to the ability of teams to develop a
similar environment and automated deployment pipelines under continuous integration and
continuous delivery (CI/CD). In cases of cloud deployments, registries can also guarantee the
constant availability of images to the tools used in orchestrating a deployment to enable a

seamless deployment across pools or distributed environments.
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Figure 1. Docker Image
1.Build Image: docker build -t jay18082005/docker-web-demo .
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Figure 2. Docker Image Build.
2. Push to DockerHub: docker push jay18082005/docker-web-demo
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2.4 Docker Volumes and Persistent Storage
Data persistence is one of the key factors that are considered in containerised environments.
Containers are intended to be tamper-evident in order to be discarded, and internal file systems

are momentary [7]. Any data written in a container will be lost when a container is stopped or
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removed. Docker volumes overcome this fact and allow persistent storage, which lives beyond

the life cycle of containers.
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A Docker volume is a controlled volume that is managed by Docker. Volumes exist on the
outside of the internal file system of a container, allowing information to persist on a restart or
replacement of the container. They are specifically relevant in use in applications like
databases, content management systems and logging services where data survival is important.
Students can see that the crucialness of volumes in the context of classroom exercises is evident
by utilising an application container to store data, pause it, and then resume without losing the
information provided in the container.

Also, volumes can improve the process of data interchange among several containers. To give
an example, one container may produce data that is analysed in another container, yet be
referencing the same underlying volume [8]. Such a design accommodates modular workflows
and is based on the microservice interactions in reality. In addition, volumes minimise the threat
of corruption of data that might have happened had there been application data that were stored
on volatile container file systems. Since it is often the case that cloud environments require
scaling of recovery, rejects of external storage will guarantee data consistency irrespective of

the number of times an application container is re-created.
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Figure 4. Docker Volume Creation
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Figure 5. Volume Attached to a Container
2.5 Container Networking and Service Communication
The other fundamental characteristic of Docker is networking, which allows containers to
interact securely and predictably. In default mode, Docker develops suspended networks,
which enable the containers to define and engage one another without being revealed to

external systems unless motivated otherwise. This behaviour embraces microservice
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architectures, in which the various parts of an application are processes operating inside
different containers [9].

Docker offers a number of networking modes, each applicable to its use case. A bridge network
is the most widely utilised model, and it provides the isolated internal routing of containers on
the same host. Placing such containers over a network can communicate by the help of
predefined hostnames, making service discovery easier. Largely, classroom demonstrations
involve forming a bridge network, placing several containers on it and watching the interaction
between them as an integral system, e.g. an application container connecting to a database
container.

Networking plays a critical role in the implementation of cloud deployment, as distributed
systems rely on regulated communication channels. Service mesh or proxies, in their use,
containers that are serving behind load balancers are based on known networking settings to
ensure the security of their operation and performance. The implementation of these
interactions is offered by the networking system provided by Docker, which makes

containerised environments possible [10].
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Figure 6. Docker Network Creation
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Figure 14. Docker Container Run
2.6 Combined Example: A Complete End-to-End Container Workflow

The combinations of these parts, like virtualisation, containerisation, images, storage and

networking, can be explained by giving one entire process in full. Even though the steps
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commonly entail the execution of commands, the conceptual workflow can be summarised in
a set of descriptive paragraphs.
This is by starting to define a simple web application, using which a server has to show a
custom HTML page. Applying a configuration file that defines the base server software and
the files that are desired to be included in the end environment specifies the application
environment. Upon execution of the build process, an image consisting of the web server
software together with the HTML is built by Docker. The image can be used as a mobile
embodiment of the app [11].
After the image has been constructed, it is executed as a container. This container operates in
an isolated environment, though it is designed to expose the web server to the host system or
external users. Through initialising the container and proxying its internal port of
communication to an external interface, the web page is accessible on a local computer or open-
source cloud computer. Here we can see that containerisation is able to wrap application logic
and yet allow controlled access to the services.
A Docker volume can be mounted on the container to give it persistent storage, in case the web
server will (e.g. by logging or storing user uploads) or will be used to hold configuration data.
This allows important data to be maintained in case of container stoppage, restart and
replacement.
Custom network characteristics come next, enabling the containerised web server to
communicate with other services [12]. As an example, one classroom activity could be building
an inner network and setting up two other containers: a database and an application layer. Every
container is allowed to interact using set hostnames, and it shows how microservices perform
communication in isolated network environments.
Lastly, when the image has been locally tested, it may be published to DockerHub. The steps
at this level include authentication to the registry, assigning a version tag and uploading an
image. By publishing the image, the application can be deployed on any cloud platform that is
Docker-enabled. Image can be pulled via cloud orchestration tools directly out of the registry,
and therefore, deployments in production can consistently and reproducibly be done.
This start-to-stop workflow shows the usefulness and theoretical strength of Docker. It
demonstrates the packaging, execution, network and persistence, and distribution of an

application with a toolset built in [13]. All of them, such as images, volumes, networks and
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registries, add up to a cloud-ready deployment pipeline, which is associated with the sense of
the contemporary industry best practices.
2.7 Video Demo

https://www.youtube.com/watch?v=pF8r1 WqFEiVE

https://www.youtube.com/watch?v=pF8r1WqEiVE
3. Cloud Computing Concepts
3.1 Load Balancing in Cloud Computing
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Load balancing refers to the procedure of redistributing the incoming traffic or computation
workload to a variety of servers or service instances in networks. In the absence of load
balancing, a single server can be overloaded and hence experience slow response time, service
failure or even total system crash. Load balancing is necessary in cloud environments, where a
large and changing number of users might be involved with applications.

A load balancer is a device between clients and server backends. It accepts requests and chooses

the server most suitable to serve that request out of such factors as server health, current
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T,
workload, geographic proximity or routing policy. This allocation makes sure that there is no
server congestion with others not used effectively [14].

The cloud providers have provided managed load balancing services, where customers will not
have to configure or maintain the infrastructure. As an illustration, one of the leading providers
has introduced an application-level balancer that can deploy both HTTP and HTTPS traffic
through smart routing guidelines. One of them offers a network-level balancer that is workload
optimised for high-performance and low latency. These services are usually provided with
health checks built to identify failed servers and automatically redirect traffic to the surviving
instances, which helps the system remain resilient.

High availability can also be achieved through load balancing because the service will not be
interrupted even when specific components fail. The load balancer monitors the failure of one
of the servers and redirects the traffic to other healthy servers. This robotic reaction is capable
of avoiding downtime and promoting cloud principles of resilience and elasticity.

3.2 Scalability in Cloud Infrastructure

Scalability means the ability of a system to respond to fluctuations in demand by adding or
removing computing resources. This is one of the key benefits of cloud computing since an
organisation can deal with times of high demand without necessarily investing in more
hardware permanently [15].

Scalability can take two main aspects:

o Vertical Scalability: Vertical scalability is a type of scalability where the area capacity
of a single server is expanded, e.g. by adding more memory or CPU resources. This
solution is not complicated but has physical constraints, since hardware may be scaled
up to a given extent.

e Horizontal Scalability: Horizontal scalability refers to adding the number of service
instances or servers to an application. New machines are created instead of upgrading
a single one to take away the workload. This style is already in proximity to distributed
architecture and is highly convergent with containerisation and microservices.

Scalability is carried out by automated processes by the cloud providers. Auto-scaling groups
are one approach that is commonly used. These groups observe demand dynamically, e.g. CPU
utilisation, memory usage or request rate, and dynamically add or delete instances accordingly.

Given that traffic may be high or low, the system is scaled to increase or decrease the number

18
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of servers, respectively [16]. This active adaptation guarantees the stable performance and
consumption of the resources.
Scalability is also commonly accomplished by adjusting the number of containers that are
running in the environment where a container orchestration platform is applied. Orchards
automatically measure metrics and procure more containers when needed. This fast and light-
scaled characteristic is especially important to the microservices that have to scale to single
components regardless of the other components.
Scalability has advantages more than performance. It also promotes the effectiveness of
finances since clients do not pay for resources that they do not utilise. Scalable cloud systems
enable systems to run at the optimum capacity without the costly capital outlay that was
common with the ownership of dedicated hardware.
3.3 Application Gateways and Intelligent Traffic Management
Application gateways are used at the application layer within the network stack, which allows
intricate routing and security capabilities as well as traffic inspection. In contrast to a simple
load balancer, which passes traffic without inspecting the content, an application gateway can
inspect traffic at a more sophisticated level, and then the system may 8 apply rules to use URL
paths, hostnames, protocols or particular application actions [17].
Application-level routing is considered one of the main purposes of an application gateway.
Indicatively, an organisation could have multiple microservices that are behind one gateway.
The requests to a login page could be sent to an authentication service, and requests to product
information could be sent to a product catalogue service. The decision-making process of the
routing decisions in the gateway is governed by predefined rules, which make the application
architectures modular and well-structured.
The application gateways also have strong security features. Web Application Firewall (WAF)
features are offered by most cloud providers as a part of the gateway service. The WAF looks
into the request patterns and blocks threats like SQL injection, cross-scripting and malicious
bot traffic. This security level is particularly necessary in applications that are open to the
network for the general public.
Some other advantage is that of terminating the connections, where the gateway takes care of
encryption and decryption of the incoming connections. By transferring this task to the backend
servers, the server processing load will be reduced and simplify the certificate management

[18].
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The application gateway is a managed service that is implemented by cloud providers to ensure
that high amounts of traffic in the application layer are automatically scaled. This provides
reliability even during peak load conditions and also gives developers a chance to concentrate
on application logic instead of the issue of traffic management.

3.4 Why Load Balancing and Scalability Are Complementary Concepts

Load balancing and scalability are terms that are used in tandem, as each one of them fills the
shortcomings of the other. They create a vicious cycle that is crucial to the sustainability of
performance and availability in the cloud space.

Load balancing will never guarantee a performance of a sufficient level should there not be
enough backup servers. With distributed routing, there is still a finite number of servers that
can be overloaded because of sudden demand spikes. Scalability will handle this drawback by
allowing the number of servers to automatically increase as the demands are met (Patel, 2024).
On the other hand, load balancing would be useless for scalability. In the case of the addition
of new instances, and yet the requests keep coming to a single server, then the system would
be prone to bottlenecks or failure. Love balancers make sure that the newly added resources
get their quota of incoming traffic to enable the system to make the most out of the expanded
capacity.

These two mechanisms combined form an elastic architecture in which:

e The demand increases the resources.

e Traffic is spread among the available resources.

e [t is an automatic system that is self-adjusting.

e The performance and availability are consistent with the changes in the workload.
This balanced interplay is the core of cloud-native design, allowing applications to manage
unpredictable levels of traffic with resilience and efficiency.

3.5 Benefits of Combining Load Balancers, Scalability and Application Gateways
Scalability and application gateways have been integrated when load balancing, they offer a
fully infrastructure solution that covers all issues of performance, reliability, security and cost
efficiency at the same time [20]. Their aggregate value is more than the added value of their
capabilities.

Enhanced Performance and Reliability:

Load balancers are used to make sure that the requests are distributed evenly so that one server

does not become overloaded. Scalability makes sure that supplementary resources can be made
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when required. Application gateways optimise traffic in consideration of application-specific
policies and improve routing information. Collectively, these technologies minimise the
chances of slowdowns or outages by a significant factor, even at the peak times of traffic.
Improved Security and Compliance:
Application gateways are provided with newer security capabilities, including WAF protection,
termination of the SSL protocol and protocol inspection. There is the protection of the backend
services that would be directly exposed to the internet, which limits the attack surface. The
balance load balancers and auto-scaling also contribute to enhancing security due to their
ability to offer stability to the system and minimise chances of failure or vulnerability [21].
Cost Efficiency and Resource Optimisation:
Scalability saves unwarranted expenditures through dynamically allocating resources. Load
balancers activate the fact that resources are exhausted by the employees before new ones are
established. Application gateways also simplify routing as well as minimise redundant traffic
to back-end systems. These efficiencies lead to a reduction in operational costs and predictable
expenditure trends.
Support for Modern Application Architectures:
These three technologies are critical in microservices, serverless functions and container
orchestration platforms. Application gateways provide routing to various independent services,
load balancers distribute hits to duplicated instances of service and scale to provide each service
part to grow based on its individual workload needs. The alignment of cloud-native

applications promotes large degrees of modularity, maintainability and performance [22].
4. Main Driving Forces Leading to the Expansion of Cloud

4.1 Cost Efficiency and Reduction of Capital Expenditure

Reduction in cost is one of the best incentives to use the cloud. Conventional On-premises
computing involves organisations spending a lot of money on the physical servers, network
devices, air conditioning devices, security measures and data centre warehouse. These are
mainly capital expenditures, which are initial items and the hardware frequently is not fully
used since it will have to be sized to meet peak demand even when that peak is not very
frequent.

Cloud computing substitutes this model with a consumption-based pricing system. The
resources (billed) are based on the actual usage, and hence organisations can scale down and

scale up when it is necessary. This saves the cost of buying hardware that is costly and the
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maintenance costs that are incurred on day-to-day operations, including power usage, repairs,
upgrades and maintenance staff [23]. Capital expenditure is replaced with operational
expenditure; hence, investment businesses will manage budgets at reduced financial risk.
Moreover, scalability realised by the cloud providers is through the operation of huge
distributed data centres. These economies of scale are conveyed into the hands of the
customers, and even small organisations can enjoy the benefits of having high-performance
computing at a small fraction of the cost they used to pay. As companies strive to become
leaner in operations and gain more predictability in their financial processes, one of the primary
sources of cloud computing development is the economic appeal of cloud computing.
4.2 Flexibility, Scalability and Rapid Provisioning
Flexibility provided by means of on-demand resource provisioning is another important aspect
of cloud growth. The cloud systems give organisations the ability to launch computing
resources within minutes instead of days or weeks. This is critical in fast-paced business
organisations where the needs often vary, and organisations are required to take responsive
actions to new opportunities or challenges [24].
This flexibility is based on scalability. The cloud services are automatic by adjusting the level
of resources to adapt to changing workload demands. Organisations can no longer plan that
their systems can manage a maximum load, but use the mechanisms of elastic scaling, which
add more resources when the need arises. This guarantees maximum performance with no over-
provisioning, which is wasteful.
The flexibility is also demonstrated in the broad availability of the various services provided
by the cloud platform. In addition to virtual machines, providers also provide managed
databases, analytics solutions, artificial intelligence, messaging, and monitoring and others.
These services can be incorporated into the applications of the organisations without
necessarily developing or maintaining them separately.
The freedom in this scale not only fast-tracks development but also assists in experimentation
and innovation. New ideas can be experimented with at a rapid pace, prototype systems can be
developed, or temporary settings put in place without significant investment. Consequently,
flexibility in the clouds has become a formidable force that keeps it growing in industries [25].
4.3 Innovation Through Automation and DevOps Practices
Cloud computing has transformed the nature of software development, deployment and

maintenance. This transformation focuses on automation. Such practices as continuous
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integration, continuous delivery and infrastructure as code are supported by cloud

environments and help organisations to automate deployment pipelines, configuration

processes and scaling operations.

The automation helps a great deal in the way the operations are run and lowers the chances of

human error. Rather than manually deploying servers of their own, groups specify what they

require in their infrastructure as declarative, interpreted, and executed uniformly by cloud

providers. This enables the deployment of applications in more than one environment

predictively.

Cloud is also very compatible with the DevOps practice, which focuses on the cooperation

between operations and development teams. Containers, orchestration systems and automated

workflow tools are more effective in a cloud environment and allow quick release cycles and

continuous improvement of the system [26].

With the emphasis on speed and reliability in software delivery continuing to be critical

concerns of any business, the automation and DevOps approaches supported by the cloud are

also a significant impetus in adopting the cloud.

4.4 Reliability, Availability and Global Reach

Cloud vendors also design systems with great degrees of reliability and availability that would

otherwise be impractical for individual organisations on their own systems. There are centres

that are spread through various geographical areas with redundancy and failover services that

reduce and limit service interruptions. In case one region goes offline, the traffic can be diverted

to the other regions, and as a result, the applications may be made available.

Other facilities embedded in cloud environments are monitoring, backup systems, distributed

storage facilities, as well as disaster recovery tools. These characteristics promote the

continuity of the business and lessen the risk in business. The international nature of cloud data

centres provides organisations with a chance to bring applications nearer to users, enhancing

the latency, as well as overall performance [27]. It is crucial for companies operating in foreign

markets or providing services to customers in different locations.

As organisations increasingly depend on 24/7 service provision, the cloud's capacity to provide

credible, distributed infrastructure worldwide has encouraged its use.

4.5 Security, Compliance and Managed Services

Cloud providers have made a lot of investment in the security infrastructure using sophisticated

methods like encrypted data storage, identity management, network segmentation and constant
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monitoring. Most organisations have realised that cloud environments are more secure as
compared to on-premises systems, especially where internal security management resources
are meagre.
Moreover, cloud providers enable adherence to the key regulatory frameworks, and the tools
and certifications that help organisations adhere to the industry standards are provided.
Intelligence of managed security services, including firewalls, intrusion detection systems and
threat intelligence platforms, makes it easier to protect digital assets, which is a complex
undertaking [28].
One of the reasons why cloud computing would be so appealing is the aspect of outsourcing
security to trusted cloud providers, so that small and medium-sized enterprises that do not have
the resources to support complex security infrastructures can still adopt the cloud computing
model.
5. Conclusion
Cloud computing has transformed the new infrastructures in the digital world by providing
flexible, affordable and scalable solutions that meet the changing requirements of the
organisations. The technologies that have been at the centre of this change are Docker, which
allows the application to operate reliably in various environments, as well as improve
performance through lightweight containerisation. Docker can be used to apply powerful
cloud-native development and deployment cultures through the principles of virtualisation,
container networking, persistent storage and image distribution. Of no less significance are the
capital architecture concepts that cloud systems are based upon. With load balancing,
scalability, and an application gateway, the services can offer performance and resilience to
changing demands with security and availability. Their combined use comes as a trend to
elastic, automated, and smart infrastructures of the cloud. Cost reduction, operation flexibility,
global coverage, enhanced reliability and strong security are some of the factors that have
triggered the increased adoption of the cloud. The recent emergence of new paradigms, such
as serverless computing, allows this trend to increase even further, as it minimises the task of
providing infrastructure control and allows extremely efficient execution patterns. Comparing
serverless functions with containerisation, the variety of possible options to develop cloud-
native applications is both noticeable and clear. Collectively, these technologies represent the
ever-present innovation that forms the future of cloud engineering and the provision of digital

services.
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