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[bookmark: _Toc196683464]Abstract
This coursework is the continuation of the Coursework 1. It is structured as a practical implementation. We use the same topology that we implemented in Coursework 1. We will focus on the configuration and the security of the virtualized network environment. We will apply appropriate network policies, routing protocols, and packet filtering within core TCP/IP services. Additionally, we will implement file sharing, issue certificates, draft security practices and critical failover/redundancy strategies to enhance network security.
The first part is setting up essential network services on both Swansea and Cardiff Networks: routing, VPN configuration, DHCP services, and DNS. This requires the installation and the configuration of a Routing and Remote Access Service (RRAS), the creation of site-to-site VPN connectivity, and the implementation of domain structures with appropriate user and security policies.
The second part is to test the network. We will conduct connectivity tests and if it is not fully operational, we will troubleshoot it. And the final part is to configure IIS server, shared file access, and remote desktop services.
Through these tasks, this coursework helps us to develop different skills in network configuration, and troubleshooting. We learn about the essential network services and how to manage them. 



[bookmark: _Toc196683465]Introduction 
Organizations demand high-performance and adaptable network infrastructures to ensure communication and security. This report explores different steps required to configure, secure, and manage a virtualized network environment. From the Coursework 1, this assessment delves into the practical aspects of network configuration, with the deployment of different services such as routing, DHCP, DNS, VPN, and remote access. Furthermore, this coursework includes some testing network connectivity or troubleshooting issues to optimise performance. The goal is to establish a fully operational and secured network.






[bookmark: _Toc196683466]I – Swansea Network
A. [bookmark: _Toc196683467]Network configuration and AD DS setup
I reactivated all firewall profiles (Domain, Private, and Public) in Windows Defender Firewall with Advanced Security. After that, we created a new inbound rule allowing ICMPv4 traffic. This rule enables ping requests, which are useful for network diagnostics and connectivity testing.
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[bookmark: _Toc196683381]Figure 1 - Firewall Profiles Reactivated
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[bookmark: _Toc196683382]Figure 2 - New ICMPv4 Inbound Rule Created

I installed the Active Directory Domain Services (AD DS) role on the server via the Server Manager. During the process, the required features for AD DS were selected automatically. 
[image: Une image contenant texte, logiciel, Page web, Icône d’ordinateur
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[bookmark: _Toc196683383]Figure 3 - Adding AD DS Required Features
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[bookmark: _Toc196683384]Figure 4 - AD DS Installation Completed
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[bookmark: _Toc196683385]Figure 5 - DNS Forwarder Configuration in Server Manager
After installing the AD DS role, we configured the DNS settings. In the "Forwarders" tab of the DNS Manager, we attempted to add a public DNS server, 8.8.8.8. However, the server was unable to resolve the FQDN.
B. [bookmark: _Toc196683468]Configuring Internet access on the server
Initially, the server did not have access to internet, as ping requests to 1.1.1.1 and google.com failed. This indicated that there was no internet access or that DNS resolution was not functioning properly.
To resolve this, I manually added a custom NAT network in VirtualBox. This step allowed the server to obtain an external connection, enabling internet access.
[image: Une image contenant capture d’écran, texte, logiciel, Icône d’ordinateur
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[bookmark: _Toc196683386]Figure 6 - Creating a Custom NAT Network in VirtualBox

Now it pings.
[image: Une image contenant texte, logiciel, Logiciel multimédia, Icône d’ordinateur
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[bookmark: _Toc196683387]Figure 7 - Successful Internet Connection, Ping Test Passed
After applying the changes, I reconfigured the network settings on the server, ensuring that it could obtain an IP address automatically. Finally, I tested the connectivity again by pinging google.com, which was now successful, confirming that the server had a functional internet connection.
[image: Une image contenant texte, logiciel, Logiciel multimédia, Icône d’ordinateur

Le contenu généré par l’IA peut être incorrect.]
[bookmark: _Toc196683388]Figure 8 - Updating Network Configuration on the Server
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[bookmark: _Toc196683389]Figure 9 - DNS Forwarder Configuration
The server is part of the domain floriana.acca, verifying that the Active Directory Forest was successfully created.
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[bookmark: _Toc196683390]Figure 10 - Domain and Forest




C. [bookmark: _Toc196683469]DHCP
In this setup, a DHCP (Dynamic Host Configuration Protocol) server was configured to dynamically assign IP addresses to client devices within the network. 
When I added server roles and features, I selected the DHCP Server feature. After installation, via Server Manager, a new DHCP scope was created. This scope defines the range of IP addresses that will be assigned to client machines dynamically (from 192.168.1.10 to 192.168.1.100).
[image: Une image contenant texte, logiciel, Icône d’ordinateur, Logiciel multimédia
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[bookmark: _Toc196683391]Figure 11 - Installing DHCP and Configuring the Scope in Server Manager
[image: Une image contenant texte, logiciel, Icône d’ordinateur, Logiciel multimédia
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[bookmark: _Toc196683392]Figure 12 - DHCP Scope
After configuration, the client was tested to ensure it was receiving an IP address from the DHCP server. Using the ipconfig command, we confirmed that the client obtained an IP address from the defined range, along with the correct subnet mask and default gateway.
[image: Une image contenant texte, logiciel, Logiciel multimédia, ordinateur
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[bookmark: _Toc196683393]Figure 133 - Client Machine Receiving DHCP IP Address
D. [bookmark: _Toc196683470]Routing and Remote Access
Routing and Remote Access Service (RRAS) was configured to enable VPN clients to connect to the network and access the internet through the server. 
[image: Une image contenant texte, logiciel, Logiciel multimédia, Icône d’ordinateur
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[bookmark: _Toc196683394]Figure 144 - Configuring VPN IP Address Pool in RRAS
After the configuration, the client machine connected to the VPN. To test the connection, a ping test was performed to 1.1.1.1, confirming that the client had internet access through the VPN.
[image: Une image contenant texte, logiciel, Logiciel multimédia, ordinateur
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[bookmark: _Toc196683395]Figure 155 - Successful Internet Connectivity 
The successful internet access on the VPN client is due to NAT being enabled on the server. The server acts as a gateway. It forwards traffic from VPN clients to external networks, ensuring they can access the internet while being part of the private network.
E. [bookmark: _Toc196683471]VPN
I configured a VPN demand-dial interface on a Windows Server. First, I specified the destination IP address for the remote router (10.0.0.2). Afterward, I accessed the VPN interface properties to adjust the connection settings.
[image: Une image contenant texte, logiciel, Logiciel multimédia, Icône d’ordinateur
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[bookmark: _Toc196683396]Figure 166 - Configuring Destination Address 
[image: Une image contenant texte, logiciel, Icône d’ordinateur, Logiciel multimédia
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[bookmark: _Toc196683397]Figure 177 - VPN Connection Properties
I set up IP pools using pptpd on the Debian server. The configuration included defining a range of IP addresses in /etc/pptpd.conf and static routes in /etc/ppp/ip-up.d/route.
[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc196683398]Figure 18 - Installing PPTPD and Dependencies on Debian
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[bookmark: _Toc196683399]Figure 19 - Editing pptpd.conf to Define IP Address Pools
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[bookmark: _Toc196683400]Figure 20 - Configuring Static Routes 
At first, the VPN connection failed due to incorrect IP pool configuration. After correcting it, the interface connected successfully and ping tests between networks worked, confirming proper routing and VPN setup.
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[bookmark: _Toc196683401]Figure 21 - Routing and Remote Access Interface Error – Incorrect IP
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[bookmark: _Toc196683402]Figure 22 - Successful VPN Connection After IP Correction
Ping tests to verify VPN connectivity:
· The Windows Server (SDC) successfully pinged the Debian client (192.168.2.10).
· The Windows client (ClientS1) also successfully pinged the Debian client, confirming end-to-end communication across the VPN tunnel.
These tests confirm that routing between sites works correctly and that all machines connected to the VPN can communicate with each other.
[image: Une image contenant texte, logiciel, Logiciel multimédia, Icône d’ordinateur
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[bookmark: _Toc196683403]Figure 23 - Successful Ping from S-DC  to Ubuntu
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[bookmark: _Toc196683404]Figure 24 - Ping Test from Windows Client to Ubuntu
F. [bookmark: _Toc196683472]DNS
I configured the DNS server to respond on all network interfaces, ensuring it can process DNS requests from any connected client. External DNS forwarders (8.8.8.8 and 1.1.1.1) were also added to enable resolution of internet domain names. On the DHCP side, we specified the local DNS server (192.168.1.1) in the scope options so that clients receive the correct DNS settings automatically.
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[bookmark: _Toc196683405]Figure 255 – DNS listening interfaces configuration
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[bookmark: _Toc196683406]Figure 266 - Configuring DNS Server Option in DHCP Scope
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[bookmark: _Toc196683407]Figure 277 - Setting External DNS Forwarders in DNS Manager
I modified the default password policy to make it less restrictive. 
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[bookmark: _Toc196683408]Figure 28 - Disabling Password requirement via Group Policy
G. [bookmark: _Toc196683473]User creation
I created a new user account named Floriane Agogue in Active Directory using the Server Manager. 
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[bookmark: _Toc196683409]Figure 29 - Creating a New User in Active Directory


[bookmark: _Toc196683474]II – Cardiff Network
A. [bookmark: _Toc196683475]DHCP server and network configuration on debian
In this configuration file, the DHCP server is being set up to assign IP addresses to clients on the VPN or local network.
[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc196683410]Figure 30 – DHCP server config
The system's kernel parameters are being adjusted to enable routing. These modifications prepare Debian server to act as a router.
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[bookmark: _Toc196683411]Figure 31 - Network Settings for IP Forwarding and Security
During the installation of iptables-persistent, the system prompts to save the current IPv6 firewall rules. 
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[bookmark: _Toc196683412]Figure 32 – Saving firewall rules
From the client machine, I did different ping tests. Ping 1.1.1.1 is successful, it confirms that internet access is working properly.
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[bookmark: _Toc196683413]Figure 33 – Ping test from Client debian



B. [bookmark: _Toc196683476]VPN
In this step, NAT is configured on the Debian VPN server. It allows internal LAN clients to send traffic to external networks, such as the internet, through the Debian VPN server.
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[bookmark: _Toc196683414]Figure 34 – NAT config
Two network interfaces are configured on the Windows Server. The internal network interface is assigned the IP address 10.0.0.2, which connects to the local LAN. The external network interface is configured with the IP address 192.168.2.1, providing access to external networks.
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[bookmark: _Toc196683415]Figure 35 – Windows server network settings
Different ping tests are performed from the linux client to check network connectivity across different segments of the network.
· The first ping 10.0.0.2 is unsuccessful, this confirms that the client is unable to reach the internal LAN interface, as expected given the firewall restrictions.
· The second test pings 192.168.1.10, it’s successful, the client can communicate with Windows client through the configured router and VPN server.
· The next ping is 192.168.1.1. This is also successful.
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[bookmark: _Toc196683416]Figure 36 - Ping test
C. [bookmark: _Toc196683477]DNS configuration
The /etc/resolv.conf file specifies multiple DNS servers to resolve domain names within the local forest and external domains. 
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[bookmark: _Toc196683417]Figure 37 - DNS config
The server is set up as an Active Directory Domain Controller. The realm is configured as FLORIANE.ACCA, which corresponds to the domain forest. With this configuration, Debian functions as an Active Directory Domain Controller, capable of managing users, domains, and policies within the forest.
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[bookmark: _Toc196683418]Figure 38 - Active directory
 On windows server, the command nslookup is used to verify DNS name resolution. The Debian Active Directory and DNS services are correctly configured and operational.
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[bookmark: _Toc196683419]Figure 39 - Domain name resolution on Windows Server (nslookup)

D. [bookmark: _Toc196683478]Active directory from Ubuntu
In this step, the ubuntu client attempts to discover the Active Directory domain managed by the Debian server. This confirms that the Active Directory domain is visible from Ubuntu and that the necessary packages for domain integration are identified.
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[bookmark: _Toc196683420]Figure 40 - Active directory from ubuntu client
I join the Active Directory domain using the realm join command. Some verifications are done (id command to check the domain user's group membership and ID mapping and realm list command to confirm domain configuration and login settings). The Linux client is now integrated into the Active Directory domain, allowing centralized authentication and user management.
[image: Une image contenant texte, capture d’écran, logiciel, Logiciel multimédia
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[bookmark: _Toc196683421]Figure 41 – Joining the active directory from ubuntu
This confirms that Ubuntu is successfully integrated into the Active Directory domain.
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[bookmark: _Toc196683422]Figure 42 -Successful Active Directory user login on Ubuntu client
E. [bookmark: _Toc196683479]Shared folder 
It shows the disk management console. A new volume has been created. This partition is ready to be used for data storage and sharing purposes.
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[bookmark: _Toc196683423]Figure 43 – disk management and new disk created
This is the security settings for the "Swansea" folder. Permissions are configured to allow access to "domain users" and "administrators".
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[bookmark: _Toc196683424]Figure 44 – setting permissions on the Swansea folder
The Windows client is successfully accessing the "Swansea" shared folder over the network.
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[bookmark: _Toc196683425]Figure 45 - Access the "Swansea" folder from Windows Client
The file appears successfully on Ubuntu client.
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[bookmark: _Toc196683426]Figure 46 - Access the "Swansea" folder from Ubuntu Client
F. [bookmark: _Toc196683480] Website creation
This is the creation of a new website in IIS Manager on Windows Server. 
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[bookmark: _Toc196683427]Figure 47 - Creating a New Website in IIS
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[bookmark: _Toc196683428]Figure 48 - Website Content
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[bookmark: _Toc196683429]Figure 49 – Website from S-DC
The screenshot below shows the website being accessed remotely from the Windows client. 
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[bookmark: _Toc196683430]Figure 50 - Website from Windows client
G. [bookmark: _Toc196683481]Remote Desktop Services and User Access Setup
This is the installation progress of Remote Desktop Services roles on the Windows Server. 
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[bookmark: _Toc196683431]Figure 51 - Installing Remote Desktop Services
[image: Une image contenant texte, logiciel, Icône d’ordinateur, Logiciel multimédia

Le contenu généré par l’IA peut être incorrect.]
[bookmark: _Toc196683432]Figure 52 - Publishing RemoteApp Programs
Windows Authentication is enabled, ensuring that users must authenticate with their domain credentials to access the website, increasing security by preventing anonymous access.
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[bookmark: _Toc196683433]Figure 53 - Enabling Windows Authentication for the Website
This screenshot shows a PowerShell command adding a registry key to disable the loopback check. This fix allows the server to successfully authenticate itself when accessing its own services locally.
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[bookmark: _Toc196683434]Figure 54 - Resolving Windows Authentication Issue for SDC
Here, when accessing the secured website https://webs.floriane.acca, a Windows Security prompt appears, asking for domain credentials (Administrator, domain: FLORIANE), confirming that Windows Authentication is properly enforced on the server.
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[bookmark: _Toc196683435]Figure 55 - Website Authentication 
This is the IIS configuration where an HTTP Redirect is set to send users from the default site to the RD Web Access portal (/RDWeb). 
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[bookmark: _Toc196683436]Figure 56 - Configuring HTTP Redirect for RDS Web Access
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[bookmark: _Toc196683437]Figure 57 - RD Web Access Portal Display
 This allows users from both domains to log into the Remote Desktop environment.
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[bookmark: _Toc196683438]Figure 58 - Authorizing Cardiff Domain Users for RDS
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[bookmark: _Toc196683439]Figure 59 - Success Adding Windows AD Users
This Linux terminal screenshot shows a Bash script (buildad50.sh) written to create Samba users on a Debian server using a CSV file as input. It parses the file and automatically creates users with details like username, email, and department.
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[bookmark: _Toc196683440]Figure 60 - Automating User Creation on Debian Server
This confirms that the Samba users have been successfully created on the Debian server, including the user’s email addresses. This shows that the Linux-side automation of accounts is working properly.
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[bookmark: _Toc196683441]Figure 61 - Confirmation of User Creation on Debian
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--- 10.0.0.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1035ns
rtt min/avg/max/mdev = 0.421/0.525/0.629/6.104 ms
:-$ ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.
ae
--- 10.0.0.1 ping statistics ---
1 packets transmitted, 0 received, 108% packet loss, time 6ns

:-$ ping 1.1.1.1
PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.
64 bytes .1: icmp_se i
64 bytes .1.1.1: icmp_seq=2
64 bytes
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64 bytes
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64 bytes
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ac
1.1.1.1 ping statistics ---
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Jroot@debian:/home/floriane# sudo iptables -L INPUT -v -n

chain INPUT (policy ACCEPT 6 packets, @ bytes)

pkts bytes target prot opt in out source destination
1 84 DROP 1ok * 0.0.0.0/0 10.0.0.2

jrootedebian: /home/f loriane# sudo iptables -t nat -L POSTROUTING -v -n

chain POSTROUTING (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source destination
32 3514 MASQUERADE @  -- x enpes3  0.0.0.0/0 9.0.0.0/0

Irootadebian: /home/f loriane# sudo sysctl -p

et . ipva. ip_foruard = 1

et . ipvd. conf.all.proxy_arp = 1

Jrootadebian: /home/f loriane# date

Thu 13 Mar 19:50:57 GMT 2025

Jrootedebian: /home.f Loriane# _

iemptype 8
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Floriane@FlorianeVirtualBox: ~

Creating config file /etc/samba/smb.conf with new version
Setting up girl.2-packagekitglib-1.0 (1.2.8-2ubuntul.2)
Setting up python3-tdb (1.4.16-1build1) ...

Setting up python3-gpg (1.18.0-4.1ubuntud) ...

Setting up python3-ldb (2:2.8.0+sanbad.19.5+dfsg-4ubuntu9)
Setting up python3-markdown (3.5.2-1) ...

Setting up packagekit (1.2.8-2ubuntul.2)

Setting up samba-dsdb-modules:amd64 (2:4.19.5+dfsg-dubuntu9) ...
Setting up python3-samba (2:4.19.5+dfsg-4ubuntu9) ...
Setting up packagekit-tools (1.2.8-2ubuntul.2)

Setting up gstreamer1.-packagekit (1.2.8-2ubuntul.2) ...
Setting up samba-common-bin (2:4.19.5+dfsg-4ubuntu9) ...
Processing triggers for man-db (2.12.-dbuild2) .
Processing triggers for dbus (1.14.10-4ubuntud.1)
Processing triggers for libc-bin (2.39-6ubuntus.3) ...

:-$ realm discover floriane.acca
realn: No such realm found: floriane.acca
:-$ realm discover car.floriane.acca

car. floriane.acca
type: kerberos
realn-nane: CAR.FLORIANE.ACCA
donain-nane: car.floriane.acca
configured: no
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpan-sss
required-package: adcli
required-package: samba-common-bin
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Floriane@floriane Virtualgox: ~

See: journalctl REALMD_OPERATION=r8173.8057
realn: Couldn't join realm: Failed to join the domain

:-$ sudo realm join --user=Adninistrator car.floriane.acca
Password for Administrator:
See: journalctl REALMD_OPERATION=r8223.8689
realn: Couldn't join realm: Failed to join the domain

:-$ sudo realm join --user=Adninistrateur car.floriane.acca
Password for Administrateur:
See: journalctl REALMD_OPERATION=r8233.8103
realn: Couldn't join realm: Failed to join the domain

:-$ sudo realm join --user=Adninistrator car.floriane.acca
Password for Administrator:

:-$ d f.agoguegcar. floriane.acca
uid=1829001103(f . agoguecar . floriane.acca) gid=1829000513(domain users@car. floriane.acca) groups=1829000513(domain users
@car . floriane.acca)

:-$ sudo realn list

car.floriane.acca
type: kerberos
realm-name: CAR.FLORIANE.ACCA
domain-name: car.floriane.acca
configured: kerberos-menber
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpan-sss
required-package: adcli
required-package: samba-common-bin
login-formats: %Ugcar.floriane.acca
Togin-policy: allow-realn-logins
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