GDPR – Record keeping 
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There is no fog too dense, night too dark, gale too strong or person too lost. # We at ‘The Lighthouse’ intend to shine beacons of hope to all those battling the storms of life. # It is not our intention to save people; we won’t go out and rescue them, we will simple stand tall within the community, and help guide them home.
# In line with the BACP Ethical Framework, “The Lighthouse” will protect the confidentiality and privacy of our clients.  Despite there being some limitations to this, which will be discussed in more detail later, our general motto is:  #
“What you say in here…. Stays in here”.
Data protection is of up most importance to us.  As such we follow a data protection check list. #  There have been many changes implemented by the General Data Protection Regulation, and there has been a shift in the processing and storage of personal data.  As this is the case it is a key task for Counsellors and Counselling organisations to establish appropriate policies at an organisational level, and then at a level of practice.   One of the key policies at ‘The Lighthouse’ is that there is a nominated data protection officer; who has an overall responsibility for data protection.  That person is me… #
It is my duty to develop sufficient level of awareness among staff with regards to good data security and to keep up to date with any changes in legislation that may occur.    Within this presentation I will firstly explain the legal implications and the new laws around data protection, I will then go onto explain ‘Why’ it is crucial for us to secure data, and will outline exactly how we intend to do this.  .

# Although a fairly complex law, by now, most people will have some basic understanding of the principles of the General Data Protection Regulation (GDPR).  Although I don’t intend to make this presentation political in any way it can’t go unmentioned that this regulation was originally passed by the European Parliament and Council of the European Union on the 25th May 2018, # it replaced the 1998 Data Protection Act in its entirety.  The Data Protection Act is not limited to the GDPR provisions; however, it is important to note that there are additional laws applicable within the UK which for example implicates national security and immigration.  
OK… like I said, this is not political, but I simply could not present this without mentioning every ones favourite word right now:  #
BREXIT.  
When the UK exits the European Union, our withdrawal will result in currently drafted laws, which include the GDPR will transpose into UK laws. # Now as it stands currently the UK are being given a transition period which will take us up to 31st December 2020 whereby the UK will continue to be governed by EU law in regards to the protection of personal data. # So for now at least, the current laws on GDPR is what ‘The Lighthouse’ will be adhering to. But it means having to keep totally abreast with politics in case anything does change.
# So not only do we as ‘The Lighthouse’, have complex laws to remain on the correct side of, but we also need to ensure that we are also working within the BACP framework.  As I am sure you can appreciate this is quite a complex task.  Hence why there is a specific role in place of data protection lead. # In order for me to carry out this role, it means that not only do I need to understand the law as it remains right now, but I will have to keep a very studious eye and understand politics generally. # And although ‘The Lighthouse’ metaphorically speaking is a fixed building; I myself must remain fluid within it, as it is highly likely that procedures will change.  I need to ensure that we as a project adapt fully. # Teamwork will be essential.  I will also be working very closely with my colleague Susan who is charged with ensuring all practises are fully aligned with the BACP framework, we need to bring legislation and ethics onto common ground.  And although we appreciate this will not be easy, we have a highly skilled workforce who are more than capable bringing ‘The Lighthouse’ project into fruition.
At ‘The Lighthouse’ we will only process data on a lawful basis.  We are providing a service to clients on the basis of a contract with them, therefore it will be vital that we hold records of our clients.  However, we will only hold data that fall within six catergories: #
• consent; 

• contract; 

• legal obligation; 

• vital interests; 

• public task; and 

• legitimate interest

and no basis is ‘better’ or more important than the others. We will determine our lawful basis before we begin processing data.

# If our therapy working environment and professional practice require us to keep appropriate records of our work as per the Ethical Framework (2018) and records are therefore necessary for our service, then our lawful basis for processing data under the GDPR is likely to be ‘necessary for the performance of a contract’.
So what I am saying is …. we at ‘The Lighthouse’ are not simply going to be collecting peoples data for the sake of collecting it, it is a necessity, however we will only do so if the data falls under six lawful basis’.

# EXAMPLES INCLUDE:

• consent;  Signed consent forms that indicate a client consents to counselling, and understands that data is preserved, unless there is a danger to the person or others.

• contract; Signed contracts outlining the agreed terms of the therapeutic relationship.

• legal obligation; Details required in order to abide by UK laws.

• vital interests; 

• public task; and 

• legitimate interest

WHY ARE WE PROTECTING PEOPLES DATA?

# So enough now of the tedious legislation, let’s get back to reasons WHY we are protecting people’s data, reasons other than the law.  Let’s get to some of the fundamental reasons within counselling as to why data protection is so important.  Put simply, it’s an issue of trust.  For ‘The Lighthouse’ to work, people need to be assured that confidentiality is absolutely key.  #
Hence our slogan ‘What you say in here, stays in here’.
So although my role here will to keep in line with the GDPR laws, and to remain firmly within the ethical framework.  There are more deep rooted reasons.  We as Counsellors are likely to deal with some of the most vulnerable people in society.  And fundamentally our job is to try and ease their pain, and keep them safe in doing so. 
To illustrate this point I would like to show you an image of a young woman, born and raised in London.  # Banaz is 20 years of age.  She’s quite famous now.  She even has a book written about her.  But, this is no fairytale. # I won’t go into the full details of this particular case, because quite frankly, it’s too horrific for this presentation.  However, what I can say is that loose data protection policies and procedures are actually killing girls like Banaz.  It’s that serious a matter.  We all talk loosely about how certain policies and procedures have gone too far, how it’s burdensome and causes extra paperwork.  But the truth of the matter is, there is a reason for that #.  There is a reason why ‘The Lighthouse’ has a policy of ‘What you say here, stays here’.  Unless of course the counsellor feels you are dangerous to yourself or others, or if someone is hurting you.
To emphasise the point I am about to make I will refer to a study conducted in Sweden (Alizadeh et al. 2010). #  The study found that annually thousands of women are exposed to violence and murder by male relative in the name of family honour. Many of these young women consult healthcare services, including counsellors for issues relating to ‘family honour’. # What the study found was that these women were so terrified of the situation they were in, that if they thought for one moment there could be a data protection breach, firstly, they would never open up enough for the service to be able to help them.  Secondly, should there be a breach in data protection, the likelihood is, it would result in their death.  
# So in a nut shell, not only do we at ‘The Lighthouse’ need to abide to the laws in regards to data protection, but we also need to see the ‘BIGGER PICTURE’.  Mistakes, poor practice, sloppy management in this regard could result in us as counsellors causing direct harm to our clients. 
I understand that this is a very extreme example to use, but I have only used it to outline the importance of data protection, and how seriously it will be taken at ‘The Lighthouse’.  As such, I will now go onto explain the policies and procedures we have in place here to reassure everyone, that we have our GDPR well and truly covered.
POLICIES AND PROCEDURES #
Ok… so now for the practical things that will be in place at ‘The Lighthouse’.  

FILING SYSTEMS: # In terms of GDPR a filing system is any filing method which has a logical order, for items to be located.  At ‘The Lighthouse’ we will have an office space specifically designated for our filing.  # The room itself will have a key code, which will intermittently change, and only authorised staff will have access.  My office is based within this room, where I will oversee all filing duties personally.  By being based in the office myself, it also enables me to ensure that only authorised staff members can gain access, and I will also always be on hand to assist them in any queries they may have in relation to record keeping. #
At present, all our records and notes are being kept as hard copies.  However we do plan in future to digitalise records and have them saved onto a secure cloud.  This will be of particular use when storage becomes an issue and also because details must be held for at least 7 years.  It is not digital right now as I feel it is actually safer to keep a closer eye on manual administration just during initial set up.

# As mentioned earlier on in the presentation, ‘The Lighthouse’ will only collect and store information that meets the six legal obligations:
• consent; 

• contract; 

• legal obligation; 

• vital interests; 

• Public task; and 

• Legitimate interest

We will only hold and record information that we genuinely need to know.
Obviously there is a need to keep client notes, it is important.  We need contact details, dates of births, next of kin, Drs details and so on.  However, at ‘The Lighthouse’ we also endorse the idea of ‘Tabula Rasa’: #
Tabula Rasa

Tabula Rasa is a term taken from Latin that literally means a "blank slate" (writing surface), It refers to the belief that humans are born with with completely a open mind and that upbringing imprints beliefs and attitudes onto the personality.
We adopt this principle at ‘The Lighthouse’ because we do not want our clients to feel immediately judged as soon as they walk through our door.  We take basic information on a practical, and need to know basis, we store this securely, and then we work with the client.  It’s that simple.
 So that said, # our clients have the luxury of coming to us with a ‘Blank Slate’.  However, through the process of therapy, a picture of the person will emerge, and notes, where appropriate may be taken.  It is the counsellor’s responsibility to ensure that these notes are then stored within the filing office, via myself.  
# Each Counsellor will be a member of and fully align themselves with the BACP, and will fully respect client confidentiality.  There are exceptions to this, however, but only if the client, or other people at harm.  And even in such cases, data will be secured in such a way that no harm is caused. Situations primarily will be dealt on a case by case basis, however, data is still protected.  If you see the powerpoint you will find details of some of the policies implemented.
There is an ethical expectation and subsequently strong legal requirement that ‘The Lighthouse’ keep records.  Our policy outlines that: #
· Our records are:  

· Adequate

`
      *  Relevant

· Limited to information that is necessary for the service we provide.

· Stored securely by authorised members of staff.
· Not shared unless there is a legal, or duty bound reason to do so (In such cases clients will still be protected from harm, often the sharing of the information is the very thing protecting them).
· Fully compliant with GDPR legislation.

· Is aligned with the BACP framework. (BACP 2018, Good Practice, point 15)

By following the above policy with diligence we will be able to meet all ethical and legal obligations.  It is important to note that there have been situations where practitioners have been criticized in court over data protection and record keeping.  This is highly unlikely to ever happen at ‘The Lighthouse’ as our policies and procedures are strong and sturdy.

# So to conclude, ‘The Lighthouse’ is a safe haven for those in need of our services.  Our clients can rest assured that the information we do gather on them is purely functional for them to be able to access and get results from the therapy we offer here.  Our clients can 100% trust us.
# I will take personal responsibility for keeping up to date with current legislation, implementing any possible changes post Brexit, ensuring policies and procedures are followed and updated accordingly.  I will also ensure that staff are well trained and equipped to deal with any changes that may occur and keep a tight reign on the filing of data at ‘The Lighthouse’, later introducing a digital format.
We are likely to encounter many vulnerable people, and these people need to protected. # Although the  previous example of ‘family honour’ is quite a drastic one, these things do happen, and keeping the privacy of clients is not only a moral obligation and a basic condition of human decency, and can at times be a matter of life and death.
This is not just about abiding by the law (which of course we do!).  It’s much bigger than that.
So …..that said… at ‘The Lighthouse’ our motto is, and will always remain:

#
“What you say in here…. Stays in here”

THANKYOU
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