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[bookmark: _Toc125709157][bookmark: _Toc133243689]Introduction
Adoption of Industry 4.0 (I4.0) Cyber Physical Systems (CPS) could be driven by any of the following areas:

A. Changes in technology - Changes in technology and it’s continually reducing cost of implementation can have significant impact on a business and may require adjustments to the business plan. For example, a business may need to invest in new technology to remain competitive or to take advantage of new opportunities.
B. New market opportunities - New market opportunities arise that did not exist or were not previously considered. For example, a business may decide to expand into a new geographic market or introduce a new product or service.
C. Changes in the competitive landscape - If there are changes in the competitive landscape, a business may need to adjust its strategy to remain competitive. For example, if a new competitor enters the market or an existing competitor introduces a new product or service, or fundamentally increases its productivity, a business may need to adjust its pricing, method of manufacturing or marketing strategy.
D. Changes in regulatory environment - If there are new environmental regulations that impact the business, it may need to adjust its operations or invest in new technology to comply with the regulations.
E. Changes within the organization, such as changes in leadership or the introduction of new team members, for example, a new CEO may have a different vision for the for the organization.
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[bookmark: _Toc133243691]Big Data.
I4.0 CPS gather vast amounts of data from the inter-connected Field Level (FL) sensors integrated into supply chains, production lines, logistics and end user requirements. Relatively recent advances in electronic production capabilities have driven down the cost of producing these smart sensors allowing them to be used in CPSs in the numbers required to capture relevant data.
The opportunities this data gathering gives is “considered pivotal” (Günther, et al., 2017) for businesses of all types, as this allows analytical tools to automatically interrogate the huge amount of potential data looking for relationships, patterns and trends.
The amount of data collected can mean that human direct analytics is impossible and new fields of Artificial Intelligence (AI) and Machine Learning make this task possible.
Cyber Security.
With the accumulation of BD there is an increased risk of cyber criminals using the IIOT to gain access to potentially sensitive data so actions to prevent this must be undertaken.
[bookmark: _Toc133243692]AI
AI typically uses benchmarking methods to define changes in measurements of smart sensors and then makes decisions on process changes or alerts these changes to maintenance personnel (automatic intelligent support) to change identified worn parts of the production processes. Vibration sensors can be placed on motors and / or gearboxes and monitored for any changes that would indicate wear in bearings and transmission equipment before catastrophic failures resulting in increased downtime of the production facility. Changes of these worn equipment parts can be completed during scheduled maintenance activities.
[bookmark: _Toc115369826][bookmark: _Toc133243693]Industrial Internet of Things (IIoT).
The IIoT is the framework over which interconnected elements of CPS, smart sensors and control systems transmit collected BD. “Over the IoT, CPS communicate and cooperate with each other and humans in real time” (Boyes, et al., 2018). This transmission can be wired or wireless but in most cases is wireless.
IIoT infrastructure requires “scalability, modularity, and interoperability with various devices and platforms using different technologies” (Joyce & Thamba, 2020). Integration of IIoT into existing production facilities requires communication using different manufacturers’ control equipment. A means of interfacing these different equipment manufacturers must be implemented given that there was no standard adopted industry-wide when the manufacturers developed their control systems. Predominantly, Programmable Logic Controllers (PLCs) are used in industry to control machine automation, and there are numerous makes. Some of the most widely used are Siemens, Allen Bradley, Mitsubishi, Schneider and ABB. All of these makes have different programming environments and require different strategies for communicating with them to receive sensor states, program stages, error reporting and analogue sensor outputs already connected to the PLCs. Almost all PLCs have Ethernet communications built in, or available as expansion modules and these can then be used as wired connections to IIoT, or now available to newer PLCs as IIoT ready wireless options that can directly send BD to the Cloud storage devices. Smart sensors can be used to negate these communication problems but the cost of replacing existing sensor installations is usually prohibitive compared to using software that overcome communication protocol problems.
IIoT is a vital cog in ensuring that along with vertical integration of I4.0 along the SME production system, horizontal integration also occurs along the entire supply chain (Vrchota, et al., 2019)
[bookmark: _Toc115369827][bookmark: _Toc133243694]AI / Neural Networks.
The complexity and sheer volume of BD requires non-human interrogation to prevent potentially crucial missed information or make decisions on errors when mistakes are made. “Sophisticated algorithms and advanced computing power” (Park & Bae, 2022) is highlighted as core to the use of BD to make decisions on process settings to continuously improve output, quality and customer delight.
Machine Learning :- a sub-set of AI which uses sets of algorithms that analyse quantitative BD looking for patterns that can predict expected future chronological performance (Kinkel, et al., 2022). A set of inputs received can then be used to forecast future outcomes, and rules can then be applied to alter process settings (auto-optimisation) to prevent quality issues affecting production. 
Neural Nets :- sets of algorithms laid in clusters that recognise relationships and patterns in BD, mimicking the way the human brain operates.
[bookmark: _Toc115369828][bookmark: _Toc133243695]Additive manufacturing. (3D printing).
Traditional manufacturing removes material from raw material creating waste as it creates the final component. Removal of this excess material involves tooling that has intrinsic cost and finite life that adds cost to final component value. Final component designs are constrained by material removal methods. Desired features that are under top component surfaces can only be attained by utilising sub-assemblies that increase final component costs and complexity.
Additive manufacturing builds the final component in layers from the bottom up, adding features that are required resulting in solid final 3D components that have unconstrained design features.
To make 3D components they first have to be drawn as 3D models using software packages. These 3D models then must be manipulated into usable machine data, so individual layer paths, along with layer thicknesses, temperatures, speeds, extruder feed amounts are fed into the 3D printer. There are many software packages to draw and change the 3D model into information that the printers can use to produce finished 3D components.
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Autonomous Robots (AR) are intelligent robots that independently carry out tasks independently without human control. Autonomous Mobile Robots (AMR) have embedded sensors including optical sensors and LiDAR to detect obstacles in its paths when traveling around facilities ensuring human and facility safety. AMRs communicate with each other and its surrounding environment in a decentralised manner (decisions made by the robot itself). Some systems rely on coloured lines on the factory floor that lead to different destinations. Optical sensors pick up the different colour lines and control the AMR to track the desired path, others solely use optical means to generate 3D models and use object recognition to navigate around the facility.
[bookmark: _Toc133243698]Assembly robots
Collaborative robots (COBOTS) can work along-side humans safely due to in-built force sensing that prevents potentially dangerous collisions. Industrial Robots with image recognition hardware can automatically pick and pace objects with varying datum orientation. Object colour, shape, feature presence and dimensional conformance can be checked automatically allowing quality to be maintained (Sowa, et al., 2021).
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Enabling quick response to suit customer’ personal tailored needs is a major advantage of I4.0 enabled production. BD enables large amount of real-=time information to be shared all along the supply chain, increasing flexibility and awareness of material states as it progresses along process routes. Modular production lines allow quick production line changes according to schedules automatically generated by AI using BD.
AI generated production schedules can then be used to automatically control AMRs to pick and supply parts to the production lines with no or minimal human intervention. Finished assemblies can then be moved by the AMRs to final automated packaging lines.
AI is used in Predictive Maintenance (PdM) interrogating BD gathered from field level devices to digitise processes and use to indicate the performance of production processes. Viana, et al, reference the competitive advantage of companies adopting I4.0 PdM, and uncovering unseen relationships between different company sectors improving “process analysis and complex decision making.” (Viana, et al., 2020). These complex relationships can indicate wear of production lines before catastrophic breakdowns occur, reducing cost and lost time related to catastrophic breakdowns. Scheduled maintenance can then be automatically programmed into production schedules, reducing errors.
Additive manufacturing or 3D printing can also be used to fulfil customer tailored products wishes given its unrestrained design and production method. Once started 3D printing needs minimal human intervention reducing costs.
Repetitive, un-skilled manual work can be carried out using Industrial Robots. Optical camera systems fitted to Industrial Robots using object recognition carry out these tasks with no need for complicated nesting of raw material, negating the need to change tooling when running different assembly derivatives. This allows people to carry out difficult, value-added activities.  
Augmented reality can be used to immerse users into an environment that enhances personal experience, aiding skill acquisition and allow companies to demonstrate products without the need physical presence. 
Simulation using digital twins allows new processes / products to be assessed and improved before actual production. It can also be used in training of individual in interaction with processes / products, so danger is mitigated. Predictive maintenance models can also be “tuned” using this approach  (Xiong, et al., 2021).
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