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	CSF
	Cybersecurity Framework

	TCP
	Transmission Control Protocol

	UDP
	User Datagram Protocol

	NIST
	National Institute of Standards and Technology

	TCP SYN
	Transmission Control Protocol Synchronize

	DNS
	Domain Name System
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In this structured report, have discussed the foundational pillars of the NIST Cybersecurity Framework and how it identifies weaknesses in an organization's network. The pillars consisted of the core functions of Identify, Protect, Detect, Respond, and Recover and how they helped with risk assessment against a cyber-attack. I have examined and discussed on how the “cyber kill chain” outlines to various stages of an attack and progression when attackers exploit vulnerabilities in networks and systems. I distinguished on how tools such as Nmap and Wireshark aid in reconnaissance, while notorious malware like WannaCry and TeleRAT represent the weaponization phase. The report also consisted of techniques like Whaling and Pharming which targets specific individuals or groups for malicious purposes. I also conducted a network diagram (topology) that consist of a secure network design that proposed high availability by using Packet Tracer. This was supported with network security software and technologies that can help and improve the network security which at end to fortify against cyber threats and protect valuable data and assets.
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In this report, I will discuss the critical role of the NIST Cybersecurity Framework in achieving cybersecurity objectives. I will specifically discuss how the framework delivers a comprehensive approach to identifying, detecting, responding to, and recovering from cyber threats. Additionally, I will examine specific tools and tactics recommended by the framework to mitigate these effectively. Furthermore, I will conduct an in depth-analysis of the “cyber kill chain” or “attack life cycle” or understand how cybercriminals exploit this process to gain access to personal data and digital assets. With these topics addressed, this essay aims to provide insights into enhancing cybersecurity measures and safeguarding digital resources. 


[bookmark: _Hlk160639073][bookmark: _Hlk160644545][bookmark: _Toc160647277]Part 1
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[bookmark: _Hlk160370140][bookmark: _Hlk160281352]In today’s digital era, driven by the constant development of technology and networked systems, the importance of securing sensitive information has never been bigger. The NIST CSF provides a foundational resource that guides organizations with tools and techniques needed to successfully identify, protect, detect, respond and recover from cyber-attacks. [1]

One of the important and fundamental features of the CSF it’s primary functions on managing risks on cyber threats. The framework enables organizations to prioritize their effort and allocate resources to mitigate the most serious threats. Taking this reliable approach is critical in tackling the wide range of vulnerabilities stuck in modern digital infrastructures, where the probability of attack surface is huge and constantly expanding.

Furthermore, the CSF supports the continuous improvement through its iterative and adaptive nature. In a rapidly evolving threatening environment, where hackers are always developing new strategies and exploiting emerging vulnerabilities which this is known as reconnaissance, stable cybersecurity measures are not enough. The NIST CSF’s framework of Identifying, Protecting, Detecting, Responding and Recovering provides a periodic process that enables an organization to evolve and adapt their cybersecurity plans in response to changing threats and circumstances. In this aspect, the NIST Cybersecurity Framework serves as a keystone in the quest to safeguard digital assets and personal data in today’s society. With adequate guidance followed by the framework it allows organisations to approach to risk management to cyber threats. With the guidance we can also approach more collaboration among stakeholders for their organization for protection against cyber threats. 

The NIST Cybersecurity Framework (CSF) plays an important role in attaining its primary goal by efficiently addressing the steps of the "cyber kill chain" through step-by-step instructions. Reconnaissance is an important stage in this chain because it allows cybercriminals to look for weaknesses and obtain pertinent information. The CSF efficiently tackles this stage through its identify and detect functions. The identify function assists organization in ultimately understanding their digital asset, including potential vulnerabilities and weaknesses. By conducting risk assessments and asset inventories, organizations can be ready to identify area affected to exploitation during the reconnaissance phase. 

Additionally, the Detect function enables organizations to implement robust monitoring and detection methods to promptly identify suspicious activities that indicate to the reconnaissance phase of a cyber-attack. Through ongoing monitoring and analysing the system logs, data sources and network traffic, organization can sense and counter reconnaissance attempts before the can escalate to complete cyber-attacks  [2]. 



In the weaponization stage, cyber criminals identify or develop tools to exploit an attack on the vulnerabilities and weaknesses of an organization network. The NIST CSF assist with the Protection function which assist organization with safeguards against potential threats identified during the reconnaissance phase. By advancing with proactive measures such as access controls, encryption and security awareness training, the framework helps organizations to improve their digital infrastructure on their digital assets and personal data  [1].

Moreover, when cyber threats are launched, organizations enter the delivery stage of a cyber-attack. The NIST CSF's “Respond” and “Recover” functions provide organizations with a layered approach to managing and mitigating the consequences of delivery incidents. By offering guidance on incident mitigation, recovery strategies, and incident response planning, the framework enables organizations to promptly respond to delivery attempts and minimize impacts on their personal data and digital assets  [1].


[bookmark: _Toc160647279]b) NMAP and WIRESHARK Utilization on Cyber-Attacks
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1) Nmap (Network Mapper): [3]
Nmap (Network Mapper) server as a powerful network scanning tool designed to discover hosts and services within a computer network. It allows cyber attackers to identify hosts, services and open ports and analyse their configurations [4]. In the reconnaissance phase of a cyber-attack, Nmap can be utilized to gather crucial information about the target’s network, such as;

1- Port Scanning: [3]
Nmap can perform various port scan e.g. (TCP Connect Scan, TCP SYN Scan and UDP Scan) to determine which ports are open on the target hosts’ network. This function allows attackers gain information identifying potential entry point in the targets network.
2- Discovering Host and Other Devices: [3]
Nmap can be used to identify live hosts that are currently on the network by sending echo request or TCP/UDP packets to target hosts and analyse their response.
3- Vulnerability Scanning/Reconnaissance Attack: [3]
Nmap can be used to gain information about the target hosts with open ports and use the gathered information to initiate multiple attacks.

2)Wireshark:
Wireshark is a widely used packet sniffer and analysis tool, which captures and displays data travelling between on a network in real time. It allows cyber attackers to inspect the network traffic by simply following the TCP stream on the targets network [5]. In the reconnaissance stage of a cyber-attack, Wireshark can be utilized to gather pertinent information about the target, such as:

1- Traffic Analysis:
Wireshark captures and displays all the network traffic passing through a network, allowing attackers to analyse the communication pattern, identifying active hosts and detect potential vulnerabilities. [6]
2- Packet Filtering:
Wireshark help with powerful filtering capabilities to narrow down captured traffic based on the cyber attackers’ criteria e.g. (source/IP Address destination, port number, protocol), allowing attackers to focus on network traffic patterns. [7]
3- Protocol Decoding:
Wireshark can decode various network protocols (TCP, UDP, HTTP, SMTP) and extract information from packet headers and payloads. This enables attacker to understand the network architecture, layout, services and potential security weaknesses. [7]
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[bookmark: _Hlk160468361][bookmark: _Toc160647281]I1) WannaCry Ransomware

[bookmark: _Hlk160458435]The WannaCry is a type of malicious software known as ransomware. WannaCry infects a computer, it encrypts files using strong encryption algorithms, making it nearly impossible for the victim to regain access without the decryption key, which is held by the attackers [8]. The only way the user could have regained their files and data back was to pay a ransom of approximately $300 in Bitcoin. The National Crime Agency encourages industry and organization suggested not to pay the ransom as there is no guarantee you will get access to your data again [8]. The “WannaCry” malware can propagate laterally like worm malwares, this is how the “WannaCry” has spread rapidly in the year 2017.

To mitigate the threats that can be gained by the WannaCry ransomware, the National Cyber Security Centre has provided guidance, which includes:

1- Regular Updates:
 Ensure systems are regularly updated with security updates, particularly for operating systems, to address known vulnerabilities exploited by WannaCry ransomware. [8]
2- Effective Security Measures: 
Use reliable antivirus and antimalware software to identify and prevent ransomware infections. [8]
3- User Discipline:
Educate users/employees about the danger of phishing emails and suspicious links, which are common ways for ransomware attacks.
4- Data Backup/Restore:
Maintain regular backups of critical data and make sure that they are safely secured offline. This enables organization to restore data without on paying the ransom.

[bookmark: _Toc160647282]I2) TeleRAT

TeleRAT is an android Trojan malware that uses the Telegram Bot API.TeleRat is also know a RAT malware as its purpose are alike. RAT are malicious software that allow unauthorized individuals to remotely control and manipulate infected devices. It allows attackers to remotely control infected devices giving them unauthorized access to sensitive data, such as personal information, messages, call logs, and even the ability to manipulate device function like camera and microphone [9]. TeleRAT infiltrates through an Android device through various ways, such as phishing emails, malicious app downloads, or exploiting vulnerabilities in the operating system. However, the TeleRAT uses the Telegram bot API which message are sent with current information back to the attacker.



Effective mitigation strategies against the TeleRAT trojan malware are;
1- User Discipline:
Teaching users about the dangers of downloading apps from untrusted sources and clicking on suspicious links or attachments in emails can help prevent TeleRAT Trojans
2- Security Software:
Running antivirus and anti-malware solutions on Android devices can help detect and remove TeleRAT infections. [10]
3- Firewall and Network Security: 
Set up network firewalls and intrusion detection system to detect and block unauthorized network traffic associated with TeleRAT. This will make the network more effective against attackers trying to bypass your firewall.
4- App Installations/Permission:
Encourage employees and users to download application directly from the known app stores like Google Play and App Store. Make sure to research if applications are safe before installing and implement a whitelist/blacklist policy in a network to add as a security measure. [10]
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[bookmark: _Hlk160615018]	I)Whaling
 “Whaling is a highly targeted phishing attack - aimed at senior executives - masquerading as a legitimate email. Whaling is digitally enabled fraud through social engineering, designed to encourage victims to perform a secondary action, such as initiating a wire transfer of funds.” [11].Perpetrators spend vast amount of time creating unbelievable narratives which can be legitimate to those who are targeted in an organization which are mostly high-ranking individuals like executive and CEOs [12].

ii) Pharming
“Pharming redirects traffic from an authentic website to a false website, in contrast to other phishing strategies that call for a lure. This method may be used to attack a DNS server software vulnerability or to modify the hosts file on the victim's machine.” [12]. These DNS spoof attacks are harder to detect than ordinary fraudulent website as the web address can look believable to the victim and trick the user since the address bar on the browser displays the domain of the spoofed site [13].


Iii)Effective Counters and Mitigation Strategies

Phishing attacks can be challenging to prevent due to their reliance on human error, however several strategies can mitigate the risks of Whaling and Pharming attacks.

1- User Training and Awareness: [12]
The human element is often exploited in these attacks, therefore focusing users with knowledge and awareness, significantly reducing the risk of these successful attacks. User education and training should cover identifying suspicious emails, websites and messages and understanding the risk when clicking on unknown links or downloading attachment from them as well. Simulation based phishing training ca also be used to aid uses with hand on experience with the Whaling and Pharming attacks and detecting phishing attacks.

2- Email Filtering: [12]
Email filtering is another effective strategy use to combat phishing attacks. This technology operates by examining incoming emails. These emails can contain suspicious links or attachments and can be automatically directed to the spam folder or even deleted straight away. While this technique is efficient on reducing the number of phishing emails that reach the user, however it requires continuous updates to adapt to evolving phishing attacks.

3- Regular Updating and Patching: [12]
Maintaining a regular schedule to updating system forms is an essential part of any organization cybersecurity strategy. Frequently, software updates and patches are issued to rectify vulnerabilities that might be responsive to exploitation by cybercriminals. Failing to do this can lead to system being vulnerable to malware or commonly used in phishing attacks. Organization can extensively mitigate the risk of a successful phishing attack by making sure all systems up to date and promptly applying patches as needed.
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When creating the network topology on Packet Tracer, the single point of failure would be that if a single switches fails, the network wouldn’t be usable.




To implement on the network topology I have added multi-layer switches which will help the network traffic to be redirected through the other multi-layer switch if the if one of the main switches fails.

This will provide a reliable crossover as it distributes the switches as a central point for intimate different layer switches. Additionally, this would lead to high availability as traffic can be redirected while the network is being operated.
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There are various technologies that can help and enhance our network security, with many investigated malwares throughout this essay, we have analysed various mitigation techniques which included the use of the network security technologies. An organization should efferently employ these technologies to enhance the cyber security strategies against threats and attacks. Here are following technologies along with detailed explanations of their functionalities:

1- Antivirus/Digital Signatures:
Antivirus software uses several techniques to identify malware, these techniques are most commonly known as signatures and heuristics. A malware’s signature is a distinctive pattern of data in either in memory or in a file. An antivirus program holds thousands of signatures but it can only detect malware when a signature has been identified and published by the antivirus programs authors. However, new malware may not be affected as a signature is needed to be incorporated by antivirus products.
“Therefore, these new blended threats need to be guessed by means of heuristics .Heuristics can actually cause a lot of false-positive alerts, but if the malware got identified successfully, its signature will be added to the signatures database so that signature-based approaches can be applied for future attacks.” [14]

2- Intrusion Prevention System (IPS):
This is a separate security feature that focuses on detecting and preventing various types of network attacks. The IPS feature helps monitor the network and system activities for malicious exploits and network policy violations. IPS involves the use of signatures and heuristic to identify unknow threats. These threats can be denial-of-service (DoS) attacks, buffer overflows and other vulnerabilities that could lead to the compromise of network security.


3- Wi-Fi Access/Network Policies:
Organization should overlook to see if employees bring in rogue access points which can be a huge risk. Employee may bring in Wi-Fi access point for their office (possible if they can’t get a good Wi-Fi signal). This can be a high risk to an organization as many threats can develop such as malware distribution, data interception (gaining data) and unauthorized access which can lead to data breaches and theft of sensitive information.
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In conclusion from this report, there has been clear understanding and evidence that organization need to implement on using the NIST Cybersecurity Framework to stay up-to-date as security measures for their organization and users. As there is an evolving environment is also a must that users must be educated about network security and how they can avoid and implement efficient security measures for their organization. 

In summary, the importance of cyber security measures must be taken to any organization as they educated and make users aware of attacks and crimes that could happen in todays present society, this will help organization to safeguard against evolving cyber threats and ensure that the overall security of their data and systems are secured effectively.
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