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1. Routing

1.1 Swansea Network Routing
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1.2 London Network Routing
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2. Swansea Domain Server
Promotion of Windows Server 2022 VM to Domain Controller
Setting Win Server 2022 machine DNS server to itself for Active Directory
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Adding the Active Directory Domain Services server role to the Win Server 2022 machine
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2.1 Creation of Forest
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I set the Directory Services Restore Mode (DSRM) password to the same password used for the login to the administrator accounts, NotebooK@123. While there could be security advantages to using a different password in a real world environment, as this task does not require strict security measures reusing the password will be fine.
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I left all the other options for creation of the forest and Domain Controller promotion as their default values.
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2.2 Creation of A Records
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2.3 Creation of Reverse Lookup Zone



3. Configuration of DHCP Server
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I set the Router (Default Gateway) setting to the Debian Linux Server’s IP address, as this server will be acting as the DHCP relay for the London Network.
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I added both the IP address used by the Windows Server VM in the IntSWA adapter and the one used in the ExtSWALON adapter as IP addresses for DNS Servers here, as I was not sure which it would require.
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Adjusting Windows 10 Client IP addressing properties and testing functionality of DHCP service
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After pressing OK a panel pops up on the side showing the hostname of the domain controller, showing that the setup was successful.
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To check further, I ran the commands “iplookup” and “nslookup yourname.acca” in the command prompt on the windows client, which confirmed that the domain controller and DHCP allocation appear to be working as expected.
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Linux DHCP Relay Server
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4. Creation of User Accounts


5. Connecting VMs to Domain


6. Site-to-Site VPN Setup


7. Testing and Troubleshooting


8. Setup of Secondary Disk Drive


9. IIS Server Setup


10. Configuration of Remote Desktop Services
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