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Abstract
This report has been created so that Hyper-fort is able to implement a sensible and secure BYOD system into their company. It covers everything from the advantages and disadvantages of BYOD to a policy put in place so that both Hyper-fort and its employers/customers will be satisfied. 
[bookmark: _Toc534911417]Introduction 
This report will cover the ways in which Hyper-fort will be able to implement a practical and secure BYOD (Bring Your Own Device) system. Included, will be a Data Flow Diagram (DFD), a user Policy and a demonstration of the Hyper-fort network. It will also consider the many variables that comes with customers and their different devices. 
[bookmark: _Toc534911418]Related Work
This section will research what a BYOD is, the advantages and disadvantages to a BYOD and look at companies that have a similar system in place. 
[bookmark: _Toc534911419]What is BYOD?
The idea of BYOD on the service is simple as the idea is that personal devices including laptops, smartphones and tablets can be taken to the workplace where they are connected to the network and allow employees, students or customers to use their own devices rather than ones provided by the business. 
[bookmark: _Toc534911420]Advantages and Disadvantages
The BYOD comes with both advantages and disadvantages which will be looked at so that there is an understanding of why some companies must be careful when implementing the idea for their business. 
[bookmark: _Toc534911421]Advantages
A big advantage to the BYOD implementation is that it will greatly reduce Hyper-fort’s costs as it will save money on many of the staff computers that can now be replaced by the employer’s personal laptops that the employers bring in. 
The next advantage is that BYOD is that productivity among employers appears to increase according to a Cisco survey “Among respondents, the top two perceived benefits of BYOD were improved employee productivity (more opportunities to collaborate) and greater job satisfaction” [1]. This is a great example of employers increasing their work rate as a result of the BYOD in the workplace and part of the reason for this is possibly due to the fact that employers are for familiar with their own devices and are therefore able to use them more efficiently. 
Flexibility is a big advantage to BYOD as it allows workers to travel with just one set of devices when travelling as they don’t need a work laptop/phone if they already use their own for both. This can also be a disadvantage to companies which will be discussed below but considering the other advantages, it is clear to see why the BYOD movement is implemented in “6 out of 10 companies” as of 2016 [2]. 

[bookmark: _Toc534911422]Disadvantages	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
It is important to be aware that there are some serious disadvantages to BYOD especially if the company does not take into consideration the security risks involved. 
Security is the first place to start when looking at flaws in BYOD as it is always going to add an extra challenge to securing the companies data along with staff and customers. This is because people who are connecting might have a device that is not secure enough to protect against a virus that could ultimately leak into the company’s network. Another security concern for the company is that if an employer decided to leave the company then they could potentially bring with them more company data than what the company would want which is one of the reasons a user policy is so important and so one will be provided in this report. 
Incompatibility is a likely issue as if the company can choose the devices then that means they are able to get the right device for the chosen software that is required. However, employers are like to have a mix of Windows, Android, Apple and LINUX devices which vary in compatibility. 
As mentioned in advantages the flexibility for employers can be great although for a company it can mean that they are required to compensate the user for work done on their personal devices especially if the work required the employer to be online while traveling as the data charges can be high. In fact according to Syntonic “US Businesses overspend more than $2.6B annually in BYOD reimbursement” [3]. This is a huge amount of money although it could be that the user policies for the company did not consider this at the time and it will be advised that there be a limit as to how much Hyper-fort is going to reimburse their employers.   
[bookmark: _Toc534911423]Companies who use BYOD
Intel is a company who has successfully implemented BYOD with over 30,000 employers covered in their user policy. Intel was “at the forefront of BYOD movement” [4] and from this has been able to perfect the BYOD structure that is needed so employers can trust that their data is safe from being accessed by Intel. To make sure that the employers are aware of what can and can’t be seen by employers who connect to the network as well as having them decide what level of access Intel can have on their devices. 
SAP is another company that has used BYOD and they have done so via a mobile application that allows their employees to work from anywhere as long as their phone is accessible. Additionally, they have made it easy to disconnect a device in under a minute in case it is lost or stolen. 
These are a couple of examples of how companies have been able to successfully adopt BYOD policy and make it work for them as an increase in productivity. 

[bookmark: _Toc534911424]Analysing BYOD Implementations	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
In this section, there will be a focus on how other companies have implemented a BYOD system to their company and what can be taken from them to help design a solid system that tackles some of the disadvantages mentioned previously. 
An in-depth look at how companies have implemented and dealt with BYOD systems will be used as a reference for the full article please see the appendix for the report titled “Multiple operating systems complicate BYOD policies, but MDM helps”. 	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
Ochsner Health System is a non-profit American hospital organisation which has used BYOD for a long time although it has changed over time due to the increase in different mobile operating systems.
 According to the article “Clinicians primarily used Blackberry devices” and if staff didn’t have one the organisation would provide one, this was until iPhone and Android became so popular that it made more sense to allow devices with different operating systems to connect. However, “Blackberry’s enterprise servers could not support these devices” and therefore meant that the phones were connected without the IT department having much control on what they could do. This is where mobile device management software became essential for the organisation, “MDM allows us to lock down what we need and to enforce our policies and not let users opt out of it. If we didn't have a mobile device strategy we wouldn't let Android and iOS access our system.” This quote taken from the report highlights how important it is that when implementing BYOD that there is a mobile device management (MDM) software in place. 
Other advantages to MDM software is that it allows the organisation to not worry about buying staff the device that works with their system as it does not matter what the employer has. This helped their company as before there was a constant debate on who owned the number if the employer left and this way that issue is resolved. 
User policy is a huge topic which has been described briefly above but it is important to look at how thorough it needs to be. Joshua Weiss who is a CEO of mobile application development firm TeliApp was quoted on an article from InfoWorld [5] saying that having a BYOD policy is a “simple idea in theory, but not an easy one in practise” which is further expanded upon when he explains that it took his company three months to complete a comprehensive policy that went through alpha and beta testing. The article lists several parts that a BYOD user policy should cover. 









[bookmark: _Toc534911425]Implementation
In this section the report will cover all the elements that will be considered when implementing the BYOD framework, so far it has looked at other company’s solutions which focused on MDM software as well as looking at how important a user policy is in preventing both user and company from breaches of data. 
[bookmark: _Toc534911426]Mobile Device Management 
MDM software is the first decision that will need to be made as you cannot have a BYOD system without one. There are over 20 good MDM software solutions which can make it hard to decide on what service to recommend. The key factors in deciding the right MDM software will be as follows:
· Compatibility. 
· Security.
· Cost. 
FinanceOnline lists “20 Best Mobile Device Management Software in 2019” [6] which has a great list of MDM software choices. From this list, the top three will be considered as they are just as if not more comprehensive than the rest. Microsoft Intune Enterprise Mobility+Security, IBM MaaS360 and Cisco Meraki are the MDM’s at the top of the list. 
[bookmark: _Toc534911427]Microsoft Intune Enterprise Mobility+Security 
Covering the features of Microsoft Intune Enterprise Mobility+Security (Microsoft IMS) it is important to look at the main concerns ensuring that it has these covered. 
To begin with we need to see what the suite is compatible with, Microsoft MIS can manage Android, Windows 7, 8.1 ,10, iOS and Mac OS X which is very useful as it not only covers both mobile brands but also the top computer operating systems which is great for employers with different laptop brands. 
Security will be looked at now which looks at how good IMS is at dealing with attacks that employers and the company will need to be protected from. 
Firstly to prevent any man-in-the-middle-attacks which is when someone puts themselves between the client (browser) and the server (website) and impersonates one of them so that rather than directly communicating with each other they both go through the hacker first which gives them the option to view, read and modify the transmitted data [7].  In response to a question about this they have a response from Ronny De Jong who has won several Microsoft awards [8] who responds to the question with the following: 
“Public certificate from trusted Global sign CA will be used with strong key (2048) protection. Passwords of accounts will be double hashed using SHA256 before sending them over the SSL tunnel. Intune servers at SKG don’t contain untrusted CA certificates, and Windows updates make sure the trusted CA list is up to date.” [9]



This is one example of their security that is offered below is a list of other essential security information that is described in the article:
· Encryption method – Fully encrypted with AES/SHA256
· How will it verify the security of the sender to receiver? – AES SHA256 Global sign certificate with 2048 key length. 
· Is their system hardening? (configuring an OS securely by updating it and removing unnecessary applications). – System hardening is in place. 
The list above is all from the Ronny De Jong questions and answer web page which helped clarify some important concerns  [9]. 
Next, it is important to look at the cost which is always good to be aware of even if that is not currently Hyper-fort’s main concern. The cost for a monthly service ranges from £6.60 – £13.00 per user per month. This is because there are Microsoft E3 and E5 with E5 having several advantages over E3 such as Microsoft Cloud App Security and Azure Advanced Threat Protection [10]. 
[bookmark: _Toc534911428]IBM MaaS360
IBM MaaS360 is another MDM software solution that could be used for the BYOD framework. 
Firstly, compatibility which like the Microsoft IMS is compatible with Android, Windows 7 legacy/ to Windows 10, Mac OS and iOS. This is great although the slight advantage for Microsoft’s MDM could be that it will work very well with Windows and Office 365 as it is run by the same company which could give it an edge over IBM’s service. 
Next is security the IBM’s MaaS360 uses a UI called Watson which breaks down risks into three types of insights which are risk exposures, opportunities and information all of which is stated on their YouTube video [11]. Which goes onto define what each of these mean and how they are useful to the company. 
1. Risk Exposures can include “endpoint vulnerabilities”, “Malware” along with other risks. 
2. Opportunities are there to “help administrators to prioritise their environment that can lead to greater productivity and better IT efficiency. 
3. Information is there to inform the user of “new features, tips, tricks and industry news”. 
This is not all security related but does provide some information as to how IBM MaaS360 displays security issues. 
Cost of the IBM MaaS360 is varied although the most expensive option appears to be $9 (£7) per client per device. This is cheaper than what Microsoft has to offer and with all other aspects being very close this maybe a determining factor in what service to choose. 



[bookmark: _Toc534911429]Cisco Meraki
Cisco Meraki is the final MDM software that will be considered which along with the others mentioned has great online reviews and is hard to distinguish from the others. 
Compatibility is the same which is important but expected from a top MDM software provider. 
Security features include the administrator to set a policy whereby a user must check in to “the dashboard every 30 minutes” and if this is not done the security software can tag them [12]. Other features include geofencing capabilities which means that if the user's device goes outside of a set boundary that device will be reported as breaching its boundary. 
Cost of Cisco Meraki is done by quote which is therefore hard to measure as specifications for Hyper-fort such as company size and location would need to be further specified. 
[bookmark: _Toc534911430]The Best MDM Software
The recommendation for the MDM software will be based on user reviews and feedback as all the features appear to be very similar. FinanceOnline  [6] has Microsoft’s IMS at the top of their list due to their rating and customer ratings, additionally, a comprehensive YouTube presentation by Atul Raizada discusses why he thinks Microsoft’s MDM is the best choice [13]. Another bonus to Microsoft’s solution is that the data stored on a user’s phone is limited to only the user which is then synced to the attributes but not directly on the phone. This means that they can be limited suspended or removed remotely which prevents the company needing to access an employer’s phone if they leave the company.  
[bookmark: _Toc534911431]The Network Structure
The network structure is designed to be as secure as possible given the fact that the company relies so heavily on wireless use. Security is the primary concern, so the implementation of physical security measures has been used alongside software-based security. The network design can be found in the appendix below. 
Data-Flow Diagram
below is a data-flow diagram of the BYOD architecture. And shows that the network will have different access levels based on if they are an employer or guest. 
[image: ]	Comment by Carlene Campbell: 
Make diagram bigger so it is readable
[bookmark: _Toc534911432]





Network Assumptions
The assumptions of the network are that the firewall will be set up, there will be the appropriate number of servers connected, and the wireless access points will be able to connect to wireless devices once authorized. 
Conclusion
Looking at all the BYOD variables that have been considered it is recommended that Hyper-fort considers the risks of implementing BYOD and that they use the information collected in this report to help them with a comprehensive system. The user policy has been added in the appendix below which can be edited further but already covers enough areas for a BYOD system. 	
[bookmark: _Toc534911433]Appendix 
Below is the full link to the report mentioned in Analysing BYOD Implementations
https://searchhealthit.techtarget.com/tip/Multiple-operating-systems-complicate-BYOD-policies-but-MDM-helps
the policy below is a template which can be found here - http://www.itmanagerdaily.com/byod-policy-template/
[bookmark: _Toc534911434]Hyper-fort: BYOD Policy
Hyper-fort grants its employees the privilege of purchasing and using smartphones and tablets of their choosing at work for their convenience. Hyper-fort reserves the right to revoke this privilege if users do not abide by the policies and procedures outlined below.
This policy is intended to protect the security and integrity of Hyper-fort data and technology infrastructure. Limited exceptions to the policy may occur due to variations in devices and platforms.
Hyper-fort employees must agree to the terms and conditions set forth in this policy in order to be able to connect their devices to the company network.
[bookmark: _Toc534911435]Acceptable Use
· The company defines acceptable business use as activities that directly or indirectly support the business of Hyper-fort.
· The company defines acceptable personal use on company time as reasonable and limited personal communication or recreation, such as reading or game playing.
· Employees are blocked from accessing certain websites during work hours/while connected to the corporate network at the discretion of the company. Such websites include, but are not limited to…
· Devices’ camera and/or video capabilities are/are not disabled while on-site.
· Devices may not be used at any time to:
· Store or transmit illicit materials
· Store or transmit proprietary information belonging to another company
· Harass others
· Engage in outside business activities
· Etc.
· The following apps are allowed: (include a detailed list of apps, such as weather, productivity apps, Facebook, etc., which will be permitted)
· The following apps are not allowed: (apps not downloaded through iTunes or Google Play, etc.)
· Employees may use their mobile device to access the following company-owned resources: email, calendars, contacts, documents, etc.
· Hyper-fort has a zero-tolerance policy for texting or emailing while driving and only hands-free talking while driving is permitted.
[bookmark: _Toc534911436]Devices and Support
· Smartphones including iPhone, Android, Blackberry and Windows phones are allowed (the list should be as detailed as necessary including models, operating systems, versions, etc.).
· Tablets including iPad and Android are allowed (the list should be as detailed as necessary including models, operating systems, versions, etc.).
· Connectivity issues are supported by IT; employees should/should not contact the device manufacturer or their carrier for the operating system or hardware-related issues.
· Devices must be presented to IT for proper job provisioning and configuration of standard apps, such as browsers, office productivity software and security tools before they can access the network.
[bookmark: _Toc534911437]Reimbursement
· The company will/will not reimburse the employee for a percentage of the cost of the device (include the amount of the company’s contribution), or The company will contribute X amount of money toward the cost of the device.
· The company will a) pay the employee an allowance, b) cover the cost of the entire phone/data plan, c) pay half of the phone/data plan, etc.
· The company will/will not reimburse the employee for the following charges: roaming, plan overages, etc.
[bookmark: _Toc534911438]Security
· In order to prevent unauthorized access, devices must be password protected using the features of the device and a strong password is required to access the company network.
· The company’s strong password policy is: Passwords must be at least six characters and a combination of upper- and lower-case letters, numbers and symbols. Passwords will be rotated every 90 days and the new password can’t be one of 15 previous passwords.
· The device must lock itself with a password or PIN if it’s idle for five minutes.
· After five failed login attempts, the device will lock. Contact IT to regain access.
· Rooted (Android) or jailbroken (iOS) devices are strictly forbidden from accessing the network.
· Employees are automatically prevented from downloading, installing and using any app that does not appear on the company’s list of approved apps.
· Smartphones and tablets that are not on the company’s list of supported devices are/are not allowed to connect to the network.
· Smartphones and tablets belonging to employees that are for personal use only are/are not allowed to connect to the network.
· Employees’ access to company data is limited based on user profiles defined by IT and automatically enforced.
· The employee’s device may be remotely wiped if 1) the device is lost, 2) the employee terminates his or her employment, 3) IT detects a data or policy breach, a virus or similar threat to the security of the company’s data and technology infrastructure.
[bookmark: _Toc534911439]Risks/Liabilities/Disclaimers
· While IT will take every precaution to prevent the employee’s personal data from being lost in the event it must remote wipe a device, it is the employee’s responsibility to take additional precautions, such as backing up email, contacts, etc.
· The company reserves the right to disconnect devices or disable services without notification.
· Lost or stolen devices must be reported to the company within 24 hours. Employees are responsible for notifying their mobile carrier immediately upon loss of a device.
· The employee is expected to use his or her devices in an ethical manner at all times and adhere to the company’s acceptable use policy as outlined above.
· The employee is personally liable for all costs associated with his or her device.
· The employee assumes full liability for risks including, but not limited to, the partial or complete loss of company and personal data due to an operating system crash, errors, bugs, viruses, malware, and/or other software or hardware failures, or programming errors that render the device unusable.
· Company XYZ reserves the right to take appropriate disciplinary action up to and including termination for noncompliance with this policy.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have demonstrated background reading.  Most references are websites .  References from journals/conference proceedings would add more credibility to your work.  You can access many journals from the online library - https://www.uwtsd.ac.uk/library/online-library/, IEEE and ACM are the main ones for computing. (Grade mark: 60.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]9

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding but as mentioned above try to use credible sources. (Grade mark: 60.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]9

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]All areas discussed. DFD done, policy written, conclusion at the end. (Grade mark: 75.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]30

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Not all areas worked, some areas are disjointed. Some routers has no countermeasures. (Grade mark: 60.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]12

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Foormatting required. spell out all acronyms. Your work flow (Grade mark: 65.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]66.5%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
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