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[bookmark: _Toc207344611]Introduction
This report examines the principal functions of a general-purpose operating system and demonstrates their practical administration through Windows PowerShell, Windows Batch, and Linux Bash. It combines evidence from a Windows 11 host with command-line/script work completed in a Cisco Cybersecurity LabVM. The report first evaluates process, memory, file-system and security management. It then documents eleven Windows commands and eleven Linux commands across process, file, network, user and scheduling tasks. Finally, two Windows Batch scripts and two Bash scripts demonstrate automation using variables, arithmetic, user input and conditional control. Screenshots were captured during every execution, so the analysis is based on observed behaviour rather than commands presented without testing.

[bookmark: _Toc207344612]1. Key functions of general Operating Systems
[bookmark: _Toc207344614]1.1 Process and Processor Management

A general-purpose operating system manages the programs and background services running on a computer/pc. Each running program is represented as one or more processes containing instructions, allocated memory and other resources. Windows schedules these processes so they can share the available processor time while maintaining system responsiveness. It can prioritise processes, pause them while waiting for data and terminate processes that are no longer required.
Figure 1 shows the Processes page in Windows Task Manager. At the time of observation, total CPU usage was approximately 7%, while applications such as Windows Explorer, Microsoft Word and ChatGPT were running alongside essential Windows services. The operating system was therefore coordinating user applications and background processes while preventing one application from controlling the entire processor. Task Manager also enables an administrator to inspect resource consumption and end an unresponsive process. Microsoft describes Task Manager as Windows’ built-in tool for monitoring processes, performance and resource use [1].



[bookmark: _Toc207344615][image: ]
Figure 1 caption: Windows Task Manager showing active processes and processor utilisation.


1.2 Memory Management
Memory management controls how physical RAM and virtual memory are distributed between the operating system and running applications. Windows provides each process with its own virtual address space, improving isolation and reducing the possibility of one program directly accessing another program’s memory. When physical memory becomes limited, Windows can transfer less frequently used memory pages to storage through the paging system.
Figure 2 shows that the computer contained 16 GB of DDR4 RAM, of which 13.5 GB was being used. This represented approximately 87% utilisation, leaving 2.2 GB available. The high usage demonstrates why memory management is important: Windows must balance memory between active applications, cached information, system services and the operating-system kernel. High utilisation does not automatically indicate a fault, but sustained usage could reduce performance because Windows may depend more heavily on virtual memory.
[image: ]
Figure 2 caption: Windows Task Manager showing physical and virtual-memory utilisation.

[bookmark: _Toc207344616]1.3 File System Management
An operating system uses a file system to organise, name, store, retrieve and protect information on storage devices. Windows commonly uses the New Technology File System, or NTFS. Microsoft states that NTFS supports security descriptors, encryption, disk quotas and extensive file metadata [2]. It also uses transaction logging and recovery information to improve reliability following an unexpected shutdown.
Figure 3 shows the computer’s C: drive, with 235 GB available from a total capacity of approximately 924 GB. File Explorer provides a graphical interface through which users can create folders, move or rename files and examine remaining storage capacity. Behind this interface, Windows maintains directory structures, file locations, permissions and storage allocation.
[image: ]
Figure 3 caption: File Explorer showing the primary Windows storage volume and available capacity.

[bookmark: _Toc207344617]1.4 Security and Protection

Security management protects the computer, accounts and stored data against unauthorised access and malicious software. Windows applies user authentication, file permissions, firewall controls, security updates and malware protection. These controls work together to separate user accounts and restrict sensitive system operations.
Figure 4 shows the Virus & threat protection interface. It reported no current threats and confirmed that 12,278 files had been examined during the most recent quick scan. This demonstrates how Microsoft Defender Antivirus monitors files and processes for potentially harmful activity. The operating system also controls which programs receive administrative privileges, reducing the likelihood that ordinary applications can make unauthorised system-wide changes.
[image: ]
Figure 4 caption: Windows Security reporting the result of the latest malware scan.




[bookmark: _Toc207344618]2. Use of Windows OS CLI commands.
PowerShell uses an object pipeline: commands return structured objects rather than only formatted text. This allows properties to be sorted, selected, measured and passed to later commands. Microsoft documents Select-Object as a way to choose objects and properties, including process examples sorted by memory [4]. Eleven tested commands are summarised below; options such as -Descending, -First, -Recurse, -Count, -Port and -State make the results focused and reproducible.

	     Area
	Command
	Observed purpose/result

	Process
	Get-Process | Sort-Object CPU -Descending | Select-Object -First 10
	Ranks processes by cumulative CPU time.

	Process
	Get-Process | Sort-Object WorkingSet64 -Descending ...
	Identifies the ten largest current working sets.

	Files
	Get-ChildItem "$env:USERPROFILE\Documents" -File -Recurse ...
	Recursively finds the ten largest files.

	Files
	Get-ChildItem ... | Measure-Object -Property Length -Sum -Average -Maximum
	Counts files and calculates storage statistics.

	Network
	Test-Connection 1.1.1.1 -Count 4
	Sends four ICMP tests; all returned in 4 ms.

	Network
	Test-NetConnection www.microsoft.com -Port 443
	Tests HTTPS reachability; TcpTestSucceeded was True.



The process results distinguished cumulative CPU time from current memory demand. Microsoft Defender's MsMpEng process had the largest accumulated CPU time, while Memory Compression had the largest working set in the second test. The file commands combined recursion with property-based analysis rather than manually browsing directories. Network tests verified both ICMP reachability to 1.1.1.1 and TCP port 443 connectivity to Microsoft. The established-connection table linked remote port 443 sessions to owning PIDs, enabling a process-level investigation. User and administrator listings exposed enabled accounts and privilege sources. Finally, the scheduling commands showed ready maintenance tasks and revealed result code 2147942402 for CCleaner Update; interpreted as 0x80070002, this indicates that a referenced file could not be found. Together these commands provide a concise administrative audit without changing system state [5]-[8].
[image: ]
Figure 5. PowerShell process analysis by CPU and working-set memory.
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Figure 8. Linux interface and socket monitoring with ip and ss.
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Linux administration combines small utilities through options and pipelines. Commands expose process tables, directory metadata, interface state, sockets, identities and scheduled work. The Cisco LabVM was configured with 2 GB RAM and two processors, so low-overhead terminal inspection was appropriate. The commands below were executed as the cisco user; no destructive changes were made.


	Area
	Command
	Observed purpose/result

	Process
	ps aux --sort=-%cpu
	Displays all processes and sorts by CPU use.

	Process
	top -b -n 1
	Captures one non-interactive system snapshot.

	Files
	ls -lah /home/cisco
	Shows hidden files with human-readable sizes.

	Files
	du -h --max-depth=1 /home/cisco
	Measures each top-level directory.

	Network
	ping -c 4 1.1.1.1
	Sends four packets; 0% loss was observed.

	Network
	ip -br address
	Summarises interfaces and addresses.

	Network
	ss -tuna
	Lists TCP/UDP listening and connected sockets.

	Users
	id cisco
	Shows UID, GID and supplementary groups.

	Users
	getent group sudo
	Shows members of the sudo group.

	Scheduling
	systemctl list-timers --all --no-pager
	Lists 13 systemd timers without a pager.

	Scheduling
	cat /etc/crontab
	Displays system-wide cron schedules.

	
	
	



The process snapshots showed the graphical Xorg process as the main active CPU consumer, while most kernel threads were sleeping. The home directory listing revealed configuration files and ordinary folders; du showed that Downloads accounted for 351 MB of the 353 MB home directory total. Network evidence demonstrated four successful replies from 1.1.1.1 with an average round-trip time of about 5.2 ms. The brief address view identified enp0s3 as UP with IPv4 address 10.0.2.15/24, consistent with VirtualBox NAT. Socket inspection showed listeners including SSH on port 22 and other lab services. The identity check confirmed that cisco belongs to sudo, vboxsf and wireshark groups; getent additionally showed analyst and sec_admin as sudo members. Scheduling was represented by both modern systemd timers and traditional /etc/crontab entries. The commands therefore covered the same administrative areas as Task 2 while demonstrating Linux syntax and conventions [9]-[12].
[image: ]
Figure 7. Linux top batch snapshot showing CPU, memory and processes.
[image: ]
Figure 8. Linux interface and socket monitoring with ip and ss.
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Two lecturer-guided Batch activities were recreated and executed on Windows. Batch variables are referenced with percent signs, set /A performs integer arithmetic, set /p reads user input, labels define jump targets and IF with GOTO controls repetition. These features turn a sequence of commands into a repeatable routine.
ArithmeticDemo.bat assigns 6 to variables a and b, displays both values, calculates sum=a+b and prints 12. @echo off keeps the output focused, while pause leaves the window open for verification. Although simple, the pattern can be adapted to total file counts, storage values or other administrative measurements. The code and execution evidence are shown in Figures 9 and 10.
4.1 Arithmetic Demonstration

ArithmeticDemo.bat assigns 6 to variables a and b, displays both values, calculates sum=a+b and prints 12. @echo off keeps the output focused, while pause leaves the window open for verification. Although simple, the pattern can be adapted to total file counts, storage values or other administrative measurements. The code and execution evidence are shown in Figures 9 and 10.
[image: ]
Figure 9. ArithmeticDemo.bat source code.

[image: ]
Figure 10. ArithmeticDemo.bat output showing Sum = 12.

4.2 Name Confirmation Loop
NameConfirmation.bat asks for a name, echoes it, and requests confirmation using 1 for yes or 2 for no. The condition if %Input%==1 goto Name returns to the label and repeats the prompt; entering 2 falls through to pause. The recorded run first entered Andre and 1, causing the expected loop, then entered Andre and 2 to finish. This demonstrates a variable, interactive input and conditional loop. In a real support script the same pattern could confirm a computer name or target account before an administrative action. Batch scripting is convenient on Windows but variable quoting and validation should be strengthened before production use.
[image: ]
Figure 11. NameConfirmation.bat source code.
[image: ]
Figure 12. NameConfirmation.bat execution showing repeat and exit choices.




[bookmark: _Toc207344623]5. Use of Linux OS scripts.
Two Bash scripts from the taught activity were entered in the Cisco LabVM, saved, made executable with chmod +x and run from the home directory. Bash supports command substitution with $(...), quoted variable expansion, pipelines and conditionals based on command exit status [13].
5.1 System Information Script

system_info.sh stores the hostname, operating-system name, kernel version, uptime, total memory and CPU model in variables. It uses hostname, uname, uptime, free and lscpu, then filters fields with grep, awk, cut and sed. The output identified host labvm, GNU/Linux, kernel 5.15.0-60-generic, approximately 1.9 GiB memory and a 12th Gen Intel Core i5-12500H. Collecting these facts in one script is faster and more consistent than entering each command separately, making the script useful for support inventories.
[image: ]
Figure 13. Bash system-information script.
[image: ]
Figure 14. Executed system-information script and collected values.

5.2 Network Connectivity Script

network_check.sh assigns google.com to HOST and runs ping -c 4. The special variable $? captures the previous command's exit status. An if statement prints a success message when the status equals zero and a failure message otherwise. The observed execution received four replies with 0% packet loss and printed that connectivity was successful. This conditional structure could be extended into a monitoring routine that records failures or alerts an administrator. Quoting $HOST and checking the exit code make the decision repeatable, although a production script should also timestamp results and distinguish DNS failure from packet loss.

[image: ]
Figure 15. Bash network connectivity script using an exit-status conditional.
[image: ]
Figure 16. Successful execution of network_check.sh.

[bookmark: _Toc207344626]Conclusion
The investigation showed that an operating system is simultaneously a resource manager, security boundary and user interface. Windows Task Manager evidence separated low processor demand from high memory pressure, illustrating why administrators must compare multiple measurements before making a diagnosis. File-system and security evidence demonstrated that capacity, permissions, malware protection and configuration are continuing management responsibilities rather than one-time settings.
The practical work also showed that command-line tools make observations repeatable. PowerShell's object pipeline supported focused Windows audits of processes, files, connections, users and scheduled tasks. Linux achieved comparable coverage using composable utilities and text-based interfaces. The scripts then converted individual commands into small automated workflows: Batch demonstrated arithmetic and an input-controlled loop, while Bash gathered system information and made a network decision from an exit status. Overall, the strongest finding is that effective operating-system administration depends on interpreting evidence in context. A high value, open port or scheduled task is not automatically a fault; it becomes meaningful when linked to the responsible process, user, purpose and expected baseline.
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Appendix A - OS Types Tutorial Activity

General-purpose operating systems can be classified by the environment and workload they support. A desktop OS such as Windows 11 prioritises interactive applications, broad hardware compatibility and a graphical user interface. A server OS is designed for concurrent clients, centralised services, remote administration and sustained availability. Mobile operating systems such as Android and iOS manage touch interfaces, wireless connectivity, application sandboxing and energy limits. Embedded and real-time operating systems have narrower hardware targets; a real-time system is selected when predictable response deadlines matter more than maximising average throughput. The appropriate type therefore depends on users, hardware constraints, required applications, security exposure and timing or availability requirements. This activity response should be checked against the student’s OS Tutorial 1 notes before submission.
Appendix B - Lecture and Practical Activity Log
	Activity
	Evidence/outcome
	Date

	Windows monitoring
	Task Manager, File Explorer and Windows Security screenshots captured.
	23 Jul 2026

	PowerShell commands
	Eleven commands executed across five administrative areas.
	27 Jul 2026

	Virtual laboratory
	Cisco Cybersecurity LabVM imported and started in VirtualBox.
	11 Aug 2026

	Linux commands
	Eleven Bash/Linux commands executed and evidenced.
	11 Aug 2026

	Windows scripts
	Arithmetic and name-confirmation Batch scripts executed.
	11 Aug 2026

	Linux scripts
	System-information and network-check Bash scripts executed.
	11 Aug 2026

	Online learning
	Cisco Operating Systems Basics Module 1 completed; quiz score 100%.
	11 Aug 2026
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Appendix Figure B1. Imported Cisco Cybersecurity LabVM in VirtualBox.
[image: ]
Appendix Figure B2. Cisco Cybersecurity LabVM login environment.
Appendix C - Certified Online Course Engagement
Course: Cisco Networking Academy, Operating Systems Basics [14]. Evidence shows enrolment, completion of all five sections in Module 1 (The Windows Operating System), and a score of 100% on the 15-question module quiz. This is evidence of Module 1’s completion only; it is not presented as completion of the entire 12-hour course.
[image: ]
Appendix Figure C1. Cisco Operating Systems Basics course enrolment page.

[image: ]
Appendix Figure C2. Module 1 quiz result: 100% and passed.

Appendix D - Additional Windows Command Evidence
[image: ]
Appendix Figure D1. Top processes by cumulative CPU time.
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Appendix Figure D2. Largest files under Documents.
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Appendix Figure D3. Recursive file count and size statistics.
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Appendix Figure D4. Four ICMP connection tests to 1.1.1.1.
[image: ]
Appendix Figure D5. TCP port 443 connectivity test.
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Appendix Figure D6. Local users, enabled status and last logon.
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Appendix Figure D7. Local Administrators group membership.
[image: ]
Appendix Figure D8. Ready scheduled tasks.
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Appendix Figure D9. CCleaner Update scheduled-task information.
Appendix E - Additional Linux Command Evidence
[image: ]
Appendix Figure E1. Processes sorted by CPU use.
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Appendix Figure E2. Detailed /home/cisco listing.
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Appendix Figure E3. Top-level home-directory sizes.
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Appendix Figure E4. Four successful pings to 1.1.1.1.
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Appendix Figure E5. Brief Linux interface addresses.
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Appendix Figure E6. Identity and group membership for cisco.
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Appendix Figure E7. Members of the sudo group.
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Appendix Figure E8. Systemd timer schedule.
[image: ]
Appendix Figure E9. System-wide crontab entries.

Appendix F - Generative AI Acknowledgement
OpenAI ChatGPT was used on 11 August 2026 as a research and clarification aid to explain operating-system terminology, interpret non-destructive command output, identify relevant official documentation and proofread the report draft [15]. Technical statements were checked against Microsoft, GNU, Linux manual-page and Cisco sources listed in the references. The practical screenshots were produced by the student on the Windows host and Cisco LabVM. The Batch and Bash activities were based on lecturer-provided course materials. In accordance with the assessment guidance, this document is a working draft: the student must review, paraphrase and verify the wording before submission rather than submit generative-AI output verbatim.
Appendix F1 - AI Output Summary
Prompt purpose: clarify the functions of operating systems and interpret captured command results. Output used: explanations of process scheduling, memory pressure, file-system capacity, security monitoring, PowerShell pipelines, Linux utilities and script control flow. Verification: Microsoft Learn references [1]-[8], Linux manual pages [9]-[12] and the GNU Bash manual [13].
Appendix F2 - Student Final Review Checklist
Rewrite the draft in your own academic voice and verify every numerical claim against the screenshots.
Update the Word table of contents and page numbers before exporting to PDF or uploading to Turnitin.
Confirm Appendix A reflects the actual OS Tutorial 1 activity; replace it with the original worksheet if available.
Retain the AI acknowledgement and the quality-source citations required by the assessment brief.
Check the final word count and remove any accidental personal or account information visible in screenshots.
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rw-r- cisco cisco 5 Aug 11 .vboxclient-vmsvga-session-tty7.pid
-ru- cisco cisco 50 Aug 11 -Xauthority
-ru- cisco cisco 5.4K Aug 11 16:26 .xsession-errors

cisco@labvm:~$ du -h --max-depth=1 /home/cisco Auto capture keyboard ... %
68K /home/cisco/.local ~F—

28K Jhome/cisco/Desktop Do e

4.0K /home/cisco/Documents

252k /home/cisco/.config

1.2 /home/cisco/.cache
3514  /home/cisco/Downloads
3534 /home/cisco

cisco@labvn:~$ ping -c 4 1.1.1.1
56(84) bytes of data.
icmp_seq=1 ttl=64 time=4.93 ms

PING 1.1.1.1 (1.1.1.1)
64 bytes from 1.1.1.
64 bytes from
64 bytes from
64 bytes from

1.1.1.
1.1.1.
1.1.1.1:

icmp_seq=4 ttl=64 time=6.34 ms

-- 1.1.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3010ms
rtt min/avg/max/mdev = 4.035/5.211/6.340/0.842 ns

cisco@labvn:~$ ip -br address

lo 'UNKNOWN 127.0.0.1/8 1/128

enpos3 up 10.0.2.15/24 metric 100 fd17:625c:f037:2:200:27ff:fe55:4407/64 fes! a00:27ff:fe55:4407/64
cisco@labvm:~$ ss -tuna

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port
udp 'UNCONN o o 127.0.0.53%l0:53
udp 'UNCONN o o 10.0.2.15%enp0s3:68
udp 'UNCONN o o 10.0.2.15:123
udp 'UNCONN o o 127.0.0.1:123
udp 'UNCONN o o

udp 'UNCONN o o

udp 'UNCONN o o

udp 'UNCONN o o

udp 'UNCONN o o

udp 'UNCONN o o

udp 'UNCONN o o

tep LISTEN o 4096 127.0.0.53%l0:53
tep LISTEN o 32 0.0.0.0:21
tep LISTEN o 128

tep LISTEN o 5

tep LISTEN o 128

tep LISTEN o 64

ciscoglabv

B Sl ENrmE &Yook i
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E  ArithmeticDemo.bat

File Edit View

@echo off

set/A a=6

set/A b=6

echo a=%a%

echo b = %b%
set/A sum=atb
echo Sum = %sum%

pause|

Ln8 Col6 95 characters

Plain text

100%

‘Windows (CRLF)

UTE-8




image11.png
] C\Windows\system32\cmd.e: X +

12
Press any key to continue

4items | 1item selected 102 bytes |
Ln8 Col 6 95 characters

UTE-8




image12.png
E  NameConfirmation.bat X

File Edit View

@echo off

echo Hello!

:Name

echo What Is Your Name?
set /p Input=Name:

echo So %Input% Is Your Name?
echo 1 For Yes

echo 2 For No

set /p Input=Answer:

if %lnput%==1 goto Name
pause

Ln1,Col6 180 characters

Plain text

100%

‘Windows (CRLF)

UTE-8
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Hello!

What Is Your Name?
Name:Andre

So Andre Is Your Name?
1 For Yes

2 For No

Answer:1

What Is Your Name?
Name:Andre

So Andre Is Your Name?
1 For Yes

2 For No

Answer:2

Press any key to continue

+
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" system_info.sh

Open v || [ Save

usr/bin/env bash

3# Get the hostname

4 HOSTNAME=$(hostname)

5

6# Get the operating system
7 0s=$(uname -o)

8

9# Get the kernel version
10 KERNEL=$(uname -r)

11

12# Get the uptime

13 UPTIME=$(uptime -p)

14

15# Get the total memory

16 EMORY=$(free -h | grep Mem | awk ' int $23}')

17

18# Get the CPU information

19 cPU=$(1scpu | grep "Model name” | cut -d ':' -f2 | sed s/~ *//')

20
21# Display the information
ystem Information

24 echo "Hostname: $HOSTNAME
rating System: $0S

2 ion: SKERNEL

27 echo "Uptime: SUPTIME

28 echo "Total Memory: SMEMORY

29 echo "cpu: scpu

sh~  Tabwidth:8 v Ln29,Col17 v NS
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Work

File Machine View

To run a command as adninistrator (user udo <command>".

See "man sudo_root” for details.

cisco@labvm:~$ chmod +x system_info.sh
cisco@labvn:~$ ./system_info.sh
System Information

Hostname: labvm

Operating System: GNU/Linux

Kernel Version: 5.15.0-6@-generic

Uptime: up 3 hours, 15 minutes

Total Memory: 1.9Gi

CPU: 12th Gen Intel(R) Core(TM) i15-12500H
ciscoglabvm:~$ I
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network_check.sh () - Pluma

File Edit View Search Tools Documents Help

s ) open M undo B @ @
network_check.sh @

#1/bin/bash

HOST="google.con"

ping -c 4 "$HOST"

if [ §? -eq 0 1; then

e_Lseeclm "Network connectivity to $HOST is successful."

| echo "Failed to connect to $HOST."
i
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To run a command as adninistrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

cisco@labvm:~$ chmod +x network_check.sh

cisco@labvn:~$ ./network_check.sh

PING google.com (142.251.142.142) 56(84) bytes of data.

64 bytes from lcmada-ag-in-f14.1e100.net (142.251.142.142): icmp_seq=1 ttl=64 time=16.3
64 bytes from lcmada-ag-in-f14.1e100.net (142.251.142.142): icmp_seq=2 ttl=64 time=17.5
64 bytes from lcmada-ag-in-f14.1e100.net (142.251.142.142): icmp_:
64 bytes from lcmada-ag-in-f14.1e100.net (142.251.142.142): icmp_seq=4 ttl=64 time=14.6

-- google.con ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3145ms
rtt min/avg/max/mdev = 14.541/15.733/17.528/1.251 ms

Network connectivity to google.com is successful.
ciscoglabvm:~$ [l

ns
ns
ns
ns
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Fle  Machine  Help

| 5 New Open Settings Discard Start

x64P™ Cybersecurity .. 5 petais & ] a

|
B General
a Name: Cybersecurity LabVM
Worksation 20250409
o] Operating System: Ubuntu (64-bit)
B system Cybersecurity LabvM
Base Memory: 2048 MB. Worksation 20250409

Processors: 2

Boot Order:  Hard Disk, Optical

Acceleration:  Nested Paging, PAE/NX, KVM
Paravirtualization

@ pisplay

Video Memory: 64MB

Graphics Controller:  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

B storage

Controller: IDE Controller
Controller: SATA Controller

SATA Port 0: Cybersecurity LabVM Worksation 20250409-disk001.vdli (Normal,
23.44GB)
SATA Port 1: Cybersecurity LabVM Worksation 20250409-disk002.vdi (Normal, 1.00
GB)
P Audio

Host Driver: Windows DirectSound
Controller:  ICH AC97

P Network
Adapter 1: Intel PRO/1000 MT Desktop (NAT)
# uss

Disabled




image19.png
' Cybersecurity LabVM Worksation 20250409 [Running] - Oracle VirtualBox

Fle  Machine  View  Input  Devices  Help
\

labvm
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Cybersecurity LabVM / Workstation .

¥ Don't show again

Select the environment of a respective lab user: e
1. Cybersecurity Analyst / Support Technician (default)
Login: cisco Pwd: password
2. SOC Analyst (CyberOps Associate)
Login: analyst Pwd: cyberops
3. Security Engineer (Network Security)
Login: sec_admin Pwd: net_secPW

% Don'tshow again
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22 Administrator: Windows PowerShell

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Windows\system32> Get-Process | Sort-Object CPU -Descending | Select-Object -First 1@

Handles NPM(K)  PM(K)

1220 271 465772
612 19 14192
9649 ] 76
2753 67 235236
402 13 41976
1023 54 128992
2340 93 165640
2388 70 453320

] ] 4336
2024 22 13664

PS C:\Windows\system32>

121828
270844
265536
784968

19280

351.
299.

38

d
12392
4612

25092
4232
29664
28376
15124
3892
1812

ProcessName

Creative Cloud
chrome

chrome

Memory Compression
svchost
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22 Administrator: Windows PowerShell

PS C:\Windows\system32> Get-ChildItem "$env:USERPROFILE\Documents” -File -Recurse | Sort-Object Length -Descending | Select-Object -First 10 Name, Length, LastiriteTime

Name Length LastWriteTime

why deny it - BEAT.wav 69948800 26/04/2026 15:19:14
Strings - Strings 1.fxp 53665768 11/04/2025 20:03:38
Strings - Strings 2.fxp 53665750 11/04/2025 20:03:38
why deny it - Track 9.wav 51906216 26/04/2026 15:19:30

why deny it - Track 3.wav 51795968 26/04/2026 15:19:16
why deny it - Track 7.wav 51732488 26/04/2026 15:19:25
why deny it - Track 6.wav 51724136 26/04/2026 15:19:23
why deny it - Track 28.wav 51679040 26/04/2026 15:20:04
why deny it - Track 5.wav 51653976 26/04/2026 15:19:21
why deny it - Track 8.wav 51637272 26/04/2026 15:19:28

PS C:\Windows\system32> _
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PS C:\Windows\system32> Get-ChildTtem “$env:USERPROFILE\Documents” -File -Recurse | Measure-Object -Property Length -Sum -Average -Maximum

Count  : 21052

Average : 407404.134809044
Sum : 8576671846
Maximum : 69948800
Minimum

Property : Length

PS C:\Windows\system32>
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PS C:\Windows\system32> Test-Connection 1.1.1.1 -Count 4

Source Destination IPV4Address IPV6Address.

MOURAMONEY ~ 1.1.1.1 1.1.1.1 2606:4700:4700: :1111
MOURAMONEY ~ 1.1.1.1 1.1.1.1 2606:4700:4700: :1111
MOURAMONEY ~ 1.1.1.1 1.1.1.1 2606:4700:4700: :1111
MOURAMONEY ~ 1.1.1.1 1.1.1.1 2606:4700:4700: :1111

PS C:\Windows\system32> _
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PS C:\Windows\system32> Test-NetConnection www.microsoft.com -Port 443

ComputerName * www.microsoft.com
RemoteAddress  : 2.19.14.89
RemotePort : 483
InterfaceAlias : WiFi
SourceAddress  : 192.168.1.24

TcpTestSucceeded : True

PS C:\Windows\system32> _




image27.png
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PS C:\Windows\system32> Get-LocalUser | Select-Object Name, Enabled, LastLogon | Format-Table -AutoSize

Name Enabled LastLogon
Administrator False 17/11/2024 00:47:36
andre True
BCO24DCFFDGFA2EGBBIS  True
C2ABEE34079040FFBI13  True 12/04/2026 20:08:23

DefaultAccount False
Guest False
WDAGUtilityAccount False

PS C:\Windows\system32>
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PS C:\Windows\system32> Get-LocalGroupMember -Group "Administrators” | Select-Object Name, ObjectClass, PrincipalSource | Format-Table -AutoSize

Name ObjectClass PrincipalSource

MouraMoney\Administrator User Local
MOURAMONEY\andre User. MicrosoftAccount

PS C:\Windows\system32> _
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22 Administrator: Windows PowerShell

PS C:\Windows\system32> Get-ScheduledTask | Where-Object State -eq "Ready” | Select-Object -First 10 TaskName, TaskPath, State | Format-Table -AutoSize

TaskName TaskPath State

ASUS Live Update 2.0 \ Ready
ASUS Optimization 36D18D69AFC3 \ Ready
ASUS Update Checker 2.0 \ Ready
AsusSystemAnalysis_754F3273-0563-4F20-B12F 826510807474 \ Ready
AsusSystemDiagnosis_DriverQuality \ Ready
CCleaner Update \ Ready
Launch Adobe CCXProcess \ Ready
MicrosoftEdgeUpdateTaskMachineCore{@4F810C2-61C9-48F3-A74E-6C906168D8ES} \ Ready
NVIDIA App SelfUpdate_{B2FE1952-0186-46C3-BAEC-ASOAA3SACSBS} \ Ready
OneDrive Per-Machine Standalone Update Task \ Ready

PS C:\Windows\system32>
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PS C:\Windows\system32> Get-ScheduledTaskInfo -Taskliame "CCleaner Update” | Format-List LastRunTime, NextRunTime, LastTaskResult, NumberOfMissedRuns

LastRunTime : 27/07/2026 18:40:20
NextRunTime : 28/07/2026 05:01:32
LastTaskResult : 2147942402

NumberOfMissedRuns : @

PS C:\Windows\system32>
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File

Machine

Input  Devices

To run a command as administrator (user

See "man sudo_roo

ciscoglabvm:

USER
cisco
cisco
cisco
root
cisco
cisco
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

PID
1382
1659
1801
1009
1652
1606

S ps aux

200000000000 00000000000000000000000000000
0000000000000 000000000000000000OB0RNNARE
000000000000 000000000000000000000AND N W

" for details.

--sort=-%cpu

VSZ  RSS

216256 2496 ?
339828 28168 ?

809712 42012

422008 136172 tty7
1283012 62532 ?

805892 46380
101528 12432

2000000000000 000000000000000000000
2000000000000 000000000000000000000

- o
Help
(]
“root"), use "sudo <command>". Mouse integration .
W Don't show again
STAT START 'COMMAND
s1 Jusr/bin/VBoxClient --draganddrop Auto capture keyboard ...
s Jusr/lib/mate-applets/mate-multiload-applet W Dontshow again
sl mate-terminal
ssl+ Jusr/lib/xorg/Xorg -core :0 -seat seat® -auth /var/run/lightdm/root/:6 -nolisten tcp vt7 -novtswitch
st 1 /usr/bin/caja
sl 0 marco
ss. 2 /sbin/init splash
s o [kthreadd]
1< 0:00 [rcu_gp]
1< 0 [rcu_par_gp]
1< 0 [slub_flushwq]
1< 0 [netns]
I< 0 [kworker/0:6H-events._|
1< 0 [mm_percpu_wq]
s 0 [rcu_tasks_rude_]
s 0 [rcu_tasks_trace]
s 0:00 [ksoftirqd/e]
I 0 [rcu_sched]
s 0 [migration/e]
s 0 [idle_inject/e]
s 0 [cpuhp/@]
s 0:00 [cpuhp/1]
s 0 [idle_inject/1]
s 0 [migration/1]
s 0 [ksoftirqd/1]
I< 0 [kworker/1:6H-events_|
s 0 [kdevtmpfs]
1< 0 [inet_frag_wq]
s 0 [kauditd]
s ©9:00 [khungtaskd]
s 0 [oom_reaper]
1< 0 [writeback]
s 0 [kcompactde]
SN 0 [ksnd]
SN 0:00 [khugepaged]
1< 0 [kintegrityd]
1< 0 [kblockd]
1< 0 [blkcg_punt_bio]
1< 0 [tpm_dev_wq]
1< 0 [ata_sff]
1< 0 [md]





image32.png
Work x = o
File  Machine  View  Input  Devices  Help
L] H
1606 cisco 20 © 805892 46380 33280 5 6.6 2.3 marco Mouse integration . *
1620 cisco 20 © 494896 34020 25332 S 6.6 1.7 nate-panel
1621 cisco 20 © 313264 9664 8272 S 0.0 0.5 gvfs-udisks2-vo | DESEEED
1629 cisco 20 © 312596 8168 7684 S 6.6 0.4 gvfs-afc-volume
1634 cisco 20 © 234772 6308 5704 S 6.6 0.3 gvfs-gphoto2-vo
1639 cisco 20 © 234028 6596 6004 S 0.0 0.3 gvfs-goa-volume Auto capture keyboard ... %
1648 cisco 20 © 233816 6016 5532 S 6.6 0.3 gvfs-mtp-volume W ot shom again
1652 cisco 20 0 1283012 62532 50152 S 6.6 3.1 caja
1659 cisco 20 © 339828 28168 211445 6.6 1.4 nate-multiload-
1660 cisco 20 © 680764 40380 31872 S 6.6 2.0 wnck-applet
1661 cisco 20 © 545128 43420 33168 S 6.6 2.1 brisk-menu
1673 cisco 20 © 495960 28876 21592 S 6.6 1.4 nate-power -mana
1694 cisco 20 © 190760 22092 15468 S 6.6 1.1 polkit-nate-aut
1715 root 20 © 239668 8784 76325 0.6 0.4 upowerd
1759 cisco 20 © 311992 8192 71845 6.6 0.4 gufsd-trash
1779 cisco 20 © 160412 6556 5980 S 6.6 0.3 gvfsd-metadata
1861 cisco 20 © 810356 42508 31976 S 6.6 2.1 nate-terminal
1838 cisco 20 © 8668 5252 36445 0.6 0.3 bash
1847 cisco 20 © 8668 2740 11325 6.6 0.1 bash
1851 cisco 20 © 8668 2740 11325 6.6 0.1 bash
1853 cisco 20 © 8668 2740 11325 6.6 0.1 bash
1862 cisco 20 © 10288 3012 2280 S 6.6 0.1 socat
1863 cisco 20 © 10288 3060 2328 S 6.6 0.2 socat
1864 cisco 20 © 10288 3000 2268 S 6.6 0.1 socat

ciscoglabvm:~$ 1s -lah /home/cisco

total 84K

drwxr-x--- 8 cisco cisco 4.6K Aug 11 16:19

drwxr-xr-x 9 root root 4.6K Aug 11 10:33 .

-rw-r--r-- 1 cisco cisco 220 Jan 6 2022 .bash_logout

-rW-r--r-- 1 cisco cisco 4.1K Feb 16 2023 .bashrc

drux 5 cisco cisco 4.0K Aug 11 16:19 .cache

drux 14 cisco cisco 4.0K Aug 11 16:27 .config

drwxr-xr-x 2 cisco cisco 4.6K Feb 16 2023 Desktop

-rw-r--r-- 1 cisco cisco 23 Aug 11 16:19 .dmrc

druxr-xr-x 2 cisco cisco 4.6K Aug 11 16:19 Documents

druxr-xr-x 5 cisco cisco 4.6K Mar 18 2021 Downloads

-rw-r--r-- 1 cisco cisco 5 Feb .hidden

druxr-xr-x 3 cisco cisco 4.6K Feb ~local

-rw-r--r-- 1 cisco cisco 867 Jan .profile

W 1 cisco cisco 5 Aug .vboxclient-clipboard.pid
rw-r- 1 cisco cisco 5 Aug _vboxclient-draganddrop.pid
W 1 cisco cisco 5 Aug .vboxclient-seamless.pid
W 1 cisco cisco 5 Aug .vboxclient-vmsvga-session-tty7.pid
-ru- 1 cisco cisco 50 Aug -Xauthority

-ru- 1 cisco cisco 5.4K Aug .xsession-errors

ciscoglabv
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cisco cisco 4.0K Aug 11 16:19 .

root root 4.0K Aug 11 10:33 ..

cisco cisco 220 Jan 6 2022 .bash_logout

cisco cisco 4.1K Feb 10 2023 .bashrc

cisco cisco 4.0K Aug 11 16:19 .cache

cisco cisco 4.0K Aug 11 16:27 .config
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total 84K

drwxr-x--- 8 cisco cisco 4.6K Aug 11 16:19

drwxr-xr-x 9 root root 4.6K Aug 11 10:33 .

-rw-r--r-- 1 cisco cisco 220 Jan 6 2022 .bash_logout

-rW-r--r-- 1 cisco cisco 4.1K Feb 16 2023 .bashrc

drux 5 cisco cisco 4.0K Aug 11 16:19 .cache

drux 14 cisco cisco 4.0K Aug 11 16:27 .config

drwxr-xr-x 2 cisco cisco 4.6K Feb 16 2023 Desktop

-rw-r--r-- 1 cisco cisco 23 Aug 11 16:19 .dmrc

druxr-xr-x 2 cisco cisco 4.6K Aug 11 16:19 Documents

druxr-xr-x 5 cisco cisco 4.6K Mar 18 2021 Downloads

-rW-r--r-- 1 cisco cisco 5 Feb 10 .hidden

druxr-xr-x 3 cisco cisco 4.6K Feb 10 ~local

-rW-r--r-- 1 cisco cisco 867 Jan 6 .profile

W 1 cisco cisco 5 Aug 11 .vboxclient-clipboard.pid
W 1 cisco cisco 5 Aug 11 .vboxclient-draganddrop.pid
W 1 cisco cisco 5 Aug 11 .vboxclient-seamless.pid
W 1 cisco cisco 5 Aug 11 .vboxclient-vmsvga-session-tty7.pid
-ru- 1 cisco cisco 50 Aug 11 -Xauthority

-ru- 1 cisco cisco 5.4K Aug 11 16:26 .xsession-errors
ciscoglabvm:~$ du -h --max-depth=1 /home/cisco

68K /home/cisco/ . local

28K /home/cisco/Desktop

4.0k /home/cisco/Documents

252k /home/cisco/.config

1.2 /home/cisco/.cache

3514 /home/cisco/Downloads

3534 /home/cisco

cisco@labvn:~$ ping -c 4 1.1.1.1

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttl=64 time=4.93 ms
64 bytes from 1.1.
64 bytes from 1.1.
64 bytes from 1.1.

e

icmp_seq=4 ttl=64 time=6.34 ms

-- 1.1.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3016ms
rtt min/avg/max/mdev = 4.035/5.211/6.340/0.842 ms
ciscog@labvn:~$
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[ ] H

1862 cisco 20

© 10288 3012 2280 5 0.0 0.00 socat Mouse integration ... *
1863 cisco 20 © 10288 3060 2328 S 0.0 0.00 socat
1864 cisco 20 © 10288 3000 2268 S 0.0 0.00 socat PADc o 2]
ciscoglabvm:~$ 1s -lah /home/cisco
total 84K
drwxr-x 8 cisco cisco 4.6K Aug 11 16:19 . Auto capture keyboard ... %
drwxr-xr-x 9 root root 4.0K Aug 11 10:33 .. W ot shom again
-rw-r--r-- 1 cisco cisco 220 Jan 6 2022 .bash_logout
-rw-r--r-- 1 cisco cisco 4.1K Feb 10 2023 .bashrc
drux 5 cisco cisco 4.0K Aug 11 16:19 .cache
drux 14 cisco cisco 4.6K Aug 11 16:27 .config
drwxr-xr-x 2 cisco cisco 4.0K Feb 10 2023 Desktop
-rw-r--r-- 1 cisco cisco 23 Aug 11 16:19 .dnrc
druxr-xr-x 2 cisco cisco 4.0K Aug 11 16:19 Documents
druxr-xr-x 5 cisco cisco 4.0K Mar 18 2021 Downloads
-rw-r--r-- 1 cisco cisco 5 Feb 10 2023 .hidden
drwxr-xr-x 3 cisco cisco 4.0K Feb 10 2023 .local
-rw-r--r-- 1 cisco cisco 807 Jan 6 2022 .profile
-rwer- 1 cisco cisco 5 Aug 11 16:19 .vboxclient-clipboard.pid
-rwer- 1 cisco cisco 5 Aug 11 16:19 .vboxclient-draganddrop.pid
-rwer- 1 cisco cisco 5 Aug 11 16:19 .vboxclient-seanless.pid
-rwer- 1 cisco cisco 5 Aug 11 16:19 .vboxclient-vmsvga-session-tty7.pid
-rw- 1 cisco cisco 50 Aug 11 16:19 .Xauthority
W 1 cisco cisco 5.4K Aug 11 16:26 .xsession-errors
ciscoglabvm:~$ du -h --max-depth=1 /home/cisco
68K /home/cisco/. local
28K /hone/cisco/Desktop
4.0k /home/cisco/Documents
252K /home/cisco/.config
1.24  /home/cisco/.cache

3514 /home/cisco/Downloads
3534 /home/cisco
cisco@labvn:~$ ping -c 4 1.1.1.1

64 bytes from
64 bytes from
64 bytes from

-- 1.1.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3016ms

rtt min/avg/max/mdev = 4.035/5.211/6.340/0.842 ms

cisco@labvn:~$ ip -br address

lo UNKNOWN 127.6.0.1/8 ::1/128

enpos3 up 10.0.2.15/24 metric 100 fd17:625c:f037
cisco@labvs

:200:27Ff: fe55:4407/64 fes(

200:27Ff:fe55:4407/64

BN ENS @& -righctl
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5 Aug 11 16:19 .vboxclient-vmsvga-session-tty7.pid Mouse integration .. *
50 Aug 9 .Xauthority =
cisco cisco 5.4K Aug 6 .xsession-errors RS
cisco@labvm:~$ du -h --max-depth=1 /home/cisco
68K /home/cisco/. local
28K /home/cisco/Desktop Auto capture keyboard ... %

4.0k /home/cisco/Documents

252K /home/cisco/.config

1.24  /home/cisco/.cache

351M  /home/cisco/Downloads

3531 /home/cisco

ciscoglabvm:~$ ping -c 4 1.1.1.1

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttl=64 time=4.93 ms
64 bytes from 1.1.1.
64 bytes from 1.1.1.
64 bytes from 1.1.1.

¥ Don't show again

-- 1.1.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3010ms
rtt min/avg/max/ndev = 4.035/5.211/6.340/0.842 ms
ciscoglabvm:~$ ip -br address

lo UNKNOWN 127.0.0.1/8 ::1/128

enpos3 up 10.6.2.15/24 metric 100 fd17:625c:f@37:2:200:27Ff:fe55:4407/64 fe0::a00:27ff:fe55:4407/64
ciscoglabvm:~§ ss -tuna

Netid state Recv-Q send-Q Local Address:Port Peer Address:Port
udp UNCONN 0 0 127.0.0.53%10:53 0.0.0.0:%
udp UNCONN 0 0 10.0.2.15%enp0s3:68
udp UNCONN 0 0

udp UNCONN 0 0

udp UNCONN 0 0

udp UNCONN 0 0

udp UNCONN 0 0

udp UNCONN 0 0 [fd17:625c:f037:2:200: 27Ff: fe55:4407]:123
udp UNCONN 0 0 [fe80::200:27FF: fe55:4407]%enp0s3:123
udp UNCONN 0 0 1]:123
udp UNCONN 0 0 123
tcp LISTEN 0 4096 127.0.0.53%10:53
tcp LISTEN 0 32 0.0.0.0:21
tcp LISTEN 0 128 0.0.0.0:22
tcp LISTEN 0 H 0.0.0.0:631
tcp LISTEN 0 128

tcp LISTEN ° 64

ciscoglabvm:~$ id cisco

u1d=1001(cisco) gid=1001(cisco) groups=1001(cisco),27(sudo),119(nopasswdlogin),999(vboxsf),123(wireshark)

cisco@labvm:~$

BiEFNOEE @righcr
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-rw- 1 cisco cisco 5.4K Aug 11 16:26 .xsession-errors Mouse integration .. %

ciscoglabvm:~$ du -h --max-depth=1 /home/cisco e

68k /home/cisco/.local

28K /home/cisco/Desktop

4.6K  /home/cisco/Documents

252K /home/cisco/.config Auto capture keyboard ... %

1.24  /home/cisco/.cache

3514 /home/cisco/Downloads
3534 /home/cisco
cisco@labvn:~$ ping -c 4 1.1.1.1
PING 1.1.1.1 (1.1.1.1)
64 bytes from 1.1.1.
64 bytes from
64 bytes from
64 bytes from

¥ Don't show again

icmp_se
icmp_seq=3 ttl=64 time=4.04

-- 1.1.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3016ms
rtt min/avg/max/mdev = 4.035/5.211/6.340/0.842 ms

cisco@labvn:~$ ip -br address

lo UNKNOWN 127.6.0.1/8 ::1/128

enpos3 up 10.0.2.15/24 metric 100 fd17:625c:f037:2:200:27f:fe55:4407/64 fe80::a00:27ff:fe55:4407/64
cisco@labvn:~$ ss -tuna

Netid state Recv-Q send-Q Local Address:Port Peer Address:Port
udp UNCONN 0 0 127.6.0.53%10:53
udp UNCONN 0 0 10.0.2.15%enp0s3:68
udp UNCONN 0 0 10.0.2.15:123
udp UNCONN 0 0 127.6.0.1:123
udp UNCONN 0 0 0.0.0.0:123
udp UNCONN 0 0 0.0.0.0:5353
udp UNCONN 0 0 0.0.0.0:631
udp UNCONN 0 0 [fd17:625c:037:2:200:27ff: fe55:4407]:123
udp UNCONN 0 0 [fe80::a00:27ff: fe55:4407]%enp0s3:123
udp UNCONN 0 0 1]:123
udp UNCONN 0 0 [::]:123
tep LISTEN 0 4096 127.0.0.53%10:53
tcp LISTEN 0 32

tcp LISTEN 0 128

tcp LISTEN 0 B

tcp LISTEN 0 128

tcp LISTEN 0 64

cisco@labvn:~$ id cisco

uid=1001(cisco) gid=1001(cisco) groups:
ciscoglabvm:~$ getent group sudo
sudo:x:27:cisco,analyst,sec_adnin
ciscoglabvmi-s Il

001(cisco),27(sudo), 119(nopasswdlogin) ,999(vboxsf), 123(wireshark)
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ciscoglabvm:~$ ss -tuna

Netid state Recv-Q send-Q
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
udp UNCONN 0 0
tcp LISTEN 0 4096
tcp LISTEN 0 32
tcp LISTEN 0 128
tcp LISTEN 0 H
tcp LISTEN 0 128
tcp LISTEN ° 64

ciscoglabvm:~$ id cisco

ciscoglabvm:~$ getent group sudo
sudo:x:27:cisco,analyst,sec_adnin
cisco@labvm:~$ systemctl list-timers --all --no-pager
Command 'systemct1' not found, did you mean:
command 'systenctl' from deb systend (249.11-6ubuntu3.12)
command 'systenctl' from deb systemctl (1.4.4181-1.1)
Try: sudo apt install <deb name>
cisco@labvm:~$ systemctl list-timers --all --no-pager
NEXT LEFT LaST

10.0.2.15%enpos:

uid=1601(ctsco) gid=1601(cisco) groups=1001(cisco),27(sudo),119(nopasswdlogin),999(vboxsf),123(wireshark)

PASSED UNIT

Local Address:Port
127.0.0.53%10:53
68
10.0.2.15:123
127.0.0.1:123
0.0.0.0:123
0.0.0.0:5353

127.0.0.53%10:53
0.0.0.0:21
0.0.0.0:22

ACTIVATES

Tue 2026-08-11 17:31:12 UTC 47min left  Tue 2026-08-11 16:33:57 UTC
Tue 2026-08-11 20:42:04 UTC 3h 58min left Tue 2026-08-11 11:36:27 UTC
Tue 2026-08-11 21:58:55 UTC 5h 15min left Tue 2026-08-11 11:19:22 UTC
Wed 2026-08-12 UTC 7h left n/a

Wed 2026-08-12 UTC 7h left Tue 2026-08-11
Wed 2026-08-12 UTC 8h left Fri 2023-02-10
Wed 2026-08-12 UTC 8h left Fri 2023-02-10
Wed 2026-08-12 UTC 13h left Tue 2026-08-11 uTC
Wed 2026-08-12 UTC 15h left Fri 2023-02-10 uTC
Wed 2026-08-12 14:36:15 UTC 21h left Tue 2026-08-11 10:38:43 UTC
Wed 2026-08-12 14:46:12 UTC 22h left Tue 2026-08-11 10:48:39 UTC
Sun 2026-08-16 ©3:10:25 UTC 4 days left Tue 2026-08-11 10:34:23 UTC
Mon 2026-08-17 ©1:37:08 UTC 5 days left Tue 2026-08-11 10:44:23 UTC

uTC
uTC
uTC

13 timers listed.
ciscoglabvm:~$

omin ago anacron. timer

sh 7nin ago notd-news.. tiner
sh 24min ago ua-timer. tiner
n/a dpkg-db-backup. timer
6h ago logrotate. timer

3 years 5 months ago apt-daily.timer
3 years 5 months ago man-db.timer
sh 23min ago apt-daily-upgrade. timer

3 years 5 months ago update-notifier-motd.timer
6h ago update-notifier-download. timer
systemd-tnpfiles-clean. timer

sh 54min ago
6h ago e2scrub_all.timer
sh 59min ago fstrim.timer

anacron. service
motd-news.service
Ua-tiner.service
dpkg-db-backup. service
logrotate.service
apt-datly.service
man-db.service

apt-daily-upgrade.service
update-notifier-motd.service
update-notifier-download.service
Tean.service

systend-tmpfile
e2scrub_all.service
fstrim.service

Mouse integration ...

Peer Address:Port
¥ Don't show again

% Don'tshow again

Auto capture keyboard ...

N & MRight Ctl
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Command 'systemct1' not found, did you mean:
command 'systenctl' from deb systend (249.11-6ubuntu3.12)
command 'systenctl' from deb systemctl (1.4.4181-1.1)
Try: sudo apt install <deb name>
cisco@labvm:~$ systemctl list-timers --all --no-pager

NEXT LEFT LAST PASSED UNIT ACTIVATES
Tue 2026-08-11 17:31:12 UTC 47min left  Tue 2026-08-11 16:33:57 UTC 9min ago anacron. timer anacron.service

Tue 2026-08-11 20:42:04 UTC 3h 58min left Tue 2026-08-11 11:36:27 UTC 5h 7min ago notd-news. timer motd-news.service

Tue 2026-08-11 21:58:55 UTC 5h 15min left Tue 2026-08-11 11:19:22 UTC 5h 24min ago ua-timer. timer ua-timer.service

Wed 2026-08-12 UTC 7h left n/a n/a dpkg-db-backup. timer dpkg-db-backup.service
Wed 2026-08-12 UTC 7h left Tue 2026-08-11 uTC 6h ago logrotate. timer logrotate.service

Wed 2026-08-12
Wed 2026-08-12

UTC 8h left Fri 2023-02-10
UTC 8h left Fri 2023-02-10
Wed 2026-08-12 UTC 13h left Tue 2026-08-11
Wed 2026-08-12 UTC 15h left Fri 2023-02-10
Wed 2026-08-12 14:36:15 UTC 21h left Tue 2026-08-11 10:38:43 UTC 6h ago

Wed 2026-08-12 14:46:12 UTC 22h left Tue 2026-08-11 10:48:39 UTC Sh S4min ago
Sun 2026-08-16 ©3:10:25 UTC 4 days left Tue 2026-08-11 10:34:23 UTC 6h ago

UTC 5h 23min ago

13 timers listed.

ciscoglabvm:~$ cat /etc/crontab

# [etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the ‘crontab

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
# You can also override PATH, but by default, newer versions inherit it from the environment
#PATH=/usr /local/sbin: /usr/local/bin: /sbin: /bin: /usr/sbin: /usr/bin

UTC 3 years 5 months ago apt-daily.timer

UTC 3 years 5 months ago man-db.timer
apt-daily-upgrade. timer

UTC 3 years 5 months ago update-notifier-motd.timer
update-notifier-download. timer
systemd-tnpfiles-clean. timer
e2scrub_all. timer

Mon 2026-08-17 ©1:37:08 UTC 5 days left Tue 2026-08-11 10:44:23 UTC 5h 59min ago fstrim.tiner

# Example of job definition:

# . minute (0 - 59)

£l hour (0 - 23)

£l . day of month (1 - 31)

2 month (1 - 12) OR jan,feb,mar,apr ..

#1 | | | .---- day of week (0 - 6) (Sunday=0 or 7) OR sun,mon,tue,wed,thu,fri,sat

#1011

# % * * * % yser-name command to be executed

17 * % ** root cd / & run-parts --report /etc/cron.hourly

256  *** root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.daily )
476  * *7 root  test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.weekly )
526 1** root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.monthly )

apt-daily.service
man-db.service
apt-daily-upgrade.service
update-notifier-motd.service
update-notifier-download.service
systend-tmpfiles-clean.service
e2scrub_all.service
fstrim.service

[ ] H
Mouse integration .. *

¥ Don't show again

Auto capture keyboard .. %

¥ Don't show again

B )5 WO N @ B right i
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B Task Manager Q  Type a name, publisher,

= Processes
e Y o1%|  85% 2% 0%
Name Status CPU|  Memory Disk  Network
I System 27% 0.1MB 5.5 MB/s 0 Mbps
O > M Windows Bxplorer 13% 1535MB 02MB/s  OMbps
> B Senvice Host: State Repository ... 11%  221MB O01MB/s  OMbps
> @ ChatGPT Classic (5) 06% 3799MB  OMB/s  OMbps
& > [ TaskManager 05% 1064MB  OMB/s  OMbps
I Desktop Window Manager 03%  754MB  OMB/s  OMbps
> @ Microsoft Word 02% 1560MB  OMB/s  OMbps
G I Intel(R) Innovation Platform Fr... 02%  04MB  OMB/s  OMbps
> @& Microsoft 365 Copilot (18) 2} 01% 3096MB  OMB/s  OMbps
> [ Senice Host: Network Service 01%  30MB  OMB/s  OMbps
> [l Semvice Host: Remote Procedu... 01%  114MB  OMB/s  OMbps
> & NVIDIA Container (2) 01%  96MB  04MB/s  OMbps
= NVIDIA ShadowPlay Helper 01%  02MB  OMB/s  OMbps
> Il PremierOpinion (32 bit) 01%  22MB  OMB/s  OMbps
B Senvice Host: CaptureService.1... 0% 11MB  OMB/s  OMbps
B SnippingTool 0%  305MB  OMB/s  OMbps
> [& Dropbox (8) 2} 0% 1752MB  OMB/s  OMbps
> & Steam Client WebHelper (7) 2} 0% 2172MB  OMB/s  OMbps
I Services and Controller app 0%  39MB  OMB/s  OMbps
> [ Senice Host: Network Service 0%  49MB  OMB/s  OMbps
sl WMI Provider Host 0%  36MB  OMB/s  OMbps
> Il Antimalware Service Executable 0% 2125MB  OMB/s  OMbps
@ LTorrent Web (32 bit) 0%  115MB  OMB/s  0.1Mbps
@ > [ senvice Host: Windows Manag... 0%  144MB  OMB/s  0Mbps




