A Digest of Authors’ Concerns

Some of these “concerns” are extrapolated from the authors’ comments rather than appearing as specific chapters of bullet points. It is interesting to note whether authors bother to focus on ethics at all, or are concerned with “efficient” systems merely stating general issues to avoid negative reactions.
Problems with E-Commerce

(from Beynon-Davies, P. (2004) E-Business, London, Palgrave)

· Trust

· Reintermediation (brokerage)

· Information rich and poor

· Technological standards

· Cost of computer-related mistakes and errors

An e-commerce customer is “any actor consuming products or services, whether tangible or intangible, using e-commerce”.

This includes

· Readers of Web pages

· Online subscribers to mail lists

· Direct purchasers of intangible goods such as software and graphic art

· Indirect purchasers of tangible goods such as books and CDs
Protecting Online Communities and Society

(from Rowley, J. (2002) E-Business, Basingstoke, Palgrave)

Cybercrime
· Hacking

· Fraud

· Infringement of Intellectual property

· Offensive material

Regulation and Taxation

· Jurisdiction

· Regulation

British Advertising Standards Agency (ASA)

National Telecommunications and Information Administration (NTIA) www.ntia.doc.gov
Advertising

Financial Services

Defamation

Business Communications

· Taxation

Data Protection

(Data Protection Act 1998)

Information should be 

· Processed fairly and lawfully

· Accurate and up to date

· Held no longer than necessary

· Secure

· Not transferred to and country outside the EU unless that country ensures adequate level of protection for personal data

Contracts

Intellectual Property
· Copyright

· Patents

· Trademarks, trade names & domain names

Security

· Encryption

· Digital signatures

· Public key infrastructures (PKIs)

· Secure electronic transaction (SET)

· Firewalls

Privacy

Trust

Being a good netizen
Ethical Issues in IT Business and E-Business

(from Richard T. De George (2003) The Ethics of Information Technology and Business, Oxford, Blackwell)

The Myth of Amoral Computing and IT

· Ignorance syndrome

· Complexity syndrome

· Virtual reality syndrome

The Double Click Case

Trust

· Trust and the Web

· Customers, trust and e-business

Privacy, tracking, data mining and one-to-one marketing

E-business, privacy and risk

Business to business

Monopoly

E-Business, Initial Public Offerings (IPOS) and the New Economy
· Creative use of general accepted accounting principles (GAAP)

· Questionable use of stock options and IPOS tactics

· Self interested board of directors

· Loss of objectivity by analysts

Taxation of E-Business

The IT Industry
· Responsibility and software

· Licenses

· Legal Liability

Ethical Issues on the Internet

· Internet and its Governance

· Domain names

· Encryption, security and business

· Anonymity, secrecy and the Internet

· Spamming

· Anonymity, security and responsibility

· Digital Millennium Copyright Act (DMCA) 1998

· Web pages

· Pornography versus censorship

· Pornography and children

· The digital divide

· Globalisation

· Expert Systems

· Lack of adequate international background organisations

Security and Reliability for e-Business
(from Papazoglou, M. & Ribbers, P (2006) e-Business, Organisational and Technical Foundations, Chichester, Wiley)

· Reliability and Quality

· Trust

· Risk

· Security

· Availability

· Secure communications

· Digital certification and trusted 3rd parties

· Legal constraints

Ethics in e-Commerce

(from Tassabehji, Rans (2003) Applying e-Commerce in Business, London, Sage)

· Introduce policies
· Revise contracts

· Raise awareness

· Identify tax and legal constraints

· Detect Cybercrime

· Identify liabilities 

· Protect rights

Creating a new relationship between Buyers and Sellers

(from Baier-Stein, D.B. & MacAaron, A. (2005) The New Marketing Conversation, Ohio, Thomson)
· Need for new approach

· Need for training

· Change the tone from “Me Me” to “You You”

· Engage with the conversation

· Integrate web and other media

· Multiple personalities

· E-motions

New Rules of the Game

(from Li, Feng (2007) What is E-Business? How the Internet Transforms Organisations, Oxford, Blackwell)
· Kevin Kelly’s 12 New Rules for the Networked economy

· Dumb power of ubiquitous computing yields smart results

· Anticipate the cheap

· The most valuable things should be given free

· Grow first-profits later

· Give away power at the top of organisations

· Predict “churning” corporate casualties

Need for new Relationships and processes
(from Chen, Stephen (2004) Strategic management of E-Business, Chichester, Wiley)

The 3-Ds of  e-Business Strategy

· Disintermediation/Reintermediation

The destruction of traditional supply chains, cutting out the “middle man” between manufacturer and customer and/or the need for new Internet “middle enablers” to allow the direct links between them

· Disaggregation/re-aggregation
The breakdown of all activities in the value chain which can be subcontracted or managed at a distance e.g. design, production, distribution, customer support etc or Internet/Intranet opportunities to integrate previously dispersed activities in a core management structure e.g. banking incorporates most related activities legal advice, insurance, travel etc as integrated activities
· Digital convergence

Linking value chains across industries. Networking via the convergent technology to achieve mutually agreed, synergistic benefits.

