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Introduction 
In this report I will be discussing ransomware, such as the use, effects and how to try combat this virus.
Viruses
2.1. 
A computer virus is a “type of malicious software, or malware, that spreads between computers and causes damage to data and software. [1] There are many variants of computer viruses that can affect different parts of the computer, some easier to prevent than others. 
2.2
CryptoWall is a particularly nasty form of ransomware. It does much more than just encrypt your files and prompt you to pay for the key: it tries to hide inside the OS and adds itself to the Startup folder. Worse still, CryptoWall deletes volume shadow copies of your files – making it difficult (or in some cases impossible) to restore your data. And while it’s there, it’ll try to get your passwords and Bitcoin wallets for good measure. [2] 
Essentially, once the virus has gained access to the computer, the malware will ‘hide itself’ in the computer trying to go undetected while trying to gain access to sensitive information by allow the user to continue their work as ‘normal’ while the virus stores and changes the information saved and stored on the computer.
Protection
[bookmark: _Int_0jsMmyDr]With this type of virus, it is unlikely you will be able to gain access back to your files once affected, so in order to prevent this you will need to protect yourself before being exposed to this virus.
[bookmark: _Int_2H8dOd0j]So many experts advise you to protect your computer before anything might happen.
Some techniques of protection advised [3] are as follows:
1. Make sure your software is updated. 
As some of the updates may contain patch fixes that can contribute to your protection
2. Using a firewall.
As a cryptowall requires a main base for retrieving data, a firewall can be used to intercept that connection
3. Make sure to back up your files.
Backing up your file's externally on a hdd or on the cloud means that you will have a greater chance of still having access to data that may be exposed to the virus
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