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[bookmark: _Toc37769653]Introduction.

This report considers the implications of the company introducing a BYOD scheme, including the advantages and disadvantages, especially the security issues. The BYOD scheme will have to be compatible with the equipment and security measures currently deployed by the company and its Cloud provider so that sensitive data remains protected. The security provisions include: firewalls; anti-virus and anti-malware software; AES encryption of data at rest, in transit and in use; access controls; secure wireless communication; backup of data, and monitoring activity. 	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.

[bookmark: _Toc37769654]Advantages and disadvantages of BYOD schemes:

BYOD schemes are prevalent in industries throughout the world and the numbers participating in such arrangements are increasing annually. 

The advantages of BYOD are:

· personnel satisfaction. Individuals prefer using their devices, although the BYOD arrangements must be perceived as fair and convenient [1];
· flexible working. Personnel can use their BYOD devices from various safe locations, including their homes [2];
· increased productivity. Personnel are likely to work faster on familiar devices they own. The conscientious can work outside office hours [2];
· increased customer satisfaction. Staff can quickly answer queries, even outside normal working hours; 
· market advantage over competitors who do not use a BYOD scheme;
· personnel incur the costs of purchasing BYOD devices;
· personnel working from home save on travelling expenses.

  
The disadvantages of BYOD are:
· staff resent BYOD arrangements that are onerous or inconvenient[1];
· creation of additional security risks that management must mitigate;
· risk of company suffering reputational damage through security breaches [3];
· economic costs of an EMS system to manage additional security risks [4];
· reimbursing staff for the operational costs of their devices [5].
· an enhanced helpdesk may be required to handle issues concerning BYOD devices;
· extra staff training costs relating to BYOD [2];








[bookmark: _Toc37769655]Working assumptions.

The BYOD system must be secure, cost effective and compatible with the company’s IT network and that of its IaaS Cloud provider [6]; BYOD users should have  access to the company’s databases, including data stored on the Cloud, and it’s various internet services; access control processes will be used to protect sensitive information; the BYOD devices will be corporately managed and this will be facilitated by means of an Enterprise Mobility Management system [7]; the company will issue a framework document, including security guidelines, relating to BYOD devices; all policies and procedures will be in accordance with privacy and data legal requirements.	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " is/has" instead of "'s".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm

[bookmark: _Toc37769656]Enterprise Mobility Management System (EMS).

Referring to mobile management systems, the NCSC states there is “no such thing as an all-rounder” [8]. Relevant selection criteria include: specifications that can enforce the company’s security and usability policies [8]; arrangements that support existing operating systems and legacy systems across all platforms, including smartphones, tablets, laptops and desktops [8]; can manage the company’s apps policy and has an apps store functionality; has complete updating and patching management capabilities; supports containerisation; has the ability to remotely wipe data from lost or stolen devices; it’s Cloud security provisions comply with FedRAMP requirements [9]; has a mature email container offering; monitors and manages data usage; has a long record for product reliability; has a complimentary technical support service; is fully FISMA compliant [10]; and has competitive licensing and pricing terms [11]. The IBM MaaS360 EMS system [12] complies with these requirements and is one of the market leaders in this field [13].


[bookmark: _Toc37769657]BYOD devices and costs.

As BYOD devices are used for work and social purposes there is an increased risk of unauthorised access to the company’s sensitive data. So, it is necessary to identify the mobile devices that have the requisite security provisions and are compatible with the company’s requirements [6]. BYOD devices should conform with Home Office guidance, namely have encryption enabled by default; encrypt the memory card and support specialised hardware encryption; can be unlocked in different ways; support two factor authentication; receive frequent security updates from the manufacturer; feature a built-in App Store, have a built-in anti-malware app, and an online service to locate a lost device [14]. Some old devices will not be suitable, for example, iPhone models prior to the introduction of 3GS, as they lack hardware encryption [15]. It is recommended that the company prepare a list of mobile devices that are suitable for BYOD purposes. Staff should be responsible for purchasing and repairing their mobile devices. However, staff are unlikely to perceive the scheme as fair unless the company contributes towards the operational costs of their devices, which is a legal requirement in parts of the USA [1]. It is recommended that each employee participating in the scheme should be paid £20 a month towards operational costs. The company will save the cost of buying such equipment [5].

[bookmark: _Toc37769658]Access controls.

BYOD access to sensitive data should be subject to identification and authentication controls. Access to sensitive data should be on a need to know basis, based on identifiable job roles, which is a practical and cost effective approach. However, access to the most sensitive information will require specific authorisation by the IT department [16]. In accordance with NCSC advice, access by BYOD users  to sensitive data should be by means of multi-factor authentication with users entering their IDs and robust passwords, and the company then sending them login codes by text [17]. The company requires a policy document setting out the information that will be classified as sensitive so that it can be specifically identified and highlighted on the databases. The advantages of such an approach are that Network Access Control (NAC), [16] and [18], and Data Loss Prevention Monitoring (DLP), [16], in conjunction with EMS, can be deployed to regulate access to and the use made of sensitive data, for example, stop personnel storing the company’s sensitive data on insecure Dropbox [16]. Action can also be taken if an employee, without authorisation, tries to download, copy, amend or delete sensitive data [19], or attempts to forward a business email or file to an unauthorised source.

There is a higher risk of data leakage when a mobile device leaves the office, for example, it may be lost or stolen and others may attempt to use it [6] and [16]. Personnel should have a responsibility to report a lost or stolen device to the company. Personnel should also deny anyone else access to BYOD devices. The guidelines state that sensitive data should not be retained on mobile devices used outside the office, which could be enforced by EMS. The repair of mobile device should only take place after staff have sought the advice of the IT department [20].

[bookmark: _Toc37769659]Privacy and data protection.

Data protection and privacy are regulated by national and international laws, with the General Data Protection Regulation (GDPR) 2018, being particularly relevant. By articles 5, 24 and 32 of the GDPR, the company has responsibilities to securely store and process personal data, for example, through encryption [21]. It is standard practice for employers to process personal data, such as the names, addresses and bank accounts of their staff [22], but what about gaining access to BYOD devices and monitoring their content? Employees must want to voluntarily join a BYOD scheme, but their consent will not be sufficient for an employer to gain access to a BYOD device or undertake any monitoring of its content because the employer has authority over them [22].To be lawful an employer’s access and monitoring must be necessary and proportionate to protect the sensitive data held by the company  [22] and GDPR, Articles 5, 24 and 32. It is therefore recommended that access and monitoring of BYOD devices should be confined to the actions set out in the framework document. The framework also informs personnel of the wiping action that the company will take to protect its sensitive data if BYOD devices are lost or stolen, or an employee ceases to be employed by the company, and the indicates the action that personnel must take in such instances. The framework also indicates that there is a risk that some private data stored on BYOD devices may be lost as part of the wiping process and therefore personnel should take action to back up their data. It is also made clear that BYOD devices should not be used by any other person unless the device has been configured for separate logins to ensure restricted access [20].

[bookmark: _Toc37769660]Containerisation.
Containerisation of corporate/client data and the personal data owned by employees is now part of EMS systems. The company will wipe its sensitive data from any BYOD device  in particular circumstances, but arguably containerisation is a means of removing the risk of the BYOD owner’s data being lost. However, security concerns have been raised about containerisation, especially for use by large companies, for example, containers share an OS kernel, so an attack on an OS could potentially affect all the containers that are rooted on that OS [23]. It is therefore recommended that the company should require IBM to include containerisation as part of the EMS service, but that this facility should not be utilised until pilots have determine the security robustness of containerisation.

[bookmark: _Toc37769661]Wi-Fi security.
Wireless networks are more vulnerable to security threats [6] (p373),so great care is required when using them to access data held by the company.  Personnel connecting to the company’s network using their home wireless connections should ensure that their Wi-Fi equipment is securely encrypted by using the WPA, or preferably the WPA2,802.11i Wi-Fi systems [6] and  [16]. Insecure free public Wi-Fi hotspots should not be used to access sensitive data held by the company [18] and [24].

[bookmark: _Toc37769662]Blogging, social networking and emails.

Blogging, social networking sites and emails raise potential security risks to the company’s data. So, bloggers using BYOD devices should ensure that their sites are secure [25]. Personnel blogging or using social media sites must never disclose the company’s name and details, or those of its staff and customers, or make any reference to their data [26]. Approved BYOD devices will contain provisions to protect against security issues raised by suspicious websites and social networking. Nonetheless, the guidelines make it clear that the company will monitor and take action to restrict BYOD devices accessing blacklisted websites and social media accounts [27]. The framework also provides guidance regarding suspicious emails.

[bookmark: _Toc37769663]Conclusion.
Security issues associated with BYOD can be managed, although there is no absolute security safeguard. There are conflicting views as to whether BYOD schemes save companies money, [28] and [29], but if staff perceive them as fair and convenient they are more likely to remain loyal and less likely to join a competitor who has introduced BYOD. It is recommended that the company give the go ahead to introduce a BYOD scheme incorporating the security and other policies, procedures, processes and guidelines outlined in this report and framework document, and that IBM be commissioned to provide an EMS system.

[bookmark: _Toc37769664]                                                           Framework Document.
[bookmark: _Toc37769665]Introduction.
A Bring Your Own Device (BYOD) scheme will be introduced on 1 June 2020. The policies, procedures and guidelines in this document will enable authorised staff and customers to use their own devices, including smartphones, tablets and laptops, to access sensitive data on the company’s network. These arrangements are required so that the company can comply with national and international legal requirements.

[bookmark: _Toc37769666]Suitable BYOD devices.
The company must ensure that all its sensitive data held on BYOD devices are secure, which means that they must have the necessary security specifications, such as encryption, anti-virus, anti-malware protection, and automatic lockdown if left inactive. Most modern mobile devices, whether they run, for example, on android, iOS, or Windows operating systems, conform to these specifications. Personnel should contact the IT department for advice on whether their devices are eligible for the scheme.

[bookmark: _Toc37769667]Access to sensitive material.
Access to sensitive data will be on a need to know basis, based on identifiable job roles, although access to the most sensitive information will require specific authorisation by the IT department. To gain access to sensitive data, personnel will need to comply with the multi-factor authentication process referred to in the security guidelines. 

[bookmark: _Toc37769668]Monitoring of BYOD devices.
The company has a legal responsibility to monitor the use of BYOD devices to ensure that it’s sensitive data remains secure. The monitoring will not involve the company reading or viewing the private data of those participating in the BYOD scheme, such as their emails or photographs. The monitoring will, however, be concerned with whether personnel are complying with the security guidelines and whether the company’s sensitive data remains secure. An Enterprise Mobility Management System (EMS) will be used to facilitate the monitoring.

[bookmark: _Toc37769669]Wiping of sensitive data from BYOD devices.

Wiping of the company’s sensitive data on BYOD devices will be in accordance with the provisions of the security guidelines. Care will be taken to avoid wiping the private data of those participating in the BYOD scheme, although this may be unavoidable.

[bookmark: _Toc37769670]Assistance with costs associated with BYOD devices.

The costs of purchasing and maintaining BYOD devices remain the responsibility of their owners, although the company will pay each person participating in the BYOD scheme a total of £20 per month to assist with the expenses incurred with such devices.



[bookmark: _Toc37769671]Disciplinary action.

Personnel in breach of the company’s BYOD security guidelines may be liable to disciplinary action.


[bookmark: _Toc37769672]                                                          BYOD Security Guidelines.

These security guidelines address the responsibilities of personnel who own company approved BYOD mobile equipment and have been granted access to sensitive information kept on the company’s network or those of its Cloud and EMS providers.

1. Personnel must only use mobile devices approved by the company to access sensitive information, which will be fitted with robust security. The security software on the BYOD devices should be regularly updated.
2. Access to sensitive data will be by means of multi-factor authentication involving the users entering their IDs, a robust password and a code sent to them by text. Passwords should be memorable so personnel should use three random word combinations with at least 8 characters, including upper and lower case letters and at least one number [17]. Passwords should be changed immediately if disclosed to another person; otherwise passwords should be changed at least biannually. 
3. Personnel should take great care to avoid opening suspicious emails, particularly those that are not address to them by name and are from unknown sources. Look out for poor grammar, punctuation and spelling [30]. Avoid using a BYOD device to access potentially harmful websites and social media accounts. Those blacklisted by the company must be avoided.
4. Avoid using potentially harmful application software, which applies even to apps available from the Apple App Store and Google Play. For security reasons, personnel must never download apps which have been blacklisted by the company.
5. Personnel should use a secure Wi-Fi system at home, which is fitted with WPA, or preferably WPA2 encryption. Insecure free public Wi-Fi hotspots should not be used to access sensitive data held by the company or it’s Cloud provider.
6. As blog sites can infect mobile devices and indirectly attack the company’s network, personnel should ensure that their blog sites are secure. Personnel owning blogs or those using social media sites should never disclose the company’s name or details, or those of it’s staff and customers, or make any reference to their data.
7. Unless given permission, personnel must not copy sensitive data from approved BYOD devices to other devices which are owned personally or by others.
8. BYOD equipment should never be used by anyone other than the authorised user, unless it has been configured for separate logins to ensure restricted access.
9. Outside the office it is permissible to use BYOD equipment to download and read the company’s sensitive data, although it should not be copied, printed or retained on the device. 
10. Personnel must immediately inform the company if any BYOD device is lost or stolen. In such circumstances or when an individual ceases to be employed by the company, action will be taken to wipe all the company’s sensitive data held on the individual’s BYOD devices. In these circumstances there is a risk that the private data of the individual participating in the BYOD scheme may also be deleted. It is therefore recommended that those participating in the BYOD scheme should ensure that all the private data on their BYOD devices are backed-up securely.
11. The advice of the IT department should be sought before any BYOD device is taken to be repaired as it may be necessary to wipe the company’s sensitive data.




























[bookmark: _Toc37769673]Data Flow Diagram for Coffee Capulus Ltd:

Context DFD Diagram.




Level 0 DFD Diagram.


















Level 1 DFD Diagram.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have demonstrated engagement with the literature using appropriate references though more updated academic peer reviewed articles could be used. (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated the appropriated knowledge and understanding for this level. You have not use the IEEE report format. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed relevant areas of BOYD with security considerations. Written policy considered, a very detailed DFD was excellently done. Not discussion on the practical design was considered in your report. (Grade mark: 67.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]27

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design took into consideration security measures with firewall in all key areas. Countermeasures configured on all core devices (switches and routers). Ping tests were successful within each LANs. Functional port did not configure on MDM-EMS server. Overall the design considered the areas the relevant areas for the company.  No redundancy considered in core but this is not mandatory for this level.    (Grade mark: 85.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]17

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your written report flows well. You must spell out all acronyms before using them. Avoid using contraction grammar; see report for more explanation. Your report could do with some align justification to make it looks more professional. Overall good work. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark][bookmark: _GoBack]70%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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