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Research in Data Security and Compliance 

Welcome to this report on Security Technologies such as Firewalls, access controls, VPNs, and Physical security. The Internet has connected millions of unsecured computer networks which are in continuous communication with each other, and information security is now essential. This is required from the level of bank fraud from a personal laptop to Nation-states engaging in information warfare and cyber espionage. 

1. [bookmark: _Toc122037870]Research   
1.1. [bookmark: _Toc122037871]Security Technologies such as Firewalls, access controls, VPNs, etc. 2500
Technical controls are essential to enforce policy for many IT functions that are not under direct human control. These technical control solutions enable the availability of information balanced with the security of that information, but must be properly implemented. 

Firewall 

Firewalls in information security, are normally software, but some can be a hybrid combination of hardware and software that filters or prevents specific information from moving between the outside (untrusted) network and the inside (trusted) network.

[image: An illustration consists of untrusted network as an input to a box labeled as, “Firewall demilitarized zone.” It consists of two routers labeled as, “External filtering router and internal filtering router and VPN concentrator” which is connected to a server labeled as, “Dual homed proxy server.” A rectangular box is labeled as, “Packet header” with an arrow pointing towards the right and a circle on it is shown near the server labeled as, “internal filtering router and VPN concentrator.” The circle and the packet header together are labeled as, “Network intrusion detection and prevention system.” It points to a circle with 0’s and 1’s with a server on the background. It is labeled as, “Host intrusion detection and prevention system” which in turn points to two computers on the top and bottom together labeled as, “Trusted network.” The text labeled as, “Effective information security policy” is shown above this. An image of several people standing above this is shown and the text below this is labeled as, “Users involved in effective security training and awareness programs.”
]
Figure 1 Computer Network Vulnerabilities [1] 
Research such as the January 2022 Gartner Critical Capabilities report for Network Firewalls shows that different firewalls are appropriate for different environments and when establishing a firewall an organisation will need to consider the following factors: The type of firewall technology, balance between sufficient protection and extra cost, features of that fire wall, including options at extra cost (insert citation https://www.googleadservices.com/pagead/aclk?sa=L&ai=DChcSEwjm4JKP4fn7AhWUre0KHWUKD5UYABAUGgJkZw&ohost=www.google.com&cid=CAESa-D2kFmWfYfmOHxNahzbeGHgJhuvAOzvpwCnD0eYu-ytrJXb67mNrHPaM80gzmgMb0JwmgYnN5bDkuEcBKIq7lyt_ei_ojuUBFzm2fszbyebsm8CyxZP53u-7T0p5bObzHGeyN_4aUK9Ybxe&sig=AOD64_0VrRqa9E-iuOD5KN3C7Jo3pibyaA&q&adurl&ved=2ahUKEwjV3ImP4fn7AhWILsAKHZ1aBxsQ0Qx6BAgEEAE&nis=8). [1] The organisation will either need to have staff available who are trained to configure the firewall, train these staff, or hire external/additional employees to perform this task. The ease of set up is therefore a cost as well as a function consideration. 
The organisation will have to ensure that the firewall would be sufficient for changes in the company or plan to review it as the company grows. 

Firewalls may be provided by:
· Separate computer systems
· Software service running on existing router or server
· Separate network containing supporting devices

The type of firewall may also be categorised by the mode in which it processes information:
· Packet filtering
· Application layer proxy
· MAC layer firewalls
· Hybrids

Packet-filtering firewalls examine the header information of data packets and are usually based on the combination of Internet Protocol address (IP) source and destination address and direction (inbound or outbound. Simple firewall models enforce rules designed to prohibit packets with certain addresses or partial addresses from passing through the device.

There are three subsets of packet-filtering firewalls: 
· Static filtering with filtering rules developed and installed within the firewall.
· Dynamic filtering allows firewall to react to an emergent event and update or create rules to deal with that event.
· Stateful packet inspection (SPI) firewalls keep track of each network connection between internal and external systems using a state table.

[bookmark: _Toc122037872]Configuring and Managing Firewalls

The organisation must provide for the initial configuration and ongoing management of firewall(s) so that each firewall has its own set of configuration rules regulating actions.  Firewall policy configuration is usually complex and difficult and can be considered to be both an art and a science to evaluate the balance between performance of business and security.

Best practices for firewalls ensure that all traffic from the trusted network is allowed out, Simple Mail Transport Protocol (SMTP) data are allowed to pass through firewall but Internet Control Message Protocol (ICMP) data are denied. 

[image: An illustration shows the heading, “Access (subjects and objects)” that is divided into two categories which reads as, “Nondiscretionary (controlled by organization) and Discretionary (controlled by user).” The Nondiscretionary points to the heading, “Lattice-based” which is further divided into two categories which reads as, “Mandatory” and “Role-based / Task-based.”
]
Figure 2 Computer Network Vulnerabilities [2] 
[bookmark: _Toc122037873]VPNS
Virtual Private Networks are secure network connection between systems so that the information is private. They use the data communication capability of unsecured and public networks but encrypt the data, so it is unable to be read by anyone who intercepts it. They securely extend the organisation’s internal network connections to remote locations so the information appears to be routed from a different source and is safer from cyber threats. 

VPNs should be used when on unsecured networks for information security.

There are three main VPN technologies: Trusted VPN, Secure VPN, Hybrid VPN (combines trusted and secure), and multiple different types of VPN: Remote access VPNs, Personal VPN services, Mobile VPNs and Site-to-site VPNs. 

For companies’ site to site, VPNs and remote access, VPNs are the most common, mobile VPN and personal VPN services. It is more for the common, consumer. 
VPNs use protocols, common VPN protocols are as follows:

IPSec/IKEv2
WireGuard
SSTP
L2TP/IPSec
PPTP

The following section analyses the pros and cons of these examples:

[bookmark: _Toc122037874]OpenVPN 

OpenVPN is a very popular and highly secure protocol used by many VPN providers which runs on either the TCP or UDP internet protocol. https://nordvpn.com/blog/tcp-or-udp-which-is-better/ [2]

TCP guarantees that the data will be delivered in full and in the right order while the UDP internet protocol focuses on faster speeds. Many VPNs, including NordVPN, allow choices between the two.

[image: Site To Site VPN Routing Explained In Detail | OpenVPN]
Figure 3 Computer Network Vulnerabilities [3]

Pros:
OpenVPN is ‘open source’ so it is ‘transparent’ and anyone can check the code for hidden backdoors or vulnerabilities which could compromise the security of the VPN and make it worthless.
It is versatile and can be used with a range of different encryption and traffic protocols. These can be  configured for each different use and the level of encryption protectioncan be varied to meet the requirement. citation https://learn.microsoft.com/en-us/microsoft-365/compliance/encryption?view=o365-worldwide) [3]

The most important feature of OpenVPN is security as it can run almost any encryption protocol.
OpenVPN bypasses most firewalls. 

Cons:
Complex setup. OpenVPN has such a large range choice and complexity that most users would be unable to navigate this variety and set up their own OpenVPN. 

Analysis: OpenVPN is the protocol of choice when you need high level security, connecting to public Wi-Fi, accessing company’s databases, or using banking services.

IPSec/IKEv2
IKEv2 is the foundation of a secure VPN connection by establishing an authenticated and encrypted connection. It was developed by Microsoft and Cisco to be fast, stable, and secure. IKEv2 uses other IPSec tools to provide comprehensive VPN coverage and provides stability as part of the IPSec internet security toolbox.

Cons
Limited compatibility. IKEv2 is not compatible with all systems.  It was developed by Microsoft so is fine for Windows users, but some other operating systems will need adapted versions. 
Analysis: IPSec/IKEv2 stability means that VPN connection will not be lost when switching from Wi-Fi to mobile data, which is helpful for the modern mobile population. It provides high speeds on streaming platforms and quickly bypasses firewalls.

WireGuard
WireGuard is a modern, fastest tunneling protocol which uses state-of-the-art cryptography in advance of current systems such as OpenVPN and IPSec/IKEv2. However, it is still in development and untested. 

Pros
Free and Open Source. The code can be freely accessed so it is easier to deploy, audit, and debug.
Modern / extremely fast. It is comparatively simple with only 4,000 lines of codes compared to 400,000 in OpenVPN.

Cons
Incomplete. WireGuard is still in development and there are issues with full anonymity, so VPN providers need to find custom solutions for providing the necessary security without losing speed.

Analysis: the “next big thing”, whenever speed is a priority: streaming, online gaming, or downloading large files, but further development required. 

SSTP
Secure Socket Tunneling Protocol (SSTP) is a reasonably secure and capable VPN protocol created by Microsoft but is available on other systems besides Windows.

Pros
Owned by Microsoft. Windows OS will either support SSTP or have it built-in so it will be easy to set up and Microsoft support is readily available. 
Secure.  SSTP supports the AES-256 encryption protocol so is secure like other leading VPNs.
Bypasses firewalls. SSTP can get through most firewalls without interrupting communications. 

Cons
Microsoft ownership means that the code is not available for general testing but may have been validated at a governmental level. 

Analysis: SSTP is good for enhancing privacy while browsing the internet.
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The basics of conducting a physical security assessment are listed below:

· Identify the risks specific to industry, location and the nature of business.
· Analyse the severity of each risk. 
· Inspect the organisation premises and identify vulnerabilities. 
· Review current operations, procedures, and practices at all hours.
· Reassess existing emergency plans.
· Double-check current security systems to ensure currency and function.

The actual requirements for each organisation depend on the infrastructure to be protected, the size of the estate, complexity of organisation systems and environment of the target also affects the cost of physical security assessment. 

The special considerations for physical security threats include the decision as to whether this is provided in-house or outsourced.
There are a great number of qualified and professional agencies so the benefit of outsourcing includes this experience and knowledge, but this can be at high expense with loss of control over individual components, and the level of trust that must be placed in another company. Physical security includes the use of people skills to obtain information from employees that should not be released. This is social engineering.

More conventional sources of physical security include: 
· Walls, fencing, and gates
· Guards 
· Dogs 
· ID cards and badges
· Locks and keys
· Mantraps
· Electronic monitoring
· Alarms and alarm systems
· Computer rooms and wiring closets
· Interior walls and doors
· Heating, Ventilation, and Air Conditioning (HVAC) systems that can cause damage to information systems through temperature, filtration, humidity, static electricity.

Many organisations talk about layers of physical security as illustrated in this diagram from HS Security: https://hssecurity.com/why-is-layered-physical-security-important/ [4]

[image: Physical Security Checklist]
Figure 4 Computer Network Vulnerabilities [4]

This can be considered for an environment such as a shop.
Shops can vary from low-level to high level in terms of balancing the cost of physical security with financial success.

For a security low-level shop, physical security means having security cameras to monitor the entrances and exits and simple locks on the doors. This could be enhanced with a metal curtain pulldown. 

A middle size company would need security cameras on entrances as well as cameras in all workplaces, depending on what type of company guards on the doors. The financial restrictions of a middle size company compared to a high-end company means that they might have less cards cameras, and security precautions.

For a high-end company the physical security should include cameras sensors guards on closed circuit television (CCTV), and a security room manned 24 / 7. All information from the guards should be regularly reported, securely stored on a server and there should be security checks on staff and guests using a metal sensor if needed. The equipment should be tested on a regular basis.
According to the recent Crime report (https://www.acs.org.uk) [5] by the Association of Convenience Stores, “the cost of crime to convenience stores is steadily climbing, both in terms of actual losses experienced as well as the need for additional investment in crime prevention measures.  The report shows the sector has lost more than £100m, or roughly £2134 per store, due to theft. The average store will also spend an additional £5,239 on crime prevention measures such as CCTV, alarms, screens, staff training and screens. More than 35,000 violent incidents were recorded, including 9059 robberies.”

An Article in Safetell security Maintenance online (https://insights.safetell.co.uk/what-does-failing-to-protect-convenience-stores-really-cost) [6] suggests  that there are additional hidden costs, including: 
· The effects of convenience store attacks on staff wellbeing,
· The impact of convenience store attacks on trading, 
· The common costs associated with store damage following an attack,
· The rising trend of high-value thefts, 
· The time and resource costs associated with convenience store attacks.

In physical security, the common costs for services are as follows: 
· Cameras from £20,000 to £50,000
· guards from £20,000 to £50,000
· fences from £20,000 to £50,000
· guard dogs from £5,000 to £15,000
This is depending on size of organisation.
2. [bookmark: _Toc122037876]Conclusion 

In conclusion, this report shows that it is essential to have a firewall with the correct settings enabled and have access control methods which are customised to suit the needs of the company and its employees. VPN are needed for data encryption over the Internet when trying to keep data protected and should always select a commercial option.

Physical security is important on all levels from a simple shop to a medium-size company and top-secret government sites. It is important to protect physical property or intellectual property, the fundamentals stay the same just a quantity increases with demand.
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[bookmark: _Toc122037878]Task 2 – Case Scenario 

1. [bookmark: _Toc122037879]Introduction

The concept of Information security began with the publication of the with RAND Report R-609[footnoteRef:1] in February 1970. This was research based on computer security that identified new management and policy issues. Although the technology has advanced massively in the last 50 years, the principles remain the same and the original diagram below still illustrates the sources of computer network vulnerabilities.  [1: ] 


[image: An illustration is labeled as, Computer Network Vulnerabilities. A box labeled as, “Processor” has many inputs labeled as, “Files” under which “Theft, Copying, Unauthorized access” are mentioned. The input labeled as, “Hardware” has the text below which it reads as, “Failure of protection circuits and contribute to software failures.” The input labeled as, “Software” has the text below it which reads as, “Failure of protection features, Access control, Bounds control etc.” The output labeled as, “Radiation” is pointing out from the processor by an arrow. Several lines are seen connecting the box labeled as, “Processor” and “Switching center.” The connecting lines are labeled as, “Communication lines.” An arrow pointing out from the communication lines is labeled as, “Radiation.” An arrow labeled as, “Taps” points towards the communication lines. An arrow is shown pointing to an oval, present beside the Switching center. It is labeled as, “Crosstalk.” A picture of two men standing and a man with a computer is shown below the communication lines. An arrow points towards the picture of two men standing and are labeled as, “Operator” below which the text reads as, “Replace supervisor, Reveal protective measures” and “Maintenance Man” below which the text reads as, “Disable hardware devices, Use stand- alone utility programs.” An arrow pointing towards the man with computer is labeled as, “System Programmer” below which the text reads as, “Disable protective features, Provide “ins”, Reveal protective measures.” An arrow labeled as, “Radiation” points out from the “Switching center.” An arrow pointing towards the switching center is labeled as, “Hardware” below which the text reads as, “Improper connections, Cross coupling.” Several lines are seen emerging out from the switching center. A man labeled as, “User” below which the text reads as, “Identification, Authentication, Subtle software, modifications.” Next to man, a machine is labeled as, “Access” below which the text labeled as, “Attachments of recorders bugs” together it is labeled as, “Remote Consoles” is shown at the first and last lines emerging from the switching center. An oval is shown on the right of switching center and is labeled as, “crosstalk.” Two Arrows pointing out from the lines are labeled as, “Radiation” and an arrow is shown towards the line and is labeled as, “Taps.” 
]
Figure 5 Computer Network Vulnerabilities [5]


In setting up a new information security unit SwanTech must design systems to counter all these computer network vulnerabilities. A successful organisation should have multiple layers of security in place to protect: Operations, Physical infrastructure, People, Functions, Communications and Information.[1]

This information security unit must consider the levels of security from the grassroots efforts of systems administrators’ attempts to improve security of their systems up to the top-down approach initiated by upper management. They can issue policy, procedures, and processes, dictate goals and expected outcomes of projects, and determine accountability for each required action, and develop a formal development strategy in the form of a systems development life cycle (SDLC).

Systems development life cycle is a methodology for the design and implementation of an information system which provides a formal approach to solving a problem based on a structured sequence of procedures. The methodology ensures a rigorous process with a clearly defined goal and increases the probability of success.

[image: A figure shows the flow chart. The label Investigation points to Analysis by an arrow and back to Investigation. An arrow points from Analysis to Logical Design and back to Analysis. An arrow points from Logical Design to Physical Design and back to Logical Design. An arrow points from Physical Design to Implementation and back to Physical Design. An arrow from Implementation points to Maintenance and Change which in turn points to Investigation which is labeled as, “Repeat when system no longer viable.” An arrow points from Implementation to Logical Design. An arrow from Physical Design points to Analysis. An arrow from Logical Design points to Investigation.
]
Figure 6 Computer Network Vulnerabilities [6]

2. [bookmark: _Toc122037880]Research

My research has illustrated that modern Security Technologies such as Firewalls, access controls, VPNs, etc. are essential for SwanTech Information Security unit and that there is still a requirement for Physical Security. This has moved on from the ‘Physical controls limiting access to sensitive military locations to authorized personnel’ which was ‘Rudimentary in defending against physical theft, espionage, and sabotage’ to highly sophisticated methods for preventing intrusion and damage.

3. [bookmark: _Toc122037881]Aspects to consider 

3.1. [bookmark: _Toc122037882]Organisation structure/chart

Organisation structure/charts are important in a company to understand what the structure of the company is and therefore the vulnerabilities. These charts can be used to identify weak points and prioritise the actions to be taken. 

The organizational charts should also define who is actually responsible and at what level. The diagram below shows the levels of responsibilities from the CEO down to the employees. 
[image: An illustration has two headings. They are “Responsibilities” and “Functional Role Examples.” The text below the Responsibilities reads as, “Oversee overall corporate security posture (accountable to board), Brief board, customers, public, Set security policy, procedures, program, training for company, Respond to security breaches (investigate, mitigate, litigate), Responsible for independent annual audit coordination, Implement/audit/enforce/assess compliance, Communicate policies, program (training), Implement policy; report security vulnerabilities and breaches.” The first and second responsibilities points to Chief Executive Officer under Functional Role Example. The third, fourth, fifth and sixth responsibilities points to “Chief Security Officer, Chief Information Officer, Chief Risk Officer and Department Agency Head” under Functional Role Examples. The sixth and seventh responsibilities points to “Mid-Level Manager” under Functional Role Examples. The eighth responsibilities points to Enterprise Staff/ Employees under Functional Role Examples.
]
Figure 7 Computer Network Vulnerabilities [7]

3.2. [bookmark: _Toc122037883]Policies

There are a great many policies to consider some of which are best practice and others must be complied with by law. These policies cover all aspects from the behaviour of the employees in the workplace (conduct, dress code, Diversity and Inclusion, clear desk policy etc.) to uncommon occurrences such as whistleblowing. It is really important for Swantech to consider every eventuality and make sure that there is written direction so that all staff know what is expected of them before situations arise. This could be achieved by a series of workshops which would be a good way of both educating the employees in the policies and also getting their buy-in to agree that the policies are correct for the company. The output of policy discussions are often documents called SOI – Standard Operating Instructions. 

These must be held centrally (for example on a company website), communicated effectively to all employees and reviewed regularly to ensure they remain fit for purpose. 

Unlike compliance with law, Ignorance of a policy is an acceptable defence for someone not complying therefore the onus is on the company to ensure that all employees do know what these policies are. 

[image: An illustrations shows a cylinder and a pyramid sliced into four sections. The cylinder is labeled as, “Practices, Industry, government, and regulation exemplars and Influence organization documents.” All the four labels points to four sections of the pyramid by arrows. The four sections of the pyramid are, “Policies Sanctioned by management, Standards Detailed minimum specifications for compliance, Guidelines Recommendations for compliance and Procedures Step-by-step instructions for compliance.” Arrows pointing downwards are marked from top to bottom between each sections.
]
Figure 8 Computer Network Vulnerabilities [8]

The criteria for policy communication includes: 
· Dissemination (distribution)
· Review (reading)
· Comprehension (understanding)
· Compliance (agreement)
· Uniform enforcement

3.3. [bookmark: _Toc122037884]Compliance (Laws and Ethics)

Laws are rules that mandate or prohibit certain behaviour and are enforced by the government, whereas ethics are guidelines which regulate and define what is socially acceptable behaviour. In addition to laws and ethics, there are cultural mores which are the moral attitudes or customs of a particular group. Laws carry the authority of a governing authority; ethics do not so technically ethics cannot be enforced. However, it is good practice for companies to follow and ethical framework and this is likely to increase their business success. 

SwanTech needs to understand laws and ethics so that they can comply because if they break these laws they could receive punishment from the government which may range from fines, to preventing the company from trading. SwanTech will need to comply with laws as listed below.

[bookmark: _Toc122037885]U.K. Computer Security Laws
· Computer Misuse Act 1990: Defined three “computer misuse offenses”:
· Unauthorized access to computer material.
· Unauthorized access with intent to commit or facilitate commission of further offenses.
· Unauthorized acts with intent to impair, or with recklessness as to impairing, operation of computer, etc.
· Privacy and Electronic Communications (EC Directive) Regulations 2003: Focuses on protection against unwanted or harassing phone, e-mail, and SMS messages
· Police and Justice Act 2006: Updated the Computer Misuse Act, modified the penalties, and created new crimes defined as the “unauthorized acts with intent to impair operation of computer, etc.”

In addition to the computer misuse laws, there are other laws related to the security of information: 

[bookmark: _Toc122037886]Export and Espionage Laws
· Economic Espionage Act of 1996‏
· Security and Freedom through Encryption Act of 1999‏
· The acts include provisions about encryption that:
· Reinforce the right to use or sell encryption algorithms, without concern of key registration.
· Prohibit the federal government from requiring the use of encryption.
· Make it not probable cause to suspect criminal activity.
· Relax export restrictions.
· Additional penalties for using encryption in a crime.

[bookmark: _Toc122037887]Freedom of Information Act of 1966 (FOIA) 
· Allows access to records or information not determined to be matter of national security. 
This act does not apply to state/local government agencies or private businesses/individuals. Requested information must be disclosed upon receipt of written request.; 

As an IT security company, SwanTech must have robust policies to protect employees and the company, this means complying with all laws of the countries in which they operate. 

3.4. [bookmark: _Toc122037888]Governance and Strategic Planning for Security (Lecture 4)

Governance and Strategic Planning for Security
 
[bookmark: _Toc122037889]Information security governance
Governance is ‘a set of responsibilities and practices exercised by the board and executive management’ The aim of governance is to ‘provide strategic direction, establishment of objectives, and measurement of progress toward objectives’. In other words, this is about achieving what you set out to do, correctly. 

In a security environment, good governance will verify and validate that risk management practices are appropriate and assets used properly.

Research papers on Information security governance frameworks suggest that there are five goals: (https://dl.acm.org/doi/abs/10.1145/1655168.1655170) [20] 
· Strategic alignment
· Risk management
· Resource management 
· Performance measurement

The best way for Swantech to approach Information Security Policy, Standards, and Practices is to ensure that they have Policies which direct how issues should be addressed (Standard Operating Instructions (SOI)) and these define which technologies are used. It is really important to ensure that the policies are compliant with the law, and must be able to stand up in court. Having the policies in not enough, governance is about making sure that everyone understands their responsibilities and complies with these requirements, which are properly administered. It is well recognized that security policies are not expensive but are difficult to implement properly. 

[image: An illustration shows the contingency planning. The first step is labeled as, “Form the CP team” points to the second step labeled as, “Develop the CP policy statement” points to the third step labeled as, “Conduct the business impact analysis (BIA)” which consists of three blocks labeled as, “Determine mission/business processes & recover criticality, Identify resource requirements, Identify recovery priorities for system resources.” The third step points to the fourth step labeled as, “Form subordinate planning teams (IR/DR/BC).” The fourth step points to the box labeled as, “Develop subordinate planning policies (IR/DR/BC)” which in turn points to sixth step labeled as, “Integrate the business impact analysis (BIA).” This points to the seventh step labeled as, “Identify preventive controls” which in turn points to eighth step labeled as, “Organize response teams (IR/DR/BC).” This points to ninth step labeled as, “Create response strategies (IR/DR/BC)” which in turn points to the tenth step labeled as, “Develop subordinate plans (IR/DR/BC).” This points to eleventh step labeled as, “Ensure plan testing, training and exercises” which in turn points to “Ensure plan maintenance.”
]
Figure 9 Computer Network Vulnerabilities [9]


3.5. [bookmark: _Toc122037890]Risk Management (Lecture 5)

In risk management the first step is to understand the range of risks (risk identification), that the company faces and then rate the relative importance of each of these risks (risk assessment) before considering how and what they can do to mitigate these risks (risk control). 

The SwanTech executive and management team could achieve a risk mitigation strategy by outlining all of the risks then working on a top-down mind map so they have a visualisation of all the risks.


Once they have the risks identified they would then need to assess the impact of these risks. This is a conceptual framework for evaluating risk controls from which they would formulate a cost-benefit analysis. This is where the company would have to define their appetite for risk and what residual risk they are prepared to tolerate. This will vary for the different risks identified. For example, loss of customer data might be considered an absolute unacceptable risk and therefore higher controls would need to be in place than for other elements of the business.

The following are just some of the items to consider within the conceptual framework: 
· Customer names list.
· Customer banking details.
· Employee information held by the company. 
· Background checks on employees and screening for criminal records
· Company software.
· Non-company-based electronics on site.
· Software and tools used by company which could be stolen.
· Health and safety guidelines to be met.

From these risks, some of the simple solutions could be improved communication, for example all of the policies should be clearly defined and communicated by being posted around the website and office work areas. This will enable familiarity with these rules and keep them ingrained in daily life.

Contracts or prenups with employees and customers are helpful so that if there is a deviation from policy or breach, the actions needed to be taken are clear for both parties and understood to be fair.

[image: An illustration consists of two circles. A circle on the left has a small circle labeled as, “Information” encircled by another big circle. The right half of the circle is labeled as, “People” and the left half of the circle has three layers. The first layer is labeled as, “Systems.” The second layer is labeled as, “Networks” and the third layer is labeled as, “Internet.” The circle is labeled as, “Sphere of use.” The circle on the right is labeled as, “Sphere of protection.” The right circle is same as that of the left circle. The left side of the circle is labeled as, “Redundancy, Monitoring systems, Patches and upgrades, Host IDPS, Firewalls, Network IDPS, Proxy servers, Encryption and Backups and Access controls.” The right side of the circle is labeled as, “Security planning (IR, DR, BC), Education and training and Policy and law.” 
]
Figure 10 Sphere of use [10]

More complicated risks to evaluate and find solutions could be information leaked online, and then having to figure out who the culprit is, and whether they actually intended to cause harm. Once identified, dealing with the discipline and punishment could result in harm to the reputation of the company if this was made public. The simple solution of dealing with the person may cost the company more in reputational damage, so knowing how far to go is important and how to deal with this situation behind closed doors if necessary.

Research shown in section 2.1 shows that the best approach to risk is to involve and empower the staff; selecting the correct employee/staff member is important and having chain of hierarchy so they can contact an experienced person if they need help, and they always know where to go for assistance. It is important to have an efficient team who have ways to raise a ticket or report something anonymously so it can be repaired or fixed.

3.6 [bookmark: _Toc122037891]Contingencies Planning 

It is important for a company to have contingency plans for various scenarios. Different companies have different requirements, but the principles remain constant: preparation, analysis, response planning, and implementing preparedness.

Within information security this is sometimes referred to as the 5 Steps of Contingency Planning[footnoteRef:2]: [2: [24]1] 

· Program Management. 
· Planning.
· Implementation. 
· Testing & Exercise. 
· Program Improvement.

The scenarios range from damage to / theft of physical possessions to loss of digital files and data. 
All companies need to have a plan to deal natural disasters such as weather events; earthquakes damaging buildings, strong winds bringing down power lines and communications. 
People are always a risk as their behaviour can be unpredictable. For example, an employee might be disgruntled so knowing how to deal with that situation will help the company to manage personnel issues. 

[image: An illustration shows a box labeled as, “Contingency planning” points to the box labeled as, “Business impact analysis” which in turn is classified into, “Incident response, Disaster recovery and Business continuity.” The Disaster recovery and Business continuity together are marked by a dotted rectangular box. It is labeled as, “Business resumption planning.”
]
[bookmark: _Toc122036994]Figure 11 continency planning [11]

As detailed in the previous section, risk assessments allow a better understanding of what is necessary to do in each situation to recover from the disaster. It may be that a higher key is required in the control of information so that the management / IT admin can disabling USB ports on machines that the public could access information or cause intruder harm within the building. If all data is on one server, having a backup server for multiple different types of work/job, is good practice.

It is a crucial part of modern-day society to have a disaster recovery method.

The financial aspects of disaster recovery should be considered so having the proper insurance to reduce the cost of replacing equipment or dealing with other disasters.

When the company complies to all the best standards, there is not much additional work which needs to be done when updating a contingency plan. A contingency plan in other words, is the company’s backup plan and only used after problems which have caused damage which shows that a review is required. A review of those areas reduces the risk of it recurring when strengthened with other solutions that are in place. The simplest solution is normally the correct solution and then there is the requirement for an ethos of constant and consistent improvement ‘small tweaks’ which are the responsibility of all employees.

4. [bookmark: _Toc122037892]Conclusion

SwanTech is a company which needs to attend to information security on two levels: in the management of their own operating procedures and secondly in the services that they provide for customers. The framework outlined in this review should be followed to ensure that the company is operating efficiently, within the law, inside an ethical framework and complying with information governance best practice.

5. [bookmark: _Toc122037893]Recommendation
Having performed the research and from an unbiased opinion, considering the applications of the information technologies to this company I think SwanTech should ensure that they follow the steps outlined above. In particular, compliance with:

[bookmark: _Toc122037894]Firewalls
Fire was important you need to make sure you get the one which is correct for your needs 

[bookmark: _Toc122037895]Access controls
the access controls should be considered on a per situation basis

[bookmark: _Toc122037896]VPNs
VPNs are a part of everyday life for personal or company ones
Physical security
With physical security it's important depending on your situation to know if you a low level or medium level or high level and then the costs that that entails so that you can budget no if you can scale it up when you need to. There are multiple security tools from physical guards too cameras and sensors.

[bookmark: _Toc122037897]Physical Security.
This is the most obvious and easiest to implement and a layered approach should be applied. 
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