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Executive Summary
A major cybersecurity at Marina Bay Sands (MBS) caused the exposure of personal data belonging to 665,000 customers. The security incident has maltreated customer trust and degraded the hotel's reputation while creating essential concerns about meeting regulatory requirements. The practice of MBS collecting personal and financial information has lowered customer trust which damages brand loyalty and revenue. The hotel needs to take swift and organized measures to strengthen cybersecurity and train staff members while working to restore customer trust in the organization. The report investigates that MBS’s network protection system had severe security issues. The hotel lacked security elements of modern systems such as the absence of AI-powered threat analysis and MFA authentication in the accounts of the customers and employees. 
Also, the flaws made it easier for attackers to access the system and get confidential customer data. Yet, lack of cybersecurity awareness among hotel staff is proved as a vital problem among the security measures. There is not enough understanding about phishing risks and there are poor social engineering and password management procedures which puts the organization at risk. Since the incident, customer trust in data safety has dramatically declined. Now, clients are reluctant to give out their information, as they doubt their data privacy. Media publicity along with unfavourable online criticism is to a greater extent. As such, MBS must show that it is working hard for data safety and total transparency for its customers to expect these basic business elements. 
Concerning the breach, MBS fears the legal and regulatory consequences. The personal data of the citizens of Singapore is to be protected, and with that corporations operating in Singapore are obliged to follow the guidelines of the PDPA. Failure to satisfy such requirements attracts severe consequences in terms of finances, lawsuits and unrelenting government supervision. As MBS operates with customers across the globe, the hotel has to fulfil data protection requirements arising under the GDPR. Lack of a secure infrastructure of the hotel can result in financial fines and enhanced monitoring from the regulatory bodies. To solve their current issues in security, the report recommended MBS execute a thorough upgrade in the system of cybersecurity. Quarterly assessments should be conducted by external cybersecurity firms that will provide system recommendations of upgrades that are necessary. 
To ensure the security of the customer data if a breach happens, a security measure of encryption must apply. MBS systems should accept artificial intelligence security tools to find and react to cyber-attacks when they occur. In addition, security protocols have to stabilize to be an integral security feature. By deploying multi-factor authentication (MFA) systems, there are multiple barriers created to prevent customers and workforce members from entering the system without authorization. The hotel must come up with an effective incident response plan to handle future attacks that will help to minimize the damages caused by these attacks. 
It is largely up to employee security education as the primary measure for stopping future breaches. All employees of MBS should be required to attend training sessions for six months on cyber security to learn about risks, protection methods and the proper practice of data. Also, the staff have to participate in simulated testing of phishing to become acquainted with artificial phishing attempts and identify suspicious activities. By providing real-time security updates along with proper guidelines, security teams will help to raise employee's cyber awareness and in return reduce human-based security incidents.  
For operational changes to be successfully deployed, a methodical change management system is needed. Prior to implanting any new security protocol, an employee receives security education on how critical it is under the unfreezing phase. The employee cybersecurity improvements are backed by also supporting them through the change phase of the implementation framework and training them on such changes. During this stage, the organization's normal operations are reintroduced with regular monitoring and compliance checks to set the newly established policies as organizational standards.  
There are some important security performance indicators that MBS has to consider. Tracking strategic metrics systemically enables the hotel to optimize its procedures on the basis of such statistics and can determine new targets for improvement. The large upfront costs associated with purchasing new tools to improve cybersecurity and perform staff security training provide long-lasting returns that exceed those upfront costs. Data breaches now are easily mitigated by strong security investments in the hotel, which will protect it against future data breaches and hence prevent legal consequences from ensuing, along with administrative penalties and damage to its reputation. 
A secure system improves operational efficiency because it protects the employees from security threats, therefore, making them provide good service. Management in the hotel sector needs to understand cybersecurity stands beyond its role in IT operations because it represents a fundamental business priority. The organization's complete operational integrity and financial stability remain at risk because of weak security systems. MBS should act proactively to lead the market in data protection which will show customers and stakeholders its commitment to cybersecurity. Increased hotel reputation in the competitive hospitality sector will accompany restored customer trust after implementing proper cybersecurity measures.  
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[bookmark: _Toc191119285]Introduction
Marina Bay Sands operates as a luxury hotel in Singapore with a casino, 2,561 rooms and a skyline infinity pool (Marina Bay Sands, 2019). Marina Bay Sands has operated as a key part of the Singaporean industry since its 2010 opening. It attracts millions of visitors per year. Reports indicate that the hotel belongs to Las Vegas Sands Corporation which generated SGD 3.34 billion in revenues in 2023 (Statista, 2025). The famous Marina Bay Sands hotel presents luxury hospitality through premium services that appeal to both business clients and leisure visitors.  
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Figure 1: Casino revenue of Las Vegas Sands worldwide from 2009 to 2023, by property
(Source: Statista, 2025)
In Singapore, the hospitality industry operates at an intense level of competition because luxury hotels including The Ritz-Carlton and Fullerton Bay Hotel and Raffles Singapore emphasize exemplary service delivery. Luxury hotels need to preserve exemplary brand reputation, loyal client relationships and strict security measures to gain the attraction of high-spending travellers. In the view of Florido-Benítez, (2024) a hotel’s market position can suffer greatly when it experiences security or operational failures.  
The loyalty program at Marina Bay Sands delivers unique advantages to its frequent visitors through its large-scale operation. Loyalty reward systems function as essential revenue generators in the hotel industry since touring guests tend to choose accommodations that offer customized benefits (Tran, 2024; Noordzy, 2014). The extensive data storage involved with customer programs transforms these systems into high-security risk targets (George, 2021). Data protection is considered a legal and operational priority for hotels to manage sensitive guest information.  
The following report will discuss how external conditions and internal elements influence the hotel with the use of strategic planning models. STEEPLE methodology will be used to analyse the hotel security operation and cyber security environment. The source of external security threats is modified data rules and increased cyber-attacks coinciding with changing customer market requirements (Mavridopoulou and O’Mahoney, 2020).  
The report will use SOAR analysis to explore the strengths, opportunities, aspirations and results of the hotel. The report will demonstrate the key strengths of the hotel by using this framework. It will also explore how resources can be used in order to improve cybersecurity and operational resilience. Moreover, the TOWS analysis will combine threats with opportunities to understand their relationships with weaknesses and strengths. By following the given recommendations, it will be easy for Marina Bay Sands to convert their current organizational weaknesses into company strengths while minimizing external security threats. The analysis serves as a decision-support tool which ensures the hotel directs its resources toward reaching strategic goals.  
[bookmark: _Toc191119286]Analysis
[bookmark: _Toc191119287]Overview of Issue Identified
Marina Bay Sands (MBS) encountered a major data breach on October 19 and 20, 2023 (Ang, 2025). The breach mainly exposed the personal data of 665,000 non-casino members, all were members of the Sands Lifestyle program. The leaked documents included member details which comprised names, email addresses, phone numbers, country locations and membership grade information. On the other hand, the casino rewards program data together with financial information related to Sands Rewards Club remained unaffected in the breach. MBS found the breach on October 20 after which they conducted a quick investigation by employing an external cybersecurity firm. The Singaporean authorities along with relevant regulatory bodies received notification of the incident (Hamzah, 2023).  
[bookmark: _Toc191119288]Impact of Identified Issue on Hotel 
MBS experienced major reputation damage due to the data breach occurrence (Ang, 2025). MBS provides exclusive high-end service to its customers who expect both top security and privacy protection. The customer trust was deeply shaken after this incident mainly affected users who enrolled in the loyalty program by sharing personal information. Customers feel concerned about their privacy even though their financial information remained protected in the lack of disclosure following the data breach incident (Ayaburi, 2022). Negative media reports along with online discussions both contribute to a worsening reputation for businesses.  
Financial losses are another concern for MBS. The affected customers will book accommodation and dine with different establishments instead of choosing MBS products or services. Such incidents lead to financial stress for the resort because the organization must either pay compensation or endure legal consequences (Hamzah, 2023). MBS needs to spend funds on enhancing its cybersecurity framework by purchasing security software while training staff members for data protection law compliance. 
The responses from MBS customers fall into both positive and negative categories. Most affected customer members worry about phishing threats and believe MBS needed to provide quicker and clearer responses during this incident. MBS provided notification to each affected customer yet most persons received confusing messages. Regular customers demand complete clarity about security protocols which protect against upcoming breaches (Tariq, 2024). Members should receive identity protection services from MBS as a sign of goodwill according to those customers. External forces demand MBS to follow two-factor authentication requirements and schedule periodic security assessment procedures.  
The long-term impact faced by MBS stems from its ability to address significant damage to infrastructure effectively. The impact on MBS will stay limited if the company effectively restores customer trust by providing transparent security improvements. Business operations can suffer from persistent distrust among customers if they fail to introduce apparent security enhancements (Utz et al., 2022; O’Mahoney, 2021). MBS must bear additional operational expenses because regulatory bodies establish rigorous compliance regulations.  
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[bookmark: _Toc191119290]Social Factors
· The internet penetration rates in Singapore remain high at 88.5% during 2022 (Statista, 2022). 
· The broad digital reach of the population results in a substantial number of people who must deal with online dangers. 
· The public may have developed higher privacy concerns because 665,000 MBS loyalty program members had their personal data exposed which reduced trust in MBS data protection practices (Ang, 2025).
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Figure 2: Share of population using the internet in Singapore from 2010 to 2020 and a forecast up to 2026
(Source: Statista, 2022)
[bookmark: _Toc191119291]Technological Factors
· The rise in cyberattacks globally puts industries on high alert. 
· The mobile internet connection speed for Singapore reached 72.18 Mbps during the early phase of 2023 (Kemp, 2023) while aiding legal online activity yet increasing cyber risk elements. 
· Thorough cybersecurity measures stand essential for stopping advanced threats after the MBS data breach.
[bookmark: _Toc191119292]Economic Factors
· Tourism stands as one of the essential economic components for Singapore (David W.H. Wong et al., 2023). 
· The annual count of international travellers visiting Singapore in 2023 exceeded 13.6 million (Statista, 2025a). 
· MBS can experience reduced tourist numbers with decreased revenue because such a large-scale data breach concerns tourists who prioritize their data safety. 
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Figure 3: Number of international visitor arrivals in Singapore from 2014 to 2023
(Source: Statista, 2025)
[bookmark: _Toc191119293]Environmental Factors
· The minor direct environmental consequences of data breaches result in energy-intensive cybersecurity measures that require additional power consumption (Venkatachary et al., 2021). 
· The necessary expansion of power consumption for security centres alongside IT systems stands opposed to sustainability goals because it demands increased power usage.
· The challenge for MBS emerges from achieving strong security alongside adequate environmental protection.
[bookmark: _Toc191119294]Political Factors
· The Singapore government enforces strict rules regarding cybersecurity and data protection standards across the nation (Walters and Novak, 2021). 
· Penalties for data breaches as per the Personal Data Protection Act (PDPA) reach significant financial levels (PDPC, 2025). 
· According to Wee (2023), any company must expect penalties limited to 10% of their annual turnover beyond S$10 million since October 2022. 
[bookmark: _Toc191119295]Legal Factors
· The PDPA mandates immediate reporting of data breaches in Singapore (PDPC, 2025). 
· MBS met all requirements by sending notifications to customers and authorities yet their lack of proper safety measures can result in additional legal challenges. 
· For example, ShopBack endured an S$74,400 fine for exposing 1.4 million client records in an incident (Tang, 2023).
[bookmark: _Toc191119296]Ethical Factors
· In Singapore, the ethical obligation to protect customer data is paramount (Farhad, 2024). 
· Breaches erode public trust and can lead to long-term reputational damage.
· MBS must demonstrate a commitment to transparency by clearly communicating the breach’s details and the steps being taken to prevent future incidents. 
· Ethical considerations also involve offering support to affected customers, such as credit monitoring services, to mitigate potential harm.
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[bookmark: _Toc191119298]Strengths
· Marina Bay Sands (MBS) operates as Singapore’s premier luxury resort that delivers exceptional facilities with lavish service to its guests.
· During Q4 of 2024, MBS generated US$1.14 billion in net revenue which exceeded the 2023 Q4 results by 7.2% (Ang 2025). 
· Gaming revenue generated US$792 million in Q4 2024 to become the primary growth driver of the company’s earnings (Marga Manlapig, 2025).
· The resort maintains its strong market position because customers can enjoy its various luxury features. 
[bookmark: _Toc191119299]Opportunities
· Tourism in Singapore has shown increasing growth trends for the past year.
· The STB (2025) reported that international visitor arrivals reached 16.5 million in 2024 since they grew by 21% in the preceding year.
· MBS can strike a larger number of global visitors because of this current tourism increase.
· MBS maintains its growth potential through its current expansion strategy which includes building a new hotel tower and state-of-the-art entertainment facility (Marina Bay Sands, 2019).
· MBS gains better opportunities in the corporate sector through the increasing trend of business travel and MICE (Meetings, Incentives, Conferences, and Exhibitions) events.
[bookmark: _Toc191119300]Aspirations
· Marina Bay Sands aims to establish itself as the top luxury destination throughout Asia.
· Through ongoing innovation and contemporary technological integration, the resort dedicates itself to maximising guest satisfaction.
· MBS dedicates its core efforts to sustainability because the organization strives to introduce eco-friendly methods (Marina Bay Sands, 2019).
· MBS extends its commitment to cybersecurity development to safeguard customer data as an essential measure to uphold trust between the company and its guests.
· As an organization, MBS aims to establish new standards in the hospitality sector by developing an adaptable culture focused on excellence.
[bookmark: _Toc191119301]Results
· The various strategic actions undertaken at Marina Bay Sands have proven successful.
· The tourism receipts in Singapore for 2024 are projected at S$27.5 billion to S$29.0 billion under which MBS takes a substantial share (Lok, 2025).
· The resort demonstrates an extensive guest satisfaction strategy which is reflected through high occupancy rates and growing revenue figures.
· MBS continues to build its status as a prominent luxury destination in the region (Marina Bay Sands, 2019).
· The hotel’s expansion and enhancement projects will secure lasting growth.
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[bookmark: _Toc191119303]WT (Weakness-Threats)
Marina Bay Sands confronts an urgent situation because of its newest cyber-attack on systems. The storage of sensitive customer data without sufficient security exposed 665,000 customer personal details consequently resulting in reputational harm (Ang, 2025). The rising number of cyber-attacks on luxury hotels by criminal groups puts the hotels at continuous risk of more security intrusions. Cybersecurity threats against Singapore’s hospitality sector are on the rise because most businesses encounter cyber incidents. Under Singapore’s Personal Data Protection Act (PDPA) organisations face maximum fines of SGD 1 million when their data is compromised (PDPC, 2025). Failure to comply with current regulatory requirements will lead to severe financial penalties and legal consequences besides damaging the hotel's reputation.  
The security breach resulted in lowered customer confidence which caused the hotel to lose its most valuable guest segment. The hotel remains exposed because its outdated technology and insufficient training of employees result in security gaps (Marina Bay Sands, 2019). The growing cyber threats which include phishing along ransomware attacks put both financial and personal sensitive data at constant risk (Lang et al., 2022). The hotel needs to deal swiftly with its current operational deficiencies because future security incidents will produce major legal entanglements accompanied by revenue reduction.  
[bookmark: _Toc191119304]ST (Strengths-Threats)
The strong international standing of MBS acts as an asset for handling the consequences of the data breach incident. Successful financial performance enables MBS to take quick action by acquiring advanced cybersecurity solutions. MBS possesses all the necessary resources to implement AI threat identification systems combined with block chain authentication protocols and biometric system access control solutions.  
Hotel management has created a well-documented crisis management approach (Mohammed Ghanim Ahmed et al., 2022). The company showed its dedication to the crisis by quickly notifying customers and assisting cybersecurity firms during the solution process. MBS can protect itself by utilising its established connections between technology companies and government cybersecurity agencies. MBS should take leadership roles in developing cybersecurity endeavours to rebuild customer trust while establishing itself as a safe luxury hotel operator.  
[bookmark: _Toc191119305]WO (Weakness-Opportunities)  
The recent security breach presents MBS with new opportunities to enhance its data protection strategy design. The Singaporean government provides financial incentives that enable MBS to deploy advanced security procedures through next-generation security protocols at budget-friendly rates (Alnashwan et al., 2024). Staff training about cyber hygiene and risk awareness through educational programs will make it less likely for employees to create new security breaches through errors. 
MBS operates with a large customer network that enables the development of fresh security-driven services. The implementation of three security features including biometric cheque-in solutions and encrypted digital payment systems with multi-factor authentication for loyalty member access will boost guest security (Ahmed et al., 2021). MBS’s proactive security improvements will enable it to convert this crisis into leadership within the hospitality industry.
[bookmark: _Toc191119306]SO (Strengths-Opportunities)  
The financial potency and technological capacities that MBS possesses allow the company to establish leadership in secure hospitality (Philip and Gavrilova Aguilar, 2021). The hotel should implement AI technology for fraud detection which operates in real time to detect unauthorised access attempts. MBS should establish a new tier called Cyber-Secure Loyalty which provides security benefits such as encrypted communication and VIP data protection to its high-value guests. Security-conscious travellers will be drawn to MBS because of its unique security features that set it apart from competing hotels.
[bookmark: _Toc191119307]Recommendations and Change Management
[bookmark: _Toc190871238][bookmark: _Toc191119308]Recommendation - Introduce a ‘Cyber-Secure’ Loyalty Tier 
[bookmark: _Toc190871244][bookmark: _Toc191119309]Recommended Strategies and Implementation 
MBS must establish a cybersecurity-focused loyalty program. This new tier level will offer strong security features which protect members’ personal data. Multi-factor authentication (MFA) must become a necessary requirement for every user associated with this tier (Muir et al., 2024). The system requires end-to-end encryption both for communication and data storage operations. A dedicated cybersecurity team should assist membership holders regarding security (Subramaniam et al., 2011). The integration of AI tools is required which will automatically detect any possible security threats.
Hotel membership enrolment must be voluntary while existing members will receive the opportunity to advance to the upgraded level. MBS must work with cybersecurity firms to implement state-of-the-art security capabilities. Every customer needs to receive detailed communications explaining the advantages of enrolling in this tier (Utz et al., 2022). The program needs promotional discounts that serve to motivate members to join. Every loyalty member needs to receive standard security awareness instruction on a regular basis. An exclusive mobile application system should let customers view their data protection status.
[bookmark: _Toc191119310]Change Management Practices and Procedures
A structured change management system should be implemented by the hotel to achieve successful implementation. Staff members need to receive training which enables them to support customers throughout the transition process. The hotel website needs to feature an expansive FAQ region that helps customers. The internal cybersecurity policies should be updated to reflect the new measures (Walters and Novak, 2021). Customers should receive notices about the additional security verification steps which they will need to complete. Phase-based implementation needs to be used for new procedures which will first require testing under controlled conditions before applying to all locations.
To identify possible challenges, the organization should establish a feedback mechanism. The IT team should regularly monitor customer experience and address technical problems promptly. Staff members should receive compensation for achieving high levels of assistance when helping customers navigate the process (Tariq, 2024). Staff members assigned to customer service must receive appropriate tools to address customer questions properly. The marketing team should launch an awareness campaign which will highlight the security highlights of the tier system.
[bookmark: _Toc191119311]Measurement of Success and Impact
Success evaluation of the cyber-secure loyalty tier depends on established key performance indicators. The enrolment rate should be monitored monthly. Reduction in cybersecurity incidents should be monitored also (Tariq, 2024). Customer feedback should be collected through surveys and support interactions. Security improvements will be assessed using the analysis of data breach attempts.
MBS needs to evaluate customer satisfaction by performing surveys before and after the implementation of the system. The hotel staff reviews security complaints to track recurring security problems. The hotel should also maintain regular observation of the MFA selection rate among its customers. A six-month period should be utilized to determine the effect of this initiative on customer retention. A decline in phishing attack reports among loyalty members should be recorded (Muir et al., 2024).
[bookmark: _Toc191119312]Expected Benefits and Costs Associated with Implementation
The cyber-secure loyalty tier will build customer trust. Members will feel more confident in sharing their data with the hotel. Prioritizing security will make the hotel’s reputation better and will result in long-term revenue growth. Competitive differentiation be achieved by offering a unique security-focused tier (Farhad, 2024). Cybersecurity software integration will be included in the cost of implementation. Initial development and maintenance would be required for AI fraud detection tools. Staff training will acquire expenses but will improve the efficiency of the service.
Promotional costs will be needed to effectively market the new tier. Regular audits will be necessary to ensure the effectiveness. Long-term savings will result in reduced data breach risks. Legal liabilities associated with cybersecurity failure will be reduced (Ahmed et al., 2021). This will also reduce financial losses as a result of lesser fraudulent activities. Increased bookings will lead to a positive brand perception. The real costs of setting up will be justified by the overall return on investment.
[bookmark: _Toc190871243][bookmark: _Toc191119313]Recommendation – Implement a Zero-Trust Security Model 
[bookmark: _Toc191119314]Recommended Strategies and Implementation 
For safeguarding customer data at Marina Bay Sands the implementation of the Zero-Trust Security Model is recommended. Every user device and system will remain untrusted by default before validation within Marina Bay Sands hotel network boundaries. Every access request will need verification through MFA authentication, behavioural analysis as well as least-privilege security protocols. The hotel needs to implement Identity and Access Management (IAM) systems to achieve security enhancement (Chinamanagonda, 2022). The implemented systems will establish tight security rules to let only approved staff members interact with confidential data (Alnashwan et al., 2024). A role-based access control system should provide employees with access only to data related to their current responsibilities. 
Preserving network observability together with AI-powered threat identification systems will become a standard component of the system. The security system will observe user logs and then track strange behaviour while preventing unauthorized access attempts (Ahmed et al., 2021). The system’s AI functionality will enable it to recognize multiple failed login efforts combined with unauthorized location access. Multiple security warnings should activate automatically to notify staff about potential threats for immediate inspection (Itodo and Ozer, 2024).  
In addition, Data Loss Prevention (DLP) tools should be purchased by the hotel to stop sensitive information from unauthorized transfer outside protected networks. Such measures prevent third-party access to customer data as well as its leakage or sale (Abid, 2020). Implementing network segmentation represents an essential measure for the hotel because it organizes the internal network into separate parts. The breach will remain contained to a single segment when cyberattacks occur so it cannot advance outside its boundaries (David W.H. Wong et al., 2023). High-value assets including loyalty program databases together with payment processing systems remain secured when implementation of this methodology takes place.  
[bookmark: _Toc191119315]Change Management Practices and Procedures
MBS should implement Zero-Trust Security through an organized change management system (Seaman, 2023). With the reference of Kotter's change model, the management needs to start by teaching the workforce about cyber threats and their significant consequences (Lang et al., 2022). All employees need to comprehend how a single security breach would endanger substantial funds and undermine customer loyalty. The change process will benefit from creating a steering group consisting of IT professionals combined with cybersecurity advisors and department representatives.  
MBS requires the execution of a Zero-Trust Security vision coupled with its subsequent dissemination to employees (Akinsanya, 2024). The hotel will need to show customers how upgraded security systems will safeguard themselves and hotel visitors. MBS needs to establish educational programs which will instruct staff members about password security protocols and training methods for recognizing phishing attempts (David Wong et al., 2023). The MFA and IAM systems should serve as the first steps for carrying out the implementation process. Before obtaining access to sensitive data employees must authenticate by using fingerprint identification security tokens or authentication applications. The feedback collection process should continue during implementation to optimize policies and solve employee concerns (Bobbert and Scheerder, 2020).  
[bookmark: _Toc191119316]Measurement of Success and Impact
MBS should apply cybersecurity performance indicators to check the Zero-Trust Security Model's effectiveness. A major metric will track unauthorized access attempts because they have decreased. The hotel needs to monitor blocked access requests before and after it implements the security model (Muir et al., 2024). During the first year, the hotel should measure an improvement in security by observing a 30% reduction in unauthorized login attempts. The success rate of phishing attacks needs to be considered as an important metric (Sen et al., 2022). The IT department needs to conduct mock phishing simulations before implementation to determine employee susceptibility to scams (Ojo, 2025). Dropping success rates after the completion of training demonstrates that employee awareness initiatives are working properly.  
The hotel management must track every report of fraudulent behaviour from customers. The opposite effect of fraudulent transactions and account takeovers indicates better security measures. MBS should schedule regular penetration tests which ethical hackers perform to detect security vulnerabilities (Sreerangapuri and Kombathula, 2022). MBS should evaluate reports each quarter to maintain ongoing enhancements. MBS needs to perform regular security awareness surveys for workers to determine their understanding of Zero-Trust policies. The success of employee training is demonstrated when 90% of workers prove their ability to detect phishing attempts.  
[bookmark: _Toc191119317]Expected Benefits and Costs Associated with Implementation
Introducing Zero-Trust Security implementation leads to substantial improvement in both customer trust and corporate brand reputation (Daah et al., 2024). Digital service users will feel secure with the hotel’s security measures which leads to better loyalty program enrolment. Protecting the 665,000 members from the data breach will bring back customer confidence allowing the hotel to avoid losing members through cancellation (Ang, 2025). The costs related to Zero-Trust Security implementation prove much lower compared to what another data breach can end up costing the hotel. The initial implementation costs include; 
· IAM System and Role-Based Access Controls: £150,000 
· Multi-Factor Authentication Infrastructure: £75,000  
· Cybersecurity Training Programs: £50,000 annually  
· Penetration Testing and Continuous Monitoring: £100,000 per year  
· DLP and AI-Based Threat Detection Software: £80,000 
Due to the lasting security advantages, these expenses serve their purpose. The hotel can effectively strengthen its market position and protect client information. The implementation of Zero-Trust Security at MBS will produce enhanced data protection and decreased financial risks and it will establish stronger customer relationships.
[bookmark: _Toc191119318]Recommendation - Conduct Regular Cybersecurity Audits
[bookmark: _Toc191119319]Recommended Strategies and Implementation 
External firms should conduct quarterly cybersecurity audits for MBS property. The audits will detect system vulnerabilities to help identify required changes in the system. An organization hired specifically for cybersecurity tasks will make sure to monitor continuously and address threats immediately. AI-powered security tools need implementation at MBS for detecting security irregularities and stopping unauthorized systems entry (Antunes et al., 2022; Safitra et al., 2023). Staff members must receive cybersecurity best practice training as this reduces their potential for human mistakes (Li et al., 2020). The hotel needs to conduct essential cybersecurity awareness seminars which must occur every 6 months as a mandatory requirement. 
Security protocols involving secure passwords and two-factor authentication need to be taught to customers to protect their accounts (Rosati et al., 2022). Extra security protection will emerge from encrypting crucial customer data. MBS must encrypt every piece of stored personal data so that it becomes inaccessible during unauthorized system access. Internal staff must authenticate through multiple factors when accessing customer database information. Security protocols should be applied to both firewalls and intrusion detection systems for upgrades (Kurniawan and Mulyawan, 2023). MBS should create a security breach response plan which enables efficient breach management. Legal groups need to collaborate because they will handle any compliance obligations.   
[bookmark: _Toc191119320]Change Management Practices and Procedures
A structured change management system must be in place to execute cybersecurity measures (Echeverría et al., 2021). With reference to Lewin's Change Management Model as a guidance framework, MBS needs to generate staff understanding regarding cybersecurity through the Unfreeze stage. Staff members need to hold data breach threats and require better security solutions (Amina et al., 2022; Memon, 2021). MBS should use workshops together with internal communication as tools to help personnel adapt to modifications. Security protocols for cybersecurity will be introduced step by step throughout the Change stage. Effective training sessions regarding cybersecurity will occur simultaneously with system integration of security tools. 
MBS needs to offer supportive measures to workers who face difficulties with new policy adoption. The implementation process needs regular feedback collection which will help improve its execution. Security measures adopt a new standing as the primary standard within the Refreeze phase (Ellis, 2023). A cybersecurity culture-friendly environment will develop at the hotel so staff members value data protection activities. Security awareness together with compliance maintenance results from regular audits and refresh training provided to staff members.  
[bookmark: _Toc191119321]Measurement of Success and Impact
Various markers will help determine the success of cybersecurity audits. A significant metric used to evaluate cybersecurity audits will focus on security incident reduction rates. Security improves when the number of both phishing attempts unauthorized access attempts and data breaches decreases (Mubeen et al., 2022). External client trust measurements are possible through response surveys and customer-based feedback data. Customer trust regarding the data protection at the hotel leads to higher brand loyalty rates. The web-based reviews from customers alongside their rate of retention serve as indications that measure trust levels. 
The performance of employees in observing security protocols can be monitored through internal compliance reports (Li et al., 2021; Lois et al., 2021). MBS should conduct periodic cybersecurity drills to evaluate employee readiness against potential security threats. Auditors will assess security threat response times to confirm preparedness for response activities. MBS will use external cybersecurity firms to perform periodic audits which check compliance with regulatory standards. When MBS successfully completes its cybersecurity audits it will indicate that the cybersecurity implementation has been successful.  
[bookmark: _Toc191119322]Expected Benefits and Costs Associated with Implementation
1

Better cybersecurity measures will bring back customer trust in MBS. Enhanced security systems protect both the hotel's reputation along with preventing financial losses that arise from legal action (Sahu and Gutub, 2022; Okoye et al., 2024). The requirement to protect data leads to the avoidance of legal issues which also stops regulatory fines from happening. The annual expenses for implementing cybersecurity will measure at SGD 5 million. MBS needs to dedicate funds to hiring cybersecurity experts combined with updating security tools and scheduling regular audits. The necessary cybersecurity implementation costs align with future data security savings that can be achieved (Khan et al., 2023). Preventing security breaches will save the business from potential compensation claims while preserving its good reputation
[bookmark: _Toc191119323]Action Plan
	Numbers
	Problems
	Solutions
	Desired Outcomes
	Time Scale
	Completion Date
	Planned Budget

	1
	· The hotel faces weak cybersecurity, leading to data breaches and potential legal issues.
	· The hotel will conduct quarterly cybersecurity audits, upgrade security systems, and implement multi-factor authentication for staff and customers.
	· The hotel will strengthen its security measures, reduce the risk of future breaches, and ensure compliance with data protection regulations.
	· The hotel will take 6 months to fully implement the upgrades.
	· The hotel aims to complete the process by August 2025.
	· The hotel will allocate SGD 5 million annually for cybersecurity improvements.

	2
	· The hotel faces a lack of staff awareness about cybersecurity threats, increasing the risk of human errors leading to data breaches.
	· The hotel will introduce mandatory cybersecurity training every six months and conduct phishing simulation tests to improve employee awareness.
	· The hotel will ensure employees become more vigilant, reducing errors that could lead to security breaches.
	· The hotel will take 3 months for the initial training, with ongoing sessions every 6 months.
	· The hotel aims to conduct the first session by May 2025.
	· The hotel will allocate SGD 500,000 annually for cybersecurity training.

	3
	· The hotel faces customer concerns about data security, which affects trust, loyalty, and brand reputation.
	· The hotel will launch a transparent communication campaign about security improvements and offer customers additional account security tools.
	· The hotel will increase customer confidence, improve brand image, and enhance customer retention rates.
	· The hotel will take 4 months to execute the campaign.
	· The hotel aims to complete the campaign by June 2025.
	· The hotel will allocate SGD 1 million for marketing and customer support upgrades.



[bookmark: _Toc191119324]Conclusion
The report concluded that around 665,000 customers' personal data became exposed through a severe security breach at MBS hotel. The security incident has severely affected relations between customers and the hotel while damaging both brand image and regulatory adherence responsibilities. The hotel needs to execute immediate actions for rebuilding customer trust and enhancing its data security systems. The cybersecurity vulnerability exposed by the breach demonstrated weaknesses in the presented infrastructure while reinforcing its need for secure protective measures. 
Conclusively, different technological legal and ethical challenges have emerged from external analysis as the main factors behind the problem. The hotel faces severe consequences which damage its reputation whenever it fails to meet the strict data protection laws that exist in Singapore and throughout the world. The ethical obligations of businesses have arisen because customers want establishment-wide protection of their personal data types. Cybersecurity requires immediate attention since it has become mandatory for both trust maintenance and operational steadiness. It is concluded that affected customers must receive truthful communications about the issues from the hotel to establish trust and show accountability. By implementing these procedures, the hotel will establish itself as both secure and responsible operationally.  
Consequently, successful management of the concluded changes depends on using organized approaches for their implementation. The change management model from Lewin helps the hotel to direct the transition process for employees. To guarantee sustained progress hotel security needs to remove previous practices and apply new standards with extended monitoring and compliance programs. Employee engagement together with leadership participation will determine the success of these changes.  
Moreover, monitoring the performance of the initiatives serves as a necessary step to determine advancement. The success indicators will be measured through KPIs such as security incident declines combined with better customer trust and adherence to regulatory compliance. The hotel can edit and perfect its methods through routine evaluation of operational performance. The initial high costs of improving cybersecurity and training programs will pay off through lasting advantages that exceed expense levels.  
By implementing the recommendations, the hotel will receive various benefits that will benefit its operations. The hotel can better defend customer data which simultaneously protects its reputation while avoiding economic loss from data breaches. Superior trust from customers results in customer loyalty together with enhanced chances of repeated business and frequent use. 
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