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[bookmark: _Toc216033698]Introduction
In this report, I will be covering the health and safety risks associated with completing a specified task that has been completed in a university environment, I will then provide a risk assessment along with the relevant Health and Safety Legislation required. I will then explore security threats to the automotive industry and create a risk matrix to evaluate each threat; I shall then propose a response to the highest risk that I have evaluated. It is important that I explore an engineer’s role in society by researching the organisations that publish a code of conduct for engineers and explore them to understand an engineer’s responsibility regarding sustainability. I will use flow diagrams to display how engineers overcome problems. Finally, I will reflect on how I have performed in a team and discuss the team structure before exploring other team structures that could have been used.



[bookmark: _Toc216033699]Health & Safety with Risk Assessment
Health and safety must be considered in many industries however engineering can be far more dangerous due to the machines used during manufacturing, chemicals used, and many other hazards. For example, while using a lathe to machine a component it is important to consider the risks involved with operating the machine and the effects that hazards could have if they are not treated with respect and they are not managed.
There is health and safety legislation in place for hazardous activities which protects anyone involved in the activity. For the example of using a lathe, the relevant legislation is as follows:
(Health and Safety at Work etc. Act, 1974) - Which is in place to provide a safe workspace and safe equipment in places of work while ensuring employees take care of their own health and others’.
(The Provision and Use of Work Equipment Regulations, 1998) - Which ensures suitable equipment is provided along with adequate training on how to safely use the equipment.
(The Supply of Machinery (Safety) Regulations, 2008) - Which states that equipment must be UKCA or CE marked which ensures the equipment is checked and is safe to use.
To highlight the hazards and potential effects of these hazards, it can be very useful to create a risk assessment table as seen below:
	Hazard
	Impact
	Who is affected?
	How are the risks being controlled?
	What can be done to further control the risks?

	Entanglement
	Lacerations, broken bones, potential death in large machines
	The machine operator
	Sufficient training, chuck guard fitted, E-brake accessible, no loose clothing or jewellery is worn.
	Regular checks of the E-brake and guard sensors.

	Sharp swarf
	Cuts, burns
	The operator of the machine and anyone cleaning the area around the machine
	Only use tools such as a brush or a hook to remove swarf to avoid direct contact with the swarf.
	Swarf bins should be safely emptied regularly, and long swarf should be broken off to prevent it from leaving the workpiece in an uncontrolled manor.

	Projectiles
	Eye injury, cuts, impact injury such as bruising or broken bones
	Operator and anyone in the area.
	Safety glasses and steel toed boots should be worn by everyone in the workshop, the chuck key must be removed immediately after use, the workpiece and tool must be secured, and the guard should be down before the machine is turned on.
	Spring-loaded chuck keys should be used to ensure the chuck key can not be left in the chuck while the machine is running.

	Accidental operation of the machine while measuring or cleaning
	Laceration, entanglement, crushing
	The machine operator
	The machine should be stopped and isolated before the operator moves their hands near the workpiece or chuck, the operator should be trained on how to safely take measurements without accidently starting the machine.
	Operators should be retrained on how to safely operate the machine, and they should be reminded of the risks involved with using a lathe to ensure they follow the correct procedures while operating the machine.



While using any machinery that involves cutting or turning, safety glasses should be worn to prevent eye injuries along with steel toed boots to prevent crushing if something is dropped or something falls on someone’s foot and a dust coat should be worn to prevent any loose clothing getting tangled in a machine and also to prevent any swarf etcetera getting on the operator’s clothes.



[bookmark: _Toc216033700]Security Risk Matrix
Modern vehicles are becoming much more autonomous to slowly reduce the human input involved when driving which may seem as a benefit to the general population however this does pose many security risks such as:
Data manipulation – Someone could manipulate the data received by various sensors on a car which would result in the car potentially swerving or harshly braking to avoid a hazard that in reality is not actually there. (SME Today, 2022)
Remote control of vehicle systems – An attacker could exploit a vulnerability in one of the car’s systems which would allow them to remotely control the vehicle. This has been done by researchers using a Jeep Cherokee. (MDPI, 2022) (Karahasanovic, 2016)
Data theft – Modern cars collect a large amount of data about the vehicle, environment, and also the driver meaning if a cyber attack were to happen to the vehicle, the attacker would be able to track the driver’s location and potentially commit identity theft. (UST, 2024)
Amplification attacks – Keyless entry poses a serious security threat as criminals can gain physical access to vehicles without causing any damage to the original key. (MDPI, 2022)
	Hazard
	Likelihood(L)
	Severity(S)
	Risk Severity(L*S)

	Data manipulation
	2
	3
	6

	Remote control
	2
	3
	6

	Data theft
	3
	2
	6

	Amplification attacks
	3
	2
	6







As you can see in the above risk matrix, all of my proposed threats are serious risks and should all be considered and a solution should be made to mitigate the chances of any of them happening however I believe the risk of remotely controlling a car to be the most dangerous out of the 4. My response to this threat would be to separate all systems of the vehicle such as infotainment, powertrain, steering etcetera. This would mean that a potential cyber attack on the infotainment system (which is a relatively low risk and low security system) would not allow the attacker to gain access to the powertrain (which is a relatively high risk and high security system).
[bookmark: _Toc216033701]Engineers’ role in society
There are two companies that publish a code of conduct for engineers which are ICE and IET. ICE is the Institution of Civil Engineers, and their code of conduct sets out a set of rules which protect both the engineer and the general public. The intentions of this code of conduct are very clearly stated in the following passage “The ICE has provided a Code of Professional Conduct to lay down, both for its members and for the general public, the standards of professional conduct and ethical behaviour by which its members should abide.” (Institution of Civil Engineers (ICE), 2025). There are 6 rules which state what ICE members must do regarding sustainability and health and safety.
The IET or Institution of Engineering and Technology “promotes and encourages ethical behaviour in the practice of science, engineering and technology by all stakeholders”. This code of conduct consists of 36 rules which protect the members and those around them in a professional sense as seen in rule 13 but also in regards to health and safety as seen in rule 14 which states “Members shall at all times take all reasonable care to limit any danger of death, injury or ill health to any person that may result from their work and the products of their work.” (Institution of Engineering and Technology (IET), 2020)
For the motorsport industry, the code of conduct published by the IET is more relevant than that of the ICE especially rule 15 when regarding sustainability and the impact on the environment. This rule states that members should make active steps to avoid waste, damage to the environment and damage to man- made products which will slow down the rate at which motorsport damages the environment.

[bookmark: _Toc216033702]Problem Solving
Engineers regularly encounter issues which means it is crucial that they are able to resolve them. Examples of these techniques are as follows:
Systematic Problem-Solving Frameworks – iteration for managing issues from the start to the end of the issue,
Root Cause Analysis (RCA) Tools – using symptoms of an issue to find the root of the problem in order to finalise a permanent solution,
Solution Generation & Selection – this normally involves a team of engineers in a meeting generating ideas for solutions and then deciding on which idea would be most effective.
Below is a flow diagram to display how a problem is solved by engineers.
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(Gleek.io, n.d.)


[bookmark: _Toc216033703]Team Structure
A large aspect of engineering is the ability to work well in a team, and this can be something that many engineers struggle with. For example, I have worked in a team for a company who designed and manufactured various sheet metal products where I worked in the workshop manufacturing various products and at this time, I was studying in college to become an engineer so wished to take on more responsibility with more complicated tasks such as designing. This team followed a Hierarchical structure where I was working under the workshop manager who was working under the owner/director of the business, this came with some positives and some negatives which are outlined below.
	Positives
	Negatives

	Simple team structure means it is easy to know who needs to know certain information such as problems.
	Lack of communication between my manager and the director often meant that I was given different instructions meaning I was unsure what to do

	It was very easy to hold people accountable as there were clear roles within the company.
	The manager or director would sometimes slow down progress instead of allowing the team to work.

	
	Employee morale would often be low as there was no room for progression



I excelled in this team as I made minimal mistakes, and I completed work to a high standard in an acceptable timeframe however I found myself getting frustrated as I felt I had no input into any design choices or other aspects of the business where I could see achievable room for improvement. I believe for me to work better in a team environment I should be in a position where my opinion is valued and I have the power to contribute in a more significant way.
I think a Domain structure would have been far more appropriate. A Domain structure, as seen below, would assign a lead role from each department such as welding, bending, and powder coating who would be in charge of their team and communicate with the workshop manager about progress and future projects etcetera.
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[bookmark: _Toc216033704]Conclusion
In conclusion, I have covered the health and safety risks associated with operating a lathe, I then provided a risk assessment along with the relevant Health and Safety Legislation required. I then explored security threats to the automotive industry and created a risk matrix to evaluate each threat; I then proposed a response to the highest risk that I evaluated. I explored an engineer’s role in society by researching the organisations that publish a code of conduct for engineers and explored them to understand an engineer’s responsibility regarding sustainability. I used flow diagrams to display how engineers overcome problems. Finally, I reflected on how I have performed in a team and discuss the team structure before exploring other team structures that could have been used.
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