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This report looks at the enterprise network needs of NOSS2027, a multinational organisation with offices in Swansea and London. It compares Windows Server 2025 with Debian Linux, reviews key services such as DHCP, DNS, Active Directory, file sharing, remote access and monitoring, and explains basic information security controls. 

The report finds that both operating systems have useful strengths: Windows Server makes it easier to manage user accounts and Windows computers, while Debian offers flexible, efficient services without operating system license costs. 

It recommends using both systems in a virtual network, set up in stages with dependable addressing and name resolution, central user management, secure file access, regular updates, backups, firewall rules and careful testing.
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Introduction and Enterprise Network Requirements

An enterprise network links computers, servers, and other devices across an organisation so employees can communicate, exchange information and use shared resources such as files and printers. To support business operations effectively, the network must be secure, dependable, and manageable. NOSS2027 is a multinational organisation with offices in Swansea and London. 

Its network must support Windows and Linux platforms. The proposed virtual environment includes Windows Server 2025, a command-line Debian Linux server and Windows client computers.


[image: ]
Figure 1: Windows Server virtual machine creation in Oracle VirtualBox.
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Figure 2: Virtualised enterprise network [11].


This report identifies the organisation’s network requirements, compares the selected server operating systems, evaluates essential network services, and outlines fundamental security controls.
[bookmark: _Toc243604981][bookmark: _Toc243606122]
Current Enterprise Network Requirements
Employees in Swansea and London require reliable access to shared systems and resources. A secure connection between the two sites would enable staff to exchange information while each office maintains dependable local connectivity and appropriate access to central servers. 

User management is important because different employees may need different access rights. 

Active Directory can help administrators manage users, computers and permissions in one place [1]. The practical screenshot below shows part of the process of setting up an Active Directory domain.

[image: ]
Figure 3: Active Directory domain controller configuration.

[image: ][image: ]
Figure 4: Centralised user and computer management [12].

The network will also need DHCP to give devices IP addresses and DNS to help devices find services by name. File sharing would allow staff to use common documents, with permission to limit access where needed [2].

[bookmark: _Toc243604982][bookmark: _Toc243606123]
Future Growth and Scalability
NOSS2027 may employ more people or introduce new services in the future. Scalability means the network can grow without being completely rebuilt. For example, administrators could add user accounts, more client computers or extra servers as required.

[image: ]
Figure 5: Windows client virtual machine resource configuration.
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Figure 6: Scalable enterprise infrastructure [13].

The company may also need remote access for staff working from home. A Virtual Private Network (VPN) could provide a protected connection. Extra servers and backups could help reduce disruption if equipment fails.
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Maintainability and Reliability
The network should be straightforward for IT staff to look after. Regular updates, backups and checks can help keep services available and reduce problems. Keeping clear records of settings would also make faults easier to investigate.

Virtual machines are useful for this assignment because several operating systems can be tested on one physical computer. They also allow settings to be changed in a controlled test environment. However, a virtual machine still depends on the physical computer that runs it.

NOSS2027 needs a network that connects its two offices, protects information and can support more users and services in the future.

Comparison of Windows Server 2025 and Debian Linux

A server operating system manages hardware and delivers services to networked computers. NOSS2027 requires both Windows and Linux servers across its Swansea and London operations. Windows Server 2025 and Debian Linux can provide many of the same services, although their administration models differ.

Microsoft Windows Server can be administered through graphical tools and commands. Debian is a free Linux distribution and, in this project, will be managed entirely through its Command Line Interface (CLI).

[image: ]
Figure 7: Windows Server virtual machine creation in Oracle VirtualBox.
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Figure 8: Graphical and command-line server administration [14].






[bookmark: _Toc243604984][bookmark: _Toc243606125]Features and Administration
Windows Server 2025 provides services such as Active Directory, DNS, DHCP and file sharing. Active Directory is useful because staff accounts and computer settings can be managed centrally. Windows Server can be managed using Server Manager and PowerShell. The graphical tools may be easier for beginners [3].

Debian Linux can provide services such as web hosting, file sharing and DNS. Administrators can install software, change settings and check services by typing commands. This may take more practice, but it avoids needing a full desktop interface.

[image: ]
Figure 9: Debian Linux command-line administration in the virtual environment.
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Figure 10: Linux command-line network administration [15].
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Windows Server 2025 requires paid licensing. Depending on how it is used, client access licences may also be needed. Debian Linux is free to download and use, although training and support may still cost money.

Both systems need enough memory, storage and processing power for their tasks. A Debian server without a graphical desktop may use fewer resources than a Windows Server installation with a desktop. However, the amount needed depends on the services being run.

[bookmark: _Toc243604986][bookmark: _Toc243606127]Updates, Security and Support
Both operating systems need updates to fix problems and improve security. Windows Server receives updates from Microsoft. Debian installs updates from software repositories, using commands such as apt update and apt upgrade [4].

Both systems offer firewalls, account permissions and other security settings. Neither is secure just because it has been installed. Administrators must use suitable passwords, apply updates and only allow necessary access.

Microsoft provides official Windows Server support. Debian has community documentation and help, with paid support also available from other organisations.
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Automation and Compatibility
Windows Server uses PowerShell to automate repeated tasks. Debian can use shell scripts for tasks such as checking services or updating packages. Automation can save time, but incorrect commands may also cause problems.

Windows Server works closely with Windows clients and Active Directory. Debian can work with Windows computers through services such as Samba, although some settings may need extra configuration.

[bookmark: _Toc243604988][bookmark: _Toc243606129]Comparison and Recommendation

	Feature
	Windows Server 2025
	Debian Linux

	License
	Paid
	Free

	Management
	Graphical tools and PowerShell
	CLI and shell scripts

	Updates
	Microsoft updates
	Package repositories

	Support
	Microsoft and partners
	Community and optional paid support

	Best use here
	Windows accounts and domain services
	Additional network and web services



For NOSS2027, using both systems is a sensible choice. Windows Server 2025 would help manage Windows clients and user accounts, while Debian could provide other services at a lower licensing cost. The virtual network will also help test whether the two systems communicate correctly before a larger deployment.

Network Services and Server Roles

Network services enable computers and servers to communicate and share resources. For NOSS2027, they support connectivity, file access and business systems across Swansea and London. Because these services are interdependent, poor configuration or failure in one area can affect many users.

[bookmark: _Toc243604989][bookmark: _Toc243606130]Dynamic Host Configuration Protocol (DHCP)
DHCP automatically supplies client devices with IP addresses and related network settings, reducing manual configuration. A carefully planned scope can support new staff and devices while preventing IP address conflicts. If the DHCP service fails, new or reconnecting clients may be unable to obtain valid settings [5].

[image: ]
Figure 11: DHCP scope configuration.
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Figure 12: DHCP address assignment [16].
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Domain Name System (DNS)
DNS translates host names into IP addresses, allowing users and applications to locate services without memorising numerical addresses. It is also essential to Active Directory. Incorrect DNS configuration can prevent clients from locating servers even when physical connectivity is available, so records and name resolution should be tested at both sites [6].

[bookmark: _Toc243604991][bookmark: _Toc243606132]Directory and Domain Services
Active Directory Domain Services (AD DS) centralises the management of users, computers and permissions. Accounts can be organised into groups and organisational units, simplifying administration across Swansea and London. 

Domain controllers are critical infrastructure and therefore require patching, backups and strong protection; a second controller would improve resilience.

[image: ]
Figure 13: Domain controller configuration during Active Directory forest creation.
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Figure 14: Domain services across two offices [17].
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File Sharing and Web Services

File sharing gives employees central access to documents. Windows Server can provide SMB shares, while Debian can offer compatible services through Samba. Access permissions should follow business roles so that employees can reach the information they need without exposing confidential material.

Web services deliver websites and applications across a network. Windows Server supports Internet Information Services (IIS), while Debian can run platforms such as Apache or Nginx. NOSS2027 could use these technologies for an internal staff portal, provided that software is patched and securely configured.

[bookmark: _Toc243604993][bookmark: _Toc243606134]Remote Access, Routing and VPN
Remote Desktop Services (RDS) can allow authorised users to access a Windows desktop or application remotely. This may help IT staff provide support, although it requires suitable licences and careful access controls. Debian can be administered remotely using SSH.
Routing moves network traffic between different networks. It would help connect the Swansea and London networks. A Virtual Private Network (VPN) can protect traffic travelling over an untrusted connection, such as the internet. A VPN is useful for remote staff, but it still requires secure passwords and correct user permissions.
[bookmark: _Toc243604994][bookmark: _Toc243606135]
Certificates, Logging and Monitoring
Digital certificates help confirm the identity of a server and support encrypted connections, such as HTTPS. They must be renewed before they expire. Logging records events such as sign-ins, errors and service activity. Monitoring helps administrators notice problems early. These tools are useful, but someone must regularly review the information and respond when a problem is found.
[bookmark: _Toc243604995][bookmark: _Toc243606136]
Network Testing and Evaluation
Basic tests can check whether devices can communicate. The ping command sends a request to another device and checks for a response. The uploaded practical screenshots show testing between a Windows client and other machines, including Debian. Successful ping replies show basic network reachability, but do not prove that DNS, file sharing or other services are working correctly.

[image: ]
Figure 15: Network connectivity testing using ping.

[image: ][image: ]
Figure 16: Network connectivity testing [18].

For the NOSS2027 practical network, I would begin with DNS, DHCP and Active Directory because they help client computers connect and users sign in. File sharing and other services can then be added and tested one at a time. This should make problems easier to identify.











Basic Information Security Considerations

Information security protects organisational data and systems against unauthorised access, damage, disruption and loss. NOSS2027 will operate Windows and Linux servers, Windows clients and two connected sites, so a weakness in one device or service could affect the wider network. Security should therefore use several complementary controls rather than depend on a single product.

[bookmark: _Toc243604996][bookmark: _Toc243606137]Authentication and Authorisation
[bookmark: _Toc243604997][bookmark: _Toc243606138]Authentication verifies a user’s identity, commonly through a username and password, while authorisation determines what that user may access. An employee may be permitted to sign in but denied access to another department’s files. Active Directory can manage Windows accounts and groups, while Debian accounts and file permissions can be administered through commands. Access rights should be reviewed whenever responsibilities change [7].

Passwords and Least Privilege
[bookmark: _Toc243604998][bookmark: _Toc243606139]Employees should use strong, unique passwords and must not share accounts. Multi-factor authentication should be enabled where available. Applying least privilege means granting only the permissions required for each role; ordinary NOSS2027 users should not receive administrator rights. This reduces the impact of compromised or misused accounts.

Firewalls and Network Access
A firewall permits or blocks network traffic according to defined rules. Windows Server includes a built-in firewall, and Debian also supports host-based filtering. Administrators should allow only the traffic required by approved services. Rules must be documented and tested because an incorrect setting may either expose a service or prevent legitimate access.

[image: ]
Figure 17: Firewall rule and connectivity testing.
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Figure 18: Enterprise network firewall protection [19].

The screenshot illustrates a firewall-related configuration step during testing. It helps demonstrate why connectivity may be blocked; however, a successful ping confirms only basic reachability and does not establish that the system is secure.
[bookmark: _Toc243604999][bookmark: _Toc243606140]
Updates, Backups and Safe Operation
Servers and clients need timely updates because outdated software may contain known vulnerabilities. Changes should be tested when necessary to avoid disrupting essential services. NOSS2027 should also maintain protected backups and perform restoration tests so information can be recovered after deletion, corruption or attack [8].

IT staff should monitor logs for unusual sign-ins, repeated failures and service errors. Secure remote access, disciplined account management and the removal of unnecessary services will reduce exposure. User awareness is equally important because phishing messages and unsafe downloads can bypass technical controls.


[bookmark: _Toc243605000][bookmark: _Toc243606141]Basic Security Recommendation
For the proposed virtual network, I would begin with separate user accounts, suitable file permissions, secure passwords, updates and firewall rules. I would then test network access between the Windows clients, Windows Server and Debian server. 


Conclusion and Recommendations

This report has evaluated the principal requirements for a secure enterprise network connecting NOSS2027’s Swansea and London offices. The design must enable dependable communication, controlled resource sharing and secure access to essential services.

Windows Server 2025 and Debian Linux offer complementary strengths. Windows Server is well suited to centralised management of Windows computers and user identities through Active Directory. Debian can provide efficient network services without operating-system license fees, although command-line administration requires appropriate technical skills [9].

Services such as DHCP, DNS, Active Directory and file sharing are important because they help computers communicate and allow employees to access network resources. Basic security measures, including passwords, permissions, firewalls, updates and backups, are also needed to protect company information.


For the practical network, I recommend using Windows Server 2025, Debian Linux Server and Windows client computers in a virtual environment. The network should first be configured with basic IP addressing, followed by DNS, DHCP and Active Directory services [10].

Once these services are working, network connectivity, user access and file sharing should be tested. Basic firewall rules and security settings should also be checked.

Overall, using both operating systems would provide a useful starting point for NOSS2027 and help demonstrate how different network services work together.
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