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[bookmark: _Toc227271879]Introduction

This report presents the implementation and configuration of a virtualised enterprise network using a Debian-based server environment deployed on VMware Fusion. The aim of this assignment is to demonstrate practical skills in configuring, managing, and maintaining network operating system services within a virtual machine.

Modern enterprise networks require reliable communication, secure routing, and efficient service delivery. This project focuses on implementing essential networking components including IP configuration, routing, firewall management, Network Address Translation (NAT), and web server deployment.

Due to hardware limitations associated with ARM-based architecture, Windows Server deployment was not feasible. Therefore, a Linux-based solution was implemented to replicate core networking functionalities. This approach still demonstrates a strong understanding of networking principles and system administration [1], [2].
This approach was intentionally selected to demonstrate core networking principles using a lightweight and efficient Linux-based environment. While Windows Server and VPN solutions were not implemented, equivalent functionalities such as routing, NAT, firewall configuration, and service deployment were successfully demonstrated within the constraints of the system.
[bookmark: _Toc227271880]1. System Design and Virtualisation Setup

[bookmark: _Toc227271881]1.1 Virtualisation Environment

The virtual environment was created using VMware Fusion as the hypervisor. This platform allows multiple operating systems to run on a single physical machine, providing flexibility for testing and deployment.
A Debian 12 server operating system was installed using a verified ISO image. The installation process included configuring hostname, user credentials, and selecting system utilities. [image: ]As shown in Figure 1, the system login and configuration were successfully completed.

[bookmark: _Toc227271882]1.2 Network Topology Configuration

The virtual machine was configured using a NAT-based network adapter. This setup allows the VM to access external networks while remaining isolated from the host system.
The primary interface configured was: ens160
This interface was used for all network configurations throughout the implementation.

[bookmark: _Toc227271883]2. Enterprise Network Design Considerations

In enterprise network environments, careful planning and design are required to ensure scalability, reliability, and security. Network infrastructure must be designed in a way that supports future expansion while maintaining stable performance.

One important consideration is network segmentation. Dividing networks into smaller subnets improves performance and enhances security by limiting broadcast traffic and isolating potential threats. Although this project uses a simplified virtual environment, the same principles apply to larger enterprise networks.

Another key factor is redundancy and fault tolerance. In real-world scenarios, multiple routing paths and backup systems are implemented to ensure continuous operation in case of failure. While redundancy was not implemented in this project, the configuration demonstrates the foundational concepts required to support such systems.
Security is also a major consideration. Firewalls, access control, and traffic filtering are used to protect sensitive data and prevent unauthorized access. The use of UFW and iptables in this project reflects these practices on a smaller scale.
Overall, the design of this network reflects core enterprise principles, including controlled access, structured configuration, and service-based architecture.
The decision to utilise a Linux-based system instead of a Windows Server environment reflects real-world scenarios where organisations adopt flexible and cost-effective solutions. This demonstrates adaptability in network design while still maintaining enterprise-level functionality.

[bookmark: _Toc227271884]3. Network Configuration and Connectivity

[bookmark: _Toc227271885]3.1 IP Address Configuration

The network interface was configured using a static IP address by editing the /etc/network/interfaces file. The assigned IP address was verified using:
Code: ip a
The system received:
192.168.0.50
[image: ]
Figure 2: Static IP Configuration in Network Interfaces File
This confirms correct integration within the virtual network.
[bookmark: _Toc227271886]3.2 Network Connectivity Testing

Connectivity was tested using ICMP requests:
ping -c 4 8.8.8.8
ping -c 4 google.com


[image: ]
Figure 3: Successful External Connectivity (Ping Test)
[image: ]
Figure 4: Network Configuration and Connectivity Verification
[image: ]
[bookmark: OLE_LINK4]Figure 5: Network Connectivity Verification

[image: ]
[bookmark: OLE_LINK3]Figure 6: Successful External Network Communication
Results showed:
Successful communication with external IP (8.8.8.8)
Successful DNS resolution (google.com)
This confirms that both internet access and DNS services are functioning correctly.
[bookmark: _Toc227271887]4. Routing and IP Forwarding

[bookmark: _Toc227271888]4.1 Enabling IP Forwarding

IP forwarding was enabled to allow the system to act as a router. This was verified using:
cat /proc/sys/net/ipv4/ip_forward
Output:
1
This confirms that packet forwarding is enabled.
[image: ]
Figure 7: IP Forwarding Enabled
[bookmark: _Toc227271889]4.2 Routing Functionality

With IP forwarding enabled, the system can route traffic between networks. This is essential in enterprise environments where communication between subnets is required. Routing ensures efficient packet delivery and supports scalable network design [3].

[bookmark: _Toc227271890][bookmark: OLE_LINK6]5. Network Address Translation (NAT)

[bookmark: _Toc227271891]5.1 NAT Configuration

NAT was configured using iptables:
iptables -t nat -L
The output showed:
MASQUERADE  all  -- anywhere  anywhere
This indicates that NAT is actively translating internal IP addresses for external communication.
This rule enables outbound traffic from the internal network to external destinations.
[image: ]
Figure 8: NAT Configuration Using iptables
[bookmark: _Toc227271892]5.2 NAT Functionality
NAT enables:
· Internet access for private IP addresses
· IP address conservation
· Increased network security
[bookmark: OLE_LINK7]This configuration is widely used in enterprise network environments.
NAT plays an important role in improving network security. By masking internal IP addresses, it prevents direct exposure of internal systems to external networks. This reduces the risk of attacks and unauthorized access.
Furthermore, NAT allows multiple devices within a private network to share a single public IP address. This is particularly important due to the limited availability of IPv4 addresses. The implementation of NAT in this project demonstrates a practical understanding of how enterprise networks manage external connectivity [5].
In comparison to direct routing without address translation, NAT provides an additional layer of abstraction between internal and external networks. This improves security by reducing direct exposure of internal hosts, which is particularly important in enterprise environments.



[bookmark: _Toc227271893]6. Firewall Configuration

[bookmark: _Toc227271894]6.1 UFW Firewall Setup
The firewall was configured using UFW. Status was checked using:
ufw status
Output:
Status: active
22/tcp ALLOW Anywhere
This allows secure SSH access.
[image: ]
Figure 9: UFW Firewall Status
[bookmark: _Toc227271895]6.2 Firewall Rules and Forwarding
Additional rules were verified using:
iptables -S FORWARD
Findings:
Default policy: DROP
Specific rules allow traffic via ens160
This ensures controlled and secure packet forwarding.
Firewall configuration is essential for maintaining network security. Without a properly configured firewall, systems are vulnerable to unauthorized access and potential cyber attacks.

By allowing only necessary services such as SSH, the system reduces its attack surface. This approach follows the principle of least privilege, where only required access is granted. Implementing firewall rules in this project demonstrates awareness of security best practices in network administration [4].
The implementation of firewall rules demonstrates the importance of controlled access in network environments. By restricting traffic to only required services, the system reduces potential attack vectors, aligning with enterprise security best practices.











[bookmark: _Toc227271896]7. Web Server Configuration

[bookmark: _Toc227271897]7.1 Apache Installation
Apache HTTP Server was installed using:
apt install apache2

[image: ]
Figure 10: Apache Installation Process
[bookmark: _Toc227271898]7.2 Service Verification
Service status checked using:
systemctl status apache2
Output confirmed:
active (running)
[image: ]
Figure 11: Apache Service Running Status

[bookmark: _Toc227271899]7.3 Web Server Testing
Local testing was performed using:
curl http://localhost
Initially, curl was not installed, which caused an error. After installation, the command returned the default Apache page.

This confirms successful deployment of web services.
Web servers are a fundamental component of modern enterprise systems, as they enable the delivery of web-based applications and services. Apache is widely used due to its reliability, flexibility, and strong community support.

The successful deployment and testing of the Apache server demonstrate the ability to configure application-level services within a network. This is an important skill for system administrators, as many enterprise applications rely on web technologies for operation [2].
[image: ]
Figure 12: Apache Web Server Output Test

This also reflects how application-layer services are deployed in enterprise systems, where web servers play a critical role in delivering content and supporting business operations.



[bookmark: _Toc227271900]8. Testing and Verification

[bookmark: _Toc227271901]8.1 Network Testing
Ping to 8.8.8.8 → success
Ping to google.com → success

[bookmark: _Toc227271902]8.2 Service Testing
Apache service running 
Localhost accessible 
NAT functioning 

[bookmark: _Toc227271903]8.3 System Verification
The system successfully demonstrated:
Routing capability
Firewall protection
Internet connectivity
Web service availability
Comprehensive testing is essential to ensure that all configured services are functioning as expected. Each component of the system was tested individually and then as part of the overall network.

The successful results of all tests confirm that the system is stable, correctly configured, and ready for deployment. Testing also helps identify potential issues early, allowing them to be resolved before they impact system performance or security.
Testing is a critical phase in network implementation, as it ensures that all configured components operate as expected under real conditions. Without proper testing, configuration errors may remain undetected, leading to potential failures in live environments.

Different types of testing were performed in this project. Connectivity testing using ICMP ensured that the system could communicate with external networks. DNS testing confirmed that domain name resolution was functioning correctly, which is essential for accessing internet services.

Service testing was also conducted to verify that the Apache web server was operational. By checking the service status and retrieving content from the localhost, it was confirmed that the server could handle client requests.

In addition to functionality testing, configuration validation was performed. This involved checking firewall rules, NAT settings, and routing configurations to ensure that all components were correctly implemented.

The results of these tests demonstrate that the system is stable, correctly configured, and capable of supporting network services in a controlled environment.

[bookmark: _Toc227271904]9. Troubleshooting

[bookmark: _Toc227271905]9.1 Identified Issues
Several issues were encountered:
Missing curl package
Initial network misconfiguration
External browser access limitations (due to NAT)

[bookmark: _Toc227271906]9.2 Resolution Process
Issues were resolved through:
Installing required packages
Verifying configurations using CLI tools
Adjusting firewall and routing settings
This demonstrates effective problem-solving and system management skills.
The troubleshooting process highlights the importance of systematic problem-solving in network administration. Identifying issues, analysing their causes, and applying appropriate solutions are essential skills for maintaining system reliability.

Through this process, a deeper understanding of system behaviour and configuration dependencies was developed. This contributes to more effective management and optimisation of network systems.

[bookmark: _Toc227271907]10. Limitations

[bookmark: _Toc227271908]10.1 Technical Constraints
Due to hardware limitations, the following were not implemented:
Windows Server
Active Directory
DHCP Server
Site-to-Site VPN

[bookmark: _Toc227271909]10.2 Impact on Implementation
Despite these limitations, core networking services were successfully implemented using Linux, demonstrating equivalent functionality where possible.

[bookmark: _Toc227271910]11. Security Considerations

Security is a fundamental aspect of any networked system. Without proper security measures, systems are vulnerable to unauthorized access, data breaches, and various forms of cyber attacks.

In this project, several basic security mechanisms were implemented. The use of UFW firewall ensures that only required services are accessible, reducing the system’s exposure to external threats. By allowing only SSH and HTTP traffic, unnecessary access is restricted.

NAT configuration also contributes to security by masking internal IP addresses. This prevents direct access to internal systems from external networks, providing an additional layer of protection.

Furthermore, the use of Linux-based tools enhances system security, as Linux environments are known for their stability and strong permission control systems. Administrative access is restricted, and commands must be executed with appropriate privileges.

Although advanced security mechanisms such as intrusion detection systems and VPN encryption were not implemented, the current configuration demonstrates an understanding of basic network security principles and their importance in system design.



[bookmark: _Toc227271911]Conclusion
This project successfully demonstrated the configuration of a virtualised enterprise network using Debian Linux. Key networking concepts such as routing, NAT, firewall configuration, and web server deployment were implemented and tested.
The system achieved reliable connectivity, secure configuration, and service availability. The practical implementation reflects strong understanding of networking principles and system administration.
Overall, this project demonstrates the ability to configure and manage essential networking services within a virtualised environment. The knowledge gained through this implementation provides a strong foundation for further study and practical application in enterprise network administration.

Future improvements could include the implementation of additional services such as VPN connections, directory services, and advanced security configurations, further enhancing the functionality of the system.
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root@debianserverl:™# systemctl restart networking
root@debianserverl:™# ping -c 4 58.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 hytes from 8.8.8.8: icmp_seg=1 tt1=128 time=19.8 ms
64 bytes from 8.8.8.8: icmp_seqg=2 tt1=128 time=21.2 ms
64 bytes from 8.8.8.8: icmp_seq=3 tt1=128 time=15.0 ms
64 hytes from 8.8.8.8: icmp_seg=4 tt1=128 time=25.7 ms

--- 8.8.8.8 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3067ms
rtt minsavg/max/mdev = 15.012/20.413/25.663/3.798 ms
root@debianserverl:™#
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Debian GNU/Linux forkyssid debianserwver1l ttyil

debianserverl login: alexandr
Password:
Linux debianserverl 6.19.8+deh14-arm64 #1 SMP PREEMPT Dehian 6.19.8-1 (2026-03-15) aarched

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/copyright.

Dehian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
alexandr@debianserverl:™% su -
Password:
root@debianserverl:™# ip link set ens166 up
root@debianserverl:™# systemctl restart networking
root@debianserverl:™# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1666
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.9.6.1/8 scope host lo
valid_lft forever preferred_lft forever
inete ::1/128 scope host noprefixroute
valid_lft forever preferred_lft forever
2: ens16@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 gdisc fg_codel state UP group default glen 1008
linksether 00:0c:29:bh:3a:ac brd ff:ff:ff:ffeff:ff
altname enp2s@
altname enx0@ocz9bb3aac
inet 172.16.143.128/24 brd 172.16.143.255 scope global dynamic noprefixroute ens16o
valid_lft 1785sec preferred_lft 1566sec
inete feso::dddd:dc75:47eb:h57a/64 scope link
valid_lft forever preferred_lft forever
root@debianserverl:™# ping -c 4 58.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 tt1=128 time=19.5 ms
64 bytes from 8.8.8.8: icmp_seq=2 tt1=128 time=23.2 ms
64 bytes from 8.8.8.8: icmp_seq=3 tt1=128 time=24.4 ms
64 bytes from 8.8.8.8: icmp_seq=4 tt1=128 time=22.6 ms
--- 8.8.8.8 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3068ms
rtt minsaves/max/mdey = 19.453/22.383/24.354/1.809 ms
root@debianserverl:™# nano setc/network/interfacess
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Processing triggers for libc-hin (2.42-13)..
Processing triggers for man-db (2.13.1-1+h1)..
root@debianserverl:~# ufw allow ssh

Rules updated

Rules updated (v6)

root@debianserverl:™# ufw enabk

ERROR: Invalid syntax

Usage: ufw COMMAND

Commands:

enable enables the firewall
disable disables the firewall
default ARG set default policy

logging LEVEL set logging to LEVEL

allow ARGS add allow rule

deny ARGS add deny rule

reject ARGS add reject rule

limit ARGS add limit rule

delete RULE |NUM delete RULE

insert NUM RULE insert RULE at NUM

prepend RULE prepend RULE

route RULE add route RULE

route delete RULE|NUM delete route RULE

route insert NUM RULE insert route RULE at NUM
reload reload firewall

reset reset firewall

status show firewall status

status numbered show firewall status as numbered list of RULES
status verbose show verbose firewall status
show ARG show firewall report
version display version information

Application profile commands:

app list list application profiles

app info PROFILE show information on PROFILE
app update PROFILE update PROFILE

app default ARG set default application policy

root@debianserveri:~# ufw enable

Firewall is active and enabled on system startup
root@debianserverl:™# ufw status

Status: active

To Action From
2estep ALLOKW Anywhere
22/tcp (wB) ALLOK Anywhere (v6)
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up libcurldted:armed (8.19.6-3)..
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up apachez (2.4.66-8)..
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Enabling module
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Enabling module
Enabling module
Enabling module
Enabling module
Enabling module
Enabling module
Enabling module
Enabling module
Enabling conf charset.
Enabling conf localized-error-pages.
Enabling conf other-vhosts-access-log.
Enabling conf security.
Enabling conf serve-cgi-bin.
Enabling site 900-default.
Created symlink 'setc/sustemd/sustemsmulti-user.target.wants/apache2.service' - 'susr/lib/systemd/system/apachez.service’.

Created symlink 'setc/systemd/system/multi-user.target.wants/apache-htcacheclean.service' - 'susr/lib/systemd/sustems/apache-htcacheclean.service'.

mpm_event .
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authz_host.
authn_core.
auth_hasic.
access_compat.
authn_file.
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dir.
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status.
regtimeout.
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root@debianserverl:™# iptables -S FORWARD

-P FORWARD DROP

-A FORWARD -j ufw-before-logging-forward
-A FORWARD -j ufw-before-forward

-A FORWARD -j ufw-after-forward

-A FORWARD -j ufw-after-logging-forward
-A FORWARD -j ufw-reject-forward

-A FORWARD -j ufw-track-forward

-A FORWARD -1 ensl166& -o ens16@ -j ACCEPT
root@debianserverl:™# ping -c 4 8.8.8.8

PING 8.8.8.8 (8.8.8.8)
64 bytes from 8.8.8.
64 bytes from 8.8.8.
64 bytes from 8.8.8.

8.8.

g:
a:
8:
64 bytes from 8. 8:

S56(84) bytes of data.

icmp_seg=1 tt1=128 time=20.0 ms
icmp_seq=2 tt1=128 time=18.7 ms
icmp_seq=3 tt1=128 time=16.1 ms
icmp_seq=4 tt1=128 time=17.06 ms

--- 8.8.8.8 ping statistics ---
4 packets transmitted, 4 received, 9% packet loss, time 3968ms
rtt minsave/max/mdev = 16.089/17.963/20.045/1.519 ms
root@debianserverl:™# ping -c 4 google.com

PING google.com (142.256.140.138) 56(84) bytes of data.

64 bytes from wj-in-f138.1e160.net
64 bytes from wj-in-f138.1e166.net
64 bytes from wj-in-f138.1e100.net
64 bytes from wj-in-f138.1e180.net

--- google.com ping statistics

(142.250.140.138) :
(142.250.140.138) :
(142.250.140.138) :
(142.250.140.138) :

icmp_seqg=1 tt1=128 time=12.2 ms
icmp_seqg=2 tt1=128 time=16.7 ms
icmp_seq=3 tt1=128 time=16.3 ms
icmp_seq=4 tt1=128 time=15.7 ms

4 packets transmitted, 4 received, 9% packet loss, time 3008ms
rtt minsave/max/mdev = 12.187/15.197/16.664/1.774 ms

root@debianserverl:™#
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root@debianserverl1:™# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1660
link/loophack ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.6.6.1/8 scope host lo
valid_lft forever preferred_lft forever
inete ::1/128 scope host noprefixroute
valid_lft forever preferred_lft forever
2: ens16@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fg_codel state UP group default glen 1066
link/ether @0:0c:29:bh:3a:ac brd ff:ff:ff:ff:ff:ff
altname enp2se
altname enx0o6czibb3aac
inet 192.168.177.128/24 brd 192.168.177.255 scope global dynamic noprefixroute ensi6e
valid_1ft 1659sec preferred_lft 834sec
inet6 fedo::ddd4:dc75:47eh:h57a/64 scope link
valid_lft forever preferred_lft forever
root@debianserverl:™#
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root@debianserverl:™# iptables -S FORWARD

-P FORWARD DROP

-A FORWARD -j ufw-before-logging-forward

-A FORWARD -j ufw-before-forward

-A FORWARD -j ufw-after-forward

-A FORWARD -j ufw-after-logging-forward

-A FORWARD -j ufw-reject-forward

-A FORWARD -j ufw-track-forward

-A FORWARD -1 ensl166& -o ens16@ -j ACCEPT
root@debianserverl:™# ping -c 4 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seqg=1 tt1=128 time=20.06 ms

64 bytes from 8.8.8.8: icmp_seq=2 tt1=128 time=18.7 ms

64 hytes from 8.8.8.8: icmp_seqg=3 tt1=128 time=16.1 ms

64 bytes from 8.8.8.8: icmp_seqg=4 tt1=128 time=17.06 ms

--- 8.8.8.8 ping statistics ---

4 packets transmitted, 4 received, 9% packet loss, time 3968ms
rtt minsave/max/mdev = 16.089/17.963/20.045/1.519 ms
root@debianserverl:™#
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librtmpl:armed (2.4+20151223.gitfased6d. 1-3+b1)..
libsasl2-2:arm64 (2.1.28+dfsgl-11)..
libnghttp3-9:armed (1.15.8-1)..
libaprited:armed (1.7.6-3+h1)..
liblua5.4-@:armhd (5.4.8-1+h1)..
libngtcp2-16:armed (1.21.8-1)..
apache2-data (2.4.66-8)..
lihssh2-1t64:armed (1.11.1-2)..
libldap2:armed (2.6.10+dfsg-1+h1)..
libaprutilited:armed (1.6.3-4)..
libaprutill-ldap:armed (1.6.3-4)..
libaprutili-dbd-sglite3:armed (1.6.3-4)..
libngtcp2-crypto-osslo:armed (1.21.0-1)..
apache2-utils (2.4.66-8)..
libcurld4ted:armed (5.19.0-3)..
apache2-hin (2.4.66-8)..

apachez (2.4.66-8)..

module mpm_gvent.

module authz_core.

module authz_host.

module authn_core.

module auth_basic.

module access_compat.

module authn_file.

module authz_user.

module alias.

module dir.

module autoindex.

module env.

module mime.

module negotiation.

module setenwvif.

module filter.

module deflate.

module status.

module regtimeout.

conf charset.

conf localized-error-pages.
conf other-vhosts-access-log.
conf security.

conf serve-cgi-hin.

site ooo-default.

Created symlink 'setc/sustemd/sustems/multi-user.target.wants/apache2.service' -

'susr/lib/systemd/system/apache2. service'.

Created symlink 'setc/sustemd/sustems/multi-user.target.wants/apache-htcacheclean.service' » 'susr/lib/systemd/systemsapache-htcacheclean.service'.
Processing triggers for ufw (0.36.2-9)..
Processing triggers for man-db (2.13.1-1+b1)..
Processing triggers for libc-hin (2.42-13)..
root@debianserverli:"# _
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Enabling module authz_user.

Enabling module alias.

Enabling module dir.

Enabling module autoindex.

Enabling module env.

Enabling module mime.

Enabling module negotiation.

Enabling module setenwvif.

Enabling module filter.

Enabling module deflate.

Enabling module status.

Enabling module reqgtimeout.

Enabling conf charset.

Enabling conf localized-error-pages.

Enabling conf other-vhosts-access-log.
Enabling conf security.

Enabling conf serve-cgi-bin.

Enabling site 900-default.

Created symlink 'setc/sustemd/systemsmulti-user.target.wants/apache2.service' - 'susr/lib/systemd/system/apache2.service’.
Created symlink 'setc/systemd/system/multi-user.target.wants/apache-htcacheclean.service' » 'susr/lib/systemd/sustems/apache-htcacheclean.service'.
Processing triggers for ufw (0.36.2-9)..
Processing trigeers for man-db (2.13.1-1+h1)..
Processing triggers for libc-hin (2.42-13)..
root@debianserverl:™# ufw status

Status: active

To Action From
2estep ALLOKW Anyuwhere
2z2/tcp (wB) ALLOKW Anywhere (v6)

root@debianserverl:™# systemctl status apache2
e apachez.service - The Apache HTTP Server
Loaded: loaded (susr/lib/systemds/system/apacheZ.service; enabled; preset: enabled)
Active: active (running) since Mon 2026-84-13 19:06:11 BST; Smin ago
Invocation: 14e8818eaazf4669h988fdche7ded361
Docs: https:/s/httpd.apache.org/docs/2.4/
Main PID: 1824 {(apache2)
Status: "Total reguests: @; Idle/Busy workers 100/0;Requests/sec: @; Butes served/sec: 9 Bs/sec”
Tasks: 55 (limit: 2331)
Memory: 5.5M (peak: 6.7M)
CPU: 46ms
CGroup: /system. sllce/apachez service
lei14 ‘usr/shin fiCihE¥ -k start -DFOREGROUND

1846 susr/shinsapachez -k s :* DFOREGROUND
1841 NUi"‘zbir %W%FMF - ~t -DFOREGROUND

Apr 13 19:06:11 debianserverl systemd[1]: Starting apachez.service - The Apache HTTP Server...
Apr 13 19:06:11 debianserverl systemd[1] : Started apacheZ.service - The Apache HTTP Serwver.

root@debianserverl:"#
4 $ [ Ll ©
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<div class="section_header'>
<div id="docroot'></div>
Document Roots

<sdivy

<div class="content_section_text'>

Py
By default, Debian does not allow access through the web browser to
<emrany<sem> file apart of those located in <tt>/var/uwww</tt>,
<a href="https://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow'>public_html</a>
directories (when enabled) and <tt>/usr/share</tt> (for weh
applications). If your site is using a web document root
located elsewhere (such as in <tt>/srw</tt>) you may need to whitelist your
document root directory in <tt>/etc/apachez/apachez.conf</tt>.

<Py

<p>
The default Debian document root is <tt>/var/www/html</tt>. You
can make your own virtual hosts under svarsuwww. This is different
to previous releases which provides better security out of the box.

<Py

<sdivy

<div class="section_header'>
<div id="bugs'></div>
Reporting Problems
<sdivy
<div class="content_section_text'>
P>
Please use the <tt>reporthug</tt> tool to report bugs in the
fApachez package with Debian. However, check <a
href="https://bugs.debian.org/cgi-bins/pkegreport.cgi?ordering=normal;archive=0;src=apache2;repeatmerged=0"
rel="nofollow'>existing bug reports</a> before reporting a new bug.
<Py
<p>
Please report hugs specific to modules (such as PHP and others)
to respective packages, not to the web server itself.
<Py
<sdivy

<sdivy
<sdivy
<div class="validator'>
<sdivy
</hody>
</html>

root@debianserverl:™#
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debianserverl login:

Password:

alexandr

Linux debianserverl 6.19.8+dehld4-arm64 #1 SMP PREEMPT Debian 6.19.8-1 (2026-03-15) aarchbd

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

alexandr@debianserveri:
command not found
alexandr@debianserveri:
command not found
alexandr@debianserveri:
command not found
alexandr@debianserveri:

-hash: sudo:
-hash: sudo:

-hash: sudo:

% sudo dhclient ens

~% sudo systemctl re
“% sudo ip route add

“% ping -c 4 google.

166
start networking
default via 192.168.106.1

com

ping: google.com: Temporary failure in name resolution

alexandr@debianserveri:

1: lo:

“% ip a

<LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1009

link/loophack ©0:00:00:00:00:00 bhrd 00:00:00:00:00:00
inet 127.6.6.1/8 scope host lo
valid_l1ft forever preferred_lft forever

inetge ::

1/128 scope host noprefixroute

valid_lft forever preferred_lft forever

2: enslee:

<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1566 gdisc fg_codel state UP group default glen 1606

link/ether @6:0c:29:bh:3a:ac brd ff:ff:ff:ff:ff:ff

altname enp2sé

altname enx@eeczibb3aac

inet 192.168.100.16/24 brd 192.168.106.255 scope global ens16@
valid_lft forever preferred_lft forever

inete feBo::20c:29ff:febb:3aac/64 scope link proto kernel_l1
valid_lft forever preferred_lft forever

alexandr@debianserveri:
default via 192.168.

“% ip route
106.1 dev ens160 onlink

192.168.100.0/24 dev ens166 proto kernel scope link src 192.168.106.16

alexandr@debianserveri:
(6.8.8.

PING
From
From
From
From

g.8.
132.
132.
132.
132.

g.8

168.
168.
168.
168.

100.1@
100.1@
100.10
100.1@

--- 8.8.8.8 ping

pipe 3

alexandr@debianserveri:

Password:
root@debianserveri:”™

“% ping -c 4 8.8.8.8

icmp_seg=1 Destination
icmp_seq=2 Destination
icmp_seq=3 Destination
icmp_seg=4 Destination

statistics ---
4 packets transmitted, @ received,

+4 error

“% su -

8) 56(84) hytes of data.

Host Unreachable
Host Unreachable
Host Unreachable
Host Unreachable

s, 100% packet loss, time 3343ms
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