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Synthesize a solution to a potential real-life scenario
Justin Rastatter  P141652  jrastatter.141652@student.uwtsd.ac.uk
Abstract-in this report there is 6 sections, first the introduction, this will include information on what the assignment is and what its about, the second section is the research aspect of the report on the chosen topic from the list given in the assignment, this will be under the related work section, the third section will be the implementation section this will include multiple screenshots of the network in cisco packet tracer, the fourth section is the results aspect of the report these will come from the implementation done in the third section, lastly is the conclusion, this will be looking at the assignment as a sort of reflection on what was done and what was talked about in the research. After the conclusion will be the list of references.	Comment by Campbell, Carlene: 
It is a basic abstract. It lets the reader know what the assignment is about.   But this should be the last thing you write after completing an assignment or a project recapping key outcomes.

Introduction	Comment by Campbell, Carlene: 
Some details research background to the project would be good and make it more substantiated. 
In this report its going to be split into 2 parts, part 1 will be the practical side of the report this will be in the implementation section of the report this will be taken the given scenario from the assignment and creating a network to the need of the assignment, this will include multiple screenshots of all aspects of the network, the second part will be the research aspect of the report which will be under related work this will be focusing on a given topic from the list in the assignment in this case it will be the Internet of thing and smart city security issues. This will cover some of the security issues which can affect IoT networks and smart city networks.

Related work	Comment by Campbell, Carlene: 
You have demonstrated background related research.
For the research aspect of this report, it’s going to be covering the Internet of things and smart city security issues, the internet of things is anything which can be connected to the internet this can range from anything including phones, laptop and everyday devices. If it can connect to the internet, then it can be part of the internet of things.	Comment by Campbell, Carlene: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " is/has" instead of "'s".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm

Now with a massive number of devices connected to the internet comes more security issues, these can range from DDoS attacks(botnets) [1], data theft, ransomware and many more which will be talked about in the report since they apply to the IoT and Smart city security.

To start off, DDoS attacks, this can be a very big problem when it comes to IoT and smart city security because with DDoS attack they are intended to either slow down the service being provided or to shut it down completely, another way it can affect a network would be using Botnets [1] a botnet is a group of connected devices which are used to perform and attack on a target these are spread by malware, this can be done through emails, links, attachments and social media site, this will be a concern for a campus network since most students will be using all of the above in day to day usage, with botnets its difficult to detect since it acts as legitimate traffic. 

One of the more well know botnets would be the Mirai botnet, this malware was used toward the end of 2016 in one of the biggest botnet attack ever, its reported that it peaked at 1.1Tbps which targeted a French webhost and cloud service provider OVH [2] after these attacks the creator of the Mirai botnet made the source code public letting attackers rent the botnet which had over 400,000 connected devices, this lead on to more attacks with one notably in October 2016 against the service provider Dyn this attack toke down hundreds of sites some to note would be Twitter, Netflix and many more [3] for several hours. Most of the attacks were coming from IoT devices which had be infected with the Mirai malware.	Comment by Campbell, Carlene: 
Spelling mistake

This shows that botnets can be a very big problem for the Internet of Thing and Smart city devices, and need to be very carefully thought about when using IoT on campus, currently there is a scanner being worked from Incapsula [4]which is still in the beta phase of development this scanner can scan the network and let you know if there’s any devices currently infected with the botnet malware, it can also tell you if there is any device which is on the network that is vulnerable to the malware, once you start the scan it will begin to scan for devices connected on ports 22/23, this will then test to see if the devices is accessible with the password which are from Mirai’s dictionary [5], if the scanner find a device which is vulnerable it tells you to change the password of that device to a strong password, once that is done run the scan again to check if the problem is fixed.

Botnets are only one of the many problems that comes with DDoS attacks, they are being used more and more in IoT because of the lack of security which manufactures provide because its some what new. 

Another security issues for IoT and Smart city would be ransomware, ransomware is an attack which its main purpose is to either lock you out from using a device or stopping access to data, this can be done through various ways some of which are similar to how the botnets spread as talked about above, via emails, links, attachments just to name a few, now with ransomware once its infected your computer/device it will ask for a form of payment most likely in the form of cryptocurrency to decrypt the information for you.

An example of this attack would be the attack performed on the NHS system this affected multiple locations around the UK, causing staff to revert to pen and paper to handle hospital business,  this attack didn’t last that long this since a guy from south-west England was looking at the code of the ransomware and noticed that there was a kill switch coded into the malware, he found that it was connecting to an unregistered domain, he then bought the domain which then stopped the attack, after buying the domain he notice thousands of connection coming in 
rapidly, the reasoning behind buying the domain was that he works for a company which tracks botnets and want to see how this botnet was spreading through-out the internet [6].
This is big threat to IoT devices since there’s more and more devices which can become targets.

Another type of ransomware would be screen lockers, this malware will pop up when using you device and will completely freeze you from using it normally it will show an official looking seal saying something along the lines of this computer as used for illegal activities, and with it asking you to pay a fine to unlock the device, if its showing something that looks official it most like a scam since if the device was used illegally then the authorities wouldn’t use malware to lock you out of you device they would do it through the proper means. [7]

The is also mobile ransomware this does the same type of thing as screen lockers talked about above, it will display a message that the device was used in illegal activity, this type of malware can be delivered through malicious apps, one way around this would be to start the device in safe mode and remove the infected app.
Another way to stop this type of attack would be to use a good antivirus with real time protection, another way would be to create regular backups of data, this way if your device does become infected with ransomware you will still be able to use the data because you have the backups [7].  
 
 Another major issues with IoT and smart cities would be Data theft, there are millions of devices with information of the owner, these devices can range from phones, iPads, Smartwatches and kindles just to name a few. 

Most people will use these devices on the move and will most likely connect them to open Wi-Fi access commonly found in fast food places and coffee shops, the reason this is a problem is because the internet access is open, this means that anything/anyone can use that network, and with more and more ways to attack devices this gives attackers easy pickings since there’s no real protection on the network and if your using you personal devices with sensitive information on them then it can be gathered by the attacker, these attacker can gather anything from personal information like where you live, where you are from, your D.O.B and more sensitive information like debit and credit card information, with this information it moves on to becoming identity theft which if your unaware of can cause a lot of problems.  

Since the campus will also be heavily reliant on cloud-based service its also important to talk about the issues with cloud-based service, and the most important one would be how protected is your data.

This involves privacy, confidentiality and integrity of your data.
 
Privacy
Privacy is very important within the use of cloud services because the user need to make sure that the data being access is only accessible by them some people or companies might be storing sensitive information in cloud services if the privacy of information isn’t met then depending on the country it could get the companies in trouble with that countries data protection laws. [8] [9]

Confidentiality
Confidentiality means that the data is only access able by the right ppl if you have sensitive information which is free open to everyone then that not a good standard of confidentiality to have, with the increased number of devices connected the more access points to the data there is. This is return increases the risk of data becoming compromised. [8] [9]

Integrity
This is very important when it come stored data which is accessible by multiple users, the integrity of data need to be secure because if the data can be changed by any then its not very reliable data, for example the website Wikipedia, this site has massive amounts of data, but it can be change by anyone which makes it non-reliable. A cloud computing service provider is trusted to maintain the integrity and accuracy of the end user’s data. [8]  [9]

Implementation	Comment by Campbell, Carlene: 
This section covered the basic documentation of the setting up and configurations of tools and software. No discussion on any test or simulation conducted to draw inferences about the design. Did your design works? Was it tested in the simulation software? What happen when you simulate it? Did it function the way you expect it to?  Analysis on these should be in your written report. Though your design will be physically tested and mark.
This section of the report is task 1 of the assignment, this will be the practical side of the report, from the assignment it has been asked to design and create a network for a new SA1 campus which includes IoT.

In this section it will include multiple screenshots with annotation on what the screenshot is showing 

So, to start of the network layout 
[image: ]
[bookmark: _Toc513149979]Figure 1 Network layout
As Figure 1 shows you can see the layout of the network this includes 3 layers the core, distribution and the access layer, with the access layer, clusters are used to reduce the size layout in packet tracer, with in the clusters which are connected to a switch on the outside, is a firewall which is then connected to a router with a wireless router and sensor node as you will see in figure 2. 
[image: ]
[bookmark: _Toc513149980]Figure 2 Cluster group with Sensor nodes
There is 4 of these clusters with sensor nodes to increase the coverage size for the campus.

Within each cluster there is a router which is configured with password protection and encryption

With the cluster there is also a wireless router which all the nodes connect to this has also been configured from the defaults and change to appreciate names and passwords 
The defaults had no authentication, this was change to WPA2 and had the default SSID change as you can see in figure 3 below
[image: ]
[bookmark: _Toc513149981]Figure 3Wireless router security settings

Through out the network there also multiple redundancy link going to and from most switches and routers this is to help with problems which a certain connection, so if one line goes down then that part of the network will not go down since it has a back up line, as you can see in the core and distribution layers
[image: ]
[bookmark: _Toc513149982]Figure 4 Configuration for password and encryption
[image: ]
[bookmark: _Toc513149983]Figure 5Core and Distribution with redundancy links
Each part of the network including all clusters had firewall in between the end devices and the core network 
[image: ]
[bookmark: _Toc513149984]Figure 6 Firewall between intranet and internet
[image: ]
[bookmark: _Toc513149985]Figure 7 Firewall between the storage and distribution layer

Conclusion	Comment by Campbell, Carlene: 
Your conclusion need improvement.  It should include key areas or finding from your research and experiment and state or recommend future improvements. 
To sum up the report the main issues discussed where the issues with IoT and smart city security threats and how to counter some of them, the second half of this report was the practical side of the assignment which was creating a network in cisco packet tracer 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL] Lack sufficient peer review articles.  Avoid using too much websites. (Grade mark: 53.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]8

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated sufficient knowledge and understanding in the subject area. (Grade mark: 60.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]9

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your research aspect covered sufficiently. However, your practical aspect only covered the basic documentation of the setting up and configurations of tools and software. No discussion on any test or simulation conducted to draw inferences about the design. Did your design works? Was it tested in the simulation software? What happen when you simulate it? Did it function the way you expect it to?  Analysis on these should be in your written report. Though your design will be physically tested and mark.   Your conclusion need improvement.  It should include key areas or finding from your research and experiment and state or recommend future improvements.  (Grade mark: 63.33%)
	[bookmark: totalANA]30
	[bookmark: markANA]19

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A basic design without much in the way of configuration. Without the ports being shutdown a laptop can be added to the network and obtains an ip address from the DHCP server. This is major security fail as its was at the core level. (Grade mark: 30.00%)
	[bookmark: totalPAD]30
	[bookmark: markPAD]9

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate in a suitable manner but some room for improvement, some area required formatting.  Avoid contraction grammar, first person writing.  (Grade mark: 55.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]51%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
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