                              LAB- 5: Post F(Ph)ishing 
Task 1 
1) Installing the metagoofil 
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2) Updating the metagoofil 
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4) Initiating the metagoofil 
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5) Setting the parameters to capture or download documents from the specified domain (apple.com).
[image: ]
REFLECTION 
Metagoofil is an information gathering open source tool which is designed to extract metadata of various public documents such pdf, doc, xls, ppt, docx and many others.
This tool operates by performing a search in Google searching engine in order to identify and download the documents to the given local disk and then extract metadata with various libraries such as Hachoir, PdfMiner and so on. Together with the results it generates a report with the usernames, server name, software version or machine name. This information is very useful for the penetration testing during the information gathering. 
Using this tool was useful in information gathering phase as it allows you gain information about the targeted system. Using this it easy to find publicly available files. 
 
 



                                           Task-2 
Use Metasploit 
1) Starting the postgresql database management system.
[image: ]
2) Initiating the Metasploit frame database.
[image: ]
3) Exploring the various Metasploit managements options.
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4) Starting the Metasploit frame console. 
[image: ]
5) Checking the statues of connectivity. 
[image: ]

6) Gaining information about the service running on the port. 
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7) Using the auxiliary modules like Enumerator to collect information about the DNS like transfers, reverse lookups and DNS record. 
[image: ]
8) Attacking the targeted domain by setting 5 threats 
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9) Using auxiliary modules like Enumerator to search for company names.
[image: ]
10) Using auxiliary modules such as Enumerator to search for company names. 
[image: ]
11) Using auxiliary modules such as Enumerator to search for the subdomain information.  
 [image: ]





REFLECTION 
Metasploit is a computer security open source tool that can be used to gather the software vulnerabilities, Intrusion Detection System (IDS) signature development. Metasploit can also be utilized to execute and develop exploit programs against a remote target device. 
In this lab the Metasploit tool was used against the PostgreSQL database, the tool found to very powerful in exploiting and providing various information located in the database of the targeted system. 
Through this tool different information such as the DNS details, subdomain, company names and other information was exposed. Hence, this tool is a very useful for both the penetration tester and the hackers as it can leave the targeted system or remote device vulnerable. 
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kaligkali:~$ sudo msfdb init
[sudo] password for kali
[+] Starting database

[i] The database appears to be already configured, skipping initialization
kaliakali:~$ [l
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kaligkali:~$ sudo msfconsole
WARN: Unresolved or ambiguous specs during Ge
reline (> 0)
Available/installed versions of this gem:
-0.1.5
-0.1.3
WARN: Clearing out unresolved specs. Try 'gem cleanup <gem>
Please report a bug if this causes problems

Specification.reset:

=[ metasploit v5.0.101-dev
2049 exploits - 1108 auxiliary - 344 post
562 payloads - 45 encoders - 10 nops

=[ 7 evasion

Metasploit tip: After running db_nmap, be sure to check out the result of h
osts and services

sfs > I
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msf5 > db_status
[+] Connected to msf. Connection type: postgresql.
nsfs >
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msf5 > services -S Apache 10.0

Services

host port proto name state info

nsfs > I





image11.jpeg
nsf5 > use
msf5 auxili

Name:
Module:

License

Rank:

auxiliary/gather/enum_dns
ary(gather/enun_dns) > info

DNS Record Scanner and Enumerator
auxiliary/gather/enun_dns
Metasploit Framework License (BSD)
Normal

Provided by:

carlos Pe:
Nixawk

Check suppo:
No|

Basic optior
Name
Required

DOMAIN
yes
ENUM_A
yes
ENUM_AXFR
yes
ENUM_BRT
yes
ENUM_CNAM
yes
ENUM_MX
yes
ENUM_NS,
yes
ENUM_RVL
yes
ENUM_SOA
yes
ENUM_SRV.
yes
ENUM_TLD.
yes
ist
ENUM_TXT
yes
IPRANGE
no
NS

rez <carlos_perezidarkoperator.com>

rted:

ns:
Current Setting
Description

nitheesh. com
The target domain

true
Enumerate DNS A record
true
Initiate a zone transfer against each NS record
false

Brute force subdomains and hostnames via the supplied wordlist
E  true
Enumerate DNS CNAME record

true
Enumerate DNS MX record
true
Enumerate DNS NS record
false
Reverse lookup a range of IP addresses
true
Enumerate DNS SOA record
true
Enumerate the most common SRV records
false

Perform a TLD expansion by replacing the TLD with the TANA TLD 1

true
Enumerate DNS TXT record

The target address range or CIDR identifier
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msf5 auxiliary( o0 00) > use auxiliary/gather/enum_dns
msf5 auxiliary(<- o/ onun d0c) > set domain nitheesh.com

domain = nitheesh.con

msf5 auxiliary(<- oo/ onin dic) > set THREADS 5
THREADS = 5
msfs auxiliary(sather/cnun die) > run

I+]
+1
+1
1*]
1*1
1*1
1*1
+1
+1
1*1
+1
I+]
+1
I+]
+1

Querying DNS NS records for nitheesh.com
nitheesh.com Ns:
nitheesh.com Ns:
Attempting DNS AXFR for nitheesh.com from ns2.fastsecureservers.com
Attempting DNS AXFR for nitheesh.com from nsi.fastsecureservers.com
CNAME records for nitheesh.com

Ns records for nitheesh.com

Querying
Querying

nitheesh.
nitheesh.

Querying

nitheesh.

Querying

nitheesh.

Querying

nitheesh.

DNs
DNS
com
com
NS
com
DNS
com
DNS
com

ncloud. com ~all
[*] Querying DNS
[+] Auxiliary module
msfS auxiliary(oo o/ 00s) >

G
Ns:

ns2. fastsecureservers. con
ns1. fastsecureservers.con

ns2. fastsecureservers. con
ns1.fastsecureservers.con

MX records for nitheesh.com

X
SOA

SOA:

T

T

SRV

nitheesh. con
records for nitheesh.com

ns1. fastsecureservers. com

records for nitheesh.com

V=spfl +a +mx +ip4:204.44.192.77 +include:spf.antispa

records for nitheesh.com
execution completed
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msf5 auxiliary( oo oon o00) > back

msf5 > use auxiliary/gather/corpwatch_look_name

~ No results from search

- Failed to load module: auxiliary/gather/corpwatch_look_name

5£5 > use auxiliary/gather/corpwatch_lookup_name

mSF5 auxiliary(:: oo compuatcn Lookin ane) > set COMPANY_NAME VSIGMA
COMPANY_NAME = VSTGMA

msf5 auxiliary(eather/corpuatch Lookip nane) > set LIMIT 10

LINIT = 10

nsf5 auxiliary(gather/corpuatch_lookup_name) > run

|| No companies returned
[+] Auxiliary module execution completed
msfs auxiliary(gather/corpwatch_lookup_nane) > [




image14.jpeg
nsf5 > use auxiliary/gather/corpwatch_lookup_name

mSF5 auxiliary(soicr) corpuatcn Lookin nane) > set COMPANY_NAME VSIGMA
COMPANY_NAME = VSTGMA

msf5 auxiliary(esther/corpuatcn Lookn nane) > set LIMIT 10

LINIT = 10

msf5 auxiliary(gather/corpwatch_lookup_name) > run

-1 No companies returned

[+] Auxiliary module execution completed
f5 auxiliary(gather/corpuatch_lookup_name)
COMPANY_NAME = INFOSYS

sf5 auxiliary(gather/corpuatch_lookup_name)
LINIT = 10

sf5 auxiliary(gather/corpuatch_lookup_name)

set COMPANY_NAME INFOSYS

set LIMIT 10

run
[] Company Information

[*] CorpWatch (cw) ID): cw_16272

[] Company Name: Infosys Ltd

[*] Address: ELECTRONICS CITY HOSUR RD, BANGALORE KARNATAKA INDIA, BANGALOR
E K7 560 100

[*] Sector: Business services

[+] Industry: Services-computer programming services

[] Auxiliary module execution completed

msfS5 auxiliary(gather/corpuatch_Lookup_nane) > back

nsf5 > use auxiliary/gather/searchengine_subdomains_collector

msf5 auxiliary(gather/searchengine_subdomains_collector) > run

" Auxiliary failed: Msf::OptionvalidateError One or more options failed t
o validate: TARGET.

msf5 auxiliary(gather/searchengine_subdonains_collector) > set TARGET cisco
-com

TARGET = cisco.com

msf5 auxiliary(gather/searchengine_subdomains_collector) > run

[*] Searching Bing for subdomains from domain:cisco.com
[+] Searching Yahoo for subdomains from domain:cisco.com

[+] Auxiliary module execution completed

msf5 auxiliary(gather/searchengine_subdomains_collector) > |
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msf5 auxiliary(=conner/itn/fip version) > back
Bsfs > use audliary/scanner/sntp/sntp_enun

5 auxiliary(scanner/sntp/sntp_enum) >
RHOSTS = 10.0,2.7

msf5 auxiliary(scanner/sntp/sntp_enum) >
~ | Unknown command: Set.

msf5 auxiliary(scanner/sntp/smtp_enum) >
"~ uUnknown command: Set.

msf5 auxiliary(scanner/sntp/smtp_enum) >
"~ Unknown command: Set.

msf5 auxiliary(scanner/smtp/smtp_enum) >
threads = 150

msf5 auxiliary(scanner/smtp/smtp_enum) >

[+] 10.0.2.7:25 - Scanned 1 of
[+] Auxiliary module execution completed
ns€5 auxiliary(scanner/sntp/sntp_enum) >

set RHOSTS 10.0.2.7

Set threads 150

Set threads 15

Set THREADS 150

set threads 150

run

1 hosts (100% complete)
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BREm=s| 8 B kali@kali:~

File Actions Edit View Help

kaliakaliz~$ sudo apt-get install metagoofil
[sudo] password for kali: |
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kalidkali:~$ sudo apt-get update
[sudo] password for kali:

Get:1 http://kali.download/kali kali-rolling InRelease [30.5 kB]

Get:2 http://kali.download/kali kali-rolling/main amdés Packages [16.8 MB]
Get:3 http://kali.download/kali kali-rolling/contrib amds4 Packages [102 kB
1

Get:4 http://kali.download/kali kali-rolling/non-free amdes Packages [200 k
3]

Fetched 17.2 MB in 8s (2,273 kB/s)

Reading package lists ... Done

kaliakali:~§ [l
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kalidkaliz~$ sudo metagoofil
usage: metagoofil.py [-h] -d DOMAIN [-e DELAY] [-F] [-i URL_TIMEOUT]
[-1 SEARCH_MAX] [-n DOWNLOAD_FILE_LINIT]
[-0 SAVE_DIRECTORY] [-r NUMBER_OF_THREADS]
FILE_TYPES [-u [USER_AGENT]] [-w]
metagoofil.py: error: the following arguments are required:
kaliakali:~$ |
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kaligkal.
Tes -f
[+] Adding -w for you

[*] Downloaded files will be saved here: applefiles

[+] Creating folder: applefiles

[+] Searching for 200 .doc files and waiting 30.0 seconds between searches
[+] Downloading file - [95744 bytes] https://opensource.apple.com/source/Se
curity/security-31122/doc/Apple_OID_Assignments.doc

[+] Downloading file - [86528 bytes] https://opensource.apple.com/source/Se
curity/Security-29770/doc/AppleTp_Spec.doc

[+] Downloading file - [492544 bytes] https://opensource.apple.con/source/b
00tp/bootp-254/Documentation/BSDP. doc

[+]1 Downloading file - [41472 bytes] http://store.apple.con/Catalog/Us/Inag
es/ProofofAcademicIdentificationForm.doc

[+] Downloading file - [76288 bytes] http://store.apple.con/Catalog/China/T
mages/rejection_letter.doc

[+] Searching for 200 .pdf files and waiting 30.0 seconds between searches
[+]1 Downloading file - [337 bytes] http://wmi.apple.com/certificateauthorit
y/Application_Integration CPS/

[+ Downloading file - [147348 bytes] https://wmi.apple.con/privacy/parenta
1disclosureconsent.pdf

[+]1 Downloading file - [379192 bytes] https://ww.apple.con/jp/support/cip/
pdfs/atacable_pmg4mdd. 3 .pdf

[+] Downloading file - [394620 bytes] https://wmi.apple.con/jp/support/cip/
pdfs/battery_pmgindd. j.pdf

[+] Downloading file - [185578 bytes] http://images.apple.com/jp/server/pdf
s/ichatsvr_TB.pdf

[+] Total download: 1899651 bytes / 1855.13 KB / 1.81 MB

[+] Done!
kaliakal

:~$ sudo metagoofil -d apple.com -t doc,pdf -1

-n 5 -o applefi
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lali@kali: ~

File Actions Edit View Help

kaliakali
1}

$ systemctl start postgresql

Authenticate

/o) Authenticationiis required to start ‘postgresql.servic

Anapplication s attempting to perform an action that requires privileges.
Authentication s required to perform this action.

Password:

» Details

® Cancel Authenticate




