


Contents
Introduction	2
THE CLOUD	2
The shift towards cloud computing and its impact on industry?	2
How the job role of network professionals has evolved to meet the technical challenges of the cloud.	3
RESTful	4
How RESTful Web Services have been used to facilitate these changes.	4
Why software-defined networking has become so heavily adapted by industry, despite meaning an adaptation to the job role of network engineers.	4
Why standards, such as json and REST have been selected and utilised. Specifically, consider interoperability.	5
References	6

[bookmark: _Toc60986534]
Introduction
This report will investigate how computer networks have moved towards a greater emphasis on software and will be answering the following questions, how has cloud computing influence the industry sector? How has the job role of a network professional evolved to meet the technical challenges of the cloud? How have RESTful Web Services been used to aid these changes? Why has software-defined networking become so heavily adopted by industry, despite meaning an adaptation to network engineers' job role? Why standards, such as json and REST have been chosen and utilised. Specifically, consider interoperability?
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Before talking about the impacts cloud computer has on the industry, we first need to talk about what cloud computing means, cloud computing is built from a complex group of systems that when put together can accomplish incredible tasks, these tasks are mainly, data backup, disaster recovery, virtual desktops and because the machines are built on the cloud, [1] they can be scalable which means it’s going to be cheaper for the end-user to get started with whatever project they want and later on if their idea grows it is easier to expand. [2] Cloud computing has made it easier for companies to expand, as many members of society are online and having an online presence will significantly increase the likelihood of business growth. The shift towards cloud computing and its impact on the industry is enormous as it helps companies save money, this is accomplished because cloud systems and it features can be rented out, making the total cost to keep an online presence cheap, furthermore, cloud computing makes it a lot easier for a business to expand their ideas as the whole platform is scalable as companies don’t have to own any physical device, so small business can grow at their speed without costing them money to maintain hardware that they don’t need, [3] moreover, the cloud allows for total security of the customer and company data, as all the data is stored off-site and in numerous places all over the world the risk of a security breach is shallow as all the data centres are protected continuously with firewalls and life scanning software. On the other side, to gain access to the cloud systems that a user paid for they will need to have a consistently strong connection to the internet. This could prove problematic for many with the always increasing price for the internet. Even if the user has a good connection to the internet, it does not solve bandwidth issues, [4] as the user could be in a high populated area. In my opinion, the cloud has had a positive impact on the industry by allowing many business and companies to expand and grow. [5]
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Network professionals are tasked with establishing networks; this is done by consulting with end-users of what solution they need. They also assess workflow, security, and design router administration. Furthermore, they look at network performance problems such as availability, latency, usage, and throughput. Maintaining the network is another critical task that network professionals will have to undergo. [6] The network needs to be maintained. If any issues arose, the network professional would need to troubleshoot the network issues and optimise performance for users by adjusting performance. [6] Securing the network is one of the most critical roles of a network professional. Securing the network is done by implementing stable protocols for network access and then tracking and reviewing any problems. It is essential to have adequate reporting and record-keeping skills as any changes noticed will need to be documented. Upgrading the network is necessary as out of date software running on the network could result in data breaches as security protocols would not be up to date. This could also result in incompatibility issues as old software may not be compatible with new software. [6] These tasks usually are what they would do on a day-to-day bases; however, with the introduction of cloud computing, their jobs roles will change. With the introduction of the cloud, professionals need to evolve their skills; they still must do all the other tasks above. Yet, now they need to design, plan, and implement the cloud systems to customers-specific solutions, as one customer need can be diffident to another. For example, customer A is a photographer. They need storage space to store all their pictures. At the same time, customer B is a scientist who needs processing power to run millions of simulations. The two customers both require different needs from the cloud, and it is the job of the network professional to assign the right solution for the customer. A network professional will also need to scale cloud services so for growing companies once they are up and running and they require more cloud systems to assist their profession the network professional will need to allocate the customers more resources, for example, the photograph may need to be assigned more space for the pictures, and the scientist may need more computing units to perform additional simulation, monitoring usage of cloud networks is another task the network professionals will need to learn to meet the technical challenges of the cloud, the reason for this is if these a bandwidth issue spotting right away could save time and money, the last challenge that network professionals need to learn is how to programme the cloud, this ability is extremely important as the way the cloud systems communicates with the end-users is by code, this is a relatively new skill that will need to be learned quickly as the increasing use of could computing has facilitated the need in the cloud network professionals. [7]
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To find out the answer we first need to find out what RESTful web services are, the term (REST) stands for representational state transfer; it is an architectural style of software that describes a collection of constraints that are to be used to build Web services. The REST architectural style connects computer systems to the internet, which is supported by web services that adhere to the REST, called RESTful Web services. RESTful Web Services have been used to facilitate change in the industry by allowing users of RESTful web services to gain access to essential functions on the internet; RESTful Web Services add this function, [8] the first one is HTTP. There are two forms of HTTP, request and response, the user sends an HTTP request to a web, a web server receives the request, and the request is then processed and returns an HTTP response to the browser, the client gets the response on the search browser they are using. [9] The second is CRUD Design Principles; this stands for (Create, Read, Update, and Delete). CRUD is a basic REST design principle that establishes a one-to-one mapping between Create, Read, Update and Delete. It operates by creating a resource on the server by using POST command to retrieve a resource a GET command will be sent. However, changing the state of a resource or updating it using a PUT command will need to be sent to withdraw or delete a resource entering a DELETE command. The third is SOP (Same Origin Post). SOP is a policy that permits scripts running on pages originating from the same site to access each other's methods and properties with no specific restrictions but prevents access to most methods and properties across pages on different sites. The fourth is JSONP this is a JavaScript technique used to request data by loading a script element, which is an element intended to load standard JavaScript. RESTful services have helped facilitate changes in the industry and networking job sector by allowing the use of its services, which are the building blocks for the internet. The service will enable data to be retrieved and sent over the internet. [10] The changes that were made to network professionals' job role was that the understanding of how to code using the RESTful services is a necessity in the field as cloud systems use the RESTful services to connect to their customers, network professionals need to understand the ins and outs of the system.
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SDN (software-defined networking) is a class of technologies that separate the network control plane from the forwarding plane to enable more automated provisioning and policy-based network resources management. [11]Software-defined networking has become so heavily adapted by the industry because, they can support IoT devices and remote access; usually, software-defined networking allows the customers to see all their devices and the transmission control protocol flow, which helps to separate the network from the management plane to support various applications configurations. Software-defined networking controllers have programmed to detect when a network's bandwidth has reached its limit and smartly responds by freeing up applications using bandwidth or increasing the processing capacity, so connecting systems do not suffer latency issues. Software-defined networking has a bunch of security benefits. The admin can divide the network connection between the end-user and the data centre and apply different security settings for various network traffic types. With software-defined networking, networks can have a public open network with low security that does not touch-sensitive information and another network with remote access control with software-based firewall and encryption policies; this allows for sensitive data to be sent and received. Software-defined networking has shown that it provides the operation of a network with additional flexibility. [12] Flexibility is undoubtedly one of the critical goals that service providers must achieve. Flexibility is an essential competitive advantage because it can dynamically respond to a wide variety of customer demands for flexible network service delivery. These features are some of the reasons why software-defined networking have become so heavily adapted in the industry sector. The job role of network engineers will change over time as software-defined networking changes how the industry is structured, as network engineers need to learn how to work with software-defined networking controllers and OpenFlow and manage the interaction with applications. Network engineers need to start learning about working with open flow and open-source switch controllers which are the building blocks of software-defined networking. [13]
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We first need to talk about the standards json and rest mean and define interoperability. Rest is an architectural style that governs a set of recommendations for designing loosely coupled applications that use the HTTP protocol for data transmission. JSON stands for JavaScript Object Notation. It is used to store and exchange data as an alternative solution to using the extensible mark-up language. The ways JSON is laying out makes it more comfortable to understand, as the formatting of the code is easier and quicker to read and write. [14] The term interoperability means the ability for software on a computer to interact with other computer systems and its effectiveness at transferring and processing data. The purpose of interoperability is to make it so that different computer systems can talk and understand the information that has been pass to one another. [15] REST has a high interoperability because of the use of API. the API's used are uniform interface, this allows the request sent form different clients to look the same on the server, for example, the same resource should not have more than one URI. Also, the clients and the servers act dependent as they communicate by sending and responses requests. The server shouldn't run any server-side sessions as all requests should contain the information the server needs and there might be numerous servers between the client and the server that returns the response, this shouldn't affect the request or response. Json Syntax is a formatting-based layout with two main structures, objects, and arrays, for example, figure 1 shows the format the code would be structured with high interoperability. [16]
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