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Introduction

This report is split into two parts the first part tackles the company’s hardware requirements for
being able to design run engineering software’s like SolidWorks and It spice. It also tackles the
operating system used Asweecond part focuses on the companies cyber security
vulnerabilities which were higfgirted in a recent audit. The second part will go into detail about the
severity and likelihood of each vulnerability and will provide solutions to all the cyber security
problems. The second part will also show a response action plan which will show the company how
to deal with a breach in their system and which areas are more vital to running the company.

Task 1

Overview

The company would like a PC which can run both engineering software’s SolidWorks, Spice and
LabVIEW while also being able to operate as a normal desktop being able to run teams meeting
software and other profession tools for presenting, report writing and budgeting. The list of parts
needed can be seen below

* CPU and Motherboard
* RAM

e Storage

e |Input and output ports
s Graphics card

s Case and power supply
s Monitor

e  Webcam

e Keyboard

s  Mouse

* Required software

* Network connectivity

PC parts
Component | Selection —————{Specificaton | Price
CPU Intel Core Ultra 9 285K | 24 cores, 24 threads, £539.99
4.6-5.7GHz
CPU Cooler Noctua NH-D15 300-1500RPM 19.2- £99.98
24.6 dB




Motherboard Gigabyte Z890 Aorus 1xPCle 5.0 M.2Slot3 | £241.90
Elite Wifi7 x PCle 4.0 M.2 Slots x
PCle 5.0 x16 2 x PCle
4.0x44xUSB2.02 x
USB 3.2 Gen 2,3 x USB
3.2Gen 1,2.5GbE
LAN, Wi-Fi 7, 1 x Front
USB-C 10Gb/s
4 x SATA 6Gby/s, 2 x
PCle 4.0
Memory Kingston fury beast DDRS —5200MT/s £244.80
128 GB (4x32GB) 128GB total
DDRS memory
Storage Crucial P3 Plus SSD 2TB read speed £97.99
2TB M.2 NVMe PCle 7,400MB/s
Gen4 Internal SSD
Graphics card MSI Venture GeForce | 2x8GB 1550MHz £184.99
rtx 3050 GDDR6 HDMI
Case Lian Li 011 Dynamic 8x USB 3.0 Type A £194.99
XL 2x USB 3.1 Type C
2x HDD cages
Power supply TUF 1000W 80+ Gold Fully modular 1000W | £151.97
certified fully modular | ATX 3.0
power supply
Operating system Windows 11 Runs SolidWorks £119.99
Monitor Dell C3422WE 34Inch | Built in webcam £494.00
WQHD curved 34-inch
monitor 60Hz
Mouse and keyboard HP 230 Wireless 2.4GHz 16-month £19.96
combo Keyboard and mouse | battery life Wireless
combo 1600dpi

In the table above you can see the chosen parts for the companies PC build. The main task was for it
to run SolidWorks and other engineering applications without any issues therefore | used the
recommended hardware selection on SolidWorks site to choose the CPU as the developers will know
exactly what hardware will work the most optimal for the company. The intel core ultra 9 285K CPU
was chosen as not only was it recommended by the SolidWorks hardware part of their website [1],
but the CPU has 24 cores to run allowing for more performance. The motherboard was used as its
compatible with the CPU and can be overclocked to allow for more performance. It also has Wi-Fi 7
built in and lots of ports to connect different devices to. The 1000-watt power supply was chosen as
it allows the engineer to upgrade parts of the pcin the future without having to get a new power
supply as the power consumption of the pc now is 671watts.A large case was chosen to house all the
components with room to upgrade in the future. The 128 Gb memory DDR5 as it has more




bandwidth per CPU core which should allow for better performance across the cores. Windows 11
was chosen as the operating system due to the easier nature of the operating system compared to
others like Linux which windows is more restrictive the user will not be able to notice and their
experience using SolidWorks and teams will not be hampered.

Task

Security Assessment

The companies cyber security issues have been listed below.

s Qutdated firewall configurations cause vulnerable network

e Outdated firmware on devices and default passwords

e International supplier has no cybersecurity practices

e Limited cyber security training amongst staff has led to phishing and social engineering
attacks

The issues will all be ranked for their severity and likelihood. The most vulnerable part is the
outdated firewall due to the risk of an attack being able to eavesdrop on the network and potential
gain access to not only the company’s data but also customer data Aswell. The most common form
of attack against a company is the DDOS denial of service attack which would render customers and
clients unable to access the website. With the DDOS attacks being more common the severity and
likelihood of an attack is high. [2]. The outdated firewall could lead the company susceptible to many
forms of attack including drive by attacks where hackers embed malicious scripts into various
websites which when uses interact with cause there data to be accessible to hackers another form of
attack would be adware attacks which allows hackers to pop up adverts on a victims computer or
mobile device which can cause them to slow down the device or try and install a virus or spyware.
The firewall would block users from being able to go onto dangerous websites and block adverts the
second most vulnerable area would be the outdated firmware and default passwords. The default
passwords can easily be cracked by hackers as in the 2014 Trustwave analysis out of 691 data
breaches a third were caused by default passwords. [3]The default passwords also mean that once
the attack is inside they could potential have access to all data forms including customers and
clients. The outdated firmware leaves the devices open to SQL injection attacks which involve a
malicious SQL code being injecting into an application allowing attackers to view and modify the
database. These forms of attack are usually counteracted by developers releasing security patches in
the firmware. The default passwords being cracked would be very likely to happen however the
outdated firmware is less likely to happen due to it being harder for an attacker to accomplish
compared to other forms of attack. The lack of cybersecurity training is third in the most vulnerable
but still very severe due to untrained staff not being able to identify breaches when they happen.
The lack of cybersecurity training means the staff would not have the knowledge to identify a
potential breach in the system it would also make them more susceptible to social engineering
attacks like the phishing attacks which have already caused problems for the company. The main
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two phishing attacks which the company is vulnerable to are spear and whale attacks which involve
the hacker posing as either an important businessperson like a chairman or head of an organisation
or sending fraudulent emails and phone calls to gather unauthorised information. The lack of
training is the most likely to cause an issue due to untrained staff being a target for phishing attacks.
The international supplies not having robust cybersecurity practices is an issue but is less serious
compared to the others as its not in house and there is always the option of switching supplies. The
lack of cybersecurity practices means that any of there devices could be susceptible to zero-day
attacks which might take months for the developers to fix.

Response Plan and cybersecurity fixes

A plan to tackle all the major cybersecurity risks in the company would first be setup proper network
firewalls and to have a dedicated network engineer who can routinely check and update the
firewalls, if necessary, against new types of attacks. The second part of the plan would be to
implement proper cybersecurity training for all staff and to have an annual refresher for all
employees. The company could also implement fake phishing emails every so often to ensure that all
employees are able to correctly identify and report any attempts at breaches. The next part of the
plan would be to change all default passwords and update all firmware on factory devices. The
passwords should be changed to something between 8-16 characters with a mixture of numbers and
special characters to make it more secure. The same password should also not be used for multiple
devices and passwords should not be written down somewhere in plain sight like on a desk next to a
PC. A recommendation would be to enable 2FA on devices which are able to support it as it brings an
extra layer of protection against brute force attacks. The companies’ issue with the international
manufacturer is more difficult to fix as they are a different company. The advice would be to either
change manufacturers to one which is more cybersecurity aware or to provide feedback to the
manufacturer around concerns that their product may be vulnerable to firmware attacks.

The steps taken to ensure a company is protected against any cybersecurity threats can be seen
below

1.Identify key and critical assets within the company and then categorise them based on their
function. This will give the company an idea on which areas they need to focus their resources, and
which are the most essential.

2.ldentify potential threats and vulnerabilities through risk assessments and threat analysis to
understand the evolving landscape of cybersecurity threats. This step allows the company to see any
other points of failure in their system before it’s too late.

3.Create an incident response team of trained professionals who have a clear view of there roles and
responsibilities and clear communication channels. These people should be able to detect contain
and investigate any breaches in security quickly and efficiently.

4. Create an incident response plan. The steps in the incidence response plan would be to




1.Preparation create an incident response team with clear understanding of their roles,
responsibilities and knowledge of any potential threats.

2.Detect and identity any breaches in the company related to cybersecurity.
3.contain the incident and limit damage to the company.

4.Removal of the threat from company systems

S5.Recover any data or affected systems to normal

6.Review and analyse the incident to see key areas for improvement like weak points in the system
and response time to threat.

Conclusion

In conclusion this report demonstrates the necessary parts needed to build a functional PC for the
companies engineering needs and has given the company a clear understanding and plan of what's
needed to upgrade their cybersecurity system to mitigate threats from attackers. The report has also
given the company a response plan on what to do if the have had a cybersecurity breach. The key
takeaways for the company on their cybersecurity policy is to always make sure all firmware and
firewalls are up to date with the latest updates against any threats. The company should also
annually have cybersecurity training updates for the employees and to change all default passwords
to more secure ones which should not all be related or the same. If devices can have 2FA on, then
they should as it provides another layer of security. The PC built has been designed around the
requirements of SolidWorks and the other engineering software so there it should run optimally on
those software and any normal professional office tools.
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