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[bookmark: _Toc60849820]Introduction
This report aims to explain some of the basic rules that the database systems utilize and the foundational properties every DBMS should have implemented. It also attempts to describe the solution for the To-rent agent's management team regarding their concerns about fraudulent activities that may be happening.
[bookmark: _Toc60849821]Transaction and Concurrency
Transaction support and concurrency control are two functions every database management system (DBMS) should have implemented. These two functions are closely related and ensure that the database stays reliable and maintains it in a stable state.
[bookmark: _Toc60849822]Concurrency
Almost every DBMS allows the users to carry out more than one simultaneous operations. If these operations are not restricted, they may get in away whit one another, leading to the incompatible database. Concurrency control deals whit this issue using a protocol that prevents accesses from tangling up.
[bookmark: _Toc60849823]Transaction
A transaction is an action or sequence of -actions passed out by a single user or application program that reads or updates the database's contents [1]. It can be a complete program, part of a program, or a single command like SQL "UPDATE" or "Delete" commands. Let us look at a simple transaction example:
Account Alex 	Account Reni
	Open_Acc (Alex)

	OldBal = Alex.bal

	NewBal = OldBal - 2500

	Alex.bal = NewBal

	CloseAccount(Alex)


	OpenAccount(Reni)

	Old_Bal = Reni.bal

	NewBal = OldBal + 2500

	Reni.bal = NewBal

	CloseAccount(Reni)


In this example, the first account balance is decreased, then the funds are added to the second account. This small and straightforward transaction needs more than a few low-level tasks to run in the database for the transaction to be completed.
[bookmark: _Toc60849824]ACID properties
Every transaction should follow the four main properties: atomicity, consistency, isolation, and durability, also known as "ACID properties". ACID properties and its concepts of a transaction are put forwarded by Haerder and Reuter in 1983.[1]
· Atomicity guarantees that each transaction in the database is treated as a single entity, which succeeds or fails completely. If any statement consulting transaction fails, the entire transaction must "die", and the database should be left unchanged. Atomicity property prevents updates to the database occurring partially, which can cause more significant issues than rejecting the update as a whole. Consequently, a transaction can not be observed in progress, in one moment, it has not happened, and in the next, it is already finished.
· Consistency ensures that a transaction can only bring the database from one valid state to another, maintaining database invariants: any data written to the database must be valid according to all defined rules, including constraints, cascades, triggers, and any combination thereof. This prevents database corruption by an illegal transaction but does not guarantee that a transaction is correct. Referential integrity guarantees the primary key – foreign key relationship.
· Isolation ensures that concurrent execution of transactions leaves the database in the same state that would have been obtained if the transactions were executed sequentially. Transactions are often executed concurrently (e.g., multiple transactions reading and writing to a table simultaneously), isolation is the primary goal of concurrency control.
· Durability guarantees that once the transaction has been completed and committed, the database must ensure that results survive any subsequent malfunctions (power outage, system failure).
[bookmark: _Toc60849825]Database anomalies and two-phase locking
For a database to work, many tasks need to be executed most simultaneously in some cases, and this leads to "anomalies". This report will discuss three anomalies "dirty read", "unrepeatable read", and "lost update", and a solution for these issues.
· Uncommitted dependency is also known as "dirty read". It occurs when a transaction is allowed to read data from a row that has been modified by another running transaction and is not committed. Dirty read is similar to non-repeatable read phenomena; the difference is that the second transaction does not need to be committed for the first query to return a different result. In the below example, the data that the ATM transaction reads is "dirty" data. Two-phase locking solves this issue; the first transaction will lock the balance until it finishes, the ATM will not be able to read the data until the lock is released.
	Payment transaction
	ATM transaction

	Balance=$120-payment transaction begins
	

	Balance=$95-autopayment occurred and updated the account balance
	

	
	ATM transaction begins

	
	Balance=$95-transaction read the updated account balance

	
	ATM transaction completes

	Balance=$120-Auto payment rollbacks and completes the transaction
	



· Non-repeatable read occurs when a transaction executes a row is retrieved twice, and the values are different between to reads. This anomaly can be observed in lock-based concurrency control if read locks are not acquired on performing "SELECT" operation, or when the locks on affected rows are released straight after the "SELECT" operation is performed. For example:
	Transaction 1
	Transaction 2

	Read1 product quantity=10
	

	Transaction working
	Update product quantity=5

	Read2 for the same product quantity=5
	


As shown in the above image, we have two transactions. Transaction 1 starts first, and it reads the Quantity available as 10 for the product Mobile. Once it reads the data, then it is going to do some other work. At this point, Transaction 2 starts, and it updates the Quantity to 5 for the same product Mobile. Transaction 1 then makes a second read for the same product Mobile, and it gets a value of 5, resulting in a non-repeatable read concurrency problem.
· The lost update occurs when two transactions read the same data, and then update the data with different values. For example, consider a scenario where a user arrives and initiates the process of buying a laptop, this will initiate a transaction. Let's call this transaction, transaction 1. At the same time another user logs into the system and initiates a transaction, let's call this transaction 2. Take a look at the following figure:

	Transaction 1
	Transaction 2

	Available items in stock:12
	

	
	Available items in stock:12

	Sell 2 items
	

	
	Sell 3 items

	
	Update items in stock:10

	Update items in stock:10
	


Transaction 1 reads the items in stock for laptops which is 12. A little later transaction 2 reads the value for ItemsinStock for laptops which will still be 12 at this point of time. Transaction 2 then sells three laptops, shortly before transaction 1 sells two items. 
Transaction 2 will then complete its execution first and update ItemsinStock to 9 since it sold three of the 12 laptops. Transaction 1 commits itself. Since transaction 1 sold two items, it updates ItemsinStock to 10. 
This is incorrect; the correct figure is 12-3-2 = 7 

[bookmark: _Toc60849826]Two-phase locking
Two-phase locking is a concurrency control method used to deal whit some of the database anomalies. This protocol utilizes lock, applied by the transaction to the data used, which blocks other transactions from accessing the same data during the transaction life cycle. These locks are applied and removed in two phases, "expanding phase" locks are acquired, no locks are removed, and "shrinking phase" locks are released, no new locks are acquired. The basic protocol utilizes two types of locks "shared" and "exclusive", modification of the protocol may use more lock types. Two-phase locking can cause "deadlocks"; this can happen when utilizing locks that block processes. Mutual blocking of two or more transactions is known as "deadlock", the situation where the execution of said transactions is stalled, and none of the transactions can be completed. Aborting one transaction per cycle is sufficient to break the cycle. If a transaction has been aborted due to deadlock resolution, it is up to the application to decide what to do next. Usually, an application will restart the transaction from the beginning but may delay this action to give other transactions sufficient time to finish to avoid causing another deadlock.
[bookmark: _Toc60849827]Problem and solution
The issue whit the To-Rent database is that no security futures have been implemented. It is impossible to audit the data being recorded, deleted, and altered. Because the geographical expansion new employees are being hired, users and the database's data will increase. Two new tables have been created to solve the audit issue, which will store all the information needed to keep track of the database transactions. First table "PRGDatabaseAudit" will store information gathered by a trigger called "alert_table", which is activated by create, drop, and alter table commands. The second table "PRGPropertyAudit", will store data gathered by five triggers responding to insert, update, and delete commands. 
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This report discussed the terms transaction and concurrency as used in a database system. Also explained the "ACID" properties of databases and some of the anomalies that can occur. A solution has been purposed to the To-Rent management team, to detect any fraudulent activities whit the use of triggers. Whit the data collected by the triggers management of To-Rent will be able to see if any fraud attempts have been made. 
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