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Cloud Engineering Principles and 

Docker Containerization 

 
Introduction  

Cloud computing has become one of the most important technologies in modern computing 

because it provides scalable, flexible and cost-effective solutions for organisations and individuals. 

The rapid growth of cloud platforms has changed how applications are developed, deployed and 

maintained by enabling services to run efficiently across distributed infrastructures. Technologies 

such as virtualization, containerization and serverless computing now play a major role in 

supporting modern cloud environments. 

This report explores the principles of virtualization and containerization and explains their 

importance in cloud computing. It examines how virtualization allows multiple virtual machines 

to run on shared hardware and how containerization improves application deployment through 

lightweight and portable containers. The report also demonstrates practical Docker 

implementations, including building and publishing Docker images, creating Docker volumes, 

configuring container networking and running multi-container applications. 

In addition, the report discusses key cloud-computing concepts such as load balancing, scalability 

and application gateways, highlighting their role in improving performance, availability and 

reliability in cloud-based systems. The report further investigates the main driving forces behind 

cloud adoption, including flexibility, cost efficiency and operational agility, while comparing 

serverless computing with container-based approaches. 

Finally, the report provides a critical evaluation of modern cloud technologies by discussing their 

advantages, limitations and future trends within cloud computing environments. 

Practical Demonstration videos Link 
https://www.youtube.com/watch?v=qG0Y6MxD_AE 

1.Principles of virtualization and containerization 

1.1 Virtualization of shared hardware 

One of the core technologies in cloud computing is virtualization, which allows a single physical 

machine to host multiple VMs — each containing its own OS and applications. This is made 

possible by a hypervisor, through which you can use hardware resources (CPU, memory and 

storage) between virtual environments [1] [2]. 

In traditional computing environments, each physical server had its own OS and app so machines 

sat half-tapped & under-utilized. As a result, resources were under-utilized, and infrastructure costs 

grew. Virtualization addresses this limitation with the ability to run many operating systems 

https://www.youtube.com/watch?v=qG0Y6MxD_AE
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concurrently within one host system, keeping each VM isolated from other VMs for stability and 

security [2]. 

1.1.1 Types of Hypervisors 

Hypervisors are classically divided into 2 types. Bare-metal or Type 1 hypervisors: This type of 

hypervisor runs directly on physical hardware. It is used mainly for enterprise and cloud 

infrastructures due to its performance & efficiency. Virtualization examples : VMware ESXi | 

Microsoft Hyper-V on the other hand, Type 2 (hosted) hypervisors run above an additional 

operating system, mainly for the purpose of testing and development [2]. 

1.1.2 Real-World Implementation 

For example, a practical instance of virtualization can be found in Amazon Web Services, with its 

Elastic Compute Cloud (EC2) service. Without the need for physical infrastructure, EC2 allows 

customers to get virtual servers on-demand showcasing how cloud needs scale and flexibility 

thanks to virtualization. Likewise, modern data centers implement virtualization to combine 

several workloads onto fewer physical machines -- cutting hardware costs and improving energy 

use intensity along the way. 

1.1.3 Types of Virtualizations 

There are also alternatives to your kind of virtualization. Full virtualization provides stronger 

isolation guarantees but tends to incur performance penalties by allowing unmodified operating 

systems on independent nodes. On the other hand for para-virtualization, performance is improved 

by allowing guests to communicate directly with the hypervisor, but this requires operating system 

modifications [3]. 

1.1.4 Challenges of Virtualization 

But along with its benefits, virtualization poses a few challenges. The biggest trade-off is 

performance overhead because the hypervisor layer can impose a small throughput penalty relative 

to native execution, but typically this limitation is minimal (around 1-2%). Another challenge is 

resource contention when multiple virtual machines compete for very limited physical resources 

such as CPU and memory. This can impact system performance, especially in high-demand 

environments—if not managed well. 

In general, virtualization is still an important part of the cloud — helping with resource usage, 

scalability and infrastructure management at a lower cost. Which is still in use of cloud platforms 

and makes it significant part around modern IT systems. 

 

1.1.5 Benefits of Virtualization 

There are different important benefits of virtualization for improving efficiency, flexibility and 

system reliability. These advantages are summarized below: 

• Efficient use of resources: commercial cloud providers can improve maximum 

availability of the hardware by sharing CPUs, memory and storage across virtual 

machines [1]. 

• Simplified management & rapid provisioning: VMs are software‑defined, provisioned in 

a matter of minutes from templates and automation [1] 
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• Isolation and disaster recovery: A failure in one virtual machine will not affect the other 

VMs & as they are more portable, vms can be moved or replicated for disaster recovery 

[1] 

• Cost efficiency: fewer physical servers means less hardware, power and maintenance 

expenditure on this piece of IT infrastructure [1]. 

 

1.2 Containerization principles and benefits 
Containerization (or containerization) is a new way to deploy applications: an app and all its 

dependencies bundled together as a lightweight, portable unit called a container. Compared to 

virtual machines, containers do not need a complete operating system but share the kernel of the 

host system while running isolated user environments [3]. Hence, containers are way more 

efficient in terms of resources and start time. 

1.2.1 Container Architecture 

Containerization has an underlying architecture that is one of the key aspects. All containers on a 

host system share the same operating system kernel, which is called kernel sharing relied by 

containers. This is lighter than the traditional virtual machines, where every instance has to have a 

separate OS. Containers also use namespaces to provide isolation. Namespaces, as the name 

suggests, guarantees that each container has an isolated view of system resources including 

processes, network interfaces and file systems therefore preventing interference between 

containers. Control groups (groups), which allow a set of processes to manage the resources 

consumed by containers (CPU, memory, and other). These features will enable efficient, secure 

and more scalable container execution [3]. 

1.2.2 Benefits of Containerization 

The above benefits give an overview of why containerization has emerged as the go-to approach 

for developing modern-day native applications. 

• Fast turnaround and scalability: As containers can start almost instantaneously, they can 

scale very quickly at high demand [3]. 

• Portability — a container wraps all the application dependencies needed to run it reliably 

for different environments on any cloud provider [3]. 

• Support for microservices: containers are well-suited for microservices architectures 

because they enable applications to be composed of smaller, independent services where 

each service runs in its own container [3]. 

• Resource efficiency: containers require less resource consumption compared to VMs and 

hence provide high density, low cost [3]. 

• Concretely with a few compromises, containers isolate applications but not from each 

other 9 therefore industry uses VM’s as they have security isolation [3]. 

1.2.3 Docker vs Kubernetes 

Similarly, clarifying between container technologies such as Docker and orchestration tools like 

Kubernetes is also essential. You use Docker to create, package and run containers for your 

application and Kubernetes will manage the orchestration of many such applications across a 

cluster of machines. Docker is a set of tools for managing the individual container lifecycle, 

whereas Kubernetes offers advanced features like automated scaling, load balancing and fault 
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tolerance. This scalability aspect makes things like large deployments at production scale more 

straightforward for Kubernetes. 

1.2.4 Security Issues in Containerization 

However, with the benefits of containerization also come numerous security challenges. A 

prominent scenario is container escape, in which a rogue process is launched by the container and 

breaks out of it to gain control over the underlying host system and thus other containers. Another 

problem is image vulnerabilities which is simply because the containers are based on publicly 

available base images that might contain deprecated software or security flaws. If not scanned on 

time and patched, then it can be a potential leak point of Cybercriminal [3]. 

In summary, containerization is here to stay and forms a vital part of cloud computing. 

Nonetheless, organizations need to mitigate security risks and apply the right instruments and best 

practices for safe deployment in cloud environments. 

1.3 Virtualization vs. containerization 
Both virtualization and containerization abstract physical hardware resources, yet they exist at 

different layers of the system stack and have differing scopes. Some VM (Virtual Machines) 

provide virtualization of the complete hardware stack including the OS, enabling multiple 

independent operating systems on a single physical host. This solution offers well isolated 

environments and is particularly suitable when you want to run applications with different 

operating systems or need strong security boundaries. [2] Unlike containerization, which 

virtualizes the user-space environment but shares the host operating system kernel. That 

overwhelmingly cuts down the overhead since containers do not have to start up a full instance of 

the operating system for every instance. Consequently, containers are lightweight, start up much 

quicker than virtual machines and use less system resources [3]. On the performance side, 

containers provide better utilization and scalability. Since they can be deployed in rapid time and 

easily replicated, it is perfect for cloud applications, stateless services and micro-services 

architecture. In such environments, applications are decomposed into smaller services that can be 

developed, deployed and scaled separately, which fits naturally into the container model [3]. But 

this efficiency has a few caveats. Because containers share the kernel of the host operating system, 

they provide weaker isolation than virtual machines. This can create a security risk, especially if 

there is a container escape which allows an attacker to access the host system or other containers 

[3]. On the other hand, virtual machines provide better isolation as each VM runs on its own full 

OS making them more appropriate for sensitive workloads or applications where strict security 

controls are required. Speaking of use cases, while virtual machines are usually recommended for 

legacy systems, applications that need complete control over the operating system (such as 

database servers), etc., containers are great for microservices-based architecture. Containers, on 

the other hand, are specifically designed for modern apps that need to be deployed quickly and in 

a repeatable way; fast iterative scaling; transportability across environments, and high utilization 

of physical resources. In conclusion, while both technologies are essential for cloud computing, 

containerization is often preferred for modern application development due to its speed and 

efficiency, whereas virtualization continues to be important in use cases where stronger isolation 

and flexibility are needed. 
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2. Practical Docker work 

2.1 Building and pushing Docker images 
A Docker image is a read–only, layered template that you use to create containers. Images are 

usually defined in a Docker file — a file with instructions about the base image, what files to copy 

and what commands to run. To build an image, run: 

#Build an image based upon the Docker file in the current directory 

$ docker build -t username/appname:1.0 

Docker build commands will read the Docker file, download Base image and execute all the 

commands one by [4]. 

 

  

Figure 1:Docker images created successfully using the docker build 
command. 
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First, login using docker login before pushing to Docker Hub Then tag and push the image: 

 

Figure 2: Docker Hub authentication completed successfully. 

Tag the image with my Docker Hub repository 

$ docker tag username/appname:1.0 username/appname:latest 

 

Figure 3: Docker image tagged with latest version. 

Push the image to Docker Hub 

$ docker push username/appname:1.0 

 

Figure 4: Docker image pushed to Docker Hub repository. 



7 
 

 

Figure 5: Successful Docker image push verification on the web repository, confirming that the container image was uploaded 

correctly and is available in the remote registry. 

$ docker push username/appname:latest 

 

A tagging gives human‑readable name and where you want it to be [4]. Pushing pushes the 

image to a registry (Docker Hub AWS ECR, Azure CR) so others can pull it. 

 

2.2 Container volumes for persistent storage 
Docker containers are stateless: any changes made to files disappear when the container is 

deleted. Volumes offer persistent storage independent of the life cycle of containers. Creating a 

volume is straightforward: 

$ docker volume create sayemvol 

$ docker volume ls # list volumes 

 

Figure 6: Docker volume created for persistent storage. 

 

You then reference this volume when you run up a container: 
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This example specifies that any files written to /var/www/html in the container are persisted on 

the sayemvol volume. The files are persistent even if you remove and recreate the container. 

Volumes can also be mounted into multiple containers for cases like logging or distributing the 

data to a list of downstream processors [5]. 

Volume management commands: These are the commands that include docker volume ls (list), 

docker volume rm (remove) and docker volume prune (remove unused volumes) [5]. 

2.3 Container networking and Communication between MULTI‐containers 
Docker has multiple network drivers; bridge networks are the default. Create isolated network 

from containers, has two or more connected together: 

$ docker network create mynetworkwork 

 

Figure 7: Custom Docker bridge network created successfully. 

Make two containers to run in same network 

$ docker run -d --name web --network mynetwork nginx 

$ docker run -it --name client --network mynetwork alpine sh 

 

Figure 8: Multiple containers connected within the same Docker network. 

Container tip Use ping web or ping to test connectivity from inside of the alpine container. For 

example, Docker gives each container its own IP address on the bridge network and runs a simple 

DNS service that maps container names to IPs [6]. By using names rather than hard‑coded 

addresses to communicate, you enable services to run in containers. Do you have to remove 

networks (docker network rm mynetwork) or docker network prune Danish unused networks. 
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Figure 9: Successful communication between containers using ping. 

2.4 Use case: Persistent to the Database 
One of the most common use cases with Docker volumes in real world is persistence volumes for 

databases. Take for instance running a database container like MySQL or PostgreSQL, one should 

avoid data loss between starting and stopping the running container or removing it entirely. 

Because we mounted a Docker volume to the database container, all data is saved outside of the 

container environment. So, the db. would be there even if you restarted the container or destroyed 

and recreated it. This strategy is a common practice in actual production environment, which is 

concerned with data quality and reliability. Docker volumes provide an important component of 

today’s extensive (and cloud-backed) systems, supporting backup, migration and scaling 

applications. 

 

 

Figure 10: Persistent storage verified using Docker volumes. 

2.5 Putting It All Together– Sample Project 
For an end-to-end life cycle—building, running, persisting data and publishing—let us take a web 

server that serves custom HTML page. The following steps are a reflection of the instructions 

provided in docker. Create a video that shows how to perform the following “docx” exercises and 

you should include: 

 

1. This Docker file has the following requirements: write it with a smaller base image 

(preferably nginx:alpine) Copy your index. html into /usr/share/nginx/html. 
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2. Create the docker image and give it alias: docker build -t username/webpage:1.0 [4]. 

 

3. Run the container with port 80 exposed docker run -d -p 8080:80 --name webpage 

username/webpage:1.0  

 

 
Figure 11: Running Docker container verified using docker ps. 

NOTE: Check that your my is loading in a browser (http://localhost:8080). 

 

4. Make it a volume and mount this to /usr/share/nginx/html so the updates is persistent: 

docker volume create html-data, Then: docker run -d -p 8080:80 -v html-

data:/usr/share/nginx/html username/webpage:1.0[5]. 

 

 
Figure 13: Docker volume mounted into the container. 

5. Tag and push the image to Docker Hub docker tag username/webpage:1.0 

username/webpage:latest && docker push username/webpage:1.0 [4] 

 

6. Build a network (docker network create demo-net) and launch other containers on the 

same net (container like DB). Ping the other from one container to demonstrate 

connectivity [6]. 

 

This example shows how to build your image, run it locally, persist data, publish to a registry and 

orchestrate multi‑container communication. 

 

Figure 12: Web application successfully accessed through browser on localhost:8080. 

http://localhost:8080/
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3.Core cloud‑computing concepts 
 

3.1 Load balancing 
Load balancer: is the practice of distributing multiple client requests among various application 

instances to maximize performance and reliability. Software-based load balancer run on the same 

infrastructure as applications, adjusting automatically to demand changes in cloud environments 

[7]. Over conventional hardware appliances, cloud load balancers provide a variety of advantages: 

 

• Availability and performance of applications: they route traffic to healthy instances and 

support zero-downtime maintenance [7]. 

 

• Elasticity: They combine with auto-scaling mechanisms to automatically add or remove 

instances depending on workload [7]. 

 

• Cost and Scalability: Since software-based solutions do not require specialized hardware, 

they offer a lower cost solution delivered as an on-demand service on virtually any 

network [7]. 

 

Load balancers provided by a cloud provider. Example: Azure Load Balancer works on Layer 4 

(TCP/UDP), Application Gateway is used for Layer 7 (HTTP/HTTPS) routing. AWS Elastic Load 

Balancer (Classic, Application and Network load balancer) for AWS like regional load balancing 

per application and network level or Google Cloud Platform provides dual load balancing which 

are regional and global. Besides these implementations, we would see different load balancing 

algorithms articulate to distribute the traffic efficiently. The most common technique is round 

robin which distributes requests in sequence over the available servers. So, this is a simple method 

that works when there is some kind of uniformity in the capacity of all your servers. Another option 

is least connection, which makes requests to go to the server with the fewest number of active 

connections. In real-world environments, workloads are rarely uniform and this method serves to 

smooth out traffic per node on the fly. 

3.2 Scalability 
Scalability: system ability to handle increasing workloads by ready resources accordingly. Using 

cloud computing allows organizations to incubate up and down the assets, as it saves costs by not 

investing in physical infrastructure [8]. Scaling can be broken into two significantly different 

types: Vertical scaling and Horizontal scaling. Vertical scaling — Increasing the capacity of a 

single server i.e. adding more CPU, memory or storage to the current server. It is true that this 

method is basic, but it will always be limited to the maximum little of your devices. However, 

horizontal scaling is adding more servers or instances to scale out the load. This method is more 

versatile and can be used in cloud settings, helping with fault tolerance and high availability [9]. 

Load balancing and scalability both work hand in hand to keep the system reliable. Scaling adds 

more resources, but load balancing is a way to distribute the incoming traffic across resources. 

This minimizes system congestion and enhances reliability while improving user experience [9]. 
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3.3 Application gateways 
An application gateway is a Layer 7 load balancer that makes routing decisions in the context of 

application data like URLs, headers and cookies. This enables traffic to be routed to various 

backend services according to the type of request. Application gateways offer many advanced 

features, including SSL / TLS termination to cut the processing load on backend servers-and 

integration with web application firewalls to bolster security. They even can route based on path, 

which means given a different part of your application (like /api or/images) should connect to 

back-end services. These functionalities are highly valuable in modern cloud architecture where 

applications are composed of multiple microservices and require intelligent management of 

workflow and traffic [10]. 

3.4 Serverless Functions vs Containerization 
Two popular modern approaches for deploying and managing applications in cloud environments 

are serverless computing and containerization. Although both are aimed at improving scale and 

efficiency of blockchains, they differ significantly in execution model, control, cost and use cases. 

Serverless Computing (FaaS or Function-as-a-Service) is an event-driven model of execution. The 

applications are divided into several simple, event-driven functions that execute tasks like 

responding to an HTTP request, performing some action for every update on a database or every 

file uploaded. These functions execute only when requested, and the cloud provider automatically 

manages all aspects of the underlying infrastructure (scale, resource allocation etc.) [12]. On the 

other hand, applications packaged in containers are executed as long-running processes with 

developers managing deployment, scaling and orchestration. Serverless computing costs are based 

on a pay-per-execution pricing method that allows users to run their code only when necessary. 

This makes it extremely affordable for unpredictable or bursty workloads. Stanley Peters, 

Computer Science Department, Stanford University 21 Containers need assigned resources, 

though; as a result, were allocated CPU and memory (the "active processes") even when not busy 

these can cost more for low-use applications [13]. Scalability is another important distinction. We 

can call Serverless platforms that automatically scales up or down according to demand. Gives 

you awesome elasticity without hands on support. Unlike container-based systems where scaling 

needs to be done explicitly using orchestration tools or ecosystems (exchange fast deployment and 

horizontal scaling) [14]. Control and flexibility are also drastically different. In serverless 

environments, developers have less control over the runtime environment since they are limited 

by the configurations that the cloud provider supports. This means containers give total control of 

the application environment, including OS, libraries and dependencies while virtual machines are 

more suited to complex or custom applications [13]. On the performance side of things again, 

serverless computing might face issues with cold start latency where there is a delay when the 

function is invoked after being idle for some time. This can impact real-time applications. 

Compared to traditional VMs, for example, containers usually have a more stable performance as 

they are pre-initialized [12] and run constantly. 

Practical Use Cases: This is where you see the real distinctions between the two scenarios. 

Serverless computing is primarily well-suited for lightweight and event-driven applications 

ranging from chatbots to REST APIs, processing pipelines and notification systems. An example 

is a chatbot application that will call serverless functions to process your user input in a dynamic 

way without keeping persistent servers up and running. But in case you are focusing on long-

running applications like web servers, enterprise systems and microservices-based architectures, 

containerization is a better fit. One example could be if a web application written using containers 



13 
 

can run in long-running task, maintain transient connections and scale back-end services. Both 

approaches have advantages and disadvantages. With serverless, your application is tightly 

coupled with a specific cloud provider service which may create vendor lock-in. Also, the 

performance in latency-sensitive applications is affected by cold start issues. Containers, on the 

other hand, give more control to how your application runs but come with extra management 

burdens in terms of configuration, orchestration and security upkeep. Conclusion Overall – 

serverless computing and containerization are both critical technologies in cloud computing but 

have different workload fit. Serverless is great for event-driven and very flexible applications with 

variable demand, while containers will work well for complex and long-running applications that 

require better control and consistency. 

3.5 Real-World Example 
Netflix is a real-world example using these cloud concepts, whereby they use load balancing + 

horizontal scaling to simultaneously serve millions of users streaming content worldwide. For 

instance, Amazon trains their large cloud infrastructure and load balancing technologies to handle 

high traffic volumes in peak periods like promotional sales events. It is also used to route requests 

that the user makes across different services. This illustrates how the combination of load 

balancing, scalability and application gateways creates high-availability, enhanced performance 

and an ideal user experience in large-scale cloud scenarios. 

3.6 Why load balancing and scaling are complementary to one another 
Load balancing controls the routing of client requests, while scaling determines the timing and 

number of available resources. Together, they provide high availability, resilience and cost 

effectiveness [9]. When you have a large, distributed application system with data level, where a 

lot of incoming requests may result in one instance getting too high traffic and becoming the entire 

application's bottleneck -- having a load balancer will distribute that traffic into several instances 

so none gets overloaded. Having an autoscope as well ensures there are enough available instances 

during spikes. Such pairing increases usability (reducing latency, reducing errors) and optimises 

costs by running the least number of resources [9]. 

3.7 Combining load balancing, scalability and application gateways  
Let us assume you have a web‑based retail application that is hosted in the cloud. You have a 

Layer‑7 application gateway in front, performing SSL termination and routing (like /catalog, 

/checkout, /static) to the respective pool of microservices. A load balancer then distributes requests 

among multiple instances of each microservice (running in containers or VMs) behind the 

gateway. Autoscaling checks for CPU utilization and request latency and appropriately scales the 

number of instances up during a flash sale, and back down when it is over. By these technologies 

combined, you get: 

 

• High availability: If one instance is unhealthy, traffic will automatically be directed to a 

healthy instance via the load balancer and autoscaling helps maintain redundancy. 

 

• Throughput and user experience: request routing can minimize response time by routing 

each request to the best matched backend [7]. 
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• Cost efficiency: singletons utilize pricing reduction through removal of idle instances; 

software-based load balancer and application gateways eliminate expensive hardware [7]. 

 

• Security and stewardship ELB: Centralized SSL management; can also work with web 

application firewalls [10]. 

 

3.8 Summary 
In summary, load balancing, scalability and application gateways are the foundation of cloud 

computing design. Together, they form a powerful and efficient infrastructure that can run dynamic 

workloads, maintain system reliability and provide high-quality services to the users. 

 

4. Grounds for the hybrids of cloud adoption or the serverless 

functions vs containerization 

4.1 Economic and operational drivers of cloud computing  
The main reason that organizations are turning to the cloud in the first place is flexibility and 

savings. Cloud platforms make it possible for the business to scale resources dynamically with 

demand, avoid over‑provisioning while making remote access available to teams across the globe 

[11] [8]. This is because companies avoid large up-front capital expenditure on hardware—and are 

only billed by resource consumption on a pay‑as‑you make it a job basis [8]. Additional drivers 

include: 

 

• Faster time to market- because backing resources can be provisioned in seconds [8] 

 

• Enhanced collaboration and convenience: you can access data and tools from any device, 

enabling remote working [11]. 

 

• Cloud providers spend stupid amounts of money on security features, backup and disaster 

recovery [11]. 

 

4.2 What are serverless functions (FaaS)? 
Also known as functions as a service, serverless computing allows developers to run code without 

having to manage servers. You build applications with functions that respond to triggers (an HTTP 

request, a database update, or an upload of files etc.). The underlying infrastructure is automatically 

provisioned and scaled by the cloud provider which only charges for execution time [12]. 

Advantages are flexibility, cost-effective and more production as developer must do only code 

instead of managing server [12]. Some of the popular serverless platforms are AWS Lambda, 

Azure Functions and Google cloud Functions [13]. 

 

https://cloud.google.com/learn/advantages-of-cloud-computing#:~:text=Scalability%20and%20flexibility
https://cloud.google.com/learn/advantages-of-cloud-computing#:~:text=Scalability%20and%20flexibility


15 
 

4.3 Serverless functions vs containerization 
 

Aspect Serverless functions Containers 

Execution 

model 

Event-driven functions run only when 

triggered and are stateless. The provider 

automatically scales the number of function 

instances [13]. 

Long-running processes: containers encapsulate 

applications and dependencies and run 

continuously; scaling requires orchestration 

tools like Kubernetes [13]. 

Billing model Pay-per-execution; you pay for the time your 

code runs and the resources used [13]. 

Pay for allocated resources (CPU/memory) 

regardless of utilization [13]. 

Scalability Automatic and granular; functions scale to 

zero when idle and up instantly for bursts 

[14]. 

Must be explicitly scaled; containers can be 

created or destroyed quickly but need 

orchestration[3]. 

Control & 

configuration 

Limited control over the runtime; 

environment and language choice may be 

restricted. Useful for stateless workloads 

[14]. 

Full control over the OS environment, libraries 

and configuration. Suitable for long-running 

services or custom requirements [13]. 

Startup latency Possible “cold starts” (delay when a function 

runs for the first time), which can impact 

latency [12]. 

Containers start faster than VMs and have 

predictable startup times [3]. 

Use cases Event-driven tasks, infrequent or 

unpredictable workloads, real-time data 

processing, serverless APIs [13]. 

Microservices, long-running applications, 

workloads requiring custom libraries or 

persistent connections (e.g., web servers, 

databases) [12]. 

 

Driving forces are reflected in the comparison: 

• Cost: serverless functions are cost‑efficient for spiky or intermittent workloads because 

they eliminate idle‑time charges[13]. Containers may be more cost‑effective for 

long‑running services that would incur frequent function invocations[13]. 

 

• Flexibility and agility: serverless abstracts away infrastructure management, enabling 

rapid development and experimentation[12]. Containers provide flexibility by 

encapsulating dependencies and running uniformly across environments[3]. 

 

• Scalability: both models support scaling, but serverless scales automatically to zero, 

while containers need orchestration. For highly unpredictable workloads, serverless may 

offer better elasticity[14]. 

 

• Control and security: containers offer more control and isolation at the cost of 

additional management overhead; serverless is simpler but may raise security and 

vendor‑lock‑in concerns[12]. 
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5. Critical Evaluation 
Containerization and serverless computing are both commonly used approaches when developing 

for the cloud today, however neither is always a perfect fit nor have well known limitations 

depending on the task to be performed. Containerization provides flexibility, portability and 

optimal resource utilization; but it does not always have the right solution in every scenario. In 

addition, the container needs extra management overhead (including instrumentation, 

orchestrating and security configuration). manages containers across a cluster but adds complexity 

and requires expertise. Additionally, containers have less isolation than virtual machines because 

they all share the host operating system kernel, which can lead to security issues in more sensitive 

environments. Like so, serverless computing offers automatic scaling, less operational overhead 

and cost efficiency for event-driven applications. Nevertheless, it comes with numerous 

shortcomings. A huge problem is vendor lock-in, where your apps are tightly coupled with a cloud 

provider’s services and it becomes difficult to migrate. Also, there is cold start latency: functions 

will take longer to run if not invoked for a time (this may turn your function into a lemon on 

Realtime applications). On the other hand, serverless platforms typically place limits on execution 

duration and resources which may discourage long running or computing intensive jobs. Over the 

next few years, artificial intelligence (AI) and machine learning are expected to work closely with 

cloud computing. Cloud providers are delivering built-in AI services providing automated scaling, 

intelligent resource allocation and predictive management of systems. The idea behind this 

integration is to improve efficiency and lessen the human-to-cloud contact. In addition, hybrid 

architectures that use containers, serverless functions and AI-driven automation are emerging as 

organizations try to take advantage of the best of breed from each approach. In conclusion, finding 

the right mix is key to picking cloud technologies. Organizations need to dissect use cases + 

workload requirements and performance and security considerations instead of falling for the lure 

of a single architecture that promises it all. 

 

6. Conclusion 
In this ACCA7027 coursework, you test your research on the cloud‑engineering principles and 

demonstrate your Docker practical skills. This report provided an overview of the fundamental 

concepts of virtualization and containerization; it also illustrated how containers work to give you 

an understanding of how containerization fits into cloud computing. This has demonstrated steps 

to build, tag and push Docker images, mount data using volumes and connect multiple containers 

over networks- all available in docker. docx exercise list. The report also reviewed the cloud 

principles of load balancing, scalability & application gateways and how we combine these 

principles to provide reliable, performant and cost-efficient services. Lastly, it has explored the 

economics of cloud adoption— cost savings, flexibility & agility—and has compared serverless 

functions with containers to clear up when to prefer each alternative. 
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