




Introduction
In this report areas to manage and maintain a network are examined. Areas including local permissions and file shares, group policy and passwords are explained. These features in a network help ensure the network is more secure and protected from unauthorised access.

Task 1: Understanding NTFS and Share Permissions
In previous tasks a domain has been created which means that the network now allows the clients and server to communicate with each other in a variety of ways and user accounts can be set permissions to access folders that may not be stored on the device the user is using or may not have been created by the user trying to access. Permissions are a way to ensure only required users can access what they need to access.

In this task a folder for the departments important documents was created on a clients PC by the administrator. Once created the admin then looked into changing the permissions on that folder for required users to access. The first thing changed was inheritance removed from the folder. The inheritance is removed so the permissions can be tightened.
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With the inheritance removed the permissions can now be added to the folder, the first user given permissions to the folder was the admin account – the admin account is given full control to the folder – full control permissions are explained under the NTFS subsection of this report. 
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The next step was to add another user which would have more restricted permissions than a network admin. In this case it was read and execute which allows the user to view the folder and the files/subfolders but not modify. When the user tries to modify they are greeted with an error message.
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To test the permissions the network admin tried typing text into the file and saving it – it was found that the network admin could modify the file as the permissions were set to full control.
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The next test was to open the folder and modify the file as the non admin user – The non admin user was able to open the file but was not able to modify as the permissions were set to read only.
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This concluded the task of NTFS permissions and the permissions were set correctly.

The next step of the task was to create Share permissions on a server to allow a file stored on the server to be shared across the network.

To complete this task Server 1 was started up and storage service was accessed to create a folder share on the server. A basic SMB share was set up with the name DeptNetShare$ with the local path of C:\shares\DeptNetShare. The share was set up with access-based enumeration enabled – this meant the share will only display files and folders the user trying to access has right to access. In this case the administrators were given full control and two members of the domain were given read and execute access.
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With the share now set up on the server, it needed to be mapped on the client machine in order for the users to access. To test that the share works correctly the users logged in tried access the mapped drive.
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Task 2: Utilising Group Policy Management

In this task the group policy management console is used to implement some policies to lockdown the client PCs on the network. In any organisation it is important to restrict access to some features such as the control panel and command prompt to prevent users from using making changes to the settings of systems in the network.

First of all a new Organisational Unit called Non Admin Users is created, this will store general users who will not have special privileges to make access certain areas. Once created a group policy object is created in the GPMC for the Non Admin Users OU called NoCtrlPanAccess. This will prevent users from access the control panel on their computer. The admin sets this in the User Configuration, Administrative Templates, Control Panel settings. Prohibit access to the Control Panel and PC settings policy is opened up and enabled.
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Once applied the network admin runs a gpupdate/force in the command prompt for the change to take effect. The non admin user then logs into Client 1 and tests access to the control panel
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Next up to help secure systems the Command Prompt is disabled for Non Admin users, this stops users from running commands to override system settings, in the wrong hands access to this could cause problems for the network and organisation.

A new policy NoCmdPrmptAccess was created, the network admin navigated through User Configuration, Windows Settings, Policies, Administrative Templates and into System to find the Prevent Access to the Command Prompt GPO. Once this was enabled the network admin run a gpupdate /force again so push the group policy across the network
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Again, to test this works the end user logged into the client PC and tried opening Command Prompt they are greeted with a message
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Another important policy implemented in a network environment is restricting access to removable media devices. Removable media devices are one of the most common ways for viruses and malware to get into a network, which can have a devastating effect on the organisation. Denying these for non admin users is best practice to reduce the chances of viruses and malware entering the network.

Another Group Policy object named NoRemDriveAccess is created for the Non Admin Users OU. This was another policy found under removable storage access in administrative templates under the user configuration. The properties of “All removable storage classes: Deny all accesses” was enabled for this to take effect.
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Once complete the end user who was not an admin tried to access a removable storage which was disabled 
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Finally the network admin enabled a GPO on the same OU to restrict software installs. This vital in a network to prevent unauthorised software installs. The install of 3rd party software is not managed centrally by the network admin so it is easier for attackers to exploit vulnerabilities in software that may be out of date.

This GPO is applied to a computer object rather than a user. A new organisational unit is needed for this to policy to be added to a group of computers. The new OU was named NWClientComputers. Once this was created the Client 1 PC was moved into this OU.

This then allowed the network admin to go back into the GPMC and create a group policy object on the NWClientComputers, the GPO was named NoUnauthSoftInstalls. The “Prohibit User Install” policy lays within Computer Configuration – Administrative Templates – Windows Components – Windows Installer. The policy properties are edited and enabled.
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The policy is then tested by a non admin user to ensure it works as supposed to, as the previous restrictions were applied with group policies the user was not able to install software from any mediums.

The final GPO implemented was a password policy on the domain. A password policy is important to enhance security in the organisation. Stronger passwords reduces the likelihood of passwords being cracked. The network admin navigated through Computer Configuration – Policies – Windows Settings – Security Settings and amended values of the password policy. 

Another group policy update was run in command prompt so the changes replicated across the network. Once complete a new user account was created a password less than 10 characters was tested and found that it would not work as it did not meet the requirements. Instead a 10 character password must be chosen.
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Local Permissions v Shares Permissions

The use of NTFS (local) permissions and a file share serve the same purpose which is to prevent unauthorised access but they are used completely separately. However, in some cases where the share and NTFS conflict the user may not be able to access their data or they may get a higher level of access than required, this can pose a security risk. [1]

NTFS Permissions
NTFS is the acronym for New Technology File System and is the used for storing and retrieving files on Windows NT operating systems, this technology has taken over from FAT file systems that was used in much older Microsoft OS’s. [1] The NTFS file system was developed to support larger file sized and hard drives and is also more secure than FAT. [1]

NTFS permissions are set in the security tab within properties when the end user right clicks on the file or folder. The permissions are then divided into groups:
· Full control – The highest level of permission, access to read, write, change and delete files and subfolders. This permission also allows the user to changer permission settings for all subdirectories and files.
· Modify – permits read, write of files and subfolders as well as deletion of the folder
· Read & execute – view and run exe files within the folder.
· List folder contents – allows user to view files and subfolders and execute files (inherited by folders only)
· Read – ability to view folder and the contents of subfolders.
· Write – ability to add files and subfolders and also write to a file. [1]

Share Permissions
To set up a file share the permissions are set on a specific folder for users to access across the network. The permissions for shares are not as specific as NTFS permissions. There are 3 types of permission:
· Full Control: Access to read, change and edit permissions and also take ownership of files within the folder
· Change: ability to read, execute, write and delete folders and files within the share.
· Read: ability to view the folder contents only. [1]

When using share and NTFS permissions together it is important to remember that the most restrictive permission wins. For example: If the Share permissions are set to Read on a folder, and the NTFS permissions are set to Modify the user will have read access as this is the most restrictive permission. The same if NTFS permissions are set to Read and Share permissions are set to Full Control, the user will still only get Read permissions. [1]

Differences 
There are some key differences between the two types of permissions that are useful to know when implementing permissions in a network environment:
· NTFS permissions allow more in-depth control over folders and their contents, whereas share permissions are easier to apply and manage.
· Share permissions are compatible with older formats FAT and FAT32 file systems, whereas NTFS is not.
· NTFS permissions only apply to users logged onto a server locally, share permissions work across the network.
· Share permissions give the network admin the ability to restrict the amount of concurrent connections to a shared folder.[2]

Role of Group Policy Management in the network environment

Group Policy Management is a feature within Windows Server Operating Systems that allows a network admin to control users’ and computers’ that are a part of an Active Directory environment. It is designed to help network admins save time by applying policies to groups of users/computers instead of setting up a new configuration on every PC which in large networks would be extremely time consuming.[3]

The Group Policy Management editor is divided into two configurations for users and computers, the difference between these are user configurations take place when the user logs on to a PC and the computer configuration is applied when the Windows Operating System starts up.[3]

Under both User and Computer the configuration divided further into policies and preferences, these two types of configuration are used differently.

Policies were introduced in Windows Server 2000. Polices are the original method for network admins to configure settings globally. When policies are set for a computer or user the configs can be changed or removed but they’ll go back to their value as defined in the group policy. In the policies section it is split up into Software Settings (focusing on software configuration), Windows Settings (focusing on Windows security or account settings) and Administrative Templates (focusing on the control of Operating System and User). It is worth noting that policies use a process called background refresh to check and apply policies every 90 minutes. [3]
As for preferences, this setting was introduced in Windows 2008 and is used to replace custom login scripts. These settings are different to policies and do not use background refresh, the preferences are only set when the computer starts up or the user logs in for the first time. [3]

Examples

Example 1 – Prevent Windows from Storing LM Hashes.
The first example of a use for Group Policy is to prevent Windows from storing LAN manager hash. Disabling Windows storing an LM hash of passwords helps keep the system more secure as the LAN Manager (LM) hash is weak and prone to hacking. Windows generates two hashes of a password, LM hash and a Windows NT hash and stores them in the Security Accounts Manager database or Active Directory. [4]

This is a computer configuration policy so it will take effect when the computer is turned on, meaning no matter who logs onto the PC this policy will work.
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Figure 1: Policy to disable storage of LAN Manager hash value.


Example 2 – Deploy Corporate Desktop Background
This policy can be used to set a corporate desktop background for all users, it is useful for businesses to look professional. It stops users from applying their own wallpapers which can slow down log in times and also ensures that users cannot put wallpapers that may not be welcomed in a professional environment.[5]

This is a user configuration policy and is already an administrative template that can be edited and applied. This is a basic yet effective configuration that can be implemented.
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Figure 2: Policy to choose a wallpaper to be forced across the board.


Password Principles in an Network Environment
A password system is an important feature than helps prevent unauthorised access to a computer and personal data. Passwords are used for almost everything digital wise from accessing a mobile phone to accessing mobile banking so it is important that when creating a password that a strong password is set. [6] In a network environment it is important that principles are created for educating staff as well as for implementing a password system.

In a network environment the network administrator can set principles for settings a password which can help the user make a strong password. The network admin can change settings in Group Policy manager for a domain to reduce the chance of the passwords getting hacked and the network compromised. These can include:
· Password History: This stops the user from using the same password in a certain period of time
· Maximum Password Age: This sets an expiry date on a password, for example if the password is older than 90 days the user will be forced to change it
· Minimum Password Length: This defines how many characters there must be in the password, if the password is 4 characters it will be a lot easier to compromise compared to a password that is 10 characters
· Account lockouts for bad password attempts – if a bad password is entered 5 times then the account will be locked out [7]

Another implementation to make accounts more secure is the introduction of multi-factor authentication. The idea of this implementation provides an extra level of security if the password is compromised, it requires a second level of authentication that can be a text message, email message or an application such as Microsoft Authenticator which provides a unique code that the authenticated user would enter to access the account [8]

It is also important for the organisational IT department to set principles that can be provided to their staff to educate them on passwords.

Some examples of this include:
· Do not use personal information – avoid using your name, age, child’s name etc when creating a password. This information can be easily obtained very social engineering, whereby a hacker could create a profile of the victim through their social media etc where they are likely to have information about themselves.
· Never disclose your password to anyone – self-explanatory principle that can prevent unauthorised access if the passwords ends up in the wrong hands.
· Use at least 8 characters for a password, use a mixture of uppercase and lowercase letters, numbers and symbols. [6]
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